
Hardware constitutes the foundation of any computer system. Ensuring its integrity 
throughout the entirety of the hardware supply chain poses a significant challenge in 
establishing a secure computer system. The involvement of numerous untrusted par-
ties in the process opens the door to vulnerabilities. 
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The Integrated Circuits (ICs) supply chain uses a 
horizontal model, where Intellectual Property (IP) 
owners rely on external partners for competitive-
ness and cost reduction. However, this reliance 
raises significant trust concerns, including IP theft, 
IC counterfeiting, and the introduction of mali-
cious circuit alterations (Hardware Trojans (HTs)) 
[1]. 

In the last decade, Hardware Trojans have 
emerged as a significant security concern [1][2]. 
These circuit alterations pose a threat by allowing 
unauthorized access, manipulation, and control of 
electronic systems. While practical instances of 
hardware Trojans are not conclusively docu-
mented, the ability to make subtle modifications 
with basic tools [3] emphasizes the need for robust 
security measures. 

Over the past decades, numerous research pro-
grams have explored different methodologies 
aimed at ensuring trustworthiness throughout the 
IC supply chain. For instance, the United States 
Defense Advanced Research Project Agency 
(DARPA) has initiated multiple funding programs 
to advance R&D in the domain of reliable elec-
tronics. These programs include IRIS [4], TRUST 
[5], and SHIELD [6], among others. The signifi-
cance of this issue has also been acknowledged in 
Germany, with the German Federal Ministry of 

Education and Research (BMBF) launching a 
funding program spanning 2021 to 2024, specifi-
cally aimed at addressing the challenges of de-
pendable microelectronics for Germany and Eu-
rope [7] [8]. Regrettably, as of now, there is no es-
tablished formal process for ensuring the trust-
worthiness of hardware across the IC supply 
chain. Consequently, it is required to assess exist-
ing protective measures and determine the neces-
sary focus areas for future research, with the ulti-
mate goal of guaranteeing the security of hardware 
throughout the supply chain. This article is based 
on the findings provided in [11]. 

Key Insights 
• Design-dependent hardware Trojans are a 

fundamental security issue. 

• Standard detection mechanisms only allow 
the identification of known hardware Trojans. 

• Newer approaches focus on identifying mali-
cious modifications by comparing the IP with 
a golden reference throughout the complete 
supply chain. 

• Automated and complete reverse engineering 
is crucial for achieving formal security guaran-
tees for the entire supply chain. 
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• Best-effort security measures implemented 
through active protection mechanisms remain 
an important pillar in protecting against mali-
cious hardware modifications. 

Key Recommendations 

To holistically protect against (1) malicious hard-
ware modifications (Trojans), we need to invest in 
(2) long-term research to formally secure the hard-
ware supply chain and (3) short-term, best-effort 
security. 

(1)  Invest in a tangible estimation of the effort, 
tools, and skills required to design and insert 
design-specific hardware Trojans. 

(2)  Formal security guarantees: 

o Develop end-to-end, automatic, 
zero-fault, and non-destructive re-
verse engineering methods as key en-
abler for end-to-end equivalence 
checking. 

o Develop end-to-end and complete 
equivalence checking (EQ) methods 
from the abstract design specifica-
tions to the final physical device.  

(3)  Best-effort active protection mechanisms: ad-
vance the research on best-effort security with 
active protection mechanisms that aim at dis-
allowing malicious modifications to the design 
throughout the hardware supply chain. 

From Specification to Silicon 

The hardware IP necessitates protection across 
the entire supply chain, spanning from initial spec-
ifications to the final device. The supply chain in-
volves the IP owner, design house, foundry, as-
sembly facility, OEMs, and users. The asset under-
goes format changes via automated EDA tools or 
manual processes by hardware designers [9][10]. 

1. IP Creation and Ownership 

• The process starts with the creation of hard-
ware IP, which includes specifications, virtual 
prototypes, high-level descriptions, Register 
Transfer Level (RTL) designs, and gate-level 
netlists. 

• This IP is initially owned by a development 
team, company, or individual who holds the 
rights to its use and distribution. 

2. External Design House 

• The IP owner may collaborate with an exter-
nal design house for specialized expertise or 
additional resources. 

• The IP owner provides either the RTL design 
or gate-level netlist to the external design 
house. 

3. Design and Layout 

• The external design house takes the provided 
RTL design or gate-level netlist and utilizes it 
to generate the layout in GDSII format. 

• This layout serves as a blueprint for the phys-
ical components of the hardware. 

4. Foundry and Manufacturing 

• The GDSII layout is forwarded to a foundry, 
which is a specialized facility equipped for 
semiconductor fabrication. 

• The foundry utilizes the layout to develop a 
mask of the chip design. 

• The mask is used to manufacture the final 
chip using advanced semiconductor fabrica-
tion processes. 

5. Assembly and Integration 

• Once the chips have been produced, they are 
sent to an assembly facility. 

• At this stage, the chips are combined with 
other electronic components to create either 
intermediate devices or the final product. 

6. Packaging and Distribution 

• The assembled devices undergo packaging to 
protect them from environmental factors and 
facilitate handling during transportation and 
use. 

• Packaged devices are then distributed to orig-
inal equipment manufacturers or directly to 
end users. 
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7. OEMs 

• OEMs may further incorporate the hardware 
into larger systems or products. 

8. End Users 

• End users receive the final packaged devices, 
which they utilize for their intended purposes. 

Throughout this journey, the original hardware IP 
undergoes a series of transformations from high-
level descriptions to tangible physical compo-
nents. It is crucial to ensure the integrity and secu-
rity of the IP at each stage, as it may be exposed 
to vulnerabilities when handled by external parties 
(see Figure 1). 

Hardware Trojans: A Fundamental 
Threat in the Hardware Supply 
Chain 

The electronics supply chain, geared towards min-
imizing time-to-market and cutting costs, involves 
various external entities and closed-source third-
party Electronic Design Automation (EDA) tools. 
This decentralized structure introduces security 
vulnerabilities due to inherent trust uncertainties 
among involved parties. A significant conse-
quence is the potential introduction of malicious 
alterations known as hardware Trojans (HTs), an 
ongoing concern in security research for over a 
decade [2]. Unfortunately, the issue of HTs re-
mains largely unresolved. 

Hardware Trojans: A Subtle Change with 
Disastrous Consequences 

Over ten years ago, a radar system in Syria failed 
to provide advance warning of an approaching air-
strike, purportedly due to the presence of HTs in 
the defense systems [46]. While confirming the 
presence of HTs in such instances is challenging, 
the mere possibility of these subtle yet malicious 
design alterations has garnered significant atten-
tion in both research and industry. The US military 
and intelligence executives have identified HTs as 
one of the most significant threats the nation 
could encounter during times of war. 

An HT is characterized by intentional, malicious, 
and covert alterations made to integrated circuits 
throughout the entire hardware supply chain [12]. 
This malicious behavior can take different forms, 
including information leakage, power dissipation, 
denial of service, performance degradation, or un-
intended behaviors. The intentional nature of the 
modification distinguishes it from random faults. 
Trojans are implemented stealthily to evade detec-
tion during tests and security checks.  

Before we take a look at different classes of HTs, 
it is important to understand the process of Re-
verse Engineering (RE) - a term that is tightly cou-
pled to HTs. Hardware RE is defined as the pro-
cess of extracting a set of specifications for a hard-
ware design by an entity other than the original 
design owner [42]. Consequently, RE has tradi-
tionally been associated with potentially malicious 
activities, such as IP theft, that are of significant 

 

Figure 1 Assets and vulnerabilities within the hardware supply chain [11] 
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concern to governments, the military, and indus-
try.  

Within the context of RE, HTs can be categorized 
by addressing a fundamental question: does the 
design and insertion of the Trojan necessitate RE? 
This classification framework, as outlined in [14], 
divides all Trojans in two groups: Class-1 HTs 
(C1HTs) and Class-2 HTs (C2HTs). C1HTs en-
compass Trojans that rely on RE. As a result, the 
attacker needs to invest into comprehending the 
design specifications of the asset at various levels 
to create an HT tailored to that specific design. 
Consequently, a Class-1 HT enables a controllable 
trigger, paving the way for a high-impact attack. 
C2HTs consist of less hidden Trojans that do not 
rely on RE. Consequently, an attacker can insert 
these HTs into a design at any stage or level of 
abstraction without possessing any knowledge 
about the asset. Thus, C2HTs remain resilient 
against potential protection mechanisms.  

The Untrusted Design House and Foundry 

One of the most common threat scenarios within 
the hardware supply chain involves the malicious 
actions of external design houses and foundries [1] 
[13] [40]. Since these third-party entities are often 
located at remote sites around the world and lack 
a verifiable level of trust in the design and produc-
tion process, they present a potential vulnerability 
for malicious alterations, such as HTs. Both exter-
nal design houses and foundries receive the asset 
in a form that remains modifiable before it is per-
manently coded into silicon. What are our as-
sumptions about the adversaries’ capabilities? In 
general, the following is true for both an external 
design house and foundry: (1) The entity is 
granted complete access to the design. The exter-
nal design house is provided with either the RTL 
or gate-level design, while the foundry receives the 
final layout. (2) The entity functions without any 
limitations or oversight by the legitimate IP 
owner. (3) The insertion of a design-specific (class 
1) HT demands a certain level of RE effort. 

A crucial element influencing the characteristics of 
the introduced Trojan is RE. The primary aim of 
RE is to attain an abstraction level of the asset that 
allows for subsequent analysis and manipulation. 
As the asset's abstraction level decreases, the need 
for a more extensive effort becomes apparent to 
gain a comprehensive understanding of the design 
and, potentially, to insert class-1 HTs. The RE 
process contains a multitude of manual, semi-au-
tomatic, and automatic steps which all paint only 

part of a still error-prone, lengthy picture. Thus, a 
completely automated, non-destructive, and flaw-
less RE process still remains elusive despite being 
the key factor in determining the effectiveness of 
an active protection against HTs. 

Open Challenges: Reverse Engineering  

• How to quantify the cost, required effort, and 
complexity of reverse engineering? 

• How to quantify the success criteria and the 
amount of retrieved information of the re-
verse engineering process? 

• How to implement non-destructive, auto-
matic, and zero-fault RE for every abstraction 
level of the asset? 

Fighting Hardware Trojans 

In the pursuit of combating HTs, research takes 
two distinct approaches. While some design meth-
odologies focus on detecting these insidious ele-
ments for subsequent removal, achieving fool-
proof detection faces formidable challenges along 
the hardware supply chain. Consequently, many 
researchers are now delving into proactive 
measures aimed at safeguarding against malicious 
modifications in the first place. 

Detecting Hardware Trojans 

A high number of methodologies aim to prevent 
HTs by identifying malicious modifications in the 
asset and removing them. Detection mechanisms 
fall into two classes: pre-silicon and post-silicon. 
Pre-silicon methods focus on design analysis be-
fore manufacturing, while post-silicon mecha-
nisms target the manufactured design. 

Pre-Silicon Detection 
Pre-silicon detection mechanisms can be summa-
rized with the following four major techniques: 
Code coverage analysis, formal verification tech-
niques, structural analysis, and functional analysis. 

In this context, formal verification stands out as 
the most promising approach for thoroughly 
proving the absence of hardware Trojans. Formal 
verification techniques like equivalence checking 
can mathematically prove properties and equiva-
lence between two descriptions of the asset. This 
allows detecting discrepancies indicating potential 
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Trojans. Existing verification methods like secu-
rity assertions can also be reused for Trojan detec-
tion [17] [18] [45]. However, limited abstraction 
details and a lack of formal models for manufac-
tured chips constrain formal techniques. A com-
mon formal method used in this context is equiv-
alence checking. Equivalence checking in hard-
ware security verifies that two different represen-
tations of a design perform the same operations 
and produce the same results [15] [16]. It ensures 
the integrity and trustworthiness of a design, iden-
tifying any discrepancies or potential malicious 
modifications. Therefore, it allows comparing two 
descriptions of the same IP between any two steps 
in the supply chain. 

Moreover, approaches like code coverage analysis, 
structural analysis, and functional tests are em-
ployed to identify hardware Trojans [19][20]. 
However, due to their limitations in providing 
comprehensive security assurance or necessitating 
specific Trojan structure information, there is an 
increasing research emphasis on formal methods.  

Post-Silicon Detection 
Functional tests execute application tests on the 
chip to check for incorrect behaviors indicating 
potential Trojans. But tests may not trigger all 
Trojans, and some may not corrupt functionality.  

After the chips are manufactured every device 
needs to be tested for modifications instead of an-
alyzing a single hardware description. Therefore, 
researchers work on reverse-engineering to yield a 
formal description of the produced hardware. Re-
verse engineering involves delayering and imaging 
the manufactured chip layer-by-layer to recon-
struct a gate-level netlist [1] and apply pre-silicon 
analysis. However, RE is expensive, time-consum-
ing, and destructive. 

Overall, post-silicon detection has limited cover-
age compared to pre-silicon techniques. RE pro-
vides a gate-level netlist but is expensive and de-
structive. More research is needed to enable post-
silicon security guarantees. 

Open Challenges: Passive Detection 
Mechanisms 
• Does equivalence checking offer a complete 

assurance of the absence of malicious modifi-
cations? 

• Is there a detection scheme capable of identi-
fying any potential hardware Trojan? 

Protection Against Malicious 
Design Modifications 

Many Design-for-Trust (DfTr) methodologies 
have been introduced in the last decades to protect 
hardware against malicious modifications, includ-
ing functional filler cells [37] [39], split manufac-
turing [40] [41], and layout camouflaging [42] [43]. 
In the following, we will, however, only take a 
closer look at logic locking – a premier technique 
to circumvent the insertion of class 1 HTs, and the 
only active protection mechanism capable of pro-
tecting against untrusted entities throughout the 
microelectronics supply chain 
Logic Locking (LL) aims to protect the integrity 
of hardware designs at different supply-chain 
stages and design levels [38]. LL modifies the 
hardware design through the incorporation of 
logic alterations that link the proper functioning 
of the chip to a confidential activation key. This 
alteration carries two primary consequences. First, 
the functional behavior of the HW design is con-
tingent upon the correctness of the key. When the 
correct key is applied, the design operates as in-
tended. Second, the inclusion of key-dependent 
logic brings about structural modifications in the 
design, essentially "obfuscating" the hardware. 

How is LL applied? Let’s assume that logic locking 
is implemented at the gate level.  The IP owner – 
the trusted entity - aims to develop a legitimate 
chip. During this stage, the RTL description of the 
hardware design is logically synthesized into a 
gate-level netlist. At that point, logic locking is ap-
plied, resulting in a locked netlist and a secret key. 
The secret key remains exclusively with the legiti-
mate IP owner. Note that the key is not needed 
for any subsequent steps. The locked netlist is 
then provided to external parties for layout gener-
ation, fabrication, and assembly. Once the final 
chip is prepared, the IP owner performs activa-
tion. The secret key is incorporated into the chip 
using a non-volatile memory, such as flash, e-fuse, 
or EEPROM [23]. This process has been success-
fully implemented by HENSOLDT Cyber GmbH 
through the production of the "Made in Germany 
RISC-V" (MiG-V) processor—a groundbreaking 
example of a fully logic-locked commercial pro-
cessor [14] [24] [25] [32]. 
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The Interplay of Reverse Engineering and 
Logic Locking 

A lot of research has popped up around the topic 
of logic locking, including resilient schemes design 
and novel key recovery attacks [44]. Unfortu-
nately, one mistake is still being repeated: the se-
curity of LL is only seen through the recoverability 
of the key. Why is this a problem? The key itself 
should evidently not be recoverable before pro-
duction; otherwise, an attacker could simply re-
move the locking-induced structures and dissolve 
the impact of the obfuscation. However, focusing 
on “how difficult is it to retrieve the key” as a 
measure of security is somewhat misleading as it 
completely ignores the main objective of LL: mak-
ing reverse engineering harder to perform. As a 
result, the concept of the key's "retrievability" has 
often been employed as an indicator of security. 
However, the question of "how much more chal-
lenging RE becomes" because of logic locking has 
remained unanswered. 

Secret Key, Unsecure Storage 

A fundamental issue in logic locking hides in the 
availability of a secure key storage. Unfortunately, 
a growing number of physical attacks have suc-
cessfully shown that the correct key can be ex-
tracted from an activated chip through probing 
and fault-injection attacks [27] [28] [29]. Moreo-
ver, it is possible to design a design-independent 
HT that leaks the key value after the chip is acti-
vated simply by forwarding the key inputs to an 
observable output [30]. Hence, without a secure 
key storage, logic locking will have a very limited 
effect in a high-volume production setting which 
allows the availability of activated chips on the 
market. 

Universal Circuits: A Way Out? 

A promising approach to addressing many chal-
lenges in logic locking is rooted in the concept of 
universal circuits [26] [31]. Drawing from a cryp-
tographic primitive introduced by Valiant [33], 
universal circuits can be programmed to emulate 
any circuit within a specified size limit. From a se-
curity perspective, a universal circuit can represent 
a wide range of hardware functionalities while 
consistently maintaining the same underlying 
structure. In fact, universal circuits could be seen 
as “the ultimate” obfuscation.  Why is this inter-
esting? When all the circuits entrusted to a poten-
tially untrustworthy foundry or external design 
house share the same physical structure, 

irrespective of the functionality programmed by a 
secret key, an attacker has only one avenue for in-
troducing modifications: random, design-inde-
pendent, and most likely low-impact class 2 HTs. 
Regrettably, the expenses associated with the im-
plementation of this approach far exceed accepta-
ble levels. As a compromise, an alternative solu-
tion has been examined using Embedded Field-
Programmable Gate Arrays (eFPGAs). In this 
setup, specific security-critical design modules are 
substituted with fully reconfigurable soft eFPGA 
or pre-designed eFPGA hard macros [22] [34]. 
However, additional research is imperative to as-
certain the security and cost-effectiveness of 
FPGA-based obfuscation [22] [35] [36]. 

Open Challenges: Active Protection 
Mechanisms 

• How to protect the activation key in logic 
locking from physical attacks? 

• How to measure the impact of logic locking 
on the required reverse-engineering effort?  

• How to design cost-effective and generic in-
distinguishable circuits? 

The Silver Bullet: Formal 
Guarantees  

The ultimate goal in security is to achieve formal 
guarantees for the absence of malicious modifica-
tions. Formal verification is the major approach to 
achieving this goal. However, although a mathe-
matical proof for the analysis is given, there are a 
few points that are still open for research to 
achieve this complete guarantee.  

1. As the IP changes its level of abstraction 
throughout the hardware supply chain, the dis-
crepancy between the levels of abstraction 
needs to be considered.  

2. Manufactured chips do not offer a formal de-
scription of the underlying hardware so that re-
verse engineering needs to be advanced further 
to offer a non-destructible, fast and complete 
solutions to generate a description for every 
manufactured device 

3. A complete chain of formal verification tools 
is required to cover the entire hardware supply 
chain. This needs to be standardized and fur-
ther development is required.  
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Research Needs: The Way 
Forward 

To establish a secure microelectronics supply 
chain, it is essential to address two fundamental 
challenges. (1) The first challenge revolves around 
formally securing the entire supply chain and 
achieving mathematically proven security assur-
ances across the entirety of the hardware design 
and manufacturing process. Undoubtedly, pursu-
ing this objective embodies the highest level of se-
curity, although it may involve high risks and long-
term projects. (2) Consequently, it is equally vital 
to promote research endeavors focusing on lower-
risk, short-term projects that aim to provide best-
effort security. These two overarching goals are 
further elucidated below, following the visualiza-
tion in Figure 2. 

 

Figure 2 Research goals for achieving a secure hardware 
supply chain [11]. 

Reaching Formal Security Guarantees 

To enable a formally secure hardware design and 
fabrication flow, the following must be achieved: 

Need 1: A fully automated, error-free, non-de-
structive, and seamless reverse engineering pro-
cess spanning from the physical device to high-
level abstractions is of paramount importance. 
The establishment of a comprehensive RE work-
flow, starting from the final chip, serves as a criti-
cal facilitator for comprehensive Equivalence 
Checking (EQ), HT detection, and the evaluation 
of active protection approaches. This research gap 
includes the following tasks: 

a. Estimation of the complexity, cost, and time 
effort of reverse engineering; 

b. Design and implementation of fully automatic 
reverse engineering methodologies. 

Need 2: Achieving end-to-end and comprehen-
sive EQ spanning from high-level abstractions 
down to the ultimate physical device is imperative. 

This EQ continuum guarantees that the final, 
manufactured, packaged, and embedded device 
maintains complete equivalence with its initial de-
sign specifications. This research gap includes the 
following tasks: 

a. Evaluation of the influence of the abstraction 
level and the design details it provides on the 
effectiveness of equivalence checking; 

b. Introducing formats and standards that ena-
ble equivalence checking at high abstraction 
levels; 

c. Introducing formats, standards, and methods 
to enable post-fabrication equivalence check-
ing; 

d. Offering open-source, verifiable, and trust-
worthy equivalence-checking tools. 

Supporting Best-Effort Security 

It is crucial to back research endeavors addressing 
lower-risk gaps that may not lead to formal and 
all-encompassing security assurances but contrib-
ute to best-effort security. These research objec-
tives encompass: 

Need 3: Active protection mechanisms may not 
offer formal security assurances, yet they represent 
a crucial and currently the sole line of defense 
against malevolent alterations in the course of ex-
ternal design and manufacturing stages. Nonethe-
less, the efficiency of active protection methods is 
tethered to several unresolved inquiries, such as: 

a. Enabling secure key storage solutions that are 
resilient against physical attacks; 

b. Supporting the development of cost-efficient 
universal circuits or approximations thereof in 
the form of reconfigurable circuits; 

c. Evaluate the impact of active protection mech-
anisms on the reverse engineering effort; 

d. Evaluate the possibility of formally secure ac-
tive protection mechanisms. 

Need 4: The design and detection of class-1 HTs 
remains a focal point in security research. To fa-
cilitate this goal, the following must be considered: 

a. A concrete assessment of the resources, tools, 
and expertise needed for the creation and in-
sertion of Class-1 HTs; 

Cybersecurity 7



b. Evaluation of the design of HTs that could po-
tentially circumvent equivalence checking; 

c. Support post-fabrication, non-equivalence-
checking-based HT detection methods. 
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