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Sender (X) Receiver (Y)
knows nothing. Y Obtains XU Y,

but knows nothing about X n'Y.

Not Allowed!

v Semi-honest setting
Vi
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Our Contributions

Public Key Symmetric Key

[KS05], [Fri07], [DC17] [KRTW19] Ours

« Point out a security issue incurred by the bucketing technique;

« Design two PSU protocols based on symmetric key operations without using the bucketing technique;
« Consider unbalanced datasets;

« Perform a comprehensive evaluation & comparison.

[KS05] Lea Kissner and Dawn Xiaodong Song. Privacy-preserving set operations. In Victor Shoup, editor, CRYPTO 2005, volume 3621 of LNCS, pages 241-257.
[Fri07] Keith B. Frikken. Privacy-preserving set union. In Jonathan Katz and Moti Yung, editors, ACNS 07, volume 4521 of LNCS, pages 237-252.

[DC17] Alex Davidson and Carlos Cid. An efficient toolkit for computing private set operations. In Josef Pieprzyk and Suriadi Suriadi, editors, ACISP 17, Part Il, volume 10343
of LNCS, pages 261-278.

[KRTW19] Vladimir Kolesnikov, Mike Rosulek, Ni Trieu, and Xiao Wang. Scalable private set union from symmetric-key techniques. In Steven D. Galbraith ani m

Shiho Moriai, editors, ASIACRYPT 2019, Part Il, volume 11922 of LNCS, pages 636—-666. /\T\T%ZSJT




Our Main ldeas

A simple fact

Given x:

fx=y. x@®s; =s,

Else: x @D sy # s,

/Y\J%:Sﬂdﬁ b




Sender (x) Receiver (Y)

Change
For each y; € Y: 4—9

Share y; to sif and s?, s.t. y; = s @ s?;

Set S; = {si,s3,---,stYand S, = {s?,s%,---,s2};
S1

<
<«

Obtain I = {s{ ® x,s; ® x,--,s3 D x};

i CheckifIns, = ¢,
g ifso, xeY, seth=1;
else, x &Y, setb =0;

fb=0:x=(si®x) D si;
Else, ......

. Not Allowed!
know y: € X O e I

The receiver
2
can know s:




Our Main ldeas

* (1,n)-PSU
Sender (x) Receiver (Y)
{1, ;E 3; Y}
{s?2, sz, s3, -,  sZ}
{si, s;,  s3 ., sp)
T b {y17y2'y3r°"'yn}

\ 4

2 2 2 2
{#(1);5%(2)»5%(3);"',sz(n)} Permute + Share {Sn(l)'sn(z)'sn(S)'°"'S7T(n)}

<

n

N

yTL’(i) = S7]1:'(i) @ STZ[(i) {yll Y2, V3, T yn}

{s5, s% st -, sh

{s3, s7,  si, v, Sy
yasN—=mitlh




Our Main ldeas

* (1,n)-PSU
Sender (x) ) , Receiver (Y)
V@) = Sz@) D@ S
T j {yllyZIySJ""Yn}
Add 51 = {Sfr(n»sﬁ(z)»sﬁ(a)»“"Sfr(m} Permute + Share | s, = {Sﬁ(l)'sﬁ(zysg(”’""S’ZT(")}‘
—‘ "

5 - 1 1 1 c
Obtain I = {sz) @ % Sn) @ % Sn(n) @ x3; If x ¢ Y, receiver will obtain x;

I ~ Butifxev....
Sshha r?f?eil re The receiver
. ; knows Y and S,.
l X, b
TN oT x/L | 1
The l’eg?'Verl if b = 0, obtain x; S,cannot be
cannot directly else, obtain 1; used to hide

S NN\F=rsutull |




Our Main ldeas

* (1,n)-PSU
Sender (x) ) , Receiver (Y)
Yu(@) = S D Sz
T R ) {}’1;}72;}73;"';}’11}
2 2 2 o2
4 {5111(1)'5111(2)15711(3)1"':Sylz(n)} Permute + Share {Snm»Sn(z)»Sn(g)» ,sn(n)}‘
?l ) k ‘{55(1)'573(2)'57%(3)' 'Sn(n)} |
L Multi-point ) ] ] , |
; Oblivious PRF |52 = {F(k: ey F (K sa@), - Fk, Sn(n))} |

____________________________________________________________________________________________________________

: CheckifInsS, # ¢
_ 1 1 2
Obtain I = {F(k, s;1) @ x), F(k, S35 D ; if so, x €Y, set b = 1;

1 .
x), =+, F(k, Speny @ 1)} : else, x ¢ Y, set b = 0;

A

OoT

|_
\ A 4
v

/Y\J%ﬂﬁ




For each x; € X, generate a [;

Computation and communication
costs are both 0(mn) !

Need to optimize the basic

scheme!

Sender (X)

(0

Receiver (Y)

() ® 3n(s) biep

>

Wi jem)
Permute + Share|  {s,(; }je[n]

L L L T L T T T T T I I ThINTTTOTTNTTOYTTE

{32 } jepm

multi-point OPRF ) {F(k& Sﬂ'(j}) }je[n|
>

I; = {F(k, i ® Yn(j) D Sx(j)) }ich]

if E'j s.t. F(k, S?T(J}) c Ii'-' i

b; = 1;
else, b; = 0.

A




Our Main ldeas

e (m,n)-PSU

Goal: to reduce the number of items in each set I;.

I; = {F(k, sp0) @ %), F(k, 5702y @ %), -+, F (K, Sy @ %)

From the sender’s point of view, any item in Y may be equal to x;.

Key idea: to reduce the number of “candidate” itemsinY that may be equal to x;.

Use Cuckoo hashing
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Design of Our Protocols

Optimization via Cuckoo hashing

Sender (X)

For x;:

Only y; and y; may
be equal to x;.

Only need to use the
shares of y; and y;
to generate ;.

Receiver (Y)

Insert Y into the Cuckoo hash table
parameterized by h; () and h,().

Y2
Y1
YVa
1
Ye

Y3
1

Vs
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Our Main ldeas

Optimization via Cuckoo hashing

Sender 2) Receiver
— ™ 3| Permute + Share
Sy 1\ Sk y*
(3) : A
Ys D 84 : S4 y2 |1
hi(z;) =2 — Y2 O s2| 82 1 Y |2
" = : (1)
k)yﬁ D sg| S6 ; ys |3
Y1 D s1 E S1 <"’ d 4 Cuckoo
: 5 > hash
Ys D 85 S5 Yo table
ho(zi) =6 —_ |d®s)| sy -1 yz |6
“>lys @ s3| s3 (€ d |7
d o sfl 33 ys | 8 y

(4) I, = {F(k,z; ®y1 & 1), Fk, z; & ys ® s3)}
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Our Main ldeas

A dual version

Shuffle the sender’s set X

Send Recei
Sender (X) Receiver (Y) cncet (2) ceevel
P T
{mi}ie[m] . ) . r—’ Permute + Share |«
» ) . l
{sx0) }ie[m] Permute + Share| {2y @ s:(;) }icim) R I Shy rﬁ Shy (3) (1)
< > 1| a9 P> 84 E T4 D 84 (‘\W *yYe, ¢ (_hzr Yo
{Sﬂ(i) }s?e[m] l g T ": 82 o 2 2 k hy
{F(k} s“(i}) }ielm] multi-point OPRF k - (1) 4 a;; S_ﬁ s & % yg,'?l'sd_ 2
« > Cuckoo B S1 P T W 81 ?— Y16
,,,,,,,,,,,,,,,, e e e e hash 5| T S5 s D s b
' 'Fori € [m]: ! table | 6| x5 si | ¢ |d@s) 5 Y16, €
(I A 1 ! I.
o <« Ji = 1F (kY © Ta(s) @ 8x(s)) el 7] d 53 | 1 s @ | hash
| (i, 52 , L8[ s o : |d o sl -+« | table
:'fF(k )éI —MSW(E) Tri) = Zui) ® Sus) ® Sus) | |
ul‘l [ S‘}T('f.) 1 ':'T{t) - ?F(i] ?T(ﬁ} 'ﬂ'(‘l} ';' (4) < Il — {F(k, Yy @ Iy -EB 54), F(k, Y16 @ T4 @ 54), 1‘}
. S : .. . . - .
Fig. 6. Core idea of IISqy for (m,n)-PSU. Fig. 7. IIps,: Optimization via Cuckoo hashing.
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Performance Comparison

WAN [KRTW19] 86.358 333.037 1459.539
e Ours 16.104 67.756 341.758
(s) AN [KRTW19] 69.19 263.476 1191.703

Ours 10.751 48.703 251.091

[KRTW19] 600.62 2470.11 10233.28
Comm. (MB)

Ours 307.192 1338.79 5779.599

~ 2 X slower than ours

[GMR*21] Gayathri Garimella, Payman Mohassel, Mike Rosulek, Saeed Sadeghian, and Jaspal Singh. Private set operations from oblivious switching. In J—ﬁ

Juan A. Garay, editor, Public-Key Cryptography — PKC 2021, pages 591-617. /\T\J@LSJT
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