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Securing Personal Health Records using Advanced
Multi-Factor Authentication in Cloud Computing
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Abstract: Cloud computing is a novel prototype to provide
services via the internet. Most of the fields like banking,
industries, educational institutions, and healthcare are storing
their applications, data and accessing it through cloud because of
its versatility and affordable price. Even though cloud has a
many special feature, data security and privacy are the most
important issuesin a cloud background. Especially in healthcare
sector, according to recent report numerous amount of
healthcare data breached by unknown websites and hackers, and
much healthcare information breaches are occurring around the
world for different purposes and still it is vulnerable on account
of storing and accessing data through third party cloud servers.
Due to many attacks on personal health records data security and
privacy in cloud environment, it is a primary task to concentrate
on solving this issue because such health information are really
sensitive, and playing vital role in decision-making of patients
health which wrong decision may spoil patient’s health, life
along with health institution’s reputation. To ensure security and
privacy, data encryption and authentication are the key
technologies which are a technique to secure data and create
proof identities to obtain access of data in the system.
Conventional password authentication does not provide sufficient
security for information to the new means of attacks. So, this
paper introduces a framework for data encryption using standard
RSA and Hash function and advanced multi factor
authentication technique to cloud data access which
authenticates the user based on different factors such as
contextual, signcryption and iris bio-metric features. This
prototype to cloud computing is implemented using open source
technology. The proposed advanced system minimizes
intermediate data access due to the complexity of key access and
strong authentication. The performance of the system has been
evaluated using experimental results such as encryption and
decryption time, authentication accuracy, execution time.
Keywords: Cloud Computing, Cloud Security,
Encryption, Decryption, Multifactor Authentication,

Privacy,

l. INTRODUCTION

In the devel oping technology, healthcare system [1]
and humanities services are playing a significant role in a
medical field because it requires the health information to
manage the person's health status sequence. The medical
field acquiring much hedth information [2] which are
continuously accessible by the patient, relatives, health
sectors, and physician, lab technician and so on.
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Due to various requests and acceptances of the health
record [3] it has to be stored in the third-party server called
cloud. The cloud provides the access permission to people,
and they can access the records from everywhere in the
world.

The humanities and health system include several million
of patient records, personal information and disease details
which has acquired by the hospital.

The persona records [4] consist of disease information,
patient health condition, severity status, symptoms, stages of
disease, hilling details, radio graphic information, clinical
information, sugar level, diagnosis procedure, medical
treatment details, blood information and genetic problems
are ought to saved in the cloud. These particulars can be
accessed by anyone when they are having rights to accessiit.
In addition to this personal health record information [5]
much information such as disease particulars, imaging
reports, disease diagnosis results, laboratory details, family
ancestry details, drug information, reaction of drug, surgery
information, dosing level, prescription and other written
documentations shall be stored in the cloud because, it can
be used in the further physical analysis process. The cloud
environment [6] needs to be dynamic and support the
security of personal health records, scalability, reliability,
privacy and agility because health data is more sensitive and
important. As per the heath insurance portability and
accountability rule, health care data security [7] is one of the
most significant elements. The accountability rule includes
the various risk assessment process and conducts different
risk assessment program to cover the hedthcare data
security. This developed program controls the data
vulnerabilities [8] and trying to give the data integrity,
confidentiality, availability and safeguard the persona
health records. Even though the health insurance portability
and accountability rule making sure about various securities
[9] related awareness and still data security and privacy are
the major challenges in cloud environment. Found on the
healthcare association survey [10], 65% of the United States
organization faces phishing attack in 2019 while sharing
their health records in cloud. Globally 55% of organization
and health sectors are suffering by the phishing and cyber
security problem in 2020. In addition to the third-party
survey caled Proofpoint dew point reported that 35000
people record have got attacked by intermediate attackers.
The survey has conducted by different people among
various countries like France, Australia, Japan, Germany,
and Spain in which 600 IT Professionals are lost their
persona health report. In addition to this, 9 million people
have reported that personal records that has accessed
through the suspicious mail via the 50 million simulated
phishing emailsin the year of 2019.
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As per the US based cyber security firm FireEye reported on
2019 that 68 lakhs personal health records have been stolen
from Oct 2018 to Mar 2019 which contains patient
information, personally identifiable information (PII), doctor
information, PIl and credentials. As a result of the critical
issues of the data security [11], cloud environment retains
the personal record by offering security as a service.

Even if the cloud offers security as a service, the
information may be damaged by the insider subordination,
accidental disclosure, insider curiosity, outside intrusion,
uncontrolled secondary usage, integrity factors and data
stealing and it seriously affects the data security and privacy
[12]. For reducing the security issues, various encryption
techniques [13] such as cipher text policy-based approach,
expressive key-based approach, Hybrid Attribute-based
Encryption with Proxy Re-encryption scheme, Identity
based Encryption (IBE), Re-Encryption techniques,
attribute-based encryption (ABE), expressive key-based
approach, Proxy Re-encryption approach, hierarchical
attribute-based  encryption, hierarchical identity based
encryption (HIE), key-based approach and fuzzy identity
based encryption (FIE) and some others have been proposed
up to now. Although the above methods [14] provide
adeguate protection to data, sometimes it takes too much
time of managing data confidentiality, integrity,
authentication and privacy as a result of intermediate
attacks. Moreover, it is difficult to ensure safety of data and
privacy at al times. More at times third parties have the
ability to guess the secret keys even if it is public or private
keys which reduces the authentication [15] between users
and suppliers. To eliminate the above mentioned security
problems many of a congtrictive and optimization
techniques have been proposed to manage the security,
confidentiality, authentication [16] and privacy of the
personal health records still it gives a challenge on complete
security and time difficulty. The hybridized methods also
extends key management issues which maximizes the
overall complexity while transferring sensitive health datain
cloud environment. To solve the aforementioned security
problems, this framework uses data encryption using
standard RSA algorithm and hash functions along with
advanced multi factor authentication. Initialy, Patients' data
is first got by the hospital and then stored in the cloud after
encryption using both the RSA algorithm and the hash
function then the introduced multi-factor authentication
follows three key steps such as contextual, signcryption and
iris bio-metric. When it comes to accessing information,
user’s first need to perform contextual authentication,
followed by signcryption verification, and then ensure that
they are the authenticated person through iris bio-metric
authentication. These multi-factor authentication processes
create the complexity of accessing a shared key in a cloud
environment. Finally, the performance of the system has
been evaluated using test results and discussions based on
the open source framework.In the remainder part of this
manuscript, part 2 analyzes the views of secure sharing in
cloud of other authors. Part 3 discusses an advanced multi-
factor authentication based healthcare data storage, access
and its methodology. Part 4 describes the merits of the
proposed framework.
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. RELATED WORKS

This section discusses a comprehensive research
study on the process of protecting medical health datain the
cloud environment. (Abouelmehdi, K., et al., 2018) [17]
Analyzing the security and privacy of health data in big
data. Big Data is one of the best platforms offering the
ability to store, share and deliver valuable data free. Given
the importance of healthcare data, security privacy should be
managed by minimizing trust issues. To dea with the
security issues discussed above, the author analyzes various
encryption techniques, including the process of anonymous
identification. In addition, the strengths and limitations of
the respective methods are clearly discussed.(China Appala
Naidu R et al., 2019) [18] Introduces an attribute-based
encryption process to maintain health data protection and
privacy. During the data transfer process, persona health
records must be stored in encrypted form to maintain data
security. Therefore, in this work, the SHA 512 agorithm is
used to encrypt the data before storing it in the cloud
database. People can access patient information by
performing the encryption process. In this process, access
policies are used to perform a secret key delivery process
that maintains data security. According to personal
infformation, the implemented system automatically
generates the medicine for a patient. Finally the performance
of the system is evaluated using the IBM Blue Mix Load
Balancer, in which the system responds effectively to patient
health records. (Guojun Wang et a., 2011) [19] Maintains
authentication, data confidentiaity, and trust between the
user and the provider through the use of a hierarchical
attribute encryption process. This method uses the cyber text
policy encryption process to encrypt headth data and be
stored in the cloud. After performing the encryption process,
access controls are provided using the lazy re-encryption
and proxy re-encryption process that controls unauthorized
access. This effective re-encryption process recognizes
access control and successfully terminates access rights.
Finally the performance of the system is evaluated using test
analysis. (Prajakta Solapurkar et al., 2012.) [20] Examines
various data encryption techniques such as proxy re-
encryption techniques, proxy re-encryption techniques,
identity encryption, hybrid attribute encryption along with
proxy re-encryption and attribute encryption techniques for
ensuring the data sharing process. These security techniques
have been used to resolve security, confidentiality, privacy,
on-demand accessibility, flexibility and trust issues. By
resolving these systems, shared personal health records can
provide information data authentication and authorization,
which effectively eliminates transient access. Finally, the
effectiveness of the system has been evaluated using test
results. Huda Elmogazy et al.,2013 [21] Introduces a fully
homomorphic encryption algorithm to maintain data
security, authentication, availability and authorization, while
storing personal health records in a cloud environment. The
introduced algorithm uses the key partitioning procedure,
which determines the key to shared data according to the
key representative. These generated key values enable
access to patient data in a cloud environment. It is difficult
to find shared key values with an intermediate user attempt
to access data and that completely reduces unauthorized
functions on the personal health
record.
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Based on the above study, it is clear that personal
health records require protection and privacy to eliminate
the transitional attack. From the point of view of the above
research concept, in this work, effective and optimal
authentication techniques are used to create security for the
data. A detailed description of the introduced method is
discussed in the following section.

11, ADVANCED MULTI FACTOR
AUTHENTICATION-BASED PHR THAT PROTECTS
DATA SECURITY AND PRIVACY.

This section analyzes the advanced multi factor
authentication process to protect the privacy and security of
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persona health records [22]. It is difficult to store the
patient's personal records on a third-party server without
providing any proper protection. The medical information
generated is stored in a cloud accessible by a health
consultant, doctors, users, family members, medical
researchers and others. During this process, if the
intermediate user or unauthorized user accesses information
that creates difficulties when making medical decisions.
This work proposes an advanced multi-factor authentication
mechanism to solve the above issues [23] to ensure data
security, privacy, and confidentiality. Based on the above
discussion, a general examination of the safe personal health
record storage and access process is depicted in Figure 1
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Records
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Figure 1: Advanced Multifactor authentication based secure personal health record maintenance process

Figure 1 illustrates the advanced multi-factor
authentication process for managing data security and
privacy while storing persona health records in a cloud
environment. The security process has been achieved in the
hospital and user environment. During this process, the layer
of authentication process worked to ensure data security.
According to above fig 1, the PHR owner from the hospital
side stores the data in a cloud environment by performing a
proper encryption process, which is done by using standard
RSA with the hash encryption process.

Personal Health Record Encryption process.

The first step in this process is the encryption of the
personal health record collected by the hospita. PHR
information includes physical history, genetic problem,
identity sheet, progress notes, problem list, imaging report,
recommendations, immunization records, laboratory reports,

. . : o help of the RSA algorithm.
physician orders, consultation history, authorization form,
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discharge history, operation report and pathology reports
and al. This collected information is usually secured on a
third-party server to make emergency decisions. During this
process, the stored data is encrypted using the Rivest Shamir
Adleman (RSA) and hash encryption agorithm [24]. This
algorithm provides better security for data. This algorithm
uses the public key for encryption and uses the private key
for decryption. The public key is selected from two large
prime numbers published with an auxiliary value. Then, to
avoid unnecessary data access, the private key (decryption
process) must be stored and secured. The key sharing
process performs the cryptography procedure in an
asymmetric method, which increases the computational
speed. Because of this fast computation and high speed, in
this work, persona health
records are encrypted with the
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This agorithm ensures security by performing different
steps [25], such as key generation, key distribution,
encryption, and decryption. During the key generation step,
large positive integer’s p and q are chosen randomly.

The selected prime numbers have different lengths, but  the
value of the similar size must be kept secret. With the help
of the prime number, n must be computed to generate the
public and private key.

n=pxq 1)

The computed n value is represented in terms of the key
length bits.

After that, the value of A (n) is computed as follows.

A(n) = lem (A(p), A(q)) )

The computed A (n) is kept secret. From the computed A (n)
value, the integer value of e must be chosen as 1 <e <\ (n).
Then determine the value of d as follows.

d = e"1(mod A(n)) (3

In egn (3), d is represented as the modular multiplicative
inverse of e.

After computing the value of n, d, A(n) the key is to be
distributed, since the key distribution process only serves to
perform the encryption and decryption process. Therefore,
the public key (n, €) is sent to the public and the private key
(d) key is kept confidential (never distributed). The
encryption process is done using the public and private key.
Transmitted health information is considered M, which is
encrypted using the public key e and generates cipher text
for information m. The encryption process is performed as
follows,

¢ = mf(mod n) (4)

Although the chosen prime numbers are large, the modular
process is easy to calculate and transmit cipher text to the
cloud for data storage. Data storage is effectively accessed
by completing the correct verification and authentication
process. Once the authentication is complete, the data is
accessed by performing the decryption process. Decryption
is performed using egn (5).

c® = (m®)® = m(mod n) (5)

From the decryption process, the message, M can be
obtained from making the padding program more efficient.
The aforementioned verification process using the advanced
multi-factor authentication procedure discussed in the
following.

User authentication To Access Personal Health Record

The next step is user authentication because this
step eliminates intermediate access, unnecessary data
conversion and security issues. To overcome the above
problems, advanced multi factor authentication is used. If
the user wishes to access medical health data, they must be
authorized first and then only the user can access the data.
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During the data access process, the user register their
personal and credentials information on the authorized
server. Registered information is used to verify the user
when the user tries to access the data. Initially, the process
of context recognition [26] is used to authenticate the user.
When the user accesses health information, the contextual
authentication process collects different information such as
date, time, geolocation and IP address details. The
information collected is used to verify users by comparing
provided information with an already registered information.
If the user constantly changes their location, users will be
verified by sending one-time password to the user. This
process helps reduce fraudulent activity. After verifying the
general information, the signcryption process [27] is used to
enhance the further security and authentication process. This
system is capable of providing data for both encryption and
digita signature protection. Dua encryption process
maximizes data security effectively and limits unnecessary
access. The signcryption process consists of three steps,
namely key generation, signcryption and unsigncryption.
This signcryption process is perfectly providing security,
privacy, efficiency, integrity, and confidentiality. As aresult
of these reasons in this task signcryption concept is used for
authenticating the user before accessing data in a cloud
environment.

Key Generation

Thefirst step of the task is to create both public key
and private key. X and Y are random numbers. The random
number combination is selected as the private key.

Signcryption steps

The second step is the signcryption process,
wherein each user has an ID that is identified using the ID.
After that, the random integer rischosenr € R(1,n — 1). R
is represented as the selected random number and the prime
sequence number. Then secrete key for user must be
generatedT « [k]SK1. This is done after the set of key
values is generated from the key derivative process
(K1|K2) « Key derivation(T, 1) (6)

From the first key derived, the cipher text is generated,
which is specified in egn (7).

¢ « EK1(m) @

Then the signature is generated with the help of other key
and message authentication code referred to - signature «
MACk2(c). Finaly signcrypted text is sent to the user,
including public key (p), cipher text (c) and generated
signature. As previously discussed, once the user tries to
access the health records, they must authenticate for this
purpose and the unsigncryption process must be performed.
The unsigncryption process [28] uses receiver ID and cipher
text messaging. So, initially, the message string is generated
with the key derivative function. The string text is generated
using egn (8)
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Text (T) « [x]P (8)

Decrypt the message using the first keym < Dk1(c), and
the signature generated using the message authentication
code and the second key, which is done as follows

signature 1 « MAC k2(m) (9)

The computed signature 1 is compared to the signature value
and allowing the user to access the data if both signatures
are equal. The user is checked again using biometric
features to give an additional security to the system. For this
procedure, iris biometric features are used because of the
fine texture sensitive cornea and highly transparent also
difficult to access by a third-party user. The iris biometric
features [29] have several key points that can be used to
match the user when accessing PHR data. Initialy the
collected iris images are converted to grayscale images. The
noise in the images is eliminated by computing the median
value. If, the pixel is distorted by any noise replaced using
the median value. Different biometric minutia features are
extracted to create a template for performing the correct
matching process. During the minutiae extraction process
theimages are divided into 5 * 5 matrices, and each imageis
anayzed to calculate the average value of the pixels. In
addition, the image boundary value is estimated to predict
dark and light pixel values. These defined values are
identified according to the fuzzy membership value, which
helps to identify the ridges of the biometric image. The
skeleton of the images was successfully identified. The
extracted minutia details are stored in the database as a
template when the user enters the computer, and the
matching process is performed. The matching procedure is
performed by using the Chebyshev distance measure, which
is calculated using egn (10).
Dcnebyshev (%, ) = max;(|x; — y;1) (10)

In Egn (10), x isrepresented as atemplate feature, and y isa
test iris feature. The estimated similarity value is compared
to the threshold value of 0.3. If the value is the maximum
value, it should be compared to the threshold value, and if
the user is accepted they may have access to the data or their
access will be terminated. Finaly, the RSA decryption
process is used to decrypt the personal health record and use
it. The effectiveness of multi-factor authentication is
evaluated using the test analysis discussed in the next
section.

V. RESULTSAND DISCUSSION

This section discusses the advanced multi factor
authentication process for accessing personal health records
in a cloud environment. During this process, health records
are encrypted with the help of the standard RSA algorithm
which is stored on a third-party server. When users attempt
to access health data, they are authenticated via multi factor
to provide greater security to the data Contextua
authentication, signcryption and biometric based verification
process ensures that authentication establishes trust between
the user and the service provider. In addition, the multi
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factor agorithm ensures data security, privacy, and
confidentiality also creates difficulties when predicting a
shared key value. The performance of the system is
evaluated using encryption time (converting plain text to
cipher text), decryption time (converting cipher text to
original text), and authentication (confirming user identities
performed through the encryption and encryption process).
Authorization (granting access to the user) and security
(eliminating unnecessary intermediate access and changes
data). The VA Persona Health Record Sample Database
[30] is used to evaluate the effectiveness of the system
during the implementation process. The implementation is
done with the python language version 3.6.5. According to
the discussion, the obtained encryption and decryption time
isdepicted intable 1 (a) and (b) [31].

Table 1: (a) Encryption time

M ethod/ HAEPR HIE FIE AMFA
Data
125 8.73 7.89 6.43 154
250 9.872 8.34 7.89 2.67
375 10.67 9.78 8.6 3.45
450 11.32 10.67 9.3 4.78
Table1: (b) Decryption time
M ethod/ HAEPR HIE FIE AMFA
Data(b)
125 7.02 6.68 6 1.3
250 8.43 7.93 7.32 25
375 9.56 9.03 8.94 314
450 10.3 9.67 9.02 4.67
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In the above table 1 (@) and (b), AMFA encryption and
decryption time is compared with different existing
methods. In that, AMFA has done very well in a very short
time. In this, the execution time is measured in minutes and
the amount of data in bits. The figure 2 (a) & (b) below
illustrates them clearly.
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Figure 2: (a) encryption time and (b) decryption time

Figure 2 illustrates that Advanced Multi Factor

From the analysis, it was clearly depicted that the AMFA
agorithm ensures the minimum execution time for
encrypting data and accessing data from the cloud. The
execution time obtained is very short compared to other
methods. In addition to this performance of the system is
evaluated using authentication accuracy [35]. Due to the
three stages of the verification process setup, only
authorized users are alowed on the system. According to
the discussion, the obtained accuracy value is demonstrated
intable 3 and Figure 4.
Table 3: Authentication accuracy

M ethod/D HAEPR HIE FIE AMFA
ata
125 84.9 88.2 90.23 97.28
250 87.37 89.22 91.23 98.23
375 88.2 90.2 93.4 98.65
450 89.22 90.22 93.4 98.7

Authentication (AMFA) ensures minimum encryption and
decryption time when storing and accessing health data. The
introduced AMFA algorithm effectively encrypts different
size files. The proposed method encrypts in a very short
time compared to the old methods namely, Hybrid Attribute-
based Encryption with Proxy Re-encryption (HAEPR) [32],
Hierarchical ldentity-based Encryption (HIE) [33], Fuzzy
Identity-based Encryption (FIE) [34]. As a result of the
minimum encryption and decryption time, the system uses
the minimum execution time while providing security for
data. Therefore, the table value and graphical anaysis of the
overall system implementation time is depicted in table 2
and Figure 3.

Table 2: Execution time

Execution time (m)

B

I
»
m
T
Pl

HIE

M ethod/ HAEPR HIE FIE AMFA
Data
125 7.04 6.64 6.1 15
250 8.45 7.94 7.35 2.6
375 9.54 9.02 8.95 3.13
450 10.2 9.68 9.03 4.65
10
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Figure 4: Authentication Accuracy

It is clear from table 3 and Figure 4 that the
introduced AMFA system provides maximum accuracy
(98.21%) for health records compared to other methods such
as HAEPR (87.42%), HIE (89.46%) and FIE (92.06%).
Therefore, the advanced multi factor authentication system
maintains data security, privacy, and confidentiality with
less operational time and accuracy compared to other
methods. Also, data is successfully saved from unauthorized
access.

V. CONCLUSION

Data protection and privacy are a very challenging
issue as the data storage and access of the health department
is done through a third party server. Furthermore, various
research is being carried out worldwide to ensure data
security and privacy. Based on that, this research has been
experimented to provide additional security for data

protection and privacy. Especialy in this work, the study
examines advanced multi-factor  authentication-based
personal health records that
maintain security in a cloud

Different Methods

Figure 3: Execution Time
Figure 3 illustrates the execution time of the

. . environment.
Advanced Multi-Factor Authentication (AMFA) system.
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Initially, PHR data is collected from VA Personal Health
Record Sample Dataset. The collected dataset is stored in
the cloud in encrypted format, using the RSA encryption
method and hash function. Users are registered on the Cloud
Server to provide authentication. Once the patient and
authorized members wish to access the health data, they will
be initially approved by the contextual authentication
process. After verifying their location details, the
signeryption verification process is performed using two
secret keys. Finally, the iris bio-metric features are extracted
and matched with the template features. These three layers
of the verification process authenticate the user and
eliminate intermediate access. The performance of the
system is evaluated using test results using python language,
in which the system ensures 98.21% authentication accuracy
with minimum time. So, the proposed security system
provides better security than the previous ones. In the
future, novel algorithms can be defined to deploy in security
systems. Hybrid algorithms and methods can be used for
enhancing security also optimized techniques can be used to
improve and protect the security of health data.
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