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Novel Copy Move Forgery Detection Based on
Repeated Feature Extraction and Delaunay

Triangulation
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Abstract: Nowadays new and creative methods of forging
images are devel oped with the invention of sophisticated softwares
like Adobe photoshop. Tools available in such softwares will
make the forged image look real which cannot be even identified
by a naked eye. In this paper, key point based approach of taking
out features using Scale Invariant Feature Transform (SIFT) is
used. Thefeature pointsthus extracted are then modeled to get a
set of triangles using Delaunay Triangulation method. These
triangles are matched using mean vertex descriptor and the
removal of false positives is done using the method of Random
Sample Consensus (RANSAC). Implementation show that the
proposed approach outdoes the equivalent methods
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. INTRODUCTION

In the current scenario, digital images play an inseparable
part in human life. The invention of strong editing softwares
has made the process of counterfeiting and tampering the
images a child’s play. This has led to the distrust of photos in
every area including law. This proves the significance of
image forensic toolsto differentiate the original with the fake
one. Although the existing methods are effective against
some kind of attacks, the accuracy is not enough in practical
scenario.

Two approaches are mainly there in Forensic digital image
processing [1], Active and Passive methods. Active method
forms the act of embedding additional information on the
images whereas analyzing the contents of the image to find
whether it is tampered or not forms the passive method [2].

The forgery method copy-move is where portion of the
image is copied and inserted onto alternative portion of that
itself. It is done for concealing or overemphasizing
something in the image. It forms an advanced version of the
splicing attack in which two image parts are fused to form a
fresh image.
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The forgery done desperately will not be easily identified
by the detectors asthe inconsistencies are usually exploited of
the local statistical features of different parts of the same
image. But the copied regions in this case show consistency
with the other parts [3]. Many researches have been carried
out to find the forgery of copy move.

It isnot rareto discover identical areas as the copied parts.
Later, there comes the necessity for a filtering phase to
remove false matches. Geometrical mismatches are utilized
for this purpose which suffers from high computational cost.
Higher rate of exclusive areas bring about low incompatible
sections [4]. Thus, numerous false matches will lead to low
performance if that image is with highly homogenous parts.
Hence in order to achieve better results, some of the methods
omit these homogenous regions. A number of highly
impressive approaches were suggested to check the images
having even regions, it is still puzzling when the image is
extremely large.

Here we are proposing a new method wherein the entire
area of the image is covered adaptively based on
distinctiveness metric. The density of the key points is aso
adjusted adaptively such that the suspected forged areas can
be more concentrated. Later triangles are formed with these
interest points using Delaunay Triangulation method and after
that an iterative enhancement method is designed to improve
the accuracy based on pixels. The iterative method will help
to focus only on the suspected regions and the less number of
triangles form decreases the computational cost. Thus the
proposed method shows merit accuracy wise as well as
computational cost wise.

The article is structured in the subsequent way. Section Il
reviews the formerly conducted methods of CMFD. Section
Il elaborates the method proposed and the experimental
analysis of the method proposed and the recent CMFD
approachesisdonein section 1V.

Il. LITERATURE SURVEY

Numerous methods have been suggested to identify the
copy move method of forgery. Mostly they are characterized
into two: key point based and block based. Features are
extracted, local features are described and the similarity is
evaluated. For each point, a feature vector is taken out in
block based method where as akey point descriptor is got for
each relevant point in key point method.

The common framework for copy move forgery detection
is shown in Fig.1l. Christlein et a presented a stretched
version [5].
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Improvement of efficiency is the primary objective of the

first stage. Computational complexity is

Image Update Pnor " Final Map
g Enowledse
F !
h hJ
Pre-Processing - Localization Featu.re. n Matching N Filtenng N Post Processing
Extraction

Fig. 1. Copy-move forgery detection method - Common Framewor k

Reduced with segmentation. The centres of local patches are
determined in the localization phase. For each region, feature
vector is computed. In the matching stage, identical blocks
arefound. Spurious pairs are avoided in the filtering phase.
In the post-processing stage, some morphological operations
are employed. The matching information is updated using
attained facts from the earlier iterations.

The researches on CMFD was started by Fridrich et. al.
From al overlapping blocks, they extracted coefficients of
Discrete Cosine Transform. Principal Component Analysis
and Singular Vaue Decomposition are also used which were
found to be vigorousto JPEG compression, blurring and noise
addition[6-7]. For those images which suffered geometric
conversions, features not variant to rotation using Fourier
Mellin Transform (FMT)[8] and Local Binary Patterns
(LBP)[9] were aso used. But they were limited to specia
degrees [5]. Polar Cosine Transforms (PCT) and Zernike
moments represented circle blocks as polar co-ordinates
[10-11]. In the filtering phase, Random Sample Consensus
(RANSAC) was engaged in estimating affine conversions
between duplicated regions. In [12], for each block, a
matching threshold is adapted.

Methods that are sparsely sampled uses feature point
extraction techniques. To detect salient points Scale Invariant
Feature Transform (SIFT) [13-15] and Speeded Up Robust
Features (SURF) [16,17] are used. These methods are found
to be robust against geometric transformations and they also
impose low computational cost due to the lower number of
points compared. Feature point indicators found suitable to
one application will not effective for another problem as each
application hasitsown constraints. | ndicators of Interest point
focuses on parts with large info content and so as a
consequence they may avoid the areas unevenly shielded by
interest points, similar to low contrast areas.

Two methods which use segmentation are proposed
recently. In [18], an expectation-Maximization method is
used to reduce the error of affine estimation. But then again
the cost of computation is high on big images.

Next section proposes an algorithm that integrate the
benefits of key-point and block-based methods. Even when
the image is fully enclosed in this approach, the nhumber of
chunks which are scrutinized is very less. Hence it exploits
more resultive procedures that have high computational cost.
Further it allows concentrating more on the suspected areain
the successive Iterations to give more perfect result.

I11. PROPOSED METHOD FOR CMFD

Image is covered entirely and adaptively in the proposed
method, even the low contrast regions. Interest points are
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detected using SIFT and then an improved adaptive matching
is used. The false positives are rejected by an operative
filtering algorithm. Based on the previousinfo the processis
iterated to enhance the outcomes.

A. Feature Extraction

For the images, their self-similarity, makes the amount of
patches measured as matching especialy in low entropy
areas. Hence, using all the probable blocks will likely reduce
the recognition. The possibility of pseudo equivaent islarge
inareaswith low distinctiveness asit raises the discrimination
[19]. This has inspired us to selecting more exclusive
portions which are not as much of prospective to be unequal.
On the contrast, the entireimage is to be enclosed sufficiently
with points of interest in the detection of Copy-Move Forgery.
The proposed scheme offers an entire exposure of points of
interest which adapts the density grounded on the resident
distinctiveness. Less possibility of detecting a spot showsthe
more distinctiveness. Through extensive experiments, in [20],
they have defined uniqueness metric considering the nearby
blocks. Moreover to fine-tune the compactness of the points
of interest, based on the certainty level and uniqueness, they
aso defined alocal capacity. During the initial iteration, for
every points, the certainty levels are set equal. Onincreasing
the image resol ution, there isrestriction to thelocal variations
and hence the primary value of the certainty level should be
reliant on the image size. For further iterations, it is
accustomed grounded on the formerly attained outcomes.

More exclusive points are carefully chosen first. If the

dimensions are considerably larger than thelocal density, then
apoint istaken as apoint of interest. For each point, the local
density is found by the Gaussian window. The smaller the
distance weights, the more sensitive will be the close points
and thiswill scatter theinterest points. The projected method
identifiesthe points of interest that cover the entireimageina
solid way. The method also makes use of the preceding info
in distinction of other algorithms that make the decision just
based on the operational data. The tampered regions may not
beidentical and it will be distorted when compared to the real
equivalents. The achievement of extraordinary amount of
uniqueness and invariance concurrently is very difficult
whose unsuitable level may result in areverse effect.
Polar Cosine Transforms (PCT) and Zernike moments show
most precise tampering detection in the case of CMFD [5,
11]. There are some other techniques which are proposed in
the phase of filtering where transformations are estimated.
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Affine transformations where in the uneven points or outliers
are regected employing Random Sample Consensus
(RANSAC). In[12], adaptive matching threshold is used for
every block whereasin [20, 21] Patch Match is suggested.

For its maximal discrimination property, PCT is utilized
[22]. For acontinuous image, PCT features, g, with order n
repeated | times are calculated as :

Mi_:|Mh- thatn+1=3.0=nl=<3

f={
(1)

where s
My =0, [ [J[H, (8] G B)rdrda )
= [21;{; :Lzz[; Hpy @, 6) = cos(anr?)el®  (3)

The representation of the image as polar coordinate is
indicated as g(r.&). The definition of the interest points
which are selected is done by a B = B block surrounding
every point of interest converted to feature region using (1). f
depicts the complete feature set which aso includes the
complete selected point representation. Along with that the
angle of rotation between the two patches is also found using
the phase of the PCT.

Scale Invariant Feature Transform (SIFT) method
projected by Huang et. al [24] is experimentally found out to
be invariant to rotations, noise, resizing and adjustments of
lightings. Itisalso found to deal with with JPEG compression
and Gaussian noises.

All the features extracted from the region may be
characterized by a collection of related triangles. The model
which is applied mainly in the area of computer graphicsis
also employed herein the case of images. From theimage, the
features are extracted. Delaunay triangulation is used to
connect those featured points.  Thus, the image is
characterized by feature points is subdivided into triangles
whose contents are pixels with identical features. This
method is selected in place of Voronoi tessellation for its
minute element will not contain the edges and its contents may
be considered as consistent. The triangles thus obtained are
matched with each other using their mean vertex descriptors.

B. Triangle Matching

Mean Vertex Descriptor of each triangle built against the
geometric vertices of thetrianglesis calculated as the average
value of the feature vectors.

) v3

4 a3

Fig. 2. Mean Vertex Descriptor
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The Vertex mean V,, of each triangleis given by:
Vi =(Vy+Vy+Vy) /3

wherethe feature vectors extracted isgiven by i ranging from
1to N, given N is the number of Delaunay triangles that are
formed in the image. Then to find the suspected copied
regions, the triangles are sorted on account of their L1 norm of
Mean Vertex Descriptors (MVDs) and these MVDs from
every triangle is matched with each other ones in the queue
using a static sized window rather than an adaptive window.
Two triangles are considered to be matching if the L1 relative
displacement with their equivalent MVD is less than a
threshold value. x and y being the indices for the pair of
triangles that are equated and if Vi and Vn, are the
corresponding Mean Vertex Descriptors, then
Vmx — Vmyl = THv(y —x) < ws
Where, THv isthethreshold value and wsis the fixed window
size.

C. Outlier Detection

False assignment of the candidate matched pairs is very
common in the case of real images due to its intrinsic
self-similarity. It is common that the regions that originated
from the same action of copy-move shows identical behavior
whichinturnwill help in discarding the pseudo matches. The
common relationship between the two is estimated using
affine transforms. High computational cost is the problem of
most of filtering algorithms. Outliers are handled effectively
by Random Sample Consensus (RANSAC) method, but it
false pairs will incorrectly represent the correct matches.
Identified points of interest being denser than the key points,
its clustering, which greatly enhances the probability of
identifying the exact pairs cannot be performed for its raised
computational complexity.

V. EXPERIMENTAL SETUP

This section deals with the experimental analysis of proposed
system matched with the most efficient copy move forgery
detection methods. Experiments are done using MATLAB
R2017a with Intel Core i3-5005U CPU@ 2GHz using 4GB
RAM and 64-bit Operating System.

We evaluated this method by means of different subsets of the
database. The subsets range from simple ones, with
operations on rotation, resizing, compression, multiple
forgery and the combination of these operations.

A. Datasets

The dataset we used for assessing the proposed method
compared with the existing one is MICC — F220 proposed in
the paper [14], which comprises of 110 original and tampered
images each.

B. Metrics

Evaluation is done on the images at pixel level rather than
at image level. The following metrics were used: -
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Table 1: Evaluation Metrics

Serial Parameter Formulas Description of Parameter
No.  Name
L True Positive ~ (TPR)= TP - True Posiive or Forge parc identlfed a5
Rate (TP(TPSEN) o e N o P ot
identified as forge part on Tampered image
2 True Negative ~ (TNR)= TN - True Negative or Original part identified
s original part on Tampered
Rate IN)/INER) 2o
FP - False Positive or Criginal part identifid 25
forge part on Tampered image
3 Accuracy (TP+IN)/ oy i mumec
(TN+FP+TP+FN)
4 False Negative  (FNR)=FN m ﬁ? of false matching or
Rate J(FPSTN) e ou
5 False Positive ~ (FPR)=FP/ wﬂi e of true marching or
Rate (FP-TP) =

Precision: It is given by the number of correctly classified
forged pixel in the total number of copy move pixels

TPR/ (TPR+FPR).

Recall: It is the ratio of the true positives to the predicted
results

F1-Measure: It is the harmonic mean on the precision and
recall with itsextreme at 1 and worst at 0.

= - PxR
1SCOI‘E— X.F"l'R

V. RESULTSAND DISCUSSIONS

The comparison and evauation of the method proposed
with the efficient algorithms is done under this section.
Experimental results show that the localization of the
duplicated region is done more accurately in the proposed
system. F1-scoreis more accurate in most of the cases. The
iterative improvement elevates the recall rate as a
conseguence of not missing out any copied region. The
hierarchical search for the forged regions has also decreased
the execution time.

N7/ ) |

Fig 3. Original Image
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Fig 9. Tampered region identification
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Fig 13. Resizing — Recall and Precision

VI. CONCLUSION

A novel CMFD method is suggested in this paper. For
unique areas, the density of the points of interest will be
considerably large and this will in effect increase the
probability of finding the forged regions more accurately.
Thewhole processisiterated upon which the points of interest
concentrate more on the significant regions of suspicion based
ontheinformation collected fromthe previousiterations. The
method proposed isaway in between the less sampled and the
over sampled methods. Experimental results prove that
the suggested method is efficient under many conditions like
rotation, scaling and multiple pastes.

The forthcoming work on copy move forgery detection
methods will concentrate more with JPEG compression and
multiple paste situations.
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