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Abstract
In this paper, we introduce a privacy-preserving stable diffu-
sion framework leveraging homomorphic encryption, called
HE-Diffusion, which primarily focuses on protecting the de-
noising phase of the diffusion process. HE-Diffusion is a
tailored encryption framework specifically designed to align
with the unique architecture of stable diffusion, ensuring both
privacy and functionality. To address the inherent computa-
tional challenges, we propose a novel min-distortion method
that enables efficient partial image encryption, significantly
reducing the overhead without compromising the model’s
output quality. Furthermore, we adopt a sparse tensor repre-
sentation to expedite computational operations, enhancing the
overall efficiency of the privacy-preserving diffusion process.
We successfully implement HE-based privacy-preserving sta-
ble diffusion inference. The experimental results show that
HE-Diffusion achieves 500 times speedup compared with the
baseline method, and reduces time cost of the homomorphi-
cally encrypted inference to the minute level. Both the per-
formance and accuracy of the HE-Diffusion are on par with
the plaintext counterpart. Our approach marks a significant
step towards integrating advanced cryptographic techniques
with state-of-the-art generative models, paving the way for
privacy-preserving and efficient image generation in critical
applications.

1 Introduction

The advent of stable diffusion models has marked a signifi-
cant milestone in the field of generative artificial intelligence
(GenAI), enabling the synthesis of high-fidelity images from
textual descriptions. These models, exemplified by their ca-
pacity to transform abstract prompts into detailed visual con-
tent, have opened new avenues in digital content creation,
personalized media, and data augmentation. However, the
computational intensity inherent in the inference phase of
stable diffusion models necessitates the offloading of these
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tasks to powerful server-side infrastructure, thereby introduc-
ing significant privacy concerns. The crux of the issue lies in
the exposure of sensitive information to the server, including
user-generated prompts and the resultant images, which may
contain or infer personal or proprietary data.

The widespread visibility of user interactions with GenAI
platforms is a double-edged sword. This well-regarded trans-
parency not only poses risks to user privacy but also raises
concerns about the confidentiality of the generated content,
particularly in scenarios where the visual data may carry sen-
sitive or personal information. The benefits of implementing
privacy-preserving mechanisms is manifold. It can enhance
user trust, allow multiple parties to contribute private data or
participate in the generative processes, and enable the use of
stable diffusion models in fields where data sensitivity has tra-
ditionally been a barrier, such as healthcare, personal security,
and confidential design.

In prior research, CryptoNets [21] demonstrates the use of
neural networks on encrypted data, laying the groundwork
for subsequent studies in this critical area. With the rapid de-
velopment of GenAI, the intersection of deep learning, image
processing, and cryptography has garnered substantial interest
from researchers. Previous studies [13, 61] have investigated
the security and privacy of GenAI models. Specifically, with
regard to the stable diffusion model, existing work [10, 16]
identified the security issues, but they mainly focused on the
security and privacy of training phase rather than on inference.

Homomorphic Encryption (HE) [20] has become a popular
method to conduct full computation on the encrypted data,
which allows for end-to-end encrypted computation. Imple-
menting encrypted computation throughout the entire process
can alleviate users’ privacy concerns during the computing
escrow service. In this paper, our objective is to architect such
a HE-based framework that, for the first time, facilitates se-
cure inference for stable diffusion models. This ensures that
the generation process is kept confidential and the privacy of
user inputs and outputs is well protected.

However, to achieve practical homomorphically encrypted
stable diffusion inference is a challenging task, mainly due

1

ar
X

iv
:2

40
3.

05
79

4v
1 

 [
cs

.C
R

] 
 9

 M
ar

 2
02

4

mailto:qyan@msu.edu


to the following two fundamental limitations of HE mecha-
nisms. First, HE only supports polynomial computation, and
second, it incurs high computation overhead that could nega-
tively impact user experience of GenAI models. Moreover, the
complete diffusion process is extremely complicated, which
includes various structures such as multi-head attention [53],
UNet [43], and a combination of techniques from natural lan-
guage processing (NLP) and computer vision (CV). Within
these blocks, there are a significant amount of non-linear acti-
vate functions and normalization processes, necessitating the
use of approximation techniques. Furthermore, the stable dif-
fusion model’s intrinsic computational demands are already
substantial for users, not to mention the prospect of requiring
thousands of times more (encrypted) computation.

In this paper, we introduce a novel HE-based framework,
HE-Diffusion, to achieve practical privacy-preserving diffu-
sion model inference. We carefully scrutinize nonlinear func-
tions, strategically avoiding most of them to bypass the need
for approximation to maintain accuracy. Considering the sig-
nificant computational overhead of HE [36], we design a par-
tial encryption scheme to drastically reduce the computational
costs. Our method allows the stable diffusion model to op-
erate directly on encrypted data, ensuring that the service
provider hosts the computation of diffusion models without
ever accessing the sensitive content. This technique not only
preserves the confidentiality of the user’s prompts but also
ensures that the generated images remain encrypted, thereby
protecting the privacy of the generated content from the ser-
vice provider.

Our methodology extends the line of research by introduc-
ing a privacy-preserving stable diffusion model, which, to our
knowledge, is the first to apply HE to the denoising phase
of the diffusion process, thereby enabling secure generative
modeling of images. By bridging the gap between advanced
cryptographic techniques and state-of-the-art generative mod-
els, our work paves the way for privacy-preserving generative
tasks. This private stable diffusion framework not only broad-
ens the applicability of generative models in privacy-sensitive
domains, but it also sets a precedent for the integration of
security considerations in the burgeoning field of GenAI. Our
project website with HE-Diffusion source code can be ac-
cessed through https://he-diffusion.github.io/.

In summary, this paper makes the following contributions.

• We design HE-Diffusion, an efficient adaptation of the
stable diffusion process that accommodates the con-
straints of HE. HE-Diffusion focuses particularly on
protecting the denoising phase, which is essential for
generating coherent images.

• We develop a series of optimization strategies, including
a min-distortion method for partial image encryption and
the implementation of sparse tensor representations, to
enhance the computational efficiency of the encrypted
inference process.

• We conduct extensive experiments to demonstrate that
HE-Diffusion achieves 500 times speed-up for the HE
denoising. This advancement brings the runtime of HE-
Diffusion and plaintext stable diffusion to the same order
of magnitude, with negligible loss in accuracy.

2 Background and Related Work

In the domain of secure computation and privacy-preserving
technologies, our work intersects with several key areas, in-
cluding HE, secure image processing, and the application
of cryptographic techniques to deep learning models. Here,
we contextualize our contributions within the landscape of
existing research, particularly focusing on advancements in
efficient HE schemes and secure image manipulation.

2.1 Private Diffusion Model
Among the generative models, stable diffusion models [41]
have garnered significant attention for their capacity to gener-
ate high-quality, diverse samples, outperforming traditional
generative adversarial networks (GANs) [22, 37] in various
benchmarks. The core principle of diffusion models involves
gradually denoising a signal, typically starting from random
noise, to generate coherent and complex outputs. While the
potential of diffusion models in generating photorealistic im-
ages and their applications in content creation is undisputed,
two critical concerns emerge when deploying these models in
real-world scenarios: (1) the computational overhead associ-
ated with their inference process and (2) the privacy concerns
associated with generating data from sensitive or personal
information.

Although operating in a latent space greatly reduce the
computation cost, traversing an inference process requires
powerful computational resources. The inference process in
diffusion models, characterized by iterative denoising steps,
is inherently resource-intensive. Figure 1 shows how the sam-
pling works in one iteration. Each step involves a forward
pass through a neural network. Generating a single image
can require hundreds to thousands of these passes, leading to
significant computational overhead. Recent efforts aim to mit-
igate this overhead through various means, including model
optimization and the introduction of more efficient sampling
techniques [49], yet the computational demands remain a bot-
tleneck for widespread adoption. To enable a broad spectrum
of users to experiment with stable diffusion models, even
those with limited computational resources, cloud comput-
ing and computing hosting have gained popularity. However,
the cloud servers and hosts could be untrustworthy, which
introduces growing privacy concerns.

Previous work on private diffusion model mainly focused
on protecting the training data [10, 25], with a focus on differ-
ential privacy [16] and protection against membership infer-
ence attacks [35]. However, there has been a lack of discussion
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Figure 1: Sampling process of diffusion model at iteration 𝑖. For the model forward component, the inputs are intermediate
image 𝑥𝑖 and the prompts. Denoise process receives the output of model forward (i.e., noisy image 𝑒𝑖 and noise information
𝛼𝑖), and then generates a better image 𝑥𝑖+1 with 𝑥𝑖 .

regarding inference privacy. In fact, the privacy of inference
process could raise concerns, particularly when the generation
process involves personal or sensitive data. Protecting train-
ing data is crucial for model creators, whereas safeguarding
the inference process is essential for the majority of users
to maintain their privacy. The models’ ability to synthesize
images based on user inputs can potentially expose private
information, if the generated content or the input prompts
are mishandled or intercepted by unauthorized parties. On
the other hand, with encrypted inference, pre-trained models
are available as a service for users to ensure the data pri-
vacy. Similarly, in other deep learning applications, protecting
users’ private input and output is regarded as a significant
concern [4, 46]. Techniques such as HE have been applied
to keep the sensitive information secret [27]. Considering
that text-to-image and image refinement are relevant services
for a large number of users, the privacy protection of stable
diffusion inference is an important problem.

This work investigates this problem and aims to develop
privacy-preserving stable diffusion inference as a service via
HE. The majority of the computation will be conducted on
the server, while sensitive data remains in the possession of
users.

2.2 Homomorphic Encryption

The intersection of HE and generative models presents a
promising avenue for safeguarding user privacy. HE enables
the computation on ciphertexts, which has been utilized on
different generative models. HE-transformer and its exten-
sions [4–6, 13] introduce private inference for some trans-
former [53] based models. Concrete-ML [61] leverages large
language models (LLMs) such as GPT-2 [30] for privacy pro-
tection. It is evident that the research trend is moving towards
providing privacy-preserving generative inference.

The practical implementation of HE has seen significant ad-
vancements through the development of specialized libraries
and frameworks, designed to simplify the integration of HE

into various applications. SEAL [47] provides a compre-
hensive suite of functionalities for both fully and partially
HE schemes, especially the Brakerski-Gentry-Vaikuntanathan
(BGV) scheme [8] and the Cheon-Kim-Kim-Song (CKKS)
scheme [14] for approximate arithmetic. They have greatly
improved the efficiency and practicality of HE. TenSEAL [3]
offers a seamless integration with PyTorch and emerges as a
bridge between HE and machine learning. Concrete-ML [61]
abstracts the complexities associated with HE, offering a path-
way for machine learning models to operate on encrypted
data with minimal modifications. These developments under-
score a pivotal shift towards making HE more accessible and
practical for a broad spectrum of AL/ML applications.

However, current attempts fall short in addressing HE’s key
difficulty - computation overhead. A recent study [12] shows
that homomorphically encrypted logistic regression is more
than ten thousands of times slower than the plaintext version,
using SEAL library [47]. Moreover, most of relevant HE li-
braries lack of support for GPU or other accelerators, which
limits its efficient utilization of computing resources. Some
recent studies adopt FPGA [59] and GPU [48,56], but they did
not provide easy-to-use open-source libraries. Specific accel-
erators [45] may be a potential way to counter HE’s overheads
and enable wider applications. However, these architectures
are hard to access. There are some previous studies [9,15,57]
aiming to introduce techniques in high performance com-
puting to enhance the efficiency of HE. Yonetani et al. [60]
utilized sparsity to reduce encryption time. High performance
algorithm [40] enables us to achieve significant speedup, even
with limited computational power. This is particularly rele-
vant in the context of this work’s application scenario, where
users cannot determine if the server possesses the machine
tailored for specific applications. With the same computing
resources, optimization at the algorithm level demonstrates
its benefits in terms of universality and cost-effectiveness.

On the other hand, though the marriage of generative AI
and HE is inspiring, the loss of accuracy is a critical prob-
lem. Neural networks introduce various non-linear activation
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Figure 2: When revising in the latent space with certain
distortion, the image changes as the figure shows. We ran-
domly set elements to 0 in the latent space to generate im-
ages with different distortion from the original image, and
then transform back to pixel space to check the changes.
As the distortion grows, from top left to bottom right, the
images become noisier and preserve less information.

functions and normalizations. However, these functions have
to be approximated under HE, as HE is only able to support
addition and multiplication [20] (i.e., polynomial functions).
Previous research for HE-inference [2, 13] has made substan-
tial progress for higher precision approximation. Some other
studies [28, 38] try to reduce the number of non-linear oper-
ations. However, errors will still accumulate throughout the
entire process due to the sheer number of non-linear opera-
tions involved.

2.3 Distortion and Information
Distortion refers to any alteration or degradation in the carrier
medium (such as an image, video, or audio file) resulting from
the embedding of hidden information. It is primarily applied
in steganography [31] to hide the embedding information [1,
19]. Since distortion describes a kind of distance between
the original image and the modified image, we can use it to
quantify the information loss after removing partial data. If
there is a low distortion between two images, it implies that
the primary information is retained, and only unimportant
sections without key semantics have been discarded. Another
advantage of distortion is that, it can work in different linear
spaces. That means it also works in the latent space [42]
where denoising happens.

Figure 2 validates the idea. When the elements are set to

0, we artificially discard information. And if we regard the
original image as a embedding of the revised image, distortion
accounts for the difference in their information. As a result,
we can use distortion to quantify information loss.

In practice, additive distortion [17] is often used due to its
salient nature, which is defined as [19]:

𝐷 (𝑋,𝑌 ) =
∑︁
𝑖, 𝑗

𝜌𝑖 𝑗 |𝑥𝑖 𝑗 − 𝑦𝑖 𝑗 |, (1)

where 𝑋 and 𝑌 are the original image and the modified image,
𝜌 is the cost matrix. Cost matrix 𝜌 is the central parameter
in the calculation of distortion and is only dependent with
the original image 𝑋 . There are different designs of the cost
function, known as HUGO [39], WOW [23], HILL [32], 2D-
SSA based method [58] and QMP [33]. All these methods
are proposed to make the two images as similar as possible,
in order to counter steganalysis. Since the definition of cost
function is independent from the form of additive distortion,
we can simply choose an effective one for the convenience of
implementation.

3 Threat Model

In this paper, the attacker’s goal is to compromise the confiden-
tiality of data processed by the diffusion model. Specifically,
the adversaries aim to infer sensitive information from the
model’s outputs or intercepted data. Their goal is to breach
user privacy through analysis and aggregation of data, exploit-
ing patterns to infer protected information. The adversaries
may have access to intermediate values computed during the
diffusion process, who could infer information about the input
data or the model’s parameters. Furthermore, they possess
the capability to reconstruct the original input data based on
the outputs or the intermediate states generated by the model,
thereby posing a direct threat to user privacy.

In our threat model, we assume that the servers hosting the
diffusion models operate under an “honest but curious" frame-
work. While these servers faithfully execute the model’s com-
putations without tampering with the process or outcomes,
they harbor an intrinsic interest in the users’ prompt inputs and
the generated outputs. This curiosity could potentially lead to
privacy breaches, as the servers might attempt to analyze or
infer information about the users’ data beyond the intended
scope of interaction. The scenario underscores the need for
robust privacy-preserving mechanisms that safeguard user
inputs and outputs against both external attackers and poten-
tially intrusive but non-malicious server operators, ensuring
that the confidentiality and integrity of the data are guaranteed
throughout the diffusion model’s processing pipeline.
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4 HE-Diffusion Framework

In the evolving landscape of generative modeling, particu-
larly within the framework of stable diffusion models, the
imperative of establishing privacy-preserving mechanisms is
paramount. Prior to the instantiation of such mechanisms, a
rigorous examination of sensitive information is warranted.
From the point of user interaction, this encompasses primarily
the textual prompts that serve as the genesis of the generative
sequence, and the visual outputs, which are the culmination
of the model’s inference process. Given that the pre-trained
model is provided by the server entity, its associated model
weights are not considered sensitive information. Therefore,
this eliminates the requirement for protective measures for
these components.

Delving into the mechanics of the stable diffusion model,
we encounter an iterative sampling process, which is divided
into two stages—forward propagation and subsequent denois-
ing. These stages are presented in Figure 1. It becomes evident
that the intermediate image, expressed as 𝑥𝑖 , converges incre-
mentally towards the final output with each iteration. This
convergence bestows upon 𝑥𝑖 the status of sensitive informa-
tion, necessitating the invocation of robust security measures
to preclude unauthorized information disclosure.

A meticulous examination of the data flow within the for-
ward and denoising stages reveals that the privacy of the
intermediate image 𝑥𝑖 is critical for the privacy-preserving
framework. While the textual prompts remain static through-
out the computational expanse, their participation is confined
to the model’s forward propagation phase, thereby rendering
them as inherently sensitive. In contrast, the denoising phase
𝑥𝑖+1 = 𝑓 (𝛼𝑖 , 𝑒𝑖 , 𝑥𝑖) employs a triad of inputs—comprising
the noise information 𝛼𝑖 , the noise-laden image 𝑒𝑖 , and the
aforementioned intermediate image 𝑥𝑖—to engender the next
iteration’s intermediate image 𝑥𝑖+1. Ensuring the privacy of 𝑥𝑖
guarantees the confidentiality of 𝑥𝑖+1, thus permitting 𝛼𝑖 and
𝑒𝑖 to be accessible without undermining data security.

Moreover, the noisy image, characterized by its stochastic
composition, lacks content that can be exploited. Alone, the
noise parameters do not provide enough information to recon-
struct 𝑥𝑖 . Therefore, protecting the intermediate images and
prompts is crucial for enhancing the privacy of the generative
process, as they contain the sensitive data across the sampling
iterations.

4.1 Input Protection

Securing the privacy of prompts and intermediate images 𝑥𝑖
during the sampling process is important. However, simply
concealing these elements throughout the process is neither
time-efficient nor feasible in practical implementations.

From a time-cost perspective, the absence of GPU support
in existing HE libraries, such as SEAL [47] and TenSEAL [3],
necessitates reliance on CPU processing for encrypted oper-

Table 1: Estimated model forward time cost for a whole
sampling process of a diffusion model. Encryption is con-
sidered only happening once at the beginning. Experi-
ments are based on TenSeal [3], tested on one A100 GPU
and one Intel(R) Xeon(R) Gold 6248R CPU, respectively.
HE calculation time for model forward is estimated by
other experiment results.

Case GPU CPU Enc HE Cal

256×128×256 0.01s 0.12s 17.1s 932s
Model Forward 35s 881s 716s 79.19d

ations. To evaluate the impact of encryption on processing
times, we conduct an experiment to encrypt both prompts
and intermediate images. Given the substantial computational
overhead associated with HE, we extrapolated the time cost
for the HE model’s forward phase based on the overhead ratios
observed in matrix multiplication operations of similar dimen-
sions, which predominantly determine the forward phase’s
duration. Our findings, as detailed in Table 1, reveal a signifi-
cant disparity in processing times between GPU-accelerated
and CPU-based computations, as well as between encrypted
and plaintext operations. This result underscores the challenge
of integrating HE into the model’s forward phase without in-
curring prohibitive time costs, and indicate that innovative
solutions are needed to reconcile encryption’s security bene-
fits with the practicalities of computational efficiency.

Incorporating HE within the stable diffusion model, which
fundamentally comprises UNet [43] and Attention [53],
presents a significant challenge due to the prevalence of non-
linear operations like softmax, layer normalization, and ReLU.
The inherent limitation of HE schemes to only support addi-
tion and multiplication operations means that executing these
non-linear functions requires them to be approximated by
polynomial functions. One solution is to perform polynomial
approximation via Taylor expansion [2, 54] or specifically
designed linear function [34].

However, there are two main disadvantages:

• Precision of Polynomial Approximations: The accuracy
of Taylor series expansions is contingent upon the poly-
nomial coefficients, which in turn depend on data dis-
tribution parameters like mean and standard deviation.
Given the encrypted nature of the data, dynamically ac-
cessing these parameters is infeasible. Servers might
resort to utilizing pre-computed parameters, but this ap-
proach is generally effective only in the initial layers of
the model due to its static nature.

• Accumulation of Errors: Even with meticulously cho-
sen coefficients that yield satisfactory approximations
for individual non-linear operations, the cumulative ef-
fect of approximation errors becomes pronounced as the
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Figure 3: Overview of our input protection scheme. Image
𝑥𝑖 will not be directly uploaded to the server. The first
several layers will be executed by users. Then, the server
performs the rest of computation with the conditioning
tensor and the intermediate result.

number of non-linear functions increases throughout the
model’s depth. An alternative strategy involves delegat-
ing the computation of non-linear functions to users in
plaintext space, thereby avoiding the limitations of HE.
However, this approach necessitates extensive user par-
ticipation and communication, which introduces its own
set of practical challenges.

One feasible solution is to conduct plaintext model forward-
ing, while keeping the sensitive information unaccessible by
the server. Figure 3 shows the model forwarding process. In
detail, the prompts are first encoded into a large conditioning
tensor by condition stage model, which can be independent
from the diffusion model. This provides chance for users to
prevent server from reconstructing prompts, by keeping their
encoding method secret. Since the server cannot access the
condition model, model inversion attack [18] will not work.
The high-dimensional and inherently lossy nature [51] of this
encoding further complicates any attempt to reverse-engineer
the prompts from the conditioning tensors. The primary role
of the conditioning tensor is to encapsulate the essential se-
mantic meanings required for image generation, without pre-
serving the details of the textual input, which renders the
direct reversal infeasible.

The intermediate image 𝑥𝑖 also needs protection. We
achieve the protection of 𝑥𝑖 by conducting the first several
layers on the users’ local machine. Existing work [44] shows
that, if the output is not sensitive, we can protect input by keep-
ing the first several layers secret. Here, the circumstance is
similar. We need to protect inputs, while the output is a noisy
image. Therefore, we simply allow users to conduct these cal-
culations locally. To enhance privacy, users can incorporate
different techniques such as adversarial training.

4.2 Output Protection
The output image is related to the denoising phase. Operations
in this component is simply element-wise addition and multi-

plication. Since element-wise operations are not supported by
GPU tensor cores, denoising accounts for over 50% time cost
on GPUs. According to the discussion above, we only need
to protect 𝑥𝑖 and 𝑥𝑖+1. The basic implementation is shown by
Algorithm 1, where 𝑐1 to 𝑐4 are scalars, 𝑒𝑖 and 𝑥𝑖 are tensors
with same shape.

Algorithm 1 Denoising

Input: Noisy Image 𝑒𝑖 , Noise information 𝑐1, 𝑐2, 𝑐3, 𝑐4, Im-
age 𝑥𝑖
/* Current prediction for x0 */
𝑝𝑟𝑒𝑑_𝑥0 = (𝑥𝑖 − 𝑐1 ∗ 𝑒𝑖)/𝑠𝑞𝑟𝑡 (𝑐2)
/* Direction pointing to 𝑥𝑖 */
𝑑𝑖𝑟_𝑥𝑖 = 𝑠𝑞𝑟𝑡 (1− 𝑐3 − 𝑐2

4) ∗ 𝑒𝑖
/* Generate noise */
𝑛𝑜𝑖𝑠𝑒 = 𝑐4 ∗𝑛𝑜𝑖𝑠𝑒_𝑙𝑖𝑘𝑒(𝑥.𝑠ℎ𝑎𝑝𝑒)
/* Previous step of the image */
𝑥_𝑝𝑟𝑒𝑣 = 𝑠𝑞𝑟𝑡 (𝑐3) ∗ 𝑝𝑟𝑒𝑑_𝑥0+ 𝑑𝑖𝑟_𝑥𝑡 +𝑛𝑜𝑖𝑠𝑒

Output: Image 𝑥𝑖+1

In Algorithm 1, the image 𝑥𝑖 will first be combined with
𝑒𝑖 to make a prediction of 𝑥0. Accurate 𝑝𝑟𝑒𝑑_𝑥0 serves as a
reference point for the model. Then a direction tensor pointing
to 𝑥𝑖 is calculated to show how model should adjust the current
noisy 𝑥𝑖 . Then, we get 𝑥𝑖+1 from the combination of 𝑝𝑟𝑒𝑑_𝑥0,
𝑑𝑖𝑟_𝑥 and a random noise.

Initiating encryption at the start and concluding with de-
cryption might seem straightforward, yet it incurs inefficien-
cies due to the necessity for re-encryption and redundant
ciphertext calculation. Particularly, since both 𝑝𝑟𝑒𝑑_𝑥0 and
𝑥_𝑝𝑟𝑒𝑣 are in ciphertext form and their associated computa-
tions are complex, certain operations might need to be exe-
cuted in the ciphertext domain due to the sequence of com-
putations. To streamline this process, the aim is to maximize
the number of operations conducted in plaintext, resorting
to ciphertext computations only when absolutely necessary.
Recalling Algorithm 1, we need to merge all the plaintext
parts and do operations corresponding to 𝑥𝑖 as late as possible.
Through strategic reorganization of the computational steps,
we can significantly diminish the need for ciphertext opera-
tions to merely a single tensor multiplication and addition.
Moreover, the advantage of element-wise operations should
be utilized, i.e., vectorization. Without the need to consider
about the shape of tensors, the sparse values can be encrypted
by lightweight vectors in the HE libraries. Though it reduces
the multiplication depth, it brings great performance improve-
ment.

Given that 𝑥𝑖 remains constant throughout the model’s
forward pass, the denoised image from the preceding step
can be directly utilized as the input for the subsequent itera-
tion. To address the constraints imposed by the multiplication
depth, relinearization techniques should be applied intermit-
tently. However, due to limited support for relinearization
in TenSeal [3], our implementation temporarily adopts infre-
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Image 𝑥!

𝑦!"# = 𝑓(𝛼! , 𝑒! , 𝑦!)

Partial Image 𝑦!

Plain Image 𝑧!

𝑧!"# = 𝑓(𝛼! , 𝑒! , 𝑧!)

Encryption

Vectorized
Sparse Tensor

Denoising

Merge

Image 𝑥!"#Image
Division

Figure 4: Overview of our partial encryption scheme. 𝑥𝑖 is divided into 𝑦𝑖 and 𝑧𝑖 , with most of information kept by 𝑦𝑖 .
Then 𝑦𝑖 is encrypted while 𝑧𝑖 remains unencrypted. After denoising, 𝑥𝑖+1 can be constructed by merging 𝑦𝑖+1 and 𝑧𝑖+1.

quent re-encryption as an alternative strategy.
The refined encrypted denoising algorithm is illustrated

in Algorithm 2. Some parameters such as 𝑝𝑟𝑒𝑑_𝑥0 are not
explicitly calculated any more. The plaintext parts like cal-
culating 𝑑𝑖𝑟_𝑥𝑡 and noise generation are unchanged, while
the computation involved by 𝑥𝑖 is compressed to include only
one multiply and add operation. Here, 𝑥_𝑝𝑟𝑒𝑣, the encrypted
version of the intermediate image, is leveraged in the denois-
ing process for the next iteration, denoted as 𝑒𝑛𝑐𝑥𝑖+1 . This
encrypted intermediate image is also transmitted back to the
user for decryption, enabling them to compute the initial lay-
ers of the model’s forward phase. As the intermediate images
remain encrypted on the server throughout the process, the
security of the outputs is effectively maintained.

Algorithm 2 Encrypted Denoising

Input: Noisy Image 𝑒𝑖 , Noise information 𝑐1, 𝑐2, 𝑐3, 𝑐4, En-
crypted Image 𝑒𝑛𝑐𝑥𝑖
/* Direction pointing to x_i */
𝑑𝑖𝑟_𝑥𝑖 = 𝑠𝑞𝑟𝑡 (1− 𝑐3 − 𝑐2

4) ∗ 𝑒𝑖
/* Generate noise */
𝑛𝑜𝑖𝑠𝑒 = 𝑐4 ∗𝑛𝑜𝑖𝑠𝑒_𝑙𝑖𝑘𝑒(𝑥.𝑠ℎ𝑎𝑝𝑒)
/* Multiplication factor */
𝑓 𝑎𝑐𝑡𝑜𝑟 = 𝑠𝑞𝑟𝑡 (𝑐3/𝑐2)
/* Addition part */
𝑎𝑑𝑑_𝑝𝑎𝑟𝑡 = 𝑑𝑖𝑟_𝑥𝑡 +𝑛𝑜𝑖𝑠𝑒− 𝑓 𝑎𝑐𝑡𝑜𝑟 ∗ 𝑐1 ∗ 𝑒𝑖
/* Previous step of the image */
𝑥_𝑝𝑟𝑒𝑣 = 𝑓 𝑎𝑐𝑡𝑜𝑟 ∗ 𝑒𝑛𝑐𝑥𝑖 + 𝑎𝑑𝑑_𝑝𝑎𝑟𝑡
/* sent x_prev to user and decrypt */
𝑥𝑖+1 = 𝑥_𝑝𝑟𝑒𝑣.𝑑𝑒𝑐𝑟𝑦𝑝𝑡 ()

Output: Image 𝑥𝑖+1, Encrypted Image 𝑥_𝑝𝑟𝑒𝑣

5 Partial Encryption by Distortion

Manipulating image is expensive even in latent space. Ac-
cording to Algorithm 2, in each iteration, we conduct element-

wise multiplication and addition for a tensor, which means
thousands of ciphertext-plaintext multiplication should be per-
formed. To mitigate these computational demands, we intro-
duce a strategy combining partial encryption with ciphertext-
plaintext hybrid computation.

Partial encryption for images [52] is early regarded as a
powerful tool to reduce the encryption cost. In the context
of HE, there are very few studies [60] leveraging partial en-
cryption. The reasons may be manifolds: (1) Partial encryp-
tion engenders complex hybrid data structures and computa-
tions, which are not readily accommodated by existing HE
libraries. (2) The sparsity induced by partial encryption con-
tradicts the prevailing trend in hardware development, which
favors dense computational paradigms exemplified by ten-
sor cores and SIMD (Single Instruction, Multiple Data) ar-
chitectures. (3) Employing partial encryption necessitates
a delicate balance between security and computational effi-
ciency, as it poses potential risks for information exposure.
Despite these challenges, we advocate for the integration of
partial encryption with HE, arguing that the benefits of hy-
brid computation—specifically in reducing computational and
memory burdens—outweigh the concerns. In the subsequent
sections, we will demonstrate that partial encryption serves as
an ideal complement to HE. By strategically encrypting only
certain components of the data, we can significantly reduce
computational overhead without sacrificing security, thereby
enhancing the efficiency and practicality of HE in real-world
applications. This approach leverages the strengths of both
partial encryption and HE, offering a balanced solution that
maintains data privacy and security while optimizing perfor-
mance.

5.1 Partial Encryption Scheme
Element-wise operation suits partial encryption well, since it
can gain linear time saving with the reduction of encrypted
elements, and it is convenient for data decomposition. We con-
ceptualize the image 𝑋 as a composite of two components:

7



𝑋 = 𝑌 + 𝑍 , where 𝑌 encapsulates the bulk of 𝑋’s information,
and 𝑍 contains elements deemed less critical. This decom-
position ensures that 𝑌 and 𝑍 are mutually exclusive, with
𝑌 × 𝑍 = 0, indicating that each element of 𝑋 is exclusively
present in either 𝑌 or 𝑍 , with the counterpart being zero. In
this framework, HE is applied to 𝑌 , while 𝑍 remains in plain-
text, which is written as follows.

𝑓 (𝑋) = 𝑓 (𝑌 ) + 𝑓 (𝑍). (2)

Figure 5 describes this scheme in detail. It is unnecessary to
amalgamate 𝑦𝑖+1 and 𝑧𝑖+1 at every iteration; they can be com-
puted independently, given the constraints on multiplication
depth. The main challenge lies in minimizing the encrypted
portion 𝑌 to the smallest possible subset while retaining the
majority of the image’s information. Notably, this approach
to partial encryption preserves the integrity of the computa-
tional results without resorting to approximation, allowing for
adjustable levels of security through different decomposition
techniques and parameter configurations.

5.2 Image Division
Due to its superiority in reducing time complexity and mini-
mizing memory requirements, sparse computation has con-
sistently been at the forefront of research and development.
This approach, which emphasizes the processing of data struc-
tures where the majority of elements are zeros, enables more
efficient storage and faster computational operations, Spar-
sity is often achieved by ignoring some data. Representative
techniques achieved sparsity in deep learning includes model
pruning [29], dropout [50], stochastic depth [26]. In this work,
we use additive distortion to remove unimportant data points
from image tensors.

According to the definition of additive distortion,
if we remove 𝑛 points from image 𝑋 with indices
(𝑖1, 𝑗1), (𝑖2, 𝑗2), . . . , (𝑖𝑛, 𝑗𝑛) ∈ 𝐼 and generate a new image 𝑌 ,
the additive distortion can be written as:

𝐷 (𝑋,𝑌 ) =
∑︁

(𝑖, 𝑗 ) ∈𝐼
𝜌𝑖 𝑗 |𝑥𝑖 𝑗 |. (3)

This equation implies that the order of removing two points
will not affect the calculation. As 𝜌 is only related to 𝑋 , it
can be pre-calculated and treated as a constant matrix. Then,
every data point in 𝑌 contributes independently to the whole
additive distortion. Calculating distortion after removing a
point from 𝑌 is simply adding a term corresponding to the
data point. Thus, distortion of every point can be discussed
separately.

Moreover, additive distortion can be considered as some
kind of information. Distortion of a point can be treated a
quantified form of information it carries. A direct way is
to iteratively remove points with low distortion. However,
the iteration should stop before important information leaks.

Therefore, it requires a threshold for terminating the itera-
tion. We can calculate the total distortion while all points are
removed as follows:

𝑊ℎ𝑜𝑙𝑒_𝐷 (𝑋) =
∑︁
𝑖, 𝑗

𝜌𝑖 𝑗 |𝑥𝑖 𝑗 | = 𝐷 (𝑋,0), (4)

With a total distortion, the importance of a point can be
quantified by the ratio between its own distortion and the total
distortion. This provides convenience for us to set a threshold
for points removing for different images. Algorithm 3 shows
an overview of this procedure. First, the cost matrix is gener-
ated by cost function and 𝑋 . Then, it conducts element-wise
multiplication with 𝑋 to create the distortion matrix. The
total distortion can be calculated incidentally. We iteratively
find the minimum value in the distortion matrix and set the
element at the corresponding position of 𝑌 to 0. Since this
brings distortion, we then update distortion and the matrices.
When the distortion caused by removed points reaches the
threshold, the algorithm stops and output the sparse image 𝑌 .
In this algorithm, cost_function can be chosen according to
the needs. The remaining tensor 𝑍 can be simply generated
by 𝑍 = 𝑋 −𝑌 after the removal.

Algorithm 3 Point Removal (Basic)

Input: Image 𝑋 , 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 = 0.01, 𝑑𝑖𝑠𝑡𝑜𝑟𝑡𝑖𝑜𝑛 = 0, 𝑌 = 𝑋

/* Get cost matrix*/
𝐶 = 𝑐𝑜𝑠𝑡_ 𝑓 𝑢𝑛𝑐𝑡𝑖𝑜𝑛(𝑋)
/* Distortion matrix */
𝐷 = 𝐶 ∗ 𝑋 ,𝑊ℎ𝑜𝑙𝑒_𝐷 = 𝐷.𝑠𝑢𝑚()
/* Iteratively remove points */
repeat
/* Get min-distortion element */
𝑚𝑖𝑛_𝑒𝑙𝑒 = 𝑎𝑟𝑔𝑚𝑖𝑛(𝐷),𝑌 [𝑚𝑖𝑛_𝑒𝑙𝑒] = 0
/* Update distortion */
𝑑𝑖𝑠𝑡𝑜𝑟𝑡𝑖𝑜𝑛 += 𝐷 [𝑚𝑖𝑛_𝑒𝑙𝑒], 𝐷 [𝑚𝑖𝑛_𝑒𝑙𝑒] = 𝑖𝑛 𝑓
/* End loop when reach threshold */

until 𝑑𝑖𝑠𝑡𝑜𝑟𝑡𝑖𝑜𝑛/𝑊ℎ𝑜𝑙𝑒_𝐷 < 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑

Output: Sparse Image 𝑌

This implementation is quite inefficient, due to the exis-
tence of a large number of iterations. Considering that this
procedure should be frequently executed during stable diffu-
sion sampling, we propose the following methods for further
speedup.

We first check some conditions and conduct batch deletion.
The maximum threshold in the procedure is 𝑑𝑖𝑠_𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 =
𝑊ℎ𝑜𝑙𝑒_𝐷 ∗ 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑. Then in the process, remaining dis-
tortion can be defined as 𝑑𝑖𝑠_𝑟𝑒𝑚𝑎𝑖𝑛 = 𝑑𝑖𝑠_𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 −
𝑑𝑖𝑠𝑡𝑜𝑟𝑡𝑖𝑜𝑛. All points meets this inequality can be removed
together:

𝑑𝑖𝑠𝑡𝑜𝑟𝑡𝑖𝑜𝑛 ∗ 𝑟𝑒𝑚𝑎𝑖𝑛_𝑝𝑜𝑖𝑛𝑡𝑠 < 𝑑𝑖𝑠_𝑟𝑒𝑚𝑎𝑖𝑛, (5)

where remain_points denotes to the number of points not
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removed. This condition can be simply done by function
‘where’ in torch or numpy.

Other functions such as ‘topk’ also helps for acceleration.
While these optimizations are utilized, time cost of the proce-
dure can be reduced from several hours to less than 5s.

5.3 Sparse Encryption and Computation

Considering that tensor 𝑌 contains only partial data point of
𝑋 , and these points are discontinuous distributed in the tensor,
its sparsity can be utilized for acceleration. Sparsity has two
primary advantages: (1) Tensor 𝑌 has thousands of elements
(zeros and nonzeros), their ciphertexts account for large space.
(2) Conducting encryption and calculation only on nonzero
elements save a substantial amount of time, and embodies the
meaning of partial encryption. 𝑍 can keep dense since 𝑓 (𝑍)
is efficient enough so that the payoff from optimization is
small.

Special workflow leads to customized operations and data
structure. 𝑓 (𝑍) is calculated in dense format. Considering that
there are only element-wise operations in 𝑓 , and elements of
𝑋 are separated in 𝑌 and 𝑍 , respectively, 𝑓 (𝑍) + 𝑓 (𝑌 ) can be
done without calculation. We can simply perform assignments
as 𝑍 [𝑌 .𝑖𝑛𝑑𝑖𝑐𝑒𝑠] = 𝑌 .𝑣𝑎𝑙𝑢𝑒𝑠 to merge these two tensors to-
gether. Addition and multiplication should also be specifically
designed. The 𝑓 𝑎𝑐𝑡𝑜𝑟 and 𝑎𝑑𝑑_𝑝𝑎𝑟𝑡 in Algorithm 2 are all
dense tensors. Since 𝑓 (𝑍) deals with partial computation,
𝑓 (𝑌 ) should only focus on the elements in 𝑌 .𝑖𝑛𝑑𝑖𝑐𝑒𝑠. That
means we do not need to explicitly transform 𝑓 𝑎𝑐𝑡𝑜𝑟 and
𝑎𝑑𝑑_𝑝𝑎𝑟𝑡 to sparse tensor. Partial addition can be performed
as:

𝑌 .𝑣𝑎𝑙𝑢𝑒𝑠 ∗= 𝑓 𝑎𝑐𝑡𝑜𝑟 [𝑌 .𝑖𝑛𝑑𝑖𝑐𝑒𝑠],

𝑌 .𝑣𝑎𝑙𝑢𝑒𝑠 += 𝑎𝑑𝑑_𝑝𝑎𝑟𝑡 [𝑌 .𝑖𝑛𝑑𝑖𝑐𝑒𝑠] .

Traditional sparse tensor or sparse matrix format does not
directly support these functions. Previous work has used
sparse matrix multiplication or tensor manipulation under
HE [11, 59]. However, sparse HE still still lacks support for
operations that facilitate hybrid computation between sparse
and dense matrices.

Here, we leverage coordination (COO) format to store the
sparse tensor. Compared with compressed format like com-
pressed sparse row (CSR), compressed sparse column (CSC),
COO needs more memory for indices. But the advantages of
COO is its flexibility and simplicity. Moreover, its indices
can be directly accessed by dense tensor without any process,
which provides convenience for sparse-dense hybrid compu-
tation. Since memory cost of encrypted values is much larger
than plaintext indices, the memory advantage of compressed
formats is almost negligible.

Same as plaintext sparse tensor, only nonzero elements
are stored in the encrypted COO sparse tensor. This helps
to reduce much time in the context of the rapid increase in

encryption time with the number of elements. We provide in-
terface to perform encryption on COO sparse tensor with dif-
ferent encryption schemes, such as BFV [7] and CKKS [14].
The encrypted values could also be organized as a vector
for vectorized operation, in order to gain higher performance.
Since performing encryption and computation becomes much
cheaper, and the number of operations is largely reduced by
Algorithm 2, we will run reencryption when the accuracy is
on the decline.

6 Evaluation

In this section, we will conduct a comprehensive evaluation
of HE-Diffusion, examining its performance across three crit-
ical dimensions: accuracy, performance, and security. In the
accuracy evaluation, we mainly focus on whether HE brings
precision loss. For performance evaluation, we will analyze
the system’s runtime under various parameter configurations,
providing insights into how different settings influence overall
efficiency. This analysis will extend to examining the system’s
responsiveness in scenarios with varying levels of data spar-
sity. The security dimension of our evaluation focuses on the
challenges and vulnerabilities introduced by partial encryp-
tion. We will delve into the potential for information leakage,
and offer a detailed discussion on how partial encryption,
while beneficial for reducing computational overhead, could
expose the system to certain security risks.

6.1 Implementation Details and Settings
The experimental results are generated by stable diffusion
model v1.4 with a PLMS sampler to generate images at a
default size. Our implementation is based on the open-source
implementation of stable diffusion models [41].

The HE component in our work uses CKKS [14] scheme by
TenSEAL [3]. We choose the poly modules degree of 8,192
and the coeff-modules of 26. For a simulation purpose, users
and server were both implemented in a single computer and
thus no transmissions among them were considered in the
experiments. All parameters are kept same in the plaintext
version and the encrypted version.

In this work, the computation resource are a NVIDIA A100-
PCIE GPU with 40GB memory and a Intel(R) Xeon(R) Gold
6248R CPU running at 3GHz.

6.2 Accuracy
Though our methods do not explicitly include approxima-
tion, there will be loss of accuracy due to the approximation
encryption scheme [14]. Here, we utilize five different meth-
ods to evaluate the quality of the generated images. Cosine
similarity and Min squared error (MSE) are basic mathemat-
ical tools to directly compare the data distribution. In the
pixel space, Structure Similarity Index Measure (SSIM), Peak
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Figure 5: Examples to compare the generated images from the plaintext version and the encrypted version. Prompts:
"Night Scene with 2 moons." The height and width of the images are equally and sequentially set as {256, 384, 512,
768, 1024, 1280}. The images corresponds to these size from left to right. All other parameters are equally set. Top row:
samples from stable diffusion model. Bottom row: samples from HE-Diffusion model.

Table 2: The similarity between the images generated by
plaintext version and encrypted version. All parameters
and prompts are equally set. 5 methods are applied to test
the results. The results in the table are the mean value of
the generated samples.

Cosine SSIM PSNR MSE KL Divergence

0.9818 0.9995 68.65 0.0089 0.0046

Signal to Noise Ratio (PSNR) [24] work in different aspect.
SSIM integrated luminance, contrast and structure to fit the
intuitive feeling of the human eye. PSNR stands at the signal
side to evaluate the power of a signal and the power of cor-
rupting noise. KL divergent comes from cross entropy, which
quantifies the redundant information. We refer to these five
indicators, in order to make an overall judgment.

As Table 2 shows, our homomorphically encrypted diffu-
sion inference can generate very similar images compared
with the original unencrypted one. According to the table, we
have PSNR > 40dB, which means the signal absolutely domi-
nant compared with the noise in the encrypted part. Cosine
similarity is lower than SSIM. That implies the encrypted
images show some differences with the original ones, but in
the context of structure and perceived quality, the encrypted
images keep most of information. Figure 5 provides a more
intuitive example for different image size. Despite some tiny
difference in pixels, the generated images are almost the same.

6.3 Performance
In the performance evaluation, our primary focus is on de-
termining the feasibility of our HE-Diffusion model and un-
derstanding the impact of sparsity on its functionality. Ta-

ble 3 provides the process time of different algorithms. To
the best of our knowledge, a homomorphically encrypted
stable diffusion model does not exist. Therefore, our compar-
isons are made between the plaintext version and our various
algorithms. Due to the inevitable introduction of overhead
of security, the plaintext version is the fastest. And just as
we expected, simply conducting unoptimized homomorphic
encryption brings significant complexity. However, after op-
timization and our sparse design, this overhead is largely
reduced. Based on our findings, our most efficient sparse im-
plementation achieves a computational speed that is on par
with the plaintext version in terms of order of magnitude, with
500 times speedup compared with the naive encrypted im-
plementation. This significant achievement underscores the
practicality of our approach for users, as it ensures that the
enhanced privacy provided by homomorphic encryption does
not come at the expense of performance.

In Table 3, the time costs of GPU acceleration and pure-
CPU follow different mode of change. With customized de-
sign for matrix multiplication, GPU can reduce the model
forward time from 8.8s to less than 0.04s per iteration. As
a result, the distribution of computation hotspot is quite dif-
ferent. In pure-CPU version, model forward accounts for the
primary time costs even after homomorphically encrypted
denosing. However, in the GPU version, denosing is the most
computational intensive component. It is evident that the im-
pact of HE on the final result is significant.

In details, different parameter settings affect the perfor-
mance results. As shown in Figure 6, when we set a higher
threshold for Algorithm 3, higher sparsity will be achieved,
and the time cost (both the encryption time and the calculation
time) will decrease. This is easy to see, since high sparsity
leads to fewer non-zero elements, which benefits encryption
and calculation. However, this is not without cost. The risk
and trade-off will be discussed in the next section.

10



Table 3: Exact time cost of one denoise process and the
whole HE-Diffusion inference. In the ‘GPU’ version, GPU
is applied to accelerate model forward, while ‘CPU’ de-
notes to a pure CPU implementation. ‘Plain’ refers to Al-
gorithm 1. ‘Enc’ simply encrypt 𝑥_𝑖 for Algorithm 1 with
nothing else changed. ‘Enc_opt’ refers to Algorithm 2 with
less frequent reencryption. ‘Sparse’ is the sparse version
described in Section 5. Here, reencryption is applied in-
stead of relinearization. All parameters of stable diffusion
are set as default values. In the sparsity test, we choose
threshold=0.01 as a conservative parameter setting.

Case Plain Enc Enc_opt Sparse

Denoise once 0.12s 354.34s 1.67s 0.70s
Inference (CPU) 0.24h 10.06h 0.41h 0.32h
Inference (GPU) 35s 9.84h 203s 106s

The influence of the image size is also considered, as Fig-
ure 7 shows. With the increase of image size, the time cost
of model forward and denoising follows Quadratic growth,
while sparsity almost keeps unchanged. Since model forward
accounts for the majority of time, the ratio between it and
denoising are growing rapidly when enlarging image size,
which means, comparatively speaking, the total run time will
be closer to plaintext version.

6.4 Security of Partial Encryption

Partial encryption is commonly associated with the risk of
information leakage. In this section, we will show the in-
formation preserving ability of our point removal algorithm.
Since the computation happens in a latent space, our partial
encryption also works in this latent space. Similarity metric
is utilized to quantify the information leakage. In the latent
space, we do not use pixel-based SSIM and PSNR, but we
mainly consider cosine similarity and KL divergence. The
former can directly compare the two tensors, while the latter
helps to reduce bias with a holistic view.

After partial encryption, the original image tensor 𝑋 is
divided into encrypted 𝑌 and plain 𝑍 . We evaluate the co-
sine similarity and the KL divergence 𝐾𝐿 (𝑋 | |𝑌 ),𝐾𝐿 (𝑋 | |𝑍)
through the entire sampling process. Our experiments primar-
ily focus on determining whether there is any information
leakage throughout the entire sampling process and how this
potential leakage varies with different parameter configura-
tions.

Figure 8 shows the results in all iterations in a sampling pro-
cess. Cosine similarity between 𝑋 and 𝑌 is near 100%, while
𝑋 and 𝑍 do not act alike. KL divergence provides further
confirmation. 𝐾𝐿 (𝑋 | |𝑌 ) highly approaches 0, which means
𝑌 represents 𝑋 very well.
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Figure 6: Variation of sparsity and the ability to keep sen-
sitive information under different thresholds. Images are
tested in the latent space. The red bars denotes to the per-
centage represented sparsity. The blue line and the green
line are the cosine similarity between the remained image
(encrypted part), the removed part and the original image,
respectively.

According to these results, the concern of information leak-
age can be addressed in two ways: (1) 𝑌 keeps most of in-
formation from 𝑋 . (2) 𝑍 inherits only very small amount of
information from 𝑋 , which is far from reconstructing 𝑋 . To
make this comparison more intuitive, we transform 𝑋,𝑌, 𝑍

from the latent space to the pixel space to gauge the differ-
ence.

Figure 9 provides an example. We can observe that the
partial encrypted figure is very similar with the original fig-
ure, while the plaintext figure does not reflect any helpful
information. This implies an advantage of performing par-
tial encryption in the latent space that, even if there is some
information kept by 𝑍 , attackers can hardly detect it using
structure or other methods in pixel space after transformation.

Figure 10 further presents the similarity with different pa-
rameter settings. When we set a larger threshold for Algo-
rithm 3, though higher sparsity and lower time cost will be
achieved, there will be higher security risk. According to
Figure 10, with the threshold increasing, cosine similarity
between 𝑋 and 𝑌 will decay, and cosine similarity between
𝑋 and 𝑍 will augment. KL divergence shows the same trend.
We have to set a proper threshold to achieve sparsity and pre-
vent information leakage simultaneously, which indicates a
trade-off between security and efficiency. Considering that the
cosine similarity between 𝑍 and 𝑋 begin to increase rapidly
from threshold = 0.01, we use 0.01 as the threshold in other
experiments for security guarantee.
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Figure 7: Sparsity and time cost of model forward and de-
noising parts with the variation of image size. Without loss
of generality, height and width are set equally. Threshold
is set as 0.01. Experiments are done on CPU due to the
memory limitation of GPU.

7 Discussion

In this work, we propose HE-Diffusion, a privacy-preserving
stable diffusion model. It works by safeguarding the input
prompts and output data for users when the computation is
hosted by unreliable servers. HE-Diffusion can be utilized
across diverse fields where image generation is beneficial,
particularly in contexts where the protection of sensitive data
is a primary concern. In this section, we present discussions
and limitations of HE-Diffusion.

7.1 Applicable Scenarios
A fundamental scenario involves users keen on preventing
their activities from being monitored and analyzed. The
prompts they use and the images generated could reveal per-
sonal information and lifestyle patterns, posing a risk to their
privacy. In domains such as healthcare, this concern is mag-
nified as inputs often originate from confidential databases,
where patient data and sensitive medical information must
be handled with utmost discretion. Encryption in such con-
texts not only safeguards against unauthorized access but also
ensures compliance with data protection regulations, thereby
maintaining the integrity of sensitive data.

For content creators, the stakes are similarly high. En-
crypted outputs can serve as a protective measure against
copyright infringement claims, offering a layer of security
that shields creators from potential legal disputes. This is
particularly relevant in industries where intellectual property
rights are rigorously enforced and the line between inspira-
tion and infringement can be thin. By utilizing encryption,
creators can maintain control over their work, ensuring that
their creations are shared and used in ways that respect their
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Figure 8: Information leakage test for partial encryption
through the whole sampling process. Cosine similarity
and KL divergence between two latent-space images are
used to test the effect of information preserving. The blue
line and the green line denotes to cosine similarity. Cosine
similarity between the encrypted part and the original
image is about 99.96%, while for the plaintext part 2.81%.
KL divergences of the encrypted part are less than 0.0003,
while for the plaintext part at least 0.4693. Threshold is
set as 0.01.

original intentions and copyright.
Moreover, in the realm of digital content creation, en-

crypted outputs can also prevent unauthorized reproduction
and distribution, preserving the value of the content and the
creators’ revenue streams. In scenarios where content is per-
sonalized or contains elements tailored to specific individuals
or groups, encryption can prevent the misuse of such con-
tent, and ensure that sensitive information is not exploited for
malicious purposes.

7.2 Limitations and Practical Considerations

Our approach does come with certain limitations. First, we
have not implemented full encryption for the forward pass of
the model. This necessitates users to meticulously manage
the embedding of their prompts and coordinate data exchange
with the server, introducing a layer of complexity to the user
experience. Additionally, our implementation strategy for de-
noising leverages specific characteristics unique to this com-
ponent, which unfortunately limits the applicability of our
methods to other models. This specialization means that the
insights and efficiencies gained in our denoising process are
not readily transferable to different model architectures or
applications. Expanding our methodology to accommodate
a broader range of models and computational tasks would
require reevaluation of our encryption strategies and possibly
the development of new techniques to ensure both security
and performance across diverse computational contexts.

12



Figure 9: Intuitive test for the security of partial encryp-
tion. Prompts: "a photograph of an astronaut riding a
horse". Threshold is set as 0.05. The three images above
are the original images. The center three are the partial en-
crypted images. The three images below are the plaintext
images. The plaintext images are almost noise.

To make this work more practical in the real world, there are
some improvements to be done. For ease of implementation,
we introduced certain simplifications, which may adversely
affect the quality of the generated images and their sparsity.
We used the original version of stable diffusion instead of
diffuser [55]. To achieve better images and enable more pre-
trained models, diffuser should be supported. Furthermore,
our primary objective was to demonstrate the effective syn-
ergy between HE and partial encryption. Therefore, we did not
delve into fine-grained optimizations for sparse tensors and
sparse operations. Our work is implemented in Python based
on TenSeal [3]. More techniques of high performance com-
puting and parallel computing can be applied if we transfer
some components to C++. Moreover, the methods to achieve
sparsity can indeed vary; in our case, we opted for a straight-
forward approach by employing HILL [32], a simple cost
function introduced in 2014. Adopting a more sophisticated
cost function or a more efficient method for collecting sensi-
tive information could significantly enhance sparsity, directly
benefiting the overall effectiveness of our approach.

8 Conclusion

The integration of HE within the stable diffusion models, as
presented in this paper, marks an advancement in the field of
generative artificial intelligence from a privacy preservation
perspective. This approach not only addresses the paramount
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Figure 10: Information leakage with different thresholds.
Cosine similarity and KL divergence between two latent-
space images are used to test the effect of information
preserving. With the increase of threshold, the similarity
between the encrypted image and the original image will
decrease, while the plain image becomes more similar
with the original one. Considering that the behavior of
similarity keeps stable in each iteration, the last iteration
is chosen for the experiments.

concerns of user privacy and data confidentiality but also
opens up new horizons for the application of generative mod-
els in sensitive domains such as healthcare, personal security,
and confidential design, where privacy concerns have previ-
ously been a barrier.

By focusing on the optimization of the denoising step and
implementing efficient computational strategies such as the
distortion-based method and COO sparse tensor representa-
tions, this work mitigates the computational overhead associ-
ated with HE. This makes the proposed framework not just a
theoretical contribution but a practical tool for enhancing the
privacy and security of generative AI applications.

Future work could extend this framework to state-of-the-art
stable diffusion implementation to support more pre-trained
models. Additionally, secure model forward needs more in-
vestigation, since it is much more computational intensive and
harder for encryption. Cooperation between users and servers
is effective for privacy preservation; however, it may lead to
inefficiencies due to the heavy communication requirements.

In conclusion, this paper not only addresses a critical gap
in the literature by providing a viable solution to privacy
concerns in GenAI but it also sets a new standard for the
integration of security considerations into the development
and deployment of AI technologies. As the field continues to
evolve, the principles and methodologies introduced here are
likely to serve as a foundation for a new era of privacy-aware
artificial intelligence, fostering innovation while safeguarding
user privacy and data integrity.
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