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Abstract—RF data-driven device fingerprinting through the use
of deep learning has recently surfaced as a possible method for en-
abling secure device identification and authentication. Traditional
approaches are commonly susceptible to the domain adaptation
problem where a model trained on data collected under one
domain performs badly when tested on data collected under a
different domain. Some examples of a domain change include
varying the location or environment of the device and varying the
time or day of the data collection. In this work, we propose using
multifractal analysis and the variance fractal dimension trajectory
(VFDT) as a data representation input to the deep neural network
to extract device fingerprints that are domain generalizable. We
analyze the effectiveness of the proposed VFDT representation in
detecting device-specific signatures from hardware-impaired 1Q
(in-phase and quadrature) signals, and we evaluate its robustness
in real-world settings, using an experimental testbed of 30 WiFi-
enabled Pycom devices. Our experimental results show that the
proposed VFDT representation improves the scalability, robust-
ness and generalizability of the deep learning models significantly
compared to when using I1Q data samples.

Index Terms—Device fingerprinting, deep learning, hardware
impairments, device authentication, domain generalizability, mul-
tifractal analysis, variance fractal dimension trajectory.

I. INTRODUCTION

Wireless device identification and authentication through the
use of RF (radio frequency) fingerprinting has recently been
considered as a new potential network security method [1],
[2], [3]. In essence, RF-based device fingerprinting consists
of extracting hardware-impaired, device-specific signatures and
features from raw RF signals that are transmitted by the
devices. These hardware impairments typically come from the
inherent variability in the manufacturing process of the devices.
The commonly used methods of extracting the fingerprints and
classifying the devices mostly rely on deep learning models,
which need to be trained first on labeled RF data, and then
used to identify and classify devices [4], [5], [6].

While deep learning models offer promising results, they
come with some inherent limitations and problems [7]. Due to
the design nature of these learning models and how deep neural
networks are trained, the exact features being used to identify
and distinguish devices are unknown. This essentially means
the deep learning model is a black box and as such could be
using something other than the inherent hardware variations to
classify devices. For instance, these models could be focusing
on the channel conditions instead of the hardware impairments
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Fig. 1: CNN model classifier trained on data collected from 30
devices placed 1m away from the receiver, but tested on data
collected when the devices are placed at different distances
from the receiver: 1m, 2m, 3m, and two random locations.
Experiments are taken indoor, in a lab environment.

which would lead to incorrect classification when the model
is used under different channel conditions. This limitation of
the models not being able to generalize to other conditions and
settings is often referred to, in the fingerprinting community,
as the domain adaptation or model generalization problems.
It has been shown in several studies (e.g. [5], [7], [8], [9],
[10]) that deep learning models are able to classify devices with
very high accuracy when both the testing data and training data
are taken under the same domain (e.g., same channel, time,
receiver, location). However, when these models are tested
on data taken under a different domain (e.g., training and
testing data are collected under different channel conditions),
their accuracy is greatly reduced. To demonstrate this domain-
adaption challenge, we collected an experimental RF dataset
using our testbed, consisting of 30 Pycom devices (more details
are provided in Sec. V) and fed it to a classical CNN (Convo-
lution Neural Networks) classifier while considering varying
distances between the transmitters and the receiver, thereby
varying the wireless channel. The results of this experiment
displayed in Fig. 1 show the testing accuracy of the deep
learning model, trained on data collected when the devices
are placed 1m away from the receiver but tested on data
collected when the devices are placed at different locations,
1Im, 2m, 3m and at random. These results show a significant
drop in accuracy when the model is tested on data taken from
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a different domain, in this case the physical location. Note that
when the training and testing are both done when the devices
are 1m away from the receiver, the testing accuracy is above
97%. However, due to the limitation mentioned above; i.e., the
inability of the learning model to adapt to domain changes,
when the model is trained on data collected 1m away but tested
on data collected 2m away, the testing accuracy drops from
97% to only about 16%.

There have been some attempts that aimed to address the
domain adaptation problem in RF fingerprinting [11], [12],
[51, [10], [7], [13], [14]. Some works looked at ways to
preprocess data to extract specific hardware features, such
as the carrier frequency offsets [11]. Other attempts used
various custom types of preprocessing to help extract a device-
specific, domain-independent fingerprints, which are then
passed through a deep learning model for classification [12],
[10]. There have also been attempts to directly calibrate the
learning model itself through few-shot samples to improve its
portability across domains [5]. Another potential approach [15]
relies on multifractal analysis to extract device impairments
and use them as features for wireless device identification.
However, this approach does not examine how the obtained
identification results are affected by domain adaptation, nor
does it assess how scalable it is with the number of devices to
be identified.

Aside from the domain-adaptation related problems, other
works have tackled other device fingerprinting issues, including
scalability [16] and signal interference [17]. For instance,
the authors in [15] propose using a more complex device
fingerprint by combining several different features, including
the use of fractal dimension analysis, to use in deep learning
models. While they considered changes in basic channel noise,
adaptation to other domains has not been explored. Unlike
these prior approaches, our work proposes to leverage mul-
tifractal signal analysis to extract device fingerprints that are
both scalable and robust to domain changes.

This paper proposes using multifractal analysis to extract the
inherent hardware-impaired device features from received RF
signals and present it as an input to the deep learning classi-
fiers. Specifically, the proposed method involves capturing and
sampling the received RF signals, and separately calculating
the variance fractal dimension trajectory (VFDT) of both the
in-phase (I) and quadrature (Q) components. The resulting
VEDT output signals are then fed into a CNN-based deep
learning model for device classification. We begin by analyzing
the effectiveness of the proposed VFDT data representation
in detecting and capturing device-specific signatures, caused
by hardware-impaired distortions in the RF signals, through
real RF datasets captured from both LoRa-enabled and WiFi-
enabled devices, as well as through simulated data. We then
assess the ability of the proposed representation in identifying
and classifying wireless devices, and its ability to adapt to
changes in the location domain, and we do so using an
experimental testbed of 30 WiFi-enabled Pycom devices. We
show that the proposed VFDT representation enhances the

scalability, robustness and generalizability of the deep learning
models significantly compared to using IQ data representation.
The remainder of this work is as follows: Sec. II provides
some background on multifractal signal analysis. Sec. III
examines the effect of individual impairments on the behavior
of the proposed VFDT representation. Sec. IV presents our
proposed device classification method. Sec. V describes the
testbed and data collection used to evaluate the proposed
method, and Sec. VI evaluates and analyzes the effectiveness
of our method. Finally, we conclude the paper in Sec. VIIL

II. VARIANCE FRACTAL DIMENSION TRAJECTORY
Multifractal analysis uses the fractal dimension to characterize
how a signal varies or meanders over different scales of
measurements. It has been used in various real-world appli-
cations ranging from noise estimation [18] to fish trajectory
analysis [19] to estimating the length of coastlines [20]. In
general, the fractal dimension can be seen as a representation
of the degree of irregularity, complexity, or meandering of
an object or signal [21]. There are many different classes of
fractal dimensions such as morphological fractal dimensions,
entropy-based fractal dimensions, and transform-based fractal
dimensions [20]. In this paper, we focus on a specific type
of transform-based fractal dimensions, known as the variance
fractal dimension. This section shows how this type of signal
analysis can be used to extract the hardware-impaired finger-
prints of wireless devices from received RF signals.

A. The Variance Fractal Dimension

Our proposed data representation for enabling efficient finger-
print extraction involves estimating the variance fractal dimen-
sion of the RF signals using multifractal analysis. This variance
dimension is based on analyzing the statistical variance of the
signal amplitude over different scales and ranges. In order to
estimate this variance dimension, it is first assumed that the
signal, over a time interval At = t5 —t1, adheres to the power
law relationship, var[Ax] ~ |At|?H, where Az = x(ty)—z(t1)
with 2:(t) being the signal at time ¢ and H is the Hurst exponent
[20]. From this power law relationship, it then follows that [20]

1 log[var(Az) a¢]
log(At)

The variance fractal dimension, D, is then related to the Hurst
exponent by D = E + 1 — H where E is the Euclidean
dimension [19]. For the case of RF signals, after the in-phase
and quadrature components are separated, we have £ = 1
(one-dimensional) or D = 2 — H, where D again represents
the fractal dimension of the overall signal.

B. The VFDT Data Representation

Our observation here is that for the time-varying RF signals, it
is a more useful representation to capture the time-variability
of the fractal dimension, and as such, we propose to use
the Variance Fractal Dimension Trajectory (VFDT), a rolling
trajectory of the fractal dimension, to represent the IQ data that
is to be fed to the deep learning classifiers. Later in the paper,
we show the effectiveness of this representation on addressing

H= lim -
At—0 2



the domain-adaption problem of device fingerprinting. But
here in this section, we focus our attention to analyzing and
understanding how effective VFDT of the IQ signals, as a
data representation, is in distinguishing and separating between
devices. Before doing so, let’s first describe how we go about
calculating VFDT of a time-varying signal.

To calculate VFDT of a discrete-time signal, the variance
fractal dimension, D, is calculated over a windowed segment of
the sampled signal, with the segment being first shifted or offset
by a fixed, predetermined amount of samples, and then used for
calculating the fractal dimension. The process is repeated until
the end of the signal samples is reached. Due to the signal
being discrete, the length of the windowed segment, Aw, is
used as the time interval At, and VFDT of a given windowed
segment 7 of size Aw can be estimated as

def

VFDT(i) = D(i) = 2 — log[var(Az)]/(21log(Aw)) (1)

The calculated VFDT depends on both the windowed segment
length and the window offset value, whose optimal values
vary depending on the signal type. For the RF signals being
analyzed in this paper, the main factors that resulted in needing
to vary the window length and offset value seemed to be the
sample rate as well as the stationarity of the signal. Generally,
the best window length and window offset value are subjective
and commonly determined through experimentation. We found
it useful to have the window offset value be smaller than the
window length, as this causes an overlap in adjacent windows
and typically yields better results. Also note that the smaller
the window length and window offset valule are, the larger the
resulting VFDT will be in terms of analyzed segments.

C. VFDT Separability Across Different Devices

Our objective in this section is to assess VFDT’s ability in
separating/distinguishing between wireless devices. For this,
we used an USRP receiver to collect real 1Q signals sent
by multiple different Pycom devices, and applied and visu-
alized the VFDT on each of the received IQ signal to see
how separable the calculated VFDTs are across the different
devices/signals. All Pycom devices are enabled with both LoRa
and WiFi communication protocols, and as such, we assess
both protocols. For more details on the testbed, refer to Sec. V.
1) LoRa Protocol

We collected IQ signal data from 10 different Pycom (LoPy)
devices, each enabled with the LoRa transmission mode and
sent at 915MHz. Data was sampled by the USRP receiver at
IMS/s. Each Pycom device was placed 5m away from the
receiver in an indoor environment and the transmitted data
was collected for 20s. Plots of the calculated VFDT for the
I signal component of 3 different Pycom devices are shown in
Fig. 2a. From this figure, it can be seen that all 3 devices
have relatively consistent VFDT values. More importantly,
all 3 devices exhibit well separable VFDT values, and thus
can be well distinguished from one another. The results also
hold for the other tested devices but are not shown in the
figure. All tested devices have a unique average value that
is consistent throughout the transmission. These experimental
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Fig. 2: VFDT of the I signal component of Pycom devices.

results suggest that the combination of different hardware
impairments for each device creates a unique fingerprint that
is well captured through the proposed VFDT representation.
2) WiFi Protocol

Here, we repeat the same experimental setup above except that
the WiFi transmission mode is enabled instead of the LoRa
mode. For this, we collected I1Q data also from 10 different
WiFi-enabled LoPy devices, transmitting at the 2.4GHz band.
The transmissions were sampled at 45MS/s. Each Pycom
device was placed Im away from the receiver in an indoor
environment and transmitted data was collected for 2 minutes.
Plots of the calculated VFDT values for the I component
of 4 different Pycom devices are shown in Fig. 2b. Again,
observe that the VFDT values of all 4 devices are consistent
across the entire frame and have values that are well distinct
across the different devices. One interesting result of note is
how each device’s VFDT seems to oscillate and at a certain
frequency. The oscillating behavior is likely due to the presence
of carrier frequency offset between the transmitter and the
USRP receiver, which differs from one device to another,
resulting in different frequency of the sinusoidal shape [22].

III. HARDWARE IMPAIRMENTS AND THEIR IMPACT ON THE

VEDT OF THE RECEIVED IQ SIGNALS
A wireless device’s RF transmitter has undesired hardware
impairments and variations that result from the inherent non-
ideal manufacturing process. These impairments vary across
devices, resulting in every device having a unique set of
impairments, which serve as distinctive signatures that can
be extracted and used to uniquely identify the device. While
this fingerprint or signature is embedded in the transmitted RF
signal, as explained in the introduction section, when the raw
RF data is used to train a deep learning model, the embedded
fingerprint is typically not captured well enough to correctly
classify a device across different domains. Thus, the goal
of using multifractal analysis and the proposed VFDT is to
allow deep learning models to better extract device-specific
fingerprints so as to maintain performance consistency across
changing domains.

A. Device Hardware Impairments

As shown in Fig. 3, an RF transceiver consists of various
hardware components, including digital-to-analog converters
(DACs), low-pass filters (LPF), local oscillators (LO), mixers,
phase shifters, and power amplifiers (PA). Each component
comes with undesired hardware impairments that manifest
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Fig. 3: Basic RF transmitter front end.

themselves in various forms of distortion, including 1Q im-
balance, DC offset, phase noise, carrier frequency offset, and
power amplifier nonlinearity, and that vary across devices,
resulting in each device having a unique set of distinctive fin-
gerprints [14]. While this fingerprint or signature is embedded
in the transmitted RF signal, as explained in the introduction
section, when the raw RF data is used to train a deep learning
model, the embedded fingerprint is typically not captured well
enough to correctly classify a device across different domains.
Thus, the goal of using multifractal analysis and the proposed
VEDT is to allow deep learning models to better extract device-
specific fingerprints so as to maintain performance consistency
across changing domains.

In Sec. II-C, we experimentally showed the effectiveness
and ability of the proposed VFDT representation in capturing
device-specific features and in separating among different
devices. However, in these real, device-generated signals, it
is the aggregation of all the impairments that is captured via
VEDT. As such, only the overall effect of the impairments as
a whole was analyzed with VFDT. Given that each type of
hardware impairments makes its own contribution to the larger
overall signal distortion, in this section, we turn our attention to
studying the effect of each impairment on the VFDT behavior
(and hence on the device fingerprint). Since it is not possible
to vary and adjust the value of a hardware impairment on a
real device, here we rely on simulation to do so.

B. VFDT Separability Under Individual Impairments

We studied three key impairments: PA nonlinearity, IQ imbal-
ance, and phase noise. All of the simulations in this section are
performed using MATLAB’s predefined impairment models.
For each impairment, a random 16,000 bit payload of data is
generated. Then the 4-QAM modulation is used to digitally
modulate the signal, yielding the two in-phase (I) and the
quadrature (Q) signal components. The resulting 1Q signal is
then passed through the specific model for a given impairment.
Finally, the received IQ signal output is sampled and analyzed
using VFDT. Both the I and Q signals are analyzed individually
along with the complex magnitude and phase.

1) Power Amplifier (PA) Nonlinearity Distortion

PAs amplify the power of the modulated RF signal prior
to its transmission on the antenna. While PAs are ideally
linear, operating in said region consumes a large amount of
power. Thus, in order to run efficiently, they often operate
in their nonlinear region, causing a nonlinearity distortion
that is mainly a result of the amplitude and phase output
responses due to changes in the input signal. These responses,
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Fig. 4: Impact of PA Nonlinearity Distortion on the VFDT of
the IQ signals under varying IIP3 values.

called amplitude-to-amplitude (AM-AM) and amplitude-to-
phase (AM-PM) conversions, can be modeled as a complex
power series [23]. When the PA is linear, only the first order
coefficient contributes to the output, but if it is nonlinear, other
coefficients contribute to the signal distortion too. Typically,
the even order coefficients cancel out leaving the third order
coefficient as the main cause of distortion. We use MATLAB’s
cubic polynomial memoryless nonlinear model to simulate
varying degrees of PA nonlinear distortions and analyze their
resulting VFDT values.

In order to vary the amount of PA nonlinearity, we change
the third order intercept coefficient (IIP3) parameter, which
is a measure of the third order distortion described above.
After passing the input signal through a given amount of
distortion, the VFDT of the output is calculated. We considered
5 different distortion levels, with IIP3 being set to 20dBm,
25dBm, 30dBm, 35dBm, and 40dBm. The VFDT is calculated
on the I and Q components of the resulting signal along with
the complex amplitude and phase. Finally, the average VFDT
of each instance is also plotted across the different levels of
distortion. The plots of the resulting I and Q components
along with the average VFDT are shown in Fig. 4. It is
clear from Figs. 4a and 4b that different IIP3 values yield
distinct separation in the VFDT representation, demonstrating
that using VFDT to capture PA nonliearity distortions provides



very distinct device fingerprints that can be used to distinguish
devices from each other. From Fig. 4c, it can also be seen that
as the amount of PA nonlinear distortion increases, the VFDT
value decreases in a nonlinear fashion. The exact value of the
VEDT and the amount of decrease in it is very similar across
the I and Q components of the signal. While the exact value
of the resulting VFDT of the complex amplitude of the signal
is higher than the I and Q components, the rate of change is
similar and seems to simply be scaled up by a small factor.
The phase plot of the VFDT is not shown in Fig. 4, but unlike
the other signal components, there is no change in the VFDT
as the amount of distortion is increased. Overall, this shows
that varying levels of the PA impairment can be well captured
through the VFDT representation of the I and Q components,
suggesting that VFDT could be used for providing separable
1Q-based fingerprints of wireless devices.

2) 1IQ Imbalance

In typical transmitters like the one shown in Fig. 3, the I
and Q signals are both upconverted to the carrier frequency
at the same time with two mixers and a 90° phase shifter for
the quadrature signal. If the mixers are ideal and matched,
then there is no imbalance between the I and Q components,
resulting in a clean complex output signal. However, for
real mixers with some mismatch, there will be an imbalance
between the I and Q components, resulting in an amplitude
and a phase deviation between the I and Q signal components
[14], often referred to as IQ imbalance or mismatch. Both
the phase and amplitude mismatch result in distortions of the
output signal.

For simplicity, only the amplitude imbalance parameter in
the model is changed in order to vary the amount of distortion
resulting from the IQ imbalance. Again, 5 different amounts
of IQ imbalance are used where the amplitude imbalance is
set to 0dB, 2dB, 4dB, 6dB, and 8dB. Similar to the previous
simulation, the VFDT is taken on the I, Q, complex amplitude
and complex phase signals for each scenario. The average
VEDT of each instance is plotted across the different levels of
impairment. The plots of the I, Q and average VFDT are shown
in Fig. 5. Figs. 5a and 5b clearly show direct separation of the
VEDT of the I and Q components for differing IQ imbalances.
This shows that VFDT is distinct across devices when there
is sufficient variation among their IQ imbalances, indicating
that VFDT can serve as a good, distinctive device fingerprint.
Also, these figures (Figs. 5a and 5b) show that the VFDT
of the Q signal increases linearly as the amplitude imbalance
increases while the VFDT of the I signal decreases linearly
as the amplitude imbalance increases. This is interesting as
the I and Q components behave differently whereas with the
PA distortion both components were affected in the same
way. This result makes sense as the model for IQ imbalance
assumes an equal and opposite mismatch in amplitude between
I and Q signals. The other result of note is that the VFDT
of the complex amplitude does not follow either I or Q
component, but instead it decreases in a nonlinear fashion as
the distortion increases. This could be due to the combined
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Fig. 5: Impact of IQ Imbalance on the VFDT of the IQ signals
under varying IQ amplitude imbalance values.
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amplitudes of the I and Q components being smaller when the
IQ imbalance is large as one of the components’ amplitude
will be lower as a result. Finally, similar to PA distortion,
the VFDT of the complex phase showed no difference as
the IQ imbalance varied. Overall, these results also show that
hardware impairments in the mixers can be captured well
through the VFDT representations of the I and Q signals, again
suggesting that VFDT can be used as a good representation
for effectively extracting device-specific fingerprints from the
received RF transmissions.

3) Phase Noise

The final hardware impairment that we analyze here is phase
noise. Recall that the transmitter’s local oscillator (LO) pro-
duces the carrier frequency that is used to upconvert the I and
Q signals. Ideally, an LO produces a pure sinusoidal wave of a
specific frequency with a single impulse at the given frequency
representing its power spectrum. However, in real LOs there
are random phase fluctuations that cause the actual frequency
generated to be drifted from the desired frequency. This results
in the power spectrum output of the real LO to spread out
beyond either side of the desired impulse [24].

We used the built-in MATLAB model for phase noise,
which implements filtered Gaussian noise to model frequency
variations. The frequency offset parameter which determines
the maximum frequency offset is changed in order to vary the
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amount of phase noise distortion. We considered 5 different
phase noise levels, with the maximum frequency offset being
set to 10Hz, 20Hz, 30Hz, 40Hz, and 50Hz. VFDT is then taken
on the resulting I, Q, complex amplitude, and complex phase
signals. The average VFDT is also plotted across different
levels of distortion. The plots of the I, Q and average VFDT are
shown in Fig. 6. Once again, Figs. 6a and 6b show that as the
amount of phase noise varies, there is clear separation between
the VFDT. This implies that the VFDT of different devices
would be distinct with enough variation in the impairment,
leading to the VFDT being a good device fingerprint. Also,
from Figs. 6a and 6b, it can be seen that the VFDT of both
the I and Q signals decreases as the maximum frequency offset
increases. The rate of decrease is not quite linear but consistent
across both components. It can also be seen in Fig. 6¢ that the
VEDT of the complex amplitude seems to decrease at the same
rate as the I and Q signals but is shifted up slightly. While not
plotted, the VFDT of the complex phase does not vary at all
when the amount of phase noise is changed. Overall, we again
show that the LO impairments can be well detected through
VEDT representations, and thus can serve well the purpose of
extracting device fingerprints from RF transmissions.

IV. THE PROPOSED CLASSIFICATION METHOD
Fig. 7 gives a top-level overview of the proposed method. The
goal of the method is to process and extract the fundamental
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Fig. 7: Overview of the proposed method.
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hardware impairments using the VFDT as the input representa-
tion before being fed into the deep learning model. A device’s
RF transmissions are captured by the receiver and split into
its I (in-phase) and Q (quadrature) components. The VFDT
of both the I and Q component signals are then computed by
calculating the variance fractal dimension for every window
or segment of the signal using Eq. (1). For each window, the
fractal dimension is estimated by first finding the statistical
variance of the signal amplitude across all samples in the given
window. Next, the log of the variance is taken and divided by
the log of the total number of samples in the given window.
Finally, the resulting value is scaled and offset to match the
definition of the fractal dimension. The computation starts at
the beginning of the signal and the window is then shifted by
a set predefined amount until the end of the signal is reached.
The computed VFDT is a sequence of values representing the
variance fractal dimension along different points of the input
signal. These two VFDT sequences for the I and Q components
are then fed to a convolution neural network (CNN)-based deep
learning model, which outputs the final device classification.
The CNN architecture used for the deep learning model is
based off of the CNN model described and used in [7]. Its top
level architecture is shown in Fig. 8. The CNN is implemented
using the “PyTorch” library which is based on the Python
programming language. The base architecture consists first of
6 convolutional blocks which are all made up of 4 different
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layers. The first layer is a 2D convolutional layer, followed by
a batch normalization, leaky ReLU, and max-pooling layer, in
that order. After the convolutional blocks, there is a sequence
of 3 fully connected blocks used to prevent overfitting and help
format the network to have the appropriate final outputs. Each
fully connected block contains 3 actual layers. The first is a
true fully connected linear layer, followed by a dropout and
leaky ReLU layers. Finally, there is a single fully connected
linear layer to obtain the proper number of output nodes to
classify the corresponding number of devices. The CNN takes
in a pair of vectors as input. The input vectors are the resulting
VEDTs of the I and Q samples, respectively. Separate VFDTs
are taken for the I samples and the Q samples and the resulting
vectors are fed as inputs to the CNN in the form of 2x1024.

V. TESTBED AND DATASET COLLECTION

To evaluate VFDT, we collected multiple datasets, each col-
lected from 30 different Pycom devices tested across 5 different
locations. These 30 Pycom devices (see Fig. 9b) are made up
of 13 Lopy4 boards and 17 Fipy boards, which are IoT boards
equipped with a programmable ESP32 that are able to transmit
with a number of different protocols, including WiFi and LoRa.
An Ettus USRP (Universal Software Radio Peripheral) B210
receiver is used to sample and collect the RF data in the form
of raw 1Q values through GNURadio (see Fig. 9a).

The first 3 locations tested are at set distances away from
the receiver, all within line of sight of the antenna: Location 1
is 1 meter away, Location 2 is 2 meters away, and Location 3
is 3 meters away. Two other considered locations are selected
at random from a set of 10 predetermined locations across the
testbed area. These locations vary in distance and angle away
from the receiver to vary the channel conditions as much as
possible. Later in Sec. VI, these 2 random locations are referred
to as "Rand 1” and “Rand 2”.

Each device is powered on given an initial 20 minute warm
up period before data collection begins to ensure hardware
stabilization [22]. Each device is then recorded for 2 minutes
continuously beginning with Location 1, followed by Locations
2 and 3, then by Randl and Rand2. Each device’s ESP32
microcontroller is programmed with the same code to transmit
the same message repeatedly. Devices are set to use the WiFi
protocol at 2.412GHz with a bandwidth of 20MHz. The USRP
receiver is set to sample at 45MSps with a gain of 20dBm.
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Fig. 10: Testing accuracy with models trained on Location 1
(Im away) data and tested on data from: Location 1 (Im away),
Location 2 (2m away), Location 3 (3m away) and Random
Location 1 (Rand 1) and Random Location 2 (Rand 2).

VI. DEVICE CLASSIFICATION RESULTS

The testing classification accuracy is used as the metric for
evaluating the robustness of the VFDT-based learning models,
which is the percentage of the correctly classified tested inputs
out of the total number of tested inputs. All models were
trained for 30 epochs with 90% of the collected data used for
training and the remaining 10% used for testing. We evaluate
both domain/location adaptation and scalability to measure the
robustness of the proposed VFDT representation.

A. Fingerprinting Adaptation to Location Changes

For this evaluation, the proposed VFDT-based deep learning
model is trained on VFDT data collected at Location 1, located
1m away from the receiver, and tested on data collected from
5 different locations, including the training location. For a
baseline comparison, an identical learning model is trained on
raw IQ data from Location 1 and also tested on data from
all 5 locations. In all the figures presented in this section, the
1Q-based baseline approach is referred to as ‘1Q’, whereas the
VFDT-based approach is referred to as “VFDT’. The testing
accuracy for these two approaches is shown in Fig. 10, where
it can be seen that while both VFDT and 1Q achieve similar
results when tested on data collected at Location 1 (i.e., when
training and testing are done at the same location), VFDT
significantly outperforms IQ when tested on data collected
from a location different from the training location, Location 1.
Observe that while the accuracy achieved under 1Q drops below
20% for the other 4 locations, VFDT maintains an accuracy
in the high 60% to low 70%. Fig. 11 sheds more light on the
approaches’ ability to classify devices across locations. The
figure shows that both models classify basically every device
correctly when tested at the same location of training. However,
the IQ approach’s classification becomes very random and
seemingly overfit to a single device when tested on data
collected at other locations. Meanwhile, the VFDT approach is
able to classify the majority of devices correctly regardless of
the location being tested at. Note that both approaches begin
to misidentify devices as the tested location deviates further
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Fig. 12: Testing accuracy with models trained on mixed data
from Location 1 (Im away) and Location 2 (2m away), and
tested on data from: Locations 1 (Im away), 2 (2m away), 3
(3m away) and Random Locations 1 (Rand 1) and 2 (Rand 2).

from the training location, but the drop in accuracy is more
significant with the IQ approach than with the VFDT approach.
In recap, our results do demonstrate that the proposed VFDT
model is generalizable across different locations.

This trend of the VFDT being more consistent and robust
across domains than IQ remains present in the second eval-
uation scenario, where both models are trained on a mixture
of data from Location 1 and Location 2 and tested on data
collected from one of the 5 considered locations. The overall
results are shown in Fig. 12, where it can be seen that again
VEDT outperforms 1Q. The VFDT model achieves greater re-
sults when tested on any of the 3 locations (Location 3, Rand 1
or Rand 2) that it was not trained on, once again outperforming
the IQ model significantly. Comparing the results in Fig. 12
with those in Fig. 10, it is worth noting that the IQ model
performs slightly better on data taken at Location 3, Rand 1

\-Test Loc 1m’ Test Loc 2m i Test Loc 3m M Test Rand 1 MiTest Rand 2\
100

80

60

40

20

Testing Accuracy (%)

Train Loc 2m

Train Loc 1m

Train Loc 3m

Fig. 13: Testing accuracy when VFDT model is trained on data
collected at different locations.

and Rand 2. For example, when tested on data from Location
3, the accuracy of IQ model jumps from 6% to 15%. This is
attributed to the benefit of training on mixed data collected
from two locations, i.e., Locations 1 and 2.

To ensure performance consistency of the proposed VFDT
across other training locations, we also consider a third sce-
nario where the VFDT model is trained on data collected from
one of the 2 other two locations, Locations 2 and 3, in addition
to the already tested Location 1. All models are then also tested
on all 5 locations. Fig. 13 shows that the VFDT model performs
relatively well regardless of what location it was trained on. For
just about all testing locations that are not a part of training,
the testing accuracy is very similar. In all 3 cases, as expected,
the model achieves its highest accuracy when tested on the
same training location, with a slight drop off for all the other
locations. Overall, VFDT is able to generalize across different
locations by achieving and maintaining decently consistent
classification accuracy even under changing locations.
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Fig. 14: Scalability results when models are tested on varying

number of devices. All models trained on Location 1 data.

B. Scalability of the VFDT Model with the Number of Devices
For the final evaluation, we looked at how well VFDT scales
with the numbers of devices. For this, we trained the models
on 5 different subsets of devices, with sizes: 10, 15, 20, 25,
and 30 devices. For each subset, all models are trained on
Location 1 data (again located 1m away from the receiver)
and then tested on all other locations. The testing accuracy
for all cases is shown in Fig. 14. From the figure, it can be
seen that there is no significant drop or falloff in accuracy for
a given location across all numbers of devices. Whether the
VEFDT model is classifying 15 or 30 devices, it is able to do
so with very similar, consistent performance. Overall, these
results indicate that our proposed VFDT representation scales
well with the number of devices even under varying locations.
This statement is, of course, valid for the sizes that were tested
in this work, which we realize that they are still small sizes,
and thus further research is needed to look at what happens
when considering higher scales.

VII. CONCLUSION

We propose using multifractal analysis through the variance
fractal dimension trajectory (VFDT) for extracting separable
device signatures from RF signals using deep learning models.
Matlab simulations are performed to analyze how individual
hardware impairments affect the VFDT representation vis-a-
vis of its ability to separate between devices and fingerprints.
It is then demonstrated through the collection of experimental
datasets that the proposed VFDT representation of the IQ
signals improves the scalability, robustness and generalizability
of the deep learning models significantly compared to when
using IQ data samples.
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