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Abstract—In the resource-constrained loT-edge environment, Split Federated (SplitFed) learning is implemented to enhance training
efficiency. This method involves each loT device dividing its full DNN model at a designated layer into a device-side model and a
server-side model, then offloading the latter to the edge server. However, existing research overlooks four critical issues as follows: (1)
the heterogeneity of IoT devices’ resource capacities and the sizes of their local data samples impact training efficiency; (2) the
influence of the edge server’s computation and network resource allocation on training efficiency; (3) the data leakage risk associated
with the offloaded server-side sub-model; (4) the privacy drawbacks of current centralized algorithms. Consequently, proactively
identifying the optimal cut layer and server resource requirements for each loT device to minimize training latency while adhering to
data leakage risk rate constraint remains a challenging issue. To address these problems, this paper first formulates the latency and
data leakage risk of training DNN models using Split Federated learning. Next, we frame the Split Federated learning problem as a
mixed-integer nonlinear programming challenge. To tackle this, we propose a decentralized Proactive Model Offloading and Resource
Allocation (DP-MORA) scheme, empowering each loT device to determine its cut layer and resource requirements based on its local
multidimensional training configuration, without knowledge of other devices’ configurations. Extensive experiments on two real-world
datasets demonstrate that the DP-MORA scheme effectively reduces DNN model training latency, enhances training efficiency, and
complies with data leakage risk constraints compared to several baseline algorithms across various experimental settings.

Index Terms—IoT-edge Environment, Model Offloading, Resource Allocation, Data Leakage Risk, Decentralized Algorithm.

1 INTRODUCTION

ARIOUS Deep Neural Networks (DNNs) have facili-
Vtated tremendous progress across a wide smart Inter-
net of Things (IoT) applications, such as intelligent trans-
portation [1], [2], smart healthcare [3], [4] and smart home
[5]. In these smart IoT applications, large volumes of data
generated by IoT devices is often private and sensitive. To
utilize sensitive data to train DNN models in a safe manner,
federated Learning (FL) as a privacy preserving machine
learning technique, is introduced [6], [7]. FL collaborates
multiple IoT devices to train a DNN model in a distributed
manner while keep data locally. In FL framework, each
IoT device loads a full DNN model and parallelly train its
local DNN model based on local data samples, and then
aggregate its local model to form a global model in an edge
server. Thus, FL can obtain a DNN model without exposing
sensitive data, thereby greatly satisfying data privacy re-
quirement. However, due to the limited resource capacities
of IoT devices, federated learning can suffer from two major
problems: (1) IoT device with limited memory capacity
could not afford to run the DNN model whose total training
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memory footprint exceeds the memory capacity of a single
IoT device; (2) The mismatch between weak computation
capacity of IoT device and prohibitive computation work-
load of DNN model training leads IoT-oriented FL to time-
consuming and ineffective. To address these two problems,
split federated (SplitFed) learning [8], [9] is introduced to
split each IoT device’s full DNN model at a cut layer into
a device-side model and a server-side model and offload
the server-side model to the resource-adequate edge server
and achieve device-edge synergy training, consequently
alleviating the aforementioned two problems.

Research problem about utilizing SplitFed learning to
enable IoT-oriented FL to run on resource-constrained IoT
devices and further improve training efficiency of IoT-
oriented FL has attracted much attention in academia [§],
[10], [11]], [12], [13]], [14]. However, existing studies mainly
exist a few major problems:

(1) Most studies have failed to consider that the hetero-
geneity of IoT devices’ resource capacities and their local
data samples size on the training efficiency. If allocating
the same sub-model to each IoT device, the weaker IoT
device with more local data samples need to spend more
time in training models, inevitably prolonging the total
training latency and reducing the training efficiency of FL.
For example, the authors in [8] and [14] split DNN model
on each IoT device at the same cut layer and train the DNN
model in parallel or sequentially.

(2) Most studies have failed to consider the impact of the
edge server’s computation and network resource allocation



on the training efficiency. In device-edge synergy training,
multiple resource-constrained IoT devices connected to an
edge server for distributed DNN model training share net-
work resource and computing resource of the edge server.
An efficient resource allocation can further reduce the train-
ing latency and improve the training efficiency. Otherwise,
the total training latency can be prolonged.

(3) Most studies have failed to consider the data privacy
leakage problem. Existing studies offload server-side sub-
model to edge server from resource-constrained IoT devices,
thereby accelerating the DNN model training. However, it
is possible to recover raw sample data from the knowledge
of the gradient parameter of offloaded server-side sub-
model [15], [16]. Hence, it can incur data privacy leakage
when offload server-side sub-model to server for device-
edge synergy training. Therefore, it is necessary to design
an appropriate model offloading strategy to trade off com-
putation efficient of FL and its data leakage risk.

(4) Most studies adopt centralized algorithms to identify
the optimal cut layer for IoT devices with different resource
capacities. The formulation and solution of the centralized
optimization problem itself is a detriment on privacy. That
is because that the centralized algorithms are generally
built on the complete knowledge regarding all IoT devices’
multiple dimensional training configurations, including the
computation capacity, the mini-batch size, the size of local
dataset and the number of epoches, etc. Hence, it may not
possible in many real-world smart applications exploiting
SplitFed learning. It is more realistic for each IoT device to
decide the cut layer and the required resource according to
its local multiple dimensional training configuration.

This paper aims to address the above problems, with
a particular focus on reducing the overall training time
while satisfying the data leakage risk rate constraint. We
firstly present a system architecture. We then formulate
the latency and data leakage risk of DNN model training
adopting split federated learning. The DNN model train-
ing process consists of multiple rounds, each of which
consists of Starting Phase, Intermediate Phase and End Phase
three stages. We characterize the latency for these three
stages and the total training latency in one training round,
respectively. We next adopt a data-riven methodology to
fitting the forward/backward propagation workloads, the
smashed data/the smashed data’s gradient size, and the
device-side model’s data size as functions of the cut layer,
respectively. Based on these, we formulate the split feder-
ated learning problem as a mixed integers non-linear pro-
gramming. To solve this problem, we design a decentralized
proactive model offloading and resource allocation (DP-
MORA) scheme which enables each 10T device to decide
its own cut layer and resource requirement according to
its own private information without knowing other IoT
devices’ private information. Finally, extensive experimental
results on real-world datasets demonstrate that compared
with several baselines algorithms, the newly proposed DP-
MORA scheme can reduce the total training latency while
satisfying the data leakage risk rate constraint. The main
contributions of this paper are summarized as follows:

o Based on massive prior experiments, we measure the
data leakage risk rates with respect to different cut
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layers. The data leakage risk rate is measured by
the cosine similarity between the local data samples
and the data samples recovered from the server-side
model. The larger cosine similarity, the higher data
leakage risk rate.

o We formulate joint model offloading and resource
allocation problem for split federated learning to be
a mixed integer non-linear programming problem,
aiming at minimizing the training latency while sat-
isfying data leakage risk rate constraint.

e We propose a novel DP-MORA scheme. In the
scheme, each IoT device can decide its own model
cut layer, radio spectrum allocation and computation
resource allocation according to its local multiple di-
mensional training configuration, without knowing
the multiple dimensional training configurations of
other IoT devices. The related private information of
other IoT devices can be fully preserved.

The rest of this paper is organized as follows. Section
2 reviews the related works. Section 3 presents the sys-
tem model. Section 4 formulates joint model offloading
and resource allocation problem as a mixed integers non-
linear programming problem. Section 5 presents a novel DP-
MORA scheme in detail. Section 6 conducts the extensive
experiments and evaluates the performance of DP-MORA
scheme. Finally, section 7 concludes the paper and points
out the future work.

2 RELATED WORK

In resource-constrained IoT-edge environment, split feder-
ated learning enables each resource-constrained IoT device
to split its local full DNN model into device-side model
and service-side model at the cut layer and offload the
service-side model to the edge server, thereby achieving
device-edge synergy training and improving training effi-
ciency. How to identify the optimal cut layer to accelerate
model training in resource-constrained IoT-edge environ-
ment has attracted much attention in academia. There are
a lot of studies about exploiting split federated learning
to accelerate DNN model training in a distributed manner.
These studies mainly can be classified two types: efficiency-
oriented split federated learning and efficiency and privacy-
oriented split federated learning.

2.1 Efficiency-oriented split federated learning

For efficiency-oriented device-edge synergy training, the
authors [17] proposed a novel federated split learning
framework to efficiently train models on distributed se-
quential data. Analogously, the authors in [8] designed two
schemes, called SplitFedv1 and SplitFedv2, to amalgamates
split learning and federated learning two approaches, and
sequentially train the client/server-side models. These two
schemes accelerate local training in resource constrained IoT
devices by offloading partial layer of the DNN model to
edge server. However, the work manually determine the
same cut layer for each IoT device’s local DNN model
and have failed to consider the heterogeneity of IoT de-
vices’ resource capacities. To address the shortcoming for
the identical sub-models on heterogeneous IoT devices, the



authors [12] in view of the computational heterogeneity
and changing network bandwidth, adopted reinforcement
learning to adaptively identify the optimal cut layer for each
IoT device’s local DNN model. Its main goal is to reduce the
training latency. Analogously, the authors in [18] designed
an approach to dynamically determine the optimal cut
layer according to the state of the communication channel,
and thereby improving the efficiency of model inference.
The authors [13] proposed adaptive resource-aware split-
learning scheme in IoT systems to trade off the training
latency and energy consumption. Moreover, the authors in
[19] proposed a local-loss-based split learning to optimally
split the model and train the client/server-side models in
parallel, aiming at to reduce the training latency. Although
the aforementioned works adaptively identify the cut layers
for multiple heterogeneous IoT devices to improve the train-
ing efficiency, they have failed to take the data leakage risk
into account. Therefore, these solutions cannot be directly
applied to data privacy requirement IoT-edge environment.

2.2 Efficiency and privacy-oriented split federated
learning

For an efficiency and privacy-oriented device-edge synergy
training, the authors in [11] pre-train a regression model to
identify the optimal cut layer and evaluate the privacy leak-
age risk rate by server-side model parameter quantities. To
trade off the training efficiency and the data leakage risk, a
federated synergy learning paradigm is proposed. However,
the work only use the device-side model size to measure the
privacy leakage, which lack effective demonstration in real
data reconstruction attacks. To cope with this problem, the
authors in [20] proposed a metric called inverse efficiency
to measure privacy leakage. Based on this, they formulated
model decomposition with privacy constraint in hybrid split
learning and federated learning as a constraint optimization
problem and transformed it into a contextual bandit prob-
lem. To address this problem, an efficient contextual bandit
learning-based scheme is developed to identify the optimal
cut layers for IoT devices, aiming to optimize the training
latency and data privacy protection. The authors in [9]
proposed a novel learning architecture that combines split
learning and federated learning two approaches to improve
the training efficiency and data privacy. Analogously, the
authors in [21] proposed a new hybrid Federated Split
Learning architecture to trade off privacy protection and the
training latency. Moreover, the authors in [22]] proposed to
binaries the device-side model to reduce its computation
workload and memory usage. To further preserve privacy,
they integrated differential privacy into the binaries split
learning model and trained it with additional local leak
loss. Its main goal is to lightweight model and preserve
privacy. Although the aforementioned works have jointly
considered the cut layer selection and privacy leakage, there
is still no work to consider the impact of edge server’s
resource allocation on the training efficiency. Moreover, the
aforementioned works adopted the centralized algorithms
to identify the optimal cut layer of each individual IoT
device. The formulation of the centralized optimization
problem itself is a detriment on privacy.

Inspired by the above motivations, we propose a metric
called data leakage risk rate to measure the data leakage
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incurred by different selections of cut layer. Based on it,
we jointly consider model offloading and resource allo-
cation problem for split and federated learning in IoT-
edge environment. To cope with this problem, we design
a decentralized proactive model offloading and resource
allocation scheme, aiming to minimize the training latency
while satisfying the data leakage risk rate constraint.

3 SYSTEM MODEL
3.1 System architecture

As illustrated in Fig. [1} we consider a device-edge synergy
paradigm comprising of an edge server and N hetero-
geneous IoT devices. These N IoT devices are resource
constraint and the computing capacity of each IoT device
I, is f7. The edge server is resource adequate and its
computing capacity is fs. By exploiting split federated learn-
ing, the edge server can cooperate with the N resource-
constrained IoT devices to train a global DNN model in
a distributed manner without revealing their sample data
to the edge server. The DNN model is composed of L
consecutive layers, each denoted by I, with I € {1,...,L}.
The layer is denoted as the fundamental component of a
DNN model. The set of N IoT devices can be denoted by
T ={hL,...I,....,In}. Bach 10T device I,, owns its local
dataset D,, = {z,, 4%}, the size of which is denoted as
D, = |D,|. Here, zi, € R'*® and y; € R'*! represent an
input data sample and its corresponding label, respectively,
where () denotes the dimension of the input data sample.
The aggrej%ated dataset over all IoT devices is represented
by D = J,,—; Dn- Alocal DNN model on each IoT device I,
is split into a device-side sub-model and a server-side sub-
model at a cut layer I, = a, L, a0, € [0,1],1,, € {0,...,L}.
The intermediate output associated with the cut layer is
called smashed data. The device-side sub-model deployed
on IoT device I, is denoted by w};. The service-side sub-
model deployed on edge server is denoted by w'. The DNN
model on IoT device I, is denoted by w,, = {wj;wh}.
At each training round, the edge server cooperate these NV
IoT devices to train their models in parallel for multiple
epochs, and then aggregate their latest device-side models
to the edge server to obtain the updated global DNN model.
It is worth noting that the cut layer can not be the input
layer for device data privacy preservation consideration.
A special case is that cut layer [, = L means an empty
server-side model. In other words, the device-edge synergy
training degrades to the federated learning scheme with N
IoT devices. The whole training process can be divided into
T ={1,...,t,...,T} rounds.

3.2 The latency of DNN model training adopting split
federated learning

As a new device-edge synergy paradigm, the split federated
learning is adopted to train a global DNN model with T
rounds. Each round consists of Starting Phase, Intermediate
Phase and End Phase three stages. We analyze the latency for
these three stages in detail. Based on these, we can further
characterize the overall training latency as follows.

(1) Starting Phase. The starting phase mainly includes
device-side model distribution. At the beginning of train-
ing round ¢, the latest device-side sub-model w7(¢) is



Server side -“:
B8

// N S

EEEEEEN wl EEEEEER VV2 IIIIIIIW}

Forwardlng w = an .,

151

lllllllw

Gradients 2
Gradients 3

s

Smashed data 2
Smashed data 3

<€

Smashed data 1

End-Device 1 End-Device 2 End -Device 3 End-Device n

End-Device side
Fig. 1: System architecture for split federated learning

distributed to the IoT device I,, by the edge server. The
device-side sub-model’s size (in bits) for each IoT device
L, is ¥, (ln), depending on cut layer I,,. The downlink
transmission rate 77 from the edge server to IoT device
I,, can be calculated by

riE = plEW P logy (14 Plhj|* /WP Ny), VI, € T (1)

is the time fraction allocated to the IoT device
I,, on the downlink channel. WP is the radio spectrum
bandwidth for the edge server’s uplink channel. P; is the
edge server’s transmission power. h}; is the channel gain
between the edge server and IoT device I,,. Ny is the ther-
mal noise spectrum density. Hence, the distribution latency
Tom PL of device-side sub-model w] for IoT device I,, can
be calculated by

where pDL

b=y, (L) /rik @)

(2) Intermediate Phase. After receiving its latest device-
side model, each IoT device I, trains its DNN model
w, for T epochs in training round ¢, indexed by v €
{1,...,v,...; T}. At the first epoch in training round t, we
have wi(t,1) < w0(t),VI, € Z. For each IoT device
1I,,, its model training process at each epoch v in training
round ¢ consist of device-side model execution, smashed
data transmission, service-side model execution, service-
side model update, smashed data’s gradient transmission
and device-side model update six parts. The latency of each
part can be analyzed as follows.

* Device-side model execution latency. It represents the
time taken by the device-side model w); of IoT device
1I,, performing forward propagation on a mini-batch data
samples. At an epoch v in training round ¢, each IoT device
I, randomly draws a mini-batch of data samples B} from
its local dataset D}, and feed them into device-side model
to perform forward propagation. Here, the mini-batch size
for IoT device I,, can be denoted by B}; = |B}|. Hence, the
total batches b}; of IoT device I,, for an epoch is calculated
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by b% = D7/B%. Let ¢/ 'n(ln) denote the computation
workload (in FLOPs) for the device-side model of IoT device
I,, performing forward propagation on a single data sample.
Hence, the latency Td © for the device-side model processing
a mini-batch of data samples can be calculated by

Tdn_(BdQS ( ))/f(??vjn el (3)

* Smashed data transmission latency. It represents the time
taken by IoT device I, transmitting the smashed data for a
mini-batch of data samples to the edge server. After the
device-side model performing forward propagation on a
mini-batch of data samples, the smashed data of these data
samples need to be transmitted to the edge server using the
allocated bandwidth resource. Let ¢} UL( l,,) be the smashed
data size of one data sample at the cut layer [,,. Hence,
the smashed data size in bits for a mini-batch B} of data
samples can be denoted by Bjvy YL(1,). The number of
subcarriers allocated to IoT device I,, can be denoted by .
The uplink transmission rate r ; ;; UL from ToT device I,, to edge
server can be calculated by

ri k= pd W logo (1 + Py |RG 12 /WY Ng), VI, € I (4)

where WU is the radio spectrum bandwidth for the edge
server’s downlink channel. P} denotes the transmission
power for IoT device I,,. h]} denotes the channel gain
between IoT device I,, and edge server. Hence, the smash
data transmission latency is given by

= (B (1)) /ri(t,v), VI, € T ©)

¢ Service-side model execution latency. It represents the
time taken by the server-side model wi of IoT device
I,, performing forward propagation on a mini-batch data
samples. Let (Mﬁ(ln) denote the computation workload for
the server-side model w; of IoT device I,, performing for-
ward propagation on a single data sample. Since the smash
data for a mini-batch of data samples are fed for training
the server-side model, the overall computation workload is
B! 'n(ln). Hence, the service-side model execution latency
can be calculated by

s, UL
Td n

en - (Bd¢ ( ))/(arrilfe)aVIn S (6)

where f; is the computation capacity of the edge server.
07, denotes the edge server’s computation capacity fraction
allocated to IoT device I,,;

* Service-side model update latency. It represents the time
taken by the server-side model w} of IoT device I,, per-
forming backward propagation on a mini-batch data sam-
ples. Let ¢%¢ (1,,) denote the computation workload for the
server-side model w7 of IoT device I,, performing backward
propagation on a single data sample. Hence, the overall
computation workload for the server-side model w} of IoT
device I, performing backward propagation on a mini-
batch of data samples is B ¢%¢ (1,,). The service-side model
update latency can be calculated by

S = (Bious(a))/(

¢ Smashed data’s gradient transmission latency. It represents
the time taken by the edge server transmitting the smashed

ifs) VI, €T @)



data’s gradients for a mini-batch of data samples to IoT
device I,,. After service-side model of IoT device I,, are
updated, its smashed data’s gradients are sent back to IoT
device I,, using the allocated radio spectrum. Let 92 (1,)
denote the data size of smashed data’s gradient for a single
data sample. Hence, the smash data’s gradient transmission

latency for a mini-batch data samples can be calculated by

9P = (Biyd P (1)) /rik VL, € T (8)

* Device-side model update latency. It refers to the time
taken by the device-side model w{; of IoT device I, per-
forming back propagation on a mini-batch data samples. Let
(bg"; (I,,) represent the computation workload for the device-
side model w? of IoT device I,, performing backward
propagation on a single data sample. Hence, the device-side
model update latency can be calculated by

The = (BYohC (1)) (f3), V1, € T ©)

Based on the above analysis, the overall latency of IoT
device I,, at epoch v in training round ¢ can be calculated

by

meibn( f.e s,UL

T Tdn+7_dn

; T ) VI € T
(10)
(3) End Phase. Device-side model transmission latency
and model aggregation latency. After each IoT device I,
training its DNN model w,, Consisting of device-side model
w and service-side model wi for Y epochs, the latest
device-side model is transmltted from each IoT device I, to
the edge server, and the corresponding transmission latency
for each IoT device I,, can be calculated by

mUL

=, () [Tk VI, €T 1)

The model parameters are aggregated on the edge server
by the FedAvg algorithm. Due to its low computational
complexity, the model aggregation latency is very small and
negligible.

(4) Owerall training latency. With the results of three
phases in (2), and (1), the overall training latency of
IoT device I,, in one training round ¢ can be calculated by

=Pl e+ Ui VL, €T (12)

which depends on the cut layer l, of DNN model on IoT
device I, the time fraction u L allocated to IoT device I,
on the downlink channel, the tirne fraction ,ud . allocated
to IoT device I, on the uplink channel, and the edge
server’s computation capacity’s fraction 07 allocated to IoT
device I,. Specifically, the cut layer not only affects the
computation workload distribution and the transmission
data amount between the IoT device and the edge server,
but also affects the data leakage risk rate. Different cut layer
have different amounts of transmission data. A shallow cut
layer means light computational workload on IoT devices,
but high data leakage risk. A deep cut layer means heavy
computation workloads on IoT devices, but low data leak-
age risk. We further quantify the data leakage risk in next
subsection.
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3.3 The data leakage risk of DNN model training adopt-
ing split federated learning

Although offloading model from resource-constrained IoT
devices to the edge server can reduce the training latency
and improve training efficiency, the raw data can be par-
tially reconstructed from the gradient information [15], [16],
thereby incurring the data leakage risk. The recovery of data
samples from gradient information is described in detail as
follows:
(1) Service-side model’s gradient of the original data samples.
In the first epoch of training round ¢, the edge server owns
the device-side model w(¢,1) of each IoT device I,,. Let
Zn(t,1) € RBix? denote the aggregated input of a mini-
batch of data samples in IoT device I,,. Each IoT device I,,
executes its device-side model with the raw data samples,
and obtains smashed data S%(t,1) € RPi*F je,,
S5 (t,1)

= f(zg(tal)’wg(tvl))vv-[n €z (13)

where f(Z]; w]) represents the mapping function between
a mini-batch of data samples Z; and their smash data S}
given device-side sub-model parameter w;. P denotes the
dimension of smashed data for one data sample. Device-side
model w}; of each IoT device I,, performs forward propaga-
tion on the aggregated input Z%(t, 1) of a mini-batch of data
samples and transmits its smashed data S’} (¢, 1) to the edge
server. The edge server receives the smashed data S% (¢, 1)
of each IoT device I,, and feed it into the server-side model
w7 (t,1). As such, the predicted result from the service-side
model is given by

it 1) = f(SG(t,1):wi(t,1) e RPX VI, € T

According to the loss function between the predicted results
¥7 and the corresponding ground-truth labels y7;, the gradi-
ent of the service-side model can be calculated and denoted
by VL(w?(t,1)).

(2) Service-side model’s gradient of the recovered data samples.
Let Z,,, (t,1) € RPi*Q denote the mini-batch of recovered
data samples in IoT device I,,. The edge server executes
the device-side model of IoT device I,, with the mini-
batch of recovered data samples, and obtains corresponding
smashed data S, , (t,1) € RPa <P

(14)

Syn(t.1) = f(Zy,(t,1);wi(t,1)),VL, € T

The smashed data S:t,n(t, 1) is fed into the server-side
model w (t,1) of IoT device I,,, and it outputs the predicted
results ¥, ,(¢,1),

(15)

Fun(t,1) = f(Sy,(t,1);wi(t, 1)) e REXL VI, € T (16)

According to the loss function between the predicted results
y;,n and the corresponding ground-truth labels y};, the
service-side model’s gradient of the recovered data samples
can be calculated and denoted by VL' (w”(t,1)).

(3) Recovering data samples from their gradients. In the
first epoch of each training round ¢, the edge server owns
the device-side model w(¢,1) and the service-side model
w?(t,1). Thus, the edge server try to recovery data sam-
ples by optimizing an euclidean matching term between



VL(w?(t,1)) and VL (w"(t,
tion objective function

1)) [15], [16]. The optimiza-

< VL(w(t,1)), VL (w2 (t, 1)) >
IVLewe (& D)IIVL (we(t, )]

arg min 1-— 17)

d o (1)

is minimized to recover the original data samples Z7(¢,1) €
RPd*Q from a gradient VL(w?(t,1)).

According to the above analysis, we define the data
leakage risk P} (l,,) of cut layer ,, for each IoT device I,, as
the cosine similarity of the original data samples Z}(¢,1) €
RPd*Q and the recovered data samples Z;Ln(t, 1) € RBaxQ,

< ZH(t,1), 2y, (t,1) >
1Z (¢, D12, (¢t D]

Pg(ln) = (18)

3.4 Regression-based modeling methodology

As shown in Subsection 3.2, in the overall training latency
model, some functions including the forward propagation
workload function with respect to the cut layer, the back-
ward propagation workload function with respect to the
cut layer, the smashed data size function with the respect
to the cut layer, the smashed data’s gradient size with the
respect to the cut layer, the device-side model’s data size
with respect to the cut layer, cannot be expressed in an
analytic form. This is because that these functions vary with
different DNN mdoels. For example, the specific coefficients
in the above these functions are different for Restnet 18 and
Restnet 34 two models.

To address the above challenge, referring to the exist-
ing works [11], [23], we adopt a data-driven methodology.
We first empirically measure the forward/backward prop-
agation workloads, smashed data/smashed data’s gradi-
ent sizes, and device-side model’s data size with respect
to different cut layers for Restnet 18 and Restnet 34 two
models. Then we employ a variety of classic regression
models to profile the above relationships. We find that
it is optimal to adopt Quadratic Polynomial Regression
(QPR) regression models to profile the functions between
the forward /backward propagation workloads, the device-
side model size and the cut layer. Also, it is optimal to adopt
Reciprocal Regression (RR) to profile function between the
smashed data/smashed data’s gradient size and the cut
layer. The developed regression models for Restnet 18 and
Restnet 34 two models are shown in Table[l} The root mean
square error (RMSE) is applied for calculating the average
model-prediction error in the units of the variable of interest
[24].

4 PROBLEM FORMULATION

In resource-constrained heterogeneous edge environment,
considering the heterogeneity of IoT devices’ resource ca-
pacities and their local data samples’ size, it is necessary to
split the local DNN model of each IoT device at different
cut layers, and then offload different service-side models to
the edge server to achieve device-edge synergy learning. In
addition, in device-edge synergy learning, the network and
computation resources’ limitation of the edge server shared
by IoT devices, it is also necessary to efficiently allocate the

6

l]\D/IIc\)Tcl;Lls Functions Proposed models RMSE
P (1) 0.9746x2 — 5.58x + 6.528 3.235

¢7e(ln) | —0.0159722 + 0.7705z — 0.4282 | 0.115

Restnet 18 | gb-¢(1,,) 0.01597z2 — 0.7705x + 5.8946 0.115
UL (1) 3.2028/x — 0.3443 0.275

5 PL(1,) 3.2028/x — 0.3443 0.275

™ (In) 0.47952% — 3.517z + 5.001 8242

ohe(ly) | —0.00274x2 + 0.7044z — 0.3718 | 0312

Restnet 34 | gb-e(1,) 0.00274x2 — 0.7044x + 11.3978 | 0.312
UL (1) 2.891/x — 0.0987 0.164

S PL(1,) 2.891/x — 0.0987 0.164

TABLE 1: The Proposed Regression-based Models

sharing resource to further reduce the DNN training latency.
Here, we formulate a joint model offloading and resource
allocation problem as a mixed integers non-linear program-
ming problem. Its main goal is to reduce the total training
latency while satisfying data leakage risk rate constraints. To
reduce the training latency for NV IoT devices in a round ¢
while satisfying data leakage risk rate constraints, we define
our optimization target and constrained conditions for N
IoT devices as follows:

P1: min Q T n,,U/ na/“‘ nae
lﬂ#‘dnvl‘dﬁve" Z ¢ ¢ )
s.t.C Pg(anL) < Pk VI, €T
N
02 : Z/Ide,rlzl S 1
n=1
N
Cos Yo uiE <1
n=1
N
Ca:» 07<1
n=1
Cs:l,=a,L € {1,27...7L},Vln el
Cﬁ : Iu‘d n (0 1) :u’d,n (07 1)3
0} € (0,1),VI, €T
(19)

where constraint condition C} in Eq.[19)is the data leakage
risk rate constraint of each IoT device I,,, in which P7*5%
is the risk rate constrain. Constraint condition Cy is the
time fraction allocation vector to N IoT devices on the
uplink channel. Constraint condition Cj is the time fraction
allocation vector to IV IoT devices on the downlink channel.
Constraint condition C4 denotes that the sum of computing
resources allocated to N IoT devices cannot exceed the
computing capacity of the edge server. Constraint condition
Cs guarantees the cut layer of each IoT device I, is an
integer.

The formulation of P, is a maxed-integer non-linear pro-
gramming problem (MINLP) which is difficult to solve [25].
To solve the formulation of P; in a centralized algorithm
itself is a detriment on privacy. That is because that the
centralized algorithms are generally built on the complete
knowledge regarding all IoT devices” multiple dimensional
training configurations, including the computation capacity,
the mini-batch size, the size of local dataset and the number
of epochs, etc. Hence, it may not suitable for many real-



world smart applications exploiting SplitFed Learning. It is
urgent to design a novel DP-MORA scheme which enables
each IoT device to decide its own cut layer and resource
requirement according to its own multiple dimensional
training configuration without knowing other IoT devices’
multiple dimensional training configurations.

5 PROPOSED DP-MORA OPTIMIZATION ALGO-
RITHM

To enable each IoT device to decide its own cut layer
and resource requirement according to its own multi-
ple dimensional training configuration, we propose a DP-
MORA scheme based on the block coordinate descent (BCD)
method [26]. We first relax the formulation of P; into the
formulation of Ps, then demonstrate the designing of the
DP-MORA scheme.

For VI,, € 7, we relax the discrete variable into contin-
uous variable «,,. The relaxed formulation of P; is denoted
as follows.

N
. . _ t DL
Py mzmmg%egnQ = Z T (s g, nnu’d =,00)

dnv/»ﬂ?ﬁ M no
s.0.C1 2 PP (anl) (20)
C,C3,C4,Cs

Cs:1<a,L<L\VNI,eT

< Pk yr eI

According to the BCD method, we propose the joint
model offloading and resource allocation scheme which
solves problem P, by sequentially fixing three of four
variables and updating the remaining one to solve problem
P>. We iterate the process until the value of each variable
converges.

Let Vy(z) denote the partial derivative of function y
coresponding to variable . Let Proj, (x) = arg min,cx ||z —
k||? denote the Euclidean projection of z onto X. The
procedure of our proposed solution is presented in detail
in Algorithm 1, and can be summerized as:

(1) Given udn, udn and 0}, the decision variable of
the optimization problem Pa is Gy, Each IoT device I, can
derive its new a,, according to

— N, VQ(a

where 75, > 0 is a constant step size and &j, is the
bounded domain constrained by C’5 of Problem P,. Based
on the BCD method, we repeat Eq. 21| until the derived a,, is
converged and then update a,,. (a,, can converge to a local
optimal solution)

(2) Given the latest value a,, updated in step (1), ,ugﬁ
and 0, the decision variable of the optimization problem
Py is ug L. The optimization problem P, is simplified to

aftt =Projy, (a), VL eT (1)

Ps : minimize QQ = Z

{uPL VI, eT}

s.t.05 : Zu{?fl <1
n=1

€(0,1),ulk €
1),VI, e

/Ld n
(22)

Co : plik (0,1),

07 € (0,
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where constraints C’l, Cs,Cy, C’g, are irrelevant to this prob-
lem. Due to the time fraction allocation constraint Cy on
the downlink channel shared by N IoT devices, these N
IoT devices are coupled with each other, which leads to
the method for solving &, not applied for solving ,ud%I;
To address the optimization problem P, a decentralized
proactive downlink bandwidth resource allocation scheme
is designed, the procedure of which is presented in detail in
Algorithm 2. In order to eliminate the coupling relationship
of N IoT devices incurred by constraint C', and make N IoT
devices independently make decision its u2'Z, the constraint
C5 can be further rewritten as '

Ps - mmzmzze Q= Z

ﬂd n
{WPL NI, €T}

nl

N
s.6.0 ¢ Zﬂdnﬁz
n=1 n=

Co : gk € (0,
0, € (0,

(23)

) :u‘d,n (07 1) ’

1),vI,eZ

By introducing the Lagrangian multipliers A for Cy, the
Lagrangian function of the optimization problem P; is

T’rtL(:udD’rI;) - )\n/Ld n +An(1/N)

Thus, the Lagrangian duality of Cy with multiplier X is
defined as

an (ﬂﬁﬁv An) = (24)

Y (Talndn) = Aupdy +

O ey

=max inf
by DLG(

An(1/N)))

(25)
If using the above duality directly, the subproblem needs
to be solved centrally to calculate the gradients at the edge
server due to the global multiplier A. To avoid this shortage,
a constrained optimization problem with Laplacian matrix

L and local multiplier vector A = col(A1,..., A, ..., AN) i8S
formulated as
maz Q(A = maz Z Gn(A
{VI.eI} (26)
S.t.Cl :LA=0
where the constraint C] is to guarantee \; = ... = A, =

. = An, which represents that the consensus is reached.
Based on above reformulation, the optimization problem Fs3
can be decoupled and each IoT device can decide its own
time fraction allocations on the downlink channel of edge
server.

The augmented Lagrangian duality of problem with

Lagrangian multipliers Z = col(z1,. .., 2n,...,2N) is given
by
min mazx QA Z)
. 1 7)
— _gTrA _ AT
=min mg:z:( Z Gn(An) —Z" LA 2A LA)

VI, eI}



To solve the problem . the gradient flow is apphed
in [27], and the gradients Vud w, VA, and Vz, for ud wr An
and z,, can be calculated by

Vulr(G+1) = Proj(ud?ﬁ(j) — VT (i) + M) —
Md,n (J)

(28)

VAG+1D) == > (Al) = An()-
I,EA, (29)

> (z0ld) = 2m(4) + (/N — u 5 (5))

I, €A,

Va(G+1) = D (Ali) = Ani) (30)

I‘m, EA‘IL

where A,, denotes the set of other IoT devices connected
to IoT device I,,. Hence, to reach the global solution, each
IoT device I,, needs to know the information on A,,, Zm,
I, € A,. In our scenario, each IoT device cannot directly
communicate with each other. However, since they are all
connected to the edge server, they can utilize the edge server
to relay the information on A, 2, I, € A, to IoT device
I,,. Based on the gradients V,ugﬁ, VA, and Vz,, ﬂ(?,vLu An
and z, can be updated by /

pakG+1) = pl () +nVulk (G +1) 31)
(G +1) =X (§) + VA + 1) (32)
20+ 1) = 2,(j) + V2 (j + 1) (33)

where 7 represents integration step.

(3) Given the latest value a,, updated in step (1), the
latest value p5Z updated in step (2) and 67, the decision
variable of the optlmlzatlon problem Ps is uY dn UL . Due to the
time fraction allocation constraint C3 on the uphnk channel
shared by N IoT devices, these IoT devices are also coupled
with each other. In addition, the problem formulation about
the decision Variable MUL is the same to that about the
decision variable ud . in step (2). Hence, we adopt the same
decentralized and privacy-preserving uplink bandwidth re-
source allocation scheme to solve the decision variable ,ug L.

(4) Given the latest value a, updated in step (1), the
latest value % updated in step (2) and the latest value
17 updated in step (3), the decision variable of the opti-
mization problem Ps is 6. Similarity, due to the constraint
C, on the edge server’s computing capacity shared by N
IoT devices, these IoT devices are also coupled with each
other. Moreover, the problem formulation about the decision
variable ¢} is the same to that about the decision variable
uPL in step (2). Hence, we adopt the same decentralized and
privacy-preserving computation resource allocation scheme
to solve the decision variable 6.
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Algorithm 1 Joint model offloading and resource allocation
strategy based BCD algorithm

Input: L, WanL, WdU#, D., B2, |Y|, fs, f1. VI, € I;
Output: o, ud e ud o, 0%
L Gy = 0.5, 17 % el/N,u
Z;
2: while TRUE do
3: Gy < solving the problem P, with fixed ,ud Londt
and 07;
4 plk « solving the problem P, with fixed an,, u}
and 0%; 7
5 pYl < solving the problem P, with fixed én, pf
and 0%;

6: 92’ <— solving the problem P, with fixed &, ,ug L and
/’(‘d n’

7 Q]<_Z’I’L 1T n( TL’:udTH/’[’dn?ed)
8 if|(Q; —Q;-1)/Q;| < o then

9: return

10: endifj =75+ 1;
11: end while

12: 4y, = argmin |a, —

« 1/N,07 « 1/N,VI, €

anl,anl €1,2, ..., L

Algorithm 2 Decentralized proactive computing resource
and spectrum resource allocation scheme

Input: L, ,ud o ,ud el
Output: &,
Initialize a count j = 1;
Initialize u2L < 1/|N|, A\, <= 0, 2z, + 0,VI,, € I;
while ||V () |2+ VAG) |2+ V2(5)||2 > o do
The edge server broadcasts the A\, (j), 2, (j), VI, € T
to other IoT devices, A,,;
5:  These N IoT devices update and get u
A (G + 1)z, (t+1);
6:  These N IoT devices transfer A\,,(j + 1), 2,(j + 1) to
the edge server; j = j + 1;
7: end while

FG+ 1),

6 THEORETICAL ANALYSIS

6.1 The convergence and optimality of subproblems

Lemma 1. The problem Ps is strictly convex with respect to

Md n’
Proof. For any feasible ,ud bt ,ud v VI, I, € I, we have

) 0,n # m,
8 Q g fr )
[ A— - (34)
oRERE ) 2 Z m=m
¢ vEY bED? 'udn 3RDL
where Rpp, = WPLlogs(1 4 P|hj|?/WPENy) , 299717 (1)

is positive and (/‘dD, 7LL)‘3R pr > 0. Thus, the Hessian matrix
2
H = (gptsr
Constraint Cy is an affine function with respect to 2
Constraints C7, C3 and C are irrelevant to p dm DL Therefore
the problem Ps is strictly convex with respect to MD L
Lemma 2. The problem Ps is strictly convex with respect to

UL
Md,n'

)NxN is symmetric and positive definite.



Proof. For any feasible ,ud o pd o VI, Iy, € I, we have
0,n # m,

t
T Y o e
(WL Ry,
vET beDY (nam)*Rur”
where Ry = WUYllogy(1 + PRAZ2/WYENG)
2(¢;:Zr(ln)) is positive and (uf%)*Ryr > 0. Thus, the
2’°Q
O1d,nOld m
positive definite. Constraint C is an affine function with
respect to yg an Constraints C1, C3 and Cy are irrelevant
to ud Therefore, the problem Ps is strictly convex with
respect to uY
Lemma 3. The problem Ps is strictly convex with respect to

0%Q

SULA UL (35)
onY dn UL O,u

Hessian matrix H = ( )NxN is symmetric and

0.
Proof. For any feasible 07, 07*, V1, I,, € I, we have
) 0,n # m,
°Q
= 36
905007 | 2 Z %)

veY beDY

where 233¢’;:",‘L(Zn) is positive, and (07)3fs > 0. Thus,
the Hessian matrix H = (%) NxN is symmetric and
positive definite. Constraint Oy is an affine function with
respect to fi'. Constraints ', C3 and Cy are irrelevant to
f. Therefore, the problem Ps is strictly convex with respect
to fI'.

Proposition 1. According to [27], Algorithm 2 can conver-
gence to the global optimal solution with any initial condition if
the following conditions are satisfied:

e The function Q(u% d LY,VI, € 1, are continuously
differentiable convex functions;

o There exist feasible solutions for the optimization
problem Ps;

o The information exchange among IoT devices can be
formulated as a indirected and connected graph.

Proof. Proposition 1 gives three conditions for Algorithm
2 converging to the global optimal solution with any initial
condition. If we can prove that these conditions hold for Al-
gorithm 2, then we prove that Algorithm 2 can convergence
to the global optimal solution with any initial condition. In
the following, we prove that these three condition hold.

e According to the lemma 1, since the Hessian matrix
of the function Q(uLE), VI, € I with respect to
pd L and pf d Lis symrﬁetric and positive definite, the
function Q(,ud LY,VI,, € I are continuously differen-
tiable convex functions. Hence, the first condition in
proposition 1 holds for Algorithm 1.

e According to Lemma 1-3, it can be observed that
problem Ps is strictly convex with respect to Mﬁ L
, ,udUﬁ, and 07;. Therefore, problem P, is also strictly
convex and has a feasible solution.Hence, the second
condition in proposition 1 holds for Algorithm 1.

e Since N IoT devices are all connected to the edge
server and the edge server can relay the information
among IoT devices, the information exchange among
these IoT devices can be modeled as undirected and
connected graph with assistant of the edge server.
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Hence, the third condition in proposition 1 holds for
Algorithm 1.

So far, we have proved that these three conditions in propo-
sition 1 hold. Thus, we have proved that Algorithm 2 can
convergence to the global optimal solution with any initial
condition.

6.2 The convergence of global problem

Proposition 2. Algorithm 2 based on the BCD method is
proposed to solve the global optimization problem including four
subproblems. According to [26]], Algorithm 2 based on the BCD
method can converges if at least two of subproblems are strictly
quasi-convex.

Proof. Suppose that there exist x1, 2 and A\, where A €
(0,1), such that the strictly convex function is not strictly
quasi convex function, we can derive

fQz1+ (1= N)w2) > maz{f(x1), f(z2)}  (37)

flz2)} =
(x2)} > f(z2) always hold. As a

It is obvious that the inequalities maz{f(x1),

f(x1) and maz{f(z1), f
result, we can derive

FQz1+ (1= Naz) > Amaz{f(z1), f(x2)}+
(1 =N maz{f(z1), f(z2)} > Af(z1) + (1 = A) f(22)

We can find that Eq. [38|contradicts with the definition of
strictly convex, where f(Ax1 + (1 — N)a2) < Af(x1) + (1 —
A)f(z2), such that our above assumption is not true. As
a result, there are three strictly quasi-convex subproblems.
Hence, the condition for Algorithm 2 converging is satisfied.
We thus complete the proof. Moreover, the subproblem
respect with o, is not convex. Therefore, the global problem
does not necessarily converge to a global optimal solution,
but a local optimal solution.

In section 6, we have proved that the optimization prob-
lem P is strongly convex with respect to 2L, ufL and f7.
We adopt the contraction to prove strictly convex function
be strictly quasi convex function.

(38)

7 PERFORMANCE EVALUATION

In this section, we conduct extensive experiments to evalu-
ate the performance of the proposed DP-MORA scheme. We
first introduce the related experimental settings including
IoT-edge environment parameters, training datasets, DNN
models and several baseline algorithms. Then, we verify the
efficiency and accuracy of the proposed DP-MORA scheme.
Finally, we compare the DP-MORA scheme with these base-
line approaches under different experimental settings, and
analyze their impacts on the DP-MORA scheme.

71

IoT-Edge Environment: The loT-edge environment is con-
sisting of an edge server and 10 IoT devices. By default, the
computing capacity of the edge server is set to 60GFLOPS.
The radio spectrum bandwidths for the edge server’s down-
link and uplink are set to 50Mbps and 100Mbps, respec-
tively. As IoT devices’ resource capacities are heterogeneous,
we set three types of IoT devices: (1) Raspberry Pi3 with

Experimental settings



3.62GFLOPS CPU-cycle frequency and 4GB memory in to-
tal, denoted as rpi3; (2) Raspberry Pi-3A+ with 5.0GFLOPS
CPU-cycle frequency and 4GB memory in total, denoted as
rpi3A+; (3) Raspberry Pi-4B (4GB) with 9.69GFLOPS CPU-
cycle frequency and 4GB memory in total, denoted as rpi4B.
These 10 IoT devices is consisting of 4 rpi3s, rpi3A+s and
rpi4Bs. These 10 IoT devices can communicate with the edge
server over the wireless network.

Training DataSet: Our experiments are conducted on
two real-world image classification datasets: (1) CIFAR-10
dataset [28]. There are 60,000 32x32 colourful images, of
which 50000 images are used for model training samples
and 10000 images are used for model evaluation samples.
These 60,000 colourful images are classified into 10 classes,
with 6000 images per class. Each colourful image is labeled
as one of ten classes, such as “Cat” or "Dog”. (2) MNIST
dataset [29]. It contains around 70,000 28x28 grayscale im-
ages of handwritten digits which 60000 images are used
for model training samples and 10000 images are used for
model evaluation samples. Each grayscale image is labeled
as one of ten classes of handwritten digits from “0” to 79”.

DNN Models: In IoT-edge environment, the edge server
cooperates with these heterogeneous IoT devices to train a
global DNN model. Referring to the literature [16], we select
RestNet 18 [30] and ResNet 34 two models as the evaluation
models. That is because that the sample data can be recov-
ered partially based on the gradients of server-side model
[16]. The RestNet 18 is consisting of a convolution (CONV)
layer, a max-pooling (POOL) layer, eight BasicBlocks and a
fully-connected (FC) layers. The first two, the second two,
the third two and the fourth two of these eight BasicBlocks
are two 3 * 3 % 64, two 3 x 3 * 128, two 3 * 3 x 256, and
two 3 * 3 x 512 convolution operations, respectively. The
ResNet 34 is consisting of a convolution (CONV) layer, a
max-pooling (POOL) layer, sixteen BasicBlocks and a fully-
connected (FC) layers. The first three, the next four, the next
six and the next three of these sixteen BasicBlocks are three
3% 3 %64, four 33 x 128, six 3x 3 * 256, and three 3x 3 %512
convolution operations, respectively.

Benchmarks: We first select four typical split Federated
Learning scheme:

(1) FedAvg [31]: The full model on each IoT device
is trained on in parallel and their model parameters are
aggregated to the edge server to obtain the updated global
model.

(2) SplitFed1 [8]: The full model on each IoT device is
splited at the same cut layer. The identical server-side sub-
model is offloaded to the edge server from each IoT device
for device-edge synergy training in a sequential way.

(3) SplitFed2: It adopts the same model offloading strat-
egy as us, and multiple IoT devices train different sub-
models in a sequential manner.

(4) FederSplit [14]: Each IoT device offloads the identical
server-side sub-model to the edge server for device-edge
synergy training in a parallel manner.

(5)SplitFed3: It adopts the same model offloading strat-
egy as us, but multiple IoT devices train different sub-
models in a parallel manner.

Existing researches mainly focus on identifying the opti-
mal cut layers for IoT devices. They fail to consider the im-
pact of the edge server’s computation and network resource
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allocation on the training efficiency. In this paper, we jointly
consider the problem of cut layer selection and resource al-
location. Since there is no related resource allocation policy,
we select two typical resource allocation scheme:

(1) AF: It stands for the average resource allocation,
which equally allocates the computing resource of edge
server and the communication resource to IV IoT devices.

(2) PFE: 1t is the abbreviation of proportional fair, which
allocates the computing resource of edge server and the
communication resource according to the mini-batch sizes
of N IoT devices.

Finally, we combine them to obtain eight joint offloading
and resource allocation strategies: FedAvg+AF (FAAF),
SplitFed1+PF (SF1PF), SplitFed1+AF (SF1AF), SplitFed2+PF
(SF2PF), SplitFed2+AF (SF2AF), FederSplit+PF
(FSPF), FederSplit+AF  (FSAF), SplitFed3+PF(SF3PF),
SplitFed3+AF(SF3AF). To demonstrate the proposed DP-
MORA scheme superiority on training efficiency while
satisfying the data leakage risk rate constraint, we compare
the DP-MORA scheme with the above these baseline
algorithms.

7.2 Performance evaluation of the proposed DP-MORA
scheme

1) Training latency: Fig. |2| shows the per-round training
latency of different schemes over Resnet 18 and Resnet 34
two models when the data leakage risk rate constraint P"**
is 0.5. We can see from Fig. [2| that the per-round training
latency of the DP-MORA scheme is 24.95% lower than that
of SE3AF, 24.09% lower than that of FAAF, 31.72% lower
than that of SF3PF and FSPF, 86.02% lower than that of
SF1AF, 86.35% lower than that SF1PE 84.56% lower than
that of SF2AF, 85.14% lower than that SF2PF, and 24.09%
lower than that of FSAF when the data leakage risk rate
is less than or equal to 0.5. The per-round training latency
consists of device-side model distribution latency, training
latency of five epochs and device-side model transmission
latency. That is because that considering the heterogeneity
of IoT devices” resource capacities and their local data
samples’ size, the DP-MORA scheme solves the optimal
model offloading and resource allocation scheme which
make the standard deviation of per-epoch training latencies
of IoT devices as small as possible. Therefore, the DP-MORA
scheme can mitigate the straggler effect and reduce the
per-epoch training latency, thereby reducing the per-round
training latency.

The per-round training latency of SF1AF and SF1PF are
the highest. There are three main reasons: (1) SF1AF and
SF1PF split the DNN model on each IoT device at the same
layer without considering the heterogeneity of IoT devices’
resource capacities and their local data samples’ size; (2)
SF1AF and SF1PF collaborate multiple IoT devices with the
edge server to train DNN model in a sequential way, which
incur long training latency; (3) SF1AF and SF1PF allocate
the shared network resource and computing resource of
the edge server in average and proportional way without
considering the impact of efficient resource allocation on the
training latency.

The per-round training latency of SF2AF and SF2PF are
the second highest. There are two main reasons: (1) although



they adopt the same model offloading strategy as the DP-
MORA scheme, SF2AF and SF2PF collaborate multiple IoT
devices with the edge server to train DNN model in a
sequential way; (2) SF2AF and SF2PF allocate the shared
network resource and computing resource of the edge server
in average and proportional way without considering the
impact of efficient resource allocation on the training latency.

The per-round training latency of SF3AF and SF3PF
are higher than that of the DP-MORA scheme. The main
reason is that although SF3AF and SF3PF adopt the same
model offloading strategy as the DP-MORA scheme, they
do not consider the heterogeneity of IoT devices’ resource
capacities and their local data samples’ size, but also optimal
allocation of bandwidth and computing resources.

FSAF and FSPF offload as many layers as possible to
the edge server while satisfying the data leakage risk rate
constraint 0.5. However, the per-round training latency of
FSAF and FSPF are higher that of the DP-MORA scheme.
That is because that FSAF and FSPF split each IoT device’s
DNN model at the same cut layer without considering the
heterogeneity of IoT devices’ resource capacities and their
local data samples’ size. In addition, FSAF and FSPF also do
not consider the impact of edge server’s resource allocation
on the training latency.

FAAF locally trains the whole DNN model on resource-
constrained IoT devices. Therefore, its data leakage risk rate
is lowest. However, the per-round training latency of FAAF
is higher than that of the DP-MORA scheme. That is because
that FAAF does not fully exploit the resource-adequate
edge server to achieve device-edge synergy training, thereby
incurring longer per-round training latency.

ResNetl8

ey SFIAF
- SE2AF
DP-MORA
- SEIAF
= SFIPF
FAAF
SF2PF
SF3PF
FSPF
- FSAL

ResNet34
g SFIAF
- SF2AF
DP-MORA
—SEIAF
- SFIPF

200 FAAF
SF2PF
SF3PF
FSPF

— FSAF

150

00

s0

Per-round Training Latency(10”3 sec)

Per-round Training Latency(10"3 sec)

0 I I
SFIAFSF2AF DP- SF3AFSFIPF FAAF SF2PF SF3PF FSPF FSAF SFIAFSF2AF DP- SF3AFSFIPF FAAF SF2PF SF3PF FSPF FSAF
MORA MORA

Different Approaches Different Approaches

Fig. 2: Per-round training latencies of different approaches
over Resnet18 (left) and Resnet34 (right) when data leakage
risk rate constraint is 0.5

2) Waiting latency: After multiple epochs training of
each IoT device, its latest device-side model is transmitted
to the edge server to further perform model aggregation. As
a result, the earliest IoT device with its device-side model
transmitted to the edge server needs to wait for the latest
IoT device. For the sake of convenience, the waiting latency
of an IoT device is defined as the duration between its
device-side model uploaded to the edge server and the last
IoT device’s model uploaded to the edge server. Table. ]2
and Table. 3| illustrates each IoT device’s waiting latency of
different schemes over Resnet 18 and Resnet 34 two models
when the data leakage risk rate constraint P"*** is 0.5. We
can observe from Table. 2] and Table. 3] that the IoT devices’
waiting latencies in DP-MORA fluctuate slightly. That is
because that the DP-MORA scheme can identify the optimal
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model offloading and resource allocation strategy which
allocate the powerful IoT device with less local data sam-
ples less bandwidth resources and computation resources,
and allocate the less capable IoT device with more local
data samples more bandwidth resources and computation
resources, thereby thereby reducing the waiting latency for
less capable IoT device with more local data samples and
improving the training efficiency. Otherwise, if the band-
width resource and computing resource of the edge server
are equally divided to each IoT device, the weaker IoT
device with more local data samples need to spend more
time in training models, inevitably incurring more waiting
latency and the total training latency, thereby reducing the
training efficiency.

We can also see from Table. Pl and Table. [3 that the
waiting latency of the DP-MORA scheme is lowest, the
waiting latency of SF3AF, FSAF and FAAF are medium, the
waiting latency of SF1AF and SF2AF are longest. The reason
for the DP-MORA scheme with lowest waiting latency is
that the DP-MORA scheme can identify the optimal model
offloading and resource allocation scheme considering the
heterogeneity of IoT devices’ resource capacities and their
local data samples’ size. The reason for FSAF and FAAF
with the highest waiting latency is that they collaborate
multiple IoT devices with the edge server to train DNN
model in a sequential way, thereby incurring long training
latency. The reason for SF3AF, FSAF and FAAF with the
medium waiting latency is that they train DNN model
in a parallel manner. Specifically, SF3AF adopt the same
model offloading strategy as the DP-MORA, but it does
not consider the impact of efficient resource allocation on
training latency. FSAF offloads the identical server-side sub-
model to the edge server for device-edge synergy training in
a parallel manner. However, it not only fails to consider the
heterogeneity of IoT devices’ resource capacities and their
local data samples’ size, but also fails to consider the edge
server’s resource allocation. FAAF train the whole DNN
model on local IoT devices in parallel. However, it does not
fully exploit the resource-adequate edge server to achieve
efficient device-edge synergy training.

TABLE 2: Per-round waiting latency of each IoT device
over Resnet 18 model

IoT Devices ‘ Approaches

\ SFIAF DP-MORA SF2AF SF3AF FSAF FAAF
Iy 0 20.05 0 29.38 29.38 31.67
I 20.99 15.96 20.99 29.1 26.66  32.46
I 44.69 26.8 42.26 39.94 3392 44.16
I3 61.15 5.67 52.69 8.39 8.39 9.05
1 103.12 11.73 94.66 2484 2192 28.09
I 131.57 27.96 120.19 411 35.74 4528
Ig 146.19 0.0 129.46 0.0 0.0 0.0
I 196.56 15.96 179.82 29.1 26.66  32.46
Ig 220.27 25.64 201.09 38.78 32.09 43.03
Iy 238.55 10.36 212.68 1539 1539 16.59

3) Model accuracy: To verify the impact of the proposed
DP-MORA scheme on the model accuracy, we plot its model
accuracy curves over Resnet 18 and Resnet 34 with the
increase of the training rounds and the training latency.
Fig.|3|and Fig. {4]illustrates the model accuracy of different
schemes over Resnet 18 and Resnet 34 two models, when



TABLE 3: Per-round per-waiting latency of each IoT device
over Resnet 34 model
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FAAF . SFIAF

IoT Devices ‘ Approaches
| SFIAF DP-MORA SF2AF SF3AF FSAF FAAF s ot
I 0 34.58 0 4828 4828  63.81
I 34.49 32.71 3449 4353 4353 6539
I 73.72 41.98 7372 59.85 5517 88.96 :
I 101.32 9.52 9%.64 1379 1379 1823
Iy 170.29 27.38 165.61 35.69 35.69 56.59
Is 217.37 44.56 21269 624 5823 9123
Is 241.91 0.0 233.06 0.0 0.0 0.0
Ir 324.68 32.71 31582 4353 4353  65.39
Iy 363.91 39.43 355.06 5731 521  86.69
I 394.58 17.64 380.52 2529 2529  33.43

the data leakage risk rate constraint P"** is 0.5. We can
observe from Fig. B| and Fig. [ that the model accuracy of
the DP-MORA scheme gradually increases and eventually
converges with the increase of the training rounds. In ad-
dition, we can observe that the model accuracy of the DP-
MORA scheme is consistent with that of FAAF. The main
reason is that the DP-MORA scheme mainly optimize on
training efficiency by jointly model offloading and resource
allocation, which has no influence on model accuracy.

Moreover, we can observe that the DP-MORA scheme
takes a shorter training latency than FAAF, FSAF and SF1AF
benchmarks to reach convergence. Specifically, the time
consumed by the DP-MORA scheme to reach convergence
is about 1250x103 seconds, while those comsumed by FAAF,
and FSAF are about 2000 x 10 seconds. SF1AF takes
12000x10? seconds to reach convergence. That is because
that the per-round training latency of the DP-MORA scheme
is lower than those of FAAF, SF1AF and FSAF. The overall
training latency is the product of the per-round training
latency and the number of training rounds. Therefore, the
proposed DP-MORA scheme can converge faster that all
benchmarks.

FAAF SFIAF

Round” " Rownd
DP-MOR, ) FSAF

Round Round o 00 2000

1000 w0
Training Latency( 10°3 sec )

Fig. 3: Accuracies of different approaches over Restnet 18
on cifar10 dataset

4) Impact of different data leakage risk rate constraints:
To examine the impact of different data leakage risk rate
constraints on the total training latency, we vary the data
leakage risk rate constraint from 0.1 to 0.8 with the incre-
ment of 0.1. Fig. 5| plots the related experimental results.
In Fig. p| we can see that the total training latency of the
DP-MORA scheme gradually decreases as the data leakage
risk rate constraint increases. That is because different data
leakage risk rate constraints correspond to different cut
layers requirement. The higher the data leakage risk rate
constraint is, the shallower the cut layer is, thereby the

Accuracy(%)

—— DP-MORA
20 FAAR
—— FSAF
— SFIAF

Round Round 0 S0 1000 3000 3500

Fig. 4: Accuracies of different approaches over Restnet 34
on cifarl0 dataset

solution space of the optimization problem with minimizing
training latency while satisfying the data leakage risk rate
constraint is larger. The DP-MORA scheme has a higher
probability to identify the optimal solution from the larger
feasible solution space. The optimal solution is the optimal
cut layer and resource requirement for each IoT device.
The optimal solution splits the DNN model at an optimal
shallow cut layer and offload the server-side sub-model
with more layers to the resource-adequate edge server, and
allocates optimal bandwidth resource for the transmission
data and optimal computation resource for the server-side
sub-model, thereby obtaining lower training latency. On the
contrary, when the data leakage risk rate constraint is low,
it indicates that IoT devices have a low tolerance for data
leakage. Based on this, only several deep cut layers of the
DNN model can be selected to meet the data leakage risk
rate constraint. A deep cut layer means heavy computation
workloads on resource-constrained IoT devices and light
computational workload on resource-adequate edge server,
which incurring a longer training latency.

Moreover, we can further observe that compared to
SEF3AF, SF3PF and FAAF benchmarks, the DP-MORA
scheme achieves the lowest total training latency while
satisfying the data leakage risk rate constraints. Specifically,
when data leakage risk rate constraint is 0.8, compared to
SF3AF, SF3PF and FAAF, the DP-MORA scheme reduces
the total training latency of Resnetl8 model up to 24.95%,
31.72% and 24.09%, respectively. That is because that the
DP-MORA scheme identify the optimal model offloading
and resource allocation strategy for heterogeneous IoT de-
vices to reduce the total training latency.
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Fig. 5: Per-round training latency of different approaches
over Resnet 18 (left) and Resnet 34 (right) with different
data leakage risk rate constraints

5) Impact of edge server’s different computation capac-
ities: We investigate the impact of edge server’s different



computation capacities on the training latency. We vary the
computing capacity of the edge server from 50GFLOPS to
150GFLOPS with the increment of 50. The related exper-
imental result is given in Fig. [ We can see from Fig. [f]
that when the data leakage risk rate constraint P"*** is 0.5,
the per-round training latency of DP-MORA, SEF3AF, FSAF,
SF2AF and SF1AF schemes over Resnet 18 and Restnet 34
two models gradually decrease with the increase of the
edge server’s computation capacity. The main reason is
that the edge server with the higher computation capacity
can cooperate IoT devices to handle more workloads, and
thereby reducing the per-round training latency. The per-
round training latency of FAAF over Resnet 18 and Restnet
34 two models are constant with the increase of the edge
server’s computation capacity. That is because that FAAF
train the whole DNN model on local IoT devices in parallel.
Therefore, the increase of the edge server’s computation
capacity has no effect on the training latency of FAAF.

We can further observe from Fig. [f] that the training
latency of the DP-MORA scheme is lower than those of
other baseline algorithms. Specifically, when the computa-
tion capacities is 150GFLOPS, the per-round training latency
of the DP-MORA scheme is 31.5% lower than that of
FAAF, 21.1% lower than that of FSAF and SF3AF, 84.1%
and 85.3% lower than that of SF2AF and SF1AF when the
data leakage risk rate constraint 0.5 is satisfied on Resnet18
model. And when the computation capacities is 50GFLOPS,
the per-round training latency of the DP-MORA scheme is
26% lower than that of FAAF 33.1% lower than that of
SE3AF and FSAF, 85.4% lower than that of SF2AF, 87.9%
lower than that of SF1AF when the data leakage risk rate
constraint 0.5 is satisfied on Resnet18 model. That is because
that the edge server’s computation resource becomes more
and more adequate with the increase of the edge server’s
computation capacity. The DP-MORA scheme enable to
take full usage of more adequate computation resource to
collaborate multiple heterogeneous IoT devices to efficiently
train DNN model, thereby greatly reducing the training
latency.

Resnet18 Resnet34

Per-round Training Latency(10” 3 sec)
Per-round Training Latency(10" 3 sec)

50GFLOPS
Different Computation Capacities

100GFLOPS 150GFLOPS

50GFLOPS
Different Computation Capacities

100GFLOPS 150GFLOPS

Fig. 6: Per-round training latency of different computation
capacities

6) Impact of edge server’s uplink bandwidth: We eval-
uate the impact of edge server’s uplink bandwidth on the
training latency. We vary the edge server’s uplink band-
width from 100Mbps to 400Mbps. The related experimental
result is shown in Fig. |7} We see that the per-round training
latency of the DP-MORA scheme and other baseline algo-
rithms gradually decrease. That is because that when the
edge server’s uplink bandwidth increases, the time taken to
transmit the same amount of data can decrease. Moreover,
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when the edge server’s uplink bandwidth increases, we
can also see that the per-round training latency of the pro-
posed DP-MORA scheme is always lower than that of other
benchmarks. Specifically, when the edge server’s uplink
bandwidth is 100Mbps, the DP-MORA scheme reduces the
per-round training latency by 36.6%, 27.4%, and 27.4% as
compared with the FAAF, SE3AF, and FSAF benchmarks,
respectively. The DP-MORA scheme is 85% lower than that
of SF2AF, 86.7% lower than that of SF1AF due to the se-
quential execution instinct for SF1AF and SF2AF. When the
edge server’s uplink bandwidth is 400Mbps, the DP-MORA
scheme reduces the per-round training latency by 31.2%,
22.5%, and 22.5% as compared with the FAAF, SF3AF, and
FSAF benchmarks, respectively. DP-MORA is 84.5% lower
than that of SF2AF, 85.6% lower than that of SF1AF. That is
because that the DP-MORA scheme optimally allocate edge
server’s uplink bandwidth resources for multiple heteroge-
neous IoT devices, thereby reducing the training latency.

Resnet18 Resnet34
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Fig. 7: The per-round training latency of different uplink
bandwidths

7) Impact of edge server’s downlink bandwidth: In order
to examine the impact of edge server’s downlink bandwidth
on the per-round training latency, we vary the edge server’s
downlink bandwidth from 50Mbps to 200Mbps. The related
experimental results are shown in Fig. [§| We see that when
the edge server’s downlink bandwidth increases, the per-
round training latency of the DP-MORA scheme and other
benchmarks decreases. The main reason is that it takes less
time to transmit the same amount of data with the larger
uplink bandwidth. Moreover, we can further see from Fig.
that the per-round training latency of the DP-MORA
scheme is lower than that of other benchmarks. Specifically,
when the edge server’s downlink bandwidth is 50Mbps on
Resnet18 model, the DP-MORA is 25.6% lower than that
of FAAF, 31.4% lower than that of SE3AF and FSAF, 85.1%
lower than that of SF2AF, 87.6% lower than that of SF1AF.
When the edge server’s downlink bandwidth is 200Mbps,
the DP-MORA is 29.9% lower than that of FAAF, 17.5%
lower than that of SF3AF and FSAF, 83.6% lower than that
of SF2AF, 84.5% lower than that of SF1AF. That is because
that considering the heterogeneity of IoT devices’ resource
capacities and their local data samples’ size, the DP-MORA
scheme can optimally allocate the downlink bandwidth
resource to each IoT device.

8 CONCLUSION

In this paper, we investigate the training efficiency of split
federated (SplitFed) learning while satisfying the data leak-
age risk rate constraint in resource-constrained IoT-edge
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Fig. 8: The per-round training latency of different downlink
bandwidths

environment. To address this problem, we first formulate
the latency of DNN model training and measure the data
leakage risk rate of DNN model training adopting split
federated learning. Then we formulate joint model offload-
ing and resource allocation problem to be a mixed integers
non-linear programming. At last, we design a decentralized
and privacy-preserving joint model offloading and resource
allocation scheme to optimize the per-round training latency
while satisfying data leakage risk rate constraint. We con-
duct extensive experiments on two real-world datasets to
evaluate the performance. Extensive experiments show that
the DP-MORA scheme can effectively reduce the per-round
training latency while satisfying the data leakage risk rate
constraint.
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