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Abstract

Video synthesis methods rapidly improved in recent
years, allowing easy creation of synthetic humans. This
poses a problem, especially in the era of social media, as
synthetic videos of speaking humans can be used to spread
misinformation in a convincing manner. Thus, there is a
pressing need for accurate and robust deepfake detection
methods, that can detect forgery techniques not seen dur-
ing training. In this work, we explore whether this can
be done by leveraging a multi-modal, out-of-domain back-
bone trained in a self-supervised manner, adapted to the
video deepfake domain. We propose FakeOut; a novel ap-
proach that relies on multi-modal data throughout both the
pre-training phase and the adaption phase. We demon-
strate the efficacy and robustness of FakeOut in detecting
various types of deepfakes, especially manipulations which
were not seen during training. Our method achieves state-
of-the-art results in cross-dataset generalization on audio-
visual datasets. This study shows that, perhaps surprisingly,
training on out-of-domain videos (i.e., not especially featur-
ing speaking humans), can lead to better deepfake detection
systems. Code is available on GitHub1.

1. Introduction
Fake renderings of humans have become easier to pro-

duce given recent advances in deep learning and off-the-
shelf tools. Also known as deepfakes, these videos and
images can be used to spread misinformation and to cre-
ate convincing duplicates of real humans without their
permission. Deepfake generation methods, driven mostly
by deep generative models, are progressing rapidly. To
combat this phenomenon, many studies have been con-
ducted and developed various types of deepfake detection
techniques [12, 19, 21–23] and have been tested on many
datasets and benchmarks [7,15,29,31,31,36,50]. Although
many detectors can perform well on in-distribution forg-
eries and manipulations, i.e., seen during training, perfor-

1https://github.com/gilikn/FakeOut
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Figure 1. FakeOut schematic overview. Adaption of out-of-
domain self-supervised backbone to the video deepfake domain.
FakeOut achieves state-of-the-art results without the reliance on
extra facial datasets besides in-domain deepfake datasets for the
fine-tuning phase.

mance plummets significantly on deepfakes generated by
out-of-distribution manipulation techniques [6, 22, 23, 63].

Most deepfake video detection methods are trained in
a supervised manner [1, 23, 33, 62], requiring immense
amounts of annotated data, e.g. lip reading datasets such
as Lip Reading in the Wild (LRW) [11], besides the deep-
fake detection annotated datasets. The reliance on annotated
data hinders their ability to make use of the vast amount
of unlabelled videos available online. Other approaches,
that use self-supervised techniques to leverage unlabelled
data [8, 22], rely on facial and verbal data for pre-training.
Although this data is indeed unlabelled, hence more avail-
able, it still requires a considerable effort of pre-processing
during the self-supervised phase, such as face detection and
lips region extraction. Driven by these drawbacks, in this
work we focus on using a backbone that does not require
any complex visual pre-processing for its self-supervised
pre-training phase. Furthermore, most of the methods that
tackle the deepfake detection task rely only on one modality,
usually the visual modality, and neglect the use of the au-
ditory modality [23, 51, 59]. Studies from various domains
show a significant benefit when incorporating multi-modal
data and approaches [2, 53], but we believe it is still under-
explored in the field of video deepfake detection.

Given the above, we propose our multi-modal approach
that consists of a self-supervised phase and a supervised
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fine-tuning phase. The backbone in the first phase was pre-
trained in a self-supervised manner on out of the deepfake
domain examples. The second phase uses labelled data
from video deepfake detection datasets for the fine-tuning
process. Using a self-supervised backbone unrelated to hu-
man facial features emphasizes the potential of studying
deepfake detection systems with task-invariant backbones.
We hope our approach will help tackle the proliferation of
deepfakes, a crucial task in the era of social-media.

Therefore, we present three main contributions:

1. FakeOut — a multi-modal, video deepfake detection
approach, which consists of two phases: (1) a back-
bone leveraging out-of-domain multi-modal videos to
create robust representations for each modality, and
(2) a fine-tuned task-specific detector, which achieves
state-of-the-art performance in generalization tasks on
audio-visual deepfake datasets.

2. A robust end-to-end video face-tracking pipeline sup-
porting multi-person scenarios suitable for the deep-
fake detection field.

3. Enriched datasets for deepfake detection training, with
an additional auditory modality.

2. Related work

Many studies have been conducted in the field of deep-
fake detection since the beginning of the social media era
and due to the broadly available deepfake generation meth-
ods. Recently, self-supervised methods achieved a signifi-
cant role in representation learning, which is beneficial for
visual recognition tasks. We describe the recent advances in
self-supervised learning, specifically regarding multi-modal
approaches, and then delve into the facial forgery field.

2.1. Multi-modal self-supervised learning

Self-supervised methods have been proposed for various
computer-vision tasks, some with a multi-modal approach
[2, 53]. One significant work in this field was published
by Alayrac et al. [2], in which representations are learned
in a self-supervised manner using unlabelled multi-modal
videos. Their approach created a backbone, that ingests one
or more modalities and outputs a representation for each
modality of the video to enable versatile downstream tasks.
In another closely related field, Shi et al. [53] presented
an approach for audio-visual speech representation learn-
ing, driven by a masked prediction cluster assignment task.
Self-supervision also advanced the ability of models to gen-
eralize, both in the deepfake detection task [22] and in other
domains [5, 49]. In our work, we use the insights and the
backbones provided by Alayrac et al. to achieve the goal of
deepfake detection.

2.2. Face forgery detection

Visual deepfake detection. Many visual approaches to de-
tect deepfakes have been proposed [3, 19, 21, 23, 24, 54, 59,
60]. Some methods are fully supervised [23] and some
rely on data augmentations [59]. Visual deepfake detection
methods that leverage unannotated data have focused on
deepfake imagery, for instance, Fung et al. [19] proposed an
unsupervised contrastive learning process, coupled with a
downstream task of imagery deepfake detection. This work
shows that contrastive learning pre-training can be relevant
for image deepfake detection, and we expand this insight to
the video domain. Another recent work in the visual field,
is by Gu et al. [21] which focuses on the spatio-temporal
features of fake and real videos. They showed that temporal
inconsistency may serve as an efficient indicator for video
deepfake detection. Bai et al. [3] proposed an approach for
learning relations between action units for forgery detec-
tion, based on a supervised backbone and attention maps
following the work by Li et al. [34]. Another method by
Zhao et al. [60] incorporated both a supervised backbone
and a self-supervised approach to provide patch-level an-
notations required for their training. Hand-crafted visual
feature approaches were also discussed for deepfake detec-
tion [54], but have yet to be explored jointly with neural-
network approaches.
Multi-modal deepfake detection. Recent studies explored
multi-modal deepfake detection approaches [4, 8, 9, 22, 28,
44, 48, 62]. Zhou et al. [62] proposed a joint audio-visual
deepfake detection task and show that the synchronization
between visual and auditory modalities could benefit deep-
fake detection. However, this method does not leverage un-
labeled data and relies solely on annotated datasets. An-
other work leveraging multi-modality learning for video
deepfake detection is by Haliassos et al. [22], which tackles
this task using audio and video modalities during the self-
supervised pre-training phase alone, leaving aside the au-
dio modality in the fine-tuning and inference stages. They
used a non-contrastive learning approach to learn frame-
level representations from real video examples only. Their
method produces state-of-the-art results in generalization
tasks, which shows the potential of multi-modality and self-
supervision in the video deepfake detection field. We lever-
age the multi-modal approach and expand it to affect both
the pre-training phase, the fine-tuning phase and the infer-
ence phase — via dataset enrichment, as we describe in
Sec. 4.1. Cheng et al. [8] and Chugh et al. [9] also provide
self-supervised multi-modal approaches. Cheng et al. used
videos that feature human faces [10] during the pre-training
phase. Our method seek to disentangle the coupling to pre-
training on human faces, while not compromising perfor-
mance. Chugh et al. proposed a supervised method, while
not evaluating performance in the generalization tasks we
focus on in Sec. 4.3.

2



ResNet-50TSM-50(x2)Backbone

Input

NCE loss

Proj.
𝑎 → 𝑣𝑎

Proj.
𝑣 → 𝑣𝑎

“Play the guitar”

Word2Vec*

Proj.
𝑡 → 𝑣𝑎𝑡

Proj.
𝑣𝑎 → 𝑣𝑎𝑡

MIL-NCE loss

Shared spaces 
projection

TSM-50(x2)

ResNet-50

Classifier
Real

Fake

Face detection & 
alignment pipeline

Enrichment process Adapted backbone
Multi-modal

Representation

Figure 2. Architecture of FakeOut — Multi-Modal Learning System for Video Deepfake Detection. Left: pre-training phase on
multi-modal videos out of the deepfake domain, via MMV [2]. Right: Adaptation phase, implemented using fine-tuning, in which we
adapt the backbone to the video deepfake detection task. We utilize cross-modality representations of audio and video obtained by the face
detection pipeline and the enrichment process.

3. Method
Most video deepfake generation methods synthesize fake

content using frame-by-frame manipulation techniques [26,
55, 56]. Frame-by-frame techniques may fail to create tem-
porally coherent results [39]. Therefore, visual represen-
tation learning can benefit from the sequential information
embodied in the video. Particularly, it can learn temporal ar-
tifacts that can be exploited for deepfake detection [21]. An-
other modality incorporated in videos is the audio modality,
which can be utilized as well for detection when a mismatch
between it and the visual modality occurs [1]. Thus, we
leverage these representations to create a joint representa-
tion for the detection task. To make the semantic represen-
tations more robust, we utilize a multi-modal backbone pre-
trained on a large scale video dataset in a self-supervised
manner. We take the pre-trained backbone that learned to
output robust representations on out-of-facial-domain data
and adapt it to the deepfake detection task.

3.1. Backbone

Our method is based on the “Self-Supervised Multi-
Modal Versatile Networks” (MMV) approach by Alayrac
et al. [2], in which, modality specific representations are
learned via contrastive-learning techniques. Below we reit-
erate the formulation of MMV, followed by a detailed expla-
nation on how we adapt and extend their method for deep-
fake detection.
MMV representation learning setup. Given a set of unla-
belled videos with multiple modalities, MMV seeks to learn
a model that can ingest any modality it was trained on and
output a representation which can be compared to the other
modalities. Formally, in the implementation of Alayrac et

al., a video x is an instance of a set of three modalities
x = {xv, xa, xt} where xv , xa, xt are the visual, audio and
text modalities. These modalities concretely correspond to
a sequence of RGB frames, audio samples, and discrete
word tokens obtained by off-the-shelf Automatic Speech
Recognition, respectively. A modality-specific backbone is
a neural network fm, (detailed in Sec. 4.1) that takes as in-
put a modality of a video xm, e.g., xv , and outputs a rep-
resentation vector of dimension dm. We denote the rep-
resentation vector of modality m by zm = fm(xm) and
all modalities’ representation vector by z = f(x) where
z = {zv, za, zt}. As MMV aims to enable easy comparison
between representations of different modalities, that will
also be used for loss calculations, representations are em-
bedded, via projection heads, into a shared space Ss ⊂ Rds ,
where s contains the list of modalities that are embedded in
the space, e.g. s = va for a joint visual-audio space. Hence,
modalities can be compared via a dot product. The vector
representing the input modality xm in the space Ss is de-
noted by zm→s. We use cross-modality representations to
obtain the state-of-the-art results reported in Sec. 4.
MMV pre-training. During the training of MMV, self-
supervised tasks are constructed, which aim to align pairs
of modalities. In order to construct positive training pairs
across two modalities, two stream are sampled from the
same location of a video. To construct negative training
pairs, streams are sampled from two different videos. Con-
trastive loss is used to make these positive pairs similar and
negative pairs dissimilar in their corresponding joint em-
bedding space. Formally, given a video x, the following
multi-modal contrastive loss was minimized:

L(x) = λvaNCEva(x) + λvtMILNCEvt(x) (1)
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where λmm′ indicates the weight of modality pair m and
m′. NCEva(x) is the component corresponding to the
visual-audio pair. It is defined by Eqs. (2) and (3):

NCEva(x)=−log

(
VA(f(x))

VA(f(x)) +
∑

x′∼N (x) VA(f(x′))

)
(2)

VA(z) = exp(z⊤v→vaza→va/τ) (3)

The MILNCEvt(x) component is a variant of the NCE loss
used to account modalities misalignment [41], and detailed
in Appendix C.2. N (x) is the set of negative modality pairs
for the video x in a given mini-batch, and τ is the temper-
ature parameter. Utilizing MMV, we sought to confirm our
hypothesis that an out-of-domain based network could be
beneficial for better generalization.

3.2. Deepfake detection downstream task

To tackle the task of video deepfake detection, we pro-
pose FakeOut, a fine-tuned model, pre-trained in the self-
supervised manner detailed above, on data out-of-domain
of the video deepfake detection downstream task.
Supervised downstream task. We used the multi-modal
versatile backbone described in Sec. 3.1 to output modality
representations. Given a video clip containing RGB frames
and audio that was attained as a result of the enrichment
process (Sec. 4.1), we obtain modality representations. The
representations are concatenated to achieve a cross-modal
representation of the clip. Then, we ingest these represen-
tation into a classification head. The latter outputs logits,
followed by a log-softmax to achieve the final classification
score. The score is used to determine whether the video
is considered a deepfake (in the range [0, 1], 0 indicating
real). We focus on both the video and the audio modali-
ties as their interaction proved to be beneficial for deepfake
detection, rather than single modality approaches [22, 62].
The full architecture of FakeOut is outlined in Fig. 2.

We use binary cross-entropy as the loss function for the
fine-tuning phase:

L(x) = ylog(ŷ) + (1− y)log(1− ŷ) (4)

Where ŷ is the output of the log-softmax applied on the log-
its of x, and y is the ground-truth label. For every enriched
video in the train-set, we randomly sample clips of 32 con-
secutive frames and their corresponding audio stream (more
details in Sec. 4.1). The score yielded by our classifier for
this clip is used in addition to the ground-truth label derived
from the full video’s label. Both backbone and classification
head weights are not frozen during the fine-tuning process.

During inference time, we sample multiple, uniformly
spaced clips from each pre-processed input video. The
video-level score is the average of all clip scores. If the face
tracking pipeline (Sec. 3.3) yielded multiple face tracks, we
use the max score out of all the tracks.

3.3. Data preparation and pre-process

As part of our data-centric approach, we found that data
preparation is key to the success of our method. We created
a pre-processing pipeline of data standardization, optional
modality enrichment, face tracking, and augmentations.
Standardization. All videos pass through a standardization
process aimed to mitigate dataset variability. Videos are re-
encoded to 29 FPS with 44,100Hz audio sample rate.
Modality enrichment. To enable multi-modal learning, we
enrich the datasets with auditory information that was not
included in their original version. The auditory enrichment
process depends on specific dataset details, which are fur-
ther explained in Sec. 4.1.
Face tracking. We developed a face tracking pipeline
which outputs sequences of tracked and aligned faces in a
given video. We use full face crops, since models could
benefit from these crops rather than the mouth region alone,
specifically for multi-modal prediction tasks [22]. Our
pipeline is robust to various video deepfake detection sce-
narios which appear in the commonly used datasets. For
example, it can handle multi-person scenarios in which sev-
eral people appear in the same video, while one or more
might be forged. Specifically, the pipeline should distin-
guish between a multi-person scenario and a single person
scenario with a crowded background.

Given an input video, a coarse area of the face is ob-
tained with MTCNN’s bounding box detection. Bounding
boxes are enlarged and then passed through MediaPipe face
landmarks extraction process. We found that using Medi-
aPipe alone for face detection on the original videos of most
dataset at a high-quality compression rate does not deliver
results as good as using our suggested process, more details
are available in the supplemental materials. To ensure con-
sistent faces within each frame sequence, we select the face
bounding box with the highest IOU compared to the previ-
ous frame where a face was detected. Faces are aligned and
centered using a similarity transformation of the detected
face and of a reference mean face shape.

The pipeline outputs, for each video, one or multiple se-
quences (for multi-person scenarios). Each sequence con-
sists of 224x224 RGB frames of a centered and aligned face.
Corresponding audio is added if it either exists or obtained
by the enrichment process (Sec. 4.1). See Appendix D for
further technical details.
Augmentations. During fine-tuning, we apply augmenta-
tions on each clip sampled from a video and ingested into
the model. We follow the augmentation process in MMV
pre-training, and therefore visual modality is augmented
while audio modality is not. Horizontal flip and color aug-
mentation are randomly applied as visual augmentations.
No augmentations are applied during inference time. See
Appendix B.1 for more details.
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As described above, our method includes a relatively
standard paradigm (a self-supervised backbone followed by
fine-tuning). Our contribution is not this paradigm, which
was applied to various other tasks. Instead, our contribu-
tion is in identifying that multi-modal out-of-domain data
can be used for the backbone, and a technical contribution
in our robust data processing pipeline, which lead to state-
of-the-art results in cross-dataset deepfake detection. Next
we report on experiment results and ablations.

4. Experiments
In this section we evaluate the performance of our video

deepfake detection method. First, we specify implementa-
tion details, then we describe the datasets used throughout
the experiments. Several datasets are passed through our en-
richment process which is also detailed in this section and
used for evaluation. Then, we compare our method to state-
of-the-art approaches, focusing on our ability to generalize
well to unseen data and forgery techniques.

4.1. Setup

Network architectures, hyper-parameters and optimiza-
tion. For the backbone, we use Temporal Shift Module
for the visual modality, based on ResNet50 (TSM-50) or
ResNet50 with all channels doubled (TSM-50x2) [30, 37].
We use ResNet50 for the audio modality. Backbones were
pre-trained and made available by Alayrac et al. [2]. Spa-
tial and average pooling are applied at the last layer of the
visual backbone to obtain the visual representation vector.
Raw audio waveforms are transformed to log-MEL spec-
trograms with 80 bins. Spatial pooling is applied at the
last layer of the backbone to obtain the audio representation
vector. Visual modality’s vectors are of dimension dv =
2048 for TSM-50 and dv = 4096 for TSM-50x2. Audio
modality vectors are of dimension da = 2048. After con-
catenation, cross-modality representation vectors of dimen-
sion 4096 and 6144 are created for TSM-50 and TSM-50x2
based backbones respectively. The classification head is a
multi-layer perceptron implemented with 2 hidden layers.
Adam optimizer is used with a cosine decay schedule with
initial value of 1e−5 and α = 0.95.
Pre-training datasets. The backbone was pre-trained on
out-of-domain multi-modal datasets which are invariant to
the forgery detection task. The datasets used for pre-
training are HowTo100M [42] and AudioSets [20].

HowTo100M is a large-scale dataset of narrated videos
with an emphasis on instructional videos with an ex-
plicit intention of explaining the visual content on screen.
This dataset features 136 million video clips with captions
sourced from YouTube videos. The AudioSet dataset is a
large-scale collection of manually annotated audio events.
It features 632 audio event classes and over 2 million
human-labeled 10-second clips drawn from YouTube.

Other self-supervised studies aiming to detect forged
videos mainly rely on coupled pretext tasks that focus on
the facial area and require data with facial attributes [22],
e.g., the LRW dataset [11]. In contrast, FakeOut’s pre-
training phase does not require data that features specific
attributes such as clear human faces. Additionally, our re-
liance on out-of-domain data does not require any heavy
pre-processing suck as landmark detection or ROI extrac-
tion during the pre-training phase. Also, collecting out-of-
domain videos is easier opposed to domain-specific videos.
Forgery datasets. We conducted experiments on several
datasets, to test the ability of our system in versatile sce-
narios. We used FaceForensics++ (FF++) [51] for train-
ing. FF++ contains 1000 real videos and 4000 fake videos
generated by two face-swapping algorithms and two face
reenactment algorithms. DeepFake [13] and FaceSwap [18]
are used for face-swapping. NeuralTextures [55] and
Face2Face [56] are used as reenactment algorithms. FF++
supplies three compression rates; we chose to use the high
quality (HQ) version which is a middle-ground between raw
and highly compressed video. Videos that are usually found
in social media are in-line with this compression rate.

For testing, we use DeepFake Detection Challenge
(DFDC) [15], featuring eight facial modification algo-
rithms. DFDC test-set consists of 5000 videos. Deep-
erForensics (DFo) [26] and FaceShifter (FSh) [32] are
datasets created using the source videos of FF++ and a
face-swapping technique. For evaluation on these datasets,
we follow the FF++ train-test split. DeepfakeTIMIT [31]
is an audio-visual dataset, in which fake videos are gen-
erated using a GAN-based approach, with no audio ma-
nipulations. The dataset comprises 640 videos, which
were all used for testing in this work in their HQ version.
We also evaluated our method on FakeAVCeleb, another
audio-visual deepfake dataset [29] that comprises both face-
swapping [18,46], and facial reenactment [47] methods. To
generate fake audio, a voice cloning tool [25] was used.
FakeAVCeleb features 500 real videos coming from Vox-
celeb2 [10] and 19,500 fake videos. We used 120 source
videos and their forged versions as a test-set. Additional
common dataset in the field, is the Celeb-DF-v2 [36], which
is a video-only dataset. Relevant metadata to conduct the
enrichment process described in Sec. 4.2 is not provided,
therefore it was not used for evaluation in this work.
Models for Comparison. We compare our approach to
other methods in the field; Xception [51], CNN-aug [59],
and CNN-GRU [52] use supervised learning both for the
pre-training phase and the fine-tuning phase. Face X-ray
[33] was trained on real images only, and reported rela-
tively good generalization performance on unseen manip-
ulation techniques. FTCN [61] consists of a fully tempo-
ral convolution network and a temporal transformer which
seeks to leverage temporal coherence for video deepfake
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Figure 3. Our enrichment process. Each video in the FaceForen-
sics++, DeeperForensics and FaceShifter datasets is enriched with
the relevant audio file if it is available, according to this scheme.

detection. AV DFD [62] uses joint audio-visual represen-
tations in a supervised manner during train and test time.
PCL + I2G [60] learns to measure the patch-wise consis-
tency of image source features boosted by an inconsistency
image generator during training. LipForensics [23] is pre-
trained on the LRW dataset in a supervised manner. Re-
alForensics [22] is pre-trained in a self-supervised manner,
also on the facial-related LRW dataset (with omitted labels).
AUNet [3] uses action-units relation transformer and tam-
pered action-unit predictions. Results of other approaches
on audio-visual datasets are taken verbatim from Haliassos
et al., Zhao et al. and Bai et al. [3, 22, 60].
Metrics. We follow previous works [23, 51, 61, 62] and
use area under the receiver operating characteristic curve
(ROC-AUC). Metrics are calculated over video-level scores
obtained during inference time as explained in Sec. 3.2.

4.2. Enrichment process

We argue that the usage of all available modalities can
yield benefit, thus we seek to enable utilization of the au-
dio modality for fine-tuning. Therefore, we applied an en-
richment process on the FF++, DFo and FSh datasets. Prior
state-of-the art approaches in the field [22,23,61] used these
datasets video modality only as they are provided this way
in their official release. However, in addition to the silent
videos, Rossler et al. [17] reference the original YouTube
videos that were used to create FF++, and specify the exact
frame numbers taken. Since DFo and FSh are based on the
same original videos, it enables our enrichment process.

During the enrichment process, each video is enriched
with a corresponding audio stream extracted from the orig-
inal videos available on YouTube. For forged videos, we
distinguish between face-swapping techniques and reenact-
ment techniques in order to enrich the video with the suit-
able audio stream, determined by the manipulation tech-
nique that was used for generation. Each manipulated video
is a result of a source sequence and a target sequence; in
face-swapping techniques, the source sequence is embed-
ded into the target video while attempting to preserve the
lip movement of the target video. In reenactment tech-
niques, the source sequence is embedded into the target
video while attempting to preserve the lip movement of the

Dataset
Original Enriched

Visual Audio Visual Audio

Deepfake (FF++) ✓ p ✓ ✓

NeuralTextures (FF++) ✓ p ✓ ✓

Face2Face (FF++) ✓ p ✓ ✓

FaceSwap (FF++) ✓ p ✓ ✓

DFDC ✓ ✓ ✓ ✓

DeeperForensics ✓ p ✓ ✓

FaceShifter ✓ p ✓ ✓

FakeAVCeleb ✓ ✓ ✓ ✓

DeepfakeTIMIT ✓ ✓ ✓ ✓

Table 1. Available modalities in forgery datasets. Original col-
umn presents the available modalities natively in the commonly
used face forgery dataset. Enriched column presents the available
modalities after the enrichment process suggested in our work.

source video. Accordingly, we enrich each video with the
relevant audio sequence that matches the lip movement as
Fig. 3 explains. We found incorrect frame mapping for
several videos in the original dataset, and thus we manu-
ally verified the output of the enrichment process and used
the un-enriched version for the videos with erroneous frame
mappings. More details can be found in Appendix G.

In Tab. 1 we show the available modalities in all datasets
before and after the enrichment process. Fine-tuning our
model with multi-modal data enables us to use all available
modalities during inference time, which is crucial for gener-
alizing well to multi-modal datasets such as DFDC, which
may feature audio-visual mismatches in forged videos. The
following cross-dataset experiments support this.

4.3. Evaluation

Due to the quick evolution in generation methods for
forgery creation, we argue that the most important prop-
erty of a deepfake detection system is generalization to un-
seen manipulation techniques and scenes. However, as Li et
al. [33] observed in their work, classifiers experience a sig-
nificant performance drop when applied to unseen manip-
ulation methods. Therefore, we focus on evaluating cross-
manipulation and cross-dataset tasks. Intra-dataset evalu-
ation can be found in Appendix A.1. as we find it more
saturated. In all fine-tuning processes throughout the exper-
iments, we maintain a balanced distribution of classes in the
train-set by oversampling the minority class.
Cross-manipulation generalization. To directly evaluate
the performance of our system on unseen manipulations and
forgeries, without taking into account new scenes, poses or
light settings, we use the various manipulation types within
the FF++ dataset. Concretely, we follow previous works
and evaluate our model in a leave-one-out setting — fine-
tuning on three out of the four manipulation methods fea-
tured in the dataset, and testing on the remaining one. Re-
sults are shown in Tab. 2. FakeOut achieves competitive
results with other state-of-the-art methods in this task.
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Method DF FS F2F NT

Xception [51] 93.9 51.2 86.8 79.7
CNN-aug [59] 87.5 56.3 80.1 67.8
Face X-Ray [33] 99.5 93.2 94.5 92.5
CNN-GRU [52] 97.6 47.6 85.8 86.6
LipForensics [23] 99.7 90.1 99.7 99.1
AV DFD [62] 100.0 90.5 99.8 98.3
FTCN [61] 99.9 99.9 99.7 99.2
PCL + I2G [60] 100.0 98.9 99.9 97.6
AUNet [3] 99.9 99.6 99.9 98.4
RealForensics [22] 100.0 97.1 99.7 99.2

FakeOut 99.5 97.6 98.9 91.9

Table 2. Cross-manipulation generalization. Video-level ROC-
AUC (%) when testing on each manipulation method of Face-
Forensics++, fine-tuning on the remaining three methods. Manip-
ulation methods are Deepfakes (DF), FaceSwap (FS), Face2Face
(F2F) and NeuralTextures (NT).

Method
Face-swapping Reenactment

DF FS Avg. F2F NT Avg.

FakeOut 99.5 97.4 98.5 96.6 77.7 87.2

Table 3. Cross-approach generalization. Video-level ROC-
AUC (%) when fine-tuning on one deepfake generation approach
(e.g. reenactment), while evaluating on an unseen one (e.g. face-
swapping). Face-swapping methods are Deepfakes (DF) and
FaceSwap (FS). Reenactment methods are Face2Face (F2F) and
NeuralTextures (NT).

Cross-approach generalization. This experiment aims to
show the generalization ability of FakeOut when only one
deepfake generation approach (e.g. reenactment) is seen
during training. Then, we evaluate the model on an unseen
deepfake generation approach (e.g. face-swapping). Re-
sults are shown in Tab. 3. This experiment is an expansion
of the cross-manipulation task presented in Tab. 2 and was
not reported by prior studies. It better measures a model’s
robustness to unseen deepfake generation techniques, and
we encourage future studies to follow it.
Cross-dataset generalization. This experiment most
closely simulates in-the-wild scenarios, in which we can-
not expect videos to come from the same distribution as
the training set, both in terms of manipulation types, and
other aspects such as lighting and photography style. To
evaluate this, we fine-tune our model on the FF++ train-set,
and measure performance on other audio-visual datasets:
FaceShifter, DeeperForensics (enriched) and DFDC full test
sets. We show the results of both training on FF++ orig-
inal train-set, and the results of training on the enriched
FF++ train set as described in Sec. 4.2. Also, in order to
compare to other methods, we evaluate FakeOut on a fil-
tered version of DFDC suggested by Haliassos et al. [23] as
well. The subset consists of single-person videos without
extreme light settings, poses or corruptions. Other audio-
visual methods [8, 9, 62] that do not adhere to the cross-

Method FSh DFo DFDC (fu.) DFDC (fi.) Avg.

Xception [51] 72.0 84.5 — 70.9 75.8
CNN-aug [59] 65.7 74.4 — 72.1 70.7
Face X-Ray [33] 92.8 86.8 — 65.5 81.7
CNN-GRU [52] 80.8 74.1 — 68.9 74.6
Multi-task [45] 65.5 77.7 — 68.1 70.4
DSP-FWA [35] 65.5 50.2 — 67.3 61.0
LipForensics [23] 97.1 97.6 — 73.5 89.4
FTCN [61] 98.8 98.8 — 74.0 90.5
PCL + I2G [60] — 99.4 67.5 — —
AUNet [3] — — 73.8 — —
RealForensics [22] 99.7 99.3 — 75.9 91.6

FakeOut TSM-50 (V) 99.0 99.8 72.8 75.0 91.3
FakeOut TSM-50x2 (V) 99.5 99.9 73.9 75.8 91.7
FakeOut TSM-50 (V&A) 99.8 99.9 73.2 75.5 91.7
FakeOut TSM-50x2 (V&A) 99.8 99.9 75.1 76.4 92.0

Table 4. Cross-dataset generalization. Video-level ROC-
AUC (%) when fine-tuning on FaceForensics++ and testing on
FaceShifter (FSh), DeeperForensics (DFo) and Deepfake Detec-
tion Challenge (DFDC) in its two versions, full and filtered test-
set. V, A indicate the usage of video and audio modalities during
FakeOut fine-tuning, respectively. Best results are in bold.

dataset generalization task settings were not included for
comparison. In Tab. 4 we show that FakeOut achieves state-
of-the-art performance, surpassing other methods.

When focusing on the most challenging dataset in the
field, DFDC, FakeOut achieves state-of-the-art results on
the filtered test-set. Importantly, the performance does not
drop significantly when evaluating on the full test-set which
includes many challenging scenarios that were dropped in
previous studies so far. We address that achievement to the
robustness of our model and our face-tracking pipeline. Full
DFDC test-set performance in this task was not reported
by other methods, therefore left blank. We believe that our
face-tracking pipeline will be useful for evaluation of future
methods on the full DFDC test-set.

FakeAVCeleb and DeepfakeTIMIT are two additional
audio-visual datasets, however, were not evaluated in these
cross-dataset generalization settings by previous works [8,
9,22], and do not provide an official test-set split. Therefore,
we provide the results of FakeOut on these two datasets sep-
arately in Tab. 5, and we encourage future studies to follow
our suggested test-set splits, which is published as a contri-
bution as well.

4.4. Representation analysis

To further investigate the quality of our system, we pro-
vide an analysis on the multi-modal representations ex-
tracted by FakeOut, as described in Fig. 2. In Fig. 4
we analyze the embedded information in each modality
of the videos in the FakeAVCeleb test-set. Although
FakeAVCeleb is an unseen dataset during our training,
FakeOut still extracts relevant information for the forgery
detection task when audio modality is available. Additional
analysis is provided in Appendix E.
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Method FakeAVCeleb DeepfakeTIMIT

FakeOut TSM-50 (V) 91.5 99.9
FakeOut TSM-50x2 (V) 92.3 99.9
FakeOut TSM-50 (V&A) 91.7 99.9
FakeOut TSM-50x2 (V&A) 93.4 99.9

Table 5. Cross-dataset generalization — additional. Video-
level ROC-AUC (%) when fine-tuning on FaceForensics++ and
testing on FakeAVCeleb and DeepfakeTIMIT test-sets. Best re-
sults are in bold.

Figure 4. Audio-visual features — similarity. Cosine similarity
of the auditory and the visual feature-vectors extracted from the
FakeAVCeleb’s videos. The similarity values of the RealVideo-
RealAudio type distribute around much higher values than in the
RealVideo-FakeAudio case.

4.5. Ablation study

We focus on two main components of FakeOut in the
ablation study — the adaption phase and the backbone. Ad-
ditional ablations can be found in Appendix F.
Adaption phase ablation. Adapting the backbone to the
deepfake detection task can be implemented in two main ap-
proaches — fine-tuning and linear probing. Fine-tuning the
full architecture of FakeOut requires more resources than
linear probing, which only adapts the classification head.
However, as we show in Fig. 5, fine-tuning the full FakeOut
architecture is essential to obtain the generalization ability
we reported in Sec. 4 across all datasets. We compare the
best performing version of FakeOut for each dataset.
Backbone ablation. In order to ablate the benefit of the
backbone used as part of the FakeOut architecture, we in-
corporated different TSM-50 backbones, pre-trained either
on the ImageNet [14] or the Kinetics [27] dataset, in a su-
pervised manner on the visual modality, which is the only
one available. Training from scratch with no pre-training is
also compared. We used the same settings for fine-tuning,
as we used to fine-tune the backbone of FakeOut. In Fig. 6
we compare FakeOut with our proposed architecture, using
video modality only, to FakeOut with the alternative back-
bones. We evaluate the models on the cross-dataset gener-
alization task described in Sec. 4.3. FakeOut’s performance
surpasses its alternatives across all datasets.

5. Limitations and future work
FakeOut struggles to classify well videos with extreme

post-processing, e.g. as DFDC features (see Appendix A.2).
These failure modes might indicate reduced robustness to

                                              
 

  

  

  

  

   
           

              

 
 
 
  
 
 
  
 
 

Figure 5. Adaption ablation — fine-tuning vs. linear prob-
ing. We evaluate FakeOut on the cross-dataset generalization task,
using two adaptation approaches to the video deepfake detection
domain. FakeOut is trained on FF++ train-set. We compare fine-
tuning the whole network vs. linear probing.

                                              
 

  

  

  

  

   

                                          

                                                    

 
 
 
  
 
 
  
 
 

Figure 6. Backbone ablation. To ablate the benefits of our self-
supervised backbone trained in a multi-modal manner, we eval-
uate the cross-dataset task, using alternative TSM-50 backbones,
trained in a supervised manner, or not pre-trained at all.

post-processing which is becoming prevalent in social me-
dia. We believe new datasets can help alleviate this issue.

For future research, the audio modality could be lever-
aged even further to create more effective audio-visual rep-
resentations. Applying audio augmentations might be ben-
eficial, while also less explored in this field compared to
the visual modality. Regarding architecture, incorporating
attention-based mechanisms to the cross-modal representa-
tion creation may prove advantageous, as they achieve great
performance in other video related tasks [16, 53].

6. Conclusion
In this paper, we propose a new approach for video deep-

fake detection. We use both the video and audio modal-
ities, and a self-supervised backbone that is invariant to
our specific downstream task. We show state-of-the-art re-
sults in deepfake detection generalization tasks on various
datasets. We attribute these results to our network archi-
tecture, a data-centric approach, a robust pipeline, and our
enriched datasets, which are all available on GitHub2 along-
side the full training and inference code. We hope FakeOut
will push forward the field of deepfake detection, and help
solve real-world problems in the era of fake news.

Acknowledgements This research was partially sup-
ported by the Israel Science Foundation (grant No.
1574/21).
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8

https://github.com/gilikn/FakeOut


References
[1] Shruti Agarwal, Hany Farid, Ohad Fried, and Maneesh

Agrawala. Detecting deep-fake videos from phoneme-
viseme mismatches. In Proceedings of the IEEE/CVF con-
ference on computer vision and pattern recognition work-
shops, pages 660–661, 2020. 1, 3

[2] Jean-Baptiste Alayrac, Adrià Recasens, Rosalia Schneider,
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Appendices

In the next sections we provide additional details and re-
sults, further demonstrating our proposed method FakeOut.

A. Additional evaluations
In addition to the generalization evaluation experiments

presented throughout our work, in the following we share
additional evaluations regarding the intra-dataset settings.

A.1. Intra-dataset evaluation

This experiment evaluates FakeOut on in-distribution
data, i.e., both training and testing data are from the same
distribution, featuring similar manipulation methods, and
scenes. To simulate this, we fine-tune our model on the
train-set of FaceForensics++ (FF++) [51] and evaluate the
model on the test-set of FaceForensics++. We can see in
Tab. 6 that FakeOut achieves competitive results with other
state-of-the-art methods in terms of area under the ROC
curve. We also see that FF++ is a saturated dataset, and the
community will benefit from newer datasets for this evalu-
ation. Regardless of our intra-dataset performance, we be-
lieve that inter-dataset performance is much more impactful
for real-world detection scenarios, as explained in Sec. 4.3.

Method Accuracy (%) ROC-AUC (%)

Xception [51] 97.0 99.3
CNN-aug [59] 96.9 99.1
Patch-based [6] 92.6 97.2
Two-branch [38] — 99.1
Face X-Ray [33] 78.4 97.8
CNN-GRU [52] 97.0 99.3
LipForensics [23] 98.8 99.7
FTCN [61] 99.1 99.8
RealForensics [22] 99.1 99.8

FakeOut 97.8 99.6

Table 6. Intra-dataset evaluation. We show the video-level per-
formance, in terms of accuracy (%) and ROC-AUC (%), of several
approaches, including FakeOut. All models are fine-tuned on the
FaceForensics++ train-set and evaluated on the FaceForensics++
test-set.

A.2. Dog-mask distractor

Investigating our failure modes, we found 215 videos in
the DFDC test-set, for which a dog-mask filter was applied
(Fig. 7a). Crucially, these videos are marked as real in the
dataset. We argue that these videos should be evaluated sep-
arately, since they can be considered fake, depending on
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(a) Dog-mask distractor examples

Method
DFDC (full) DFDC (filtered)

w/ 
 w/o 
 w/ 
 w/o 


FakeOut TSM-50 (V) 72.8 74.9 75.0 77.3
FakeOut TSM-50x2 (V) 73.9 76.6 75.8 78.5
FakeOut TSM-50 (V&A) 73.2 75.2 75.5 77.7
FakeOut TSM-50x2 (V&A) 75.1 77.5 76.4 78.8

(b) Generalization results, dropping dog-mask category

Figure 7. Dog-mask distractor category. In Fig. 7a we show frames sampled from videos of the dog mask distractor category in DFDC
dataset. We consider this category of videos as an aggressive post-process, and argue it should be left out of the filtered DFDC test-set. In
Tab. 7b we report video-level ROC-AUC (%) when fine-tuning on FaceForensics++ and testing on Deepfake Detection Challenge (DFDC)
dataset in its two versions, filtered and full test-set, leaving out heavily post-processed examples of dog-mask filter.

              
 

   

   

   

   

   

        
     

    

     

  
  
  
   
  

Figure 8. Prediction scores distribution of real videos in DFDC
test-set. This histogram shows the distribution of the prediction
scores assigned by FakeOut to the real videos in DFDC test-set.
We distinguished between two categories; videos that the dog-
mask distractor was applied on during post-processing and videos
that it was not applied on. The prediction scores of the dog-mask
distractor category are closer to 1 although the videos are real.
However, regarding the rest of the test-set — the prediction scores
are closer to 0 as we would expect from a well-performing model.

context. In Fig. 7b we show that our state-of-the-art re-
sults on DFDC improve further once these videos are re-
moved from the test-set. The dog-mask distractor category
in DFDC test-set was challenging for our model. If this cat-
egory is left out of the test-set, the ROC-AUC scores are
significantly improved as our experiments have shown. As
part of our error analysis, we explored the prediction scores
assigned to all videos labeled as real in the DFDC test-set.
The distributions of the prediction scores are presented in
Fig. 8. These histograms clearly show the significant dif-
ference between the distribution of the dog-mask distractor
category compared to the rest of the test-set. This explo-
ration supports our argument that this category behaves dif-
ferently from the rest of the test-set, as many video of it are
marked as real in the DFDC dataset, even though they are
aggressively post-processed. This comparison motivated us
to evaluate the dog-mask distractor category separately.

B. Fine-tuning implementation details

B.1. Pre-process

As part of the pre-processing pipeline during the fine-
tuning phase, we apply augmentations on each clip that was

randomly sampled from the videos used for fine-tuning. For
color augmentation we randomize hue (max delta=1/5) and
brightness (max delta=32/255). We randomly flip clips hor-
izontally with uniform distribution. Lastly, we ensure that
the RGB values of each frame are in [0, 1].

B.2. Optimization

During the adaption phase of FakeOut to the video deep-
fake detection domain, we fine-tune our network for 6
epochs, chosen by the validation set, using Adam optimizer
with parameters β1 = 0.9, β2 = 0.999 and ϵ = 1e−8.

C. Text modality
C.1. Pre-processing & backbone

The text modality is used solely during the pre-training
phase via MMV, by Alayrac et al. [2]. Automatic Speech
Recognition was used on the videos to extract discrete
word tokens and form the text-modality. These tokens pass
through a standardization process detailed in the work of
Alayrac et al. Then, the processed tokens pass through the
backbone of the text-modality. This backbone consists of
several stages — Word2Vec [43] embeddings of the tokens
are obtained, then the embeddings pass through a linear
layer with a non-linear activation function. Lastly, max-
pooling layer is applied on the learned representations. We
used the pre-trained MMV backbone pre-trained on video,
audio and text modalities due to the best performance re-
ported by Alayrac et al. on various visual recognition tasks,
achieved by using the all three modalities. No other back-
bone, omitting text-modality during pre-training, was made
accessible by Alayrac et al., therefore no ablation study
could be performed regarding necessity of the text modality.

C.2. Loss function

A contrastive loss function is used during the pre-
training phase, via MMV. One component incorporated in
the contrastive loss function, when the text modality is
available, is the MILNCE loss. The MILNCE loss ac-
counts for cross modality misalignment. Usually, the cor-
respondence between the text extracted from a speaking
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Figure 9. Face tracking pipeline overview. Every video passes through our face tracking pipeline. The pipeline consists of a few main
stages. First, face bounding boxes are detected using MTCNN. Then, landmarks of each face in the bounding boxes are detected using
MediaPipe. We filter out the irrelevant faces based on our logic to handle crowded background scenarios and distractors. Then, each
relevant face is aligned using the detected landmarks and the reference mean face presented in Fig. 11. In the example shown above, from
the DFDC dataset, two moving image distractors were added to the video during post-processing. The trajectories indicate the paths the
distractors pass throughout the video (dashed arrows). Despite the challenging multi-person synthetic distractors, our face tracking pipeline
successfully outputs two sequences of the aligned relevant faces.

narrator in a video and what is actually happening in the
video is much weaker compared to the correspondence of
the video and audio modalities. Therefore, Alayrac et al.
chose to tackle the misalignment between the video and the
text using this loss function component. This component re-
places the term exp(z⊤v→vatzt→vat/τ) in the standard NCE
loss equation by a sum of scores over positive text candi-
dates:

∑
z∈P(x) exp(z

⊤
v→vatzt→vat/τ). This way, it con-

siders multiple video-text candidates as positive samples.
P(x) is a set formed from temporally close narrations yield-
ing potential positives. The full formulations are as follows:

MILNCEvt(x) =

− log

( ∑
x∈P(x) VT(f(x))∑

x∈P(x) VT(f(x)) +
∑

x′∼N (x) VT(f(x′))

)
(5)

VT(z) = exp(z⊤v→vatzt→vat/τ) (6)

D. Face tracking pipeline
Given an input video, during fine-tuning and inference

time, the processes it passes through as part of the face
tracking pipeline are as follows:

1. Coarse location of faces. We find bounding boxes of
detected faces with high confidence in each frame us-
ing the MTCNN algorithm. Bounding boxes are en-
larged, i.e., height and width are multiplied by 1.8.

When multiple faces are detected in a video, we use
the multiple-faces mode. In this mode, we find the ar-
eas in the video that each face is located in at the be-
ginning of the video. We assume that in this scenario,
the coarse location of a single face would not change
significantly. The last assumption does not hold for
the single-face scenario, thus not used in that mode.
To avoid detecting face-like distractors that intrude the
area of a relevant face, we make sure that the detected
face in the current frame is close in size to the last
face detected in previous frames. If face bounding
boxes are not found in a given frame, we interpolate
the bounding boxes based on the ones from temporally
close frames in which faces were indeed detected.

2. Landmark extraction. We crop each frame accord-
ing to the detected bounding boxes from the previ-
ous stage, and we process the cropped frames with the
FaceMesh object via MediaPipe to extract landmarks.
The combination of MTCNN in the previous stage and
FaceMesh by MediaPipe handles better challenging
scenarios, such as presented in Fig. 10 The FaceMesh
object might extract landmarks of more than one face
in a given cropped frame, if several faces exist. This is
common in videos featuring crowded backgrounds.

3. Face filter. We validate whether the landmarks of the
detected face in a given frame are of the same face de-
tected in previous frames choosing the face with max
intersection-over-union (IOU) of the two landmark ar-
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Figure 10. Challenging face detection scenario. In the pre-
sented example, we showcase a challenging scenario, in which
a person stands in a distance from the camera, in a low quality
video. The person turns his head, looking to the sides through-
out the video. The movement, the distance and the video quality
challenges MediaPipe to handle this scenario well, and it fails to
detect the face. Incorporating the pre-stage of detecting bounding
boxes by MTCNN, enables us to track the face and cope with this
scenario.

eas. Hence, we keep the landmarks of the main face
throughout the frame sequence and filter the others, as-
suming it is the relevant one that was also detected by
the MTCNN algorithm.

4. Face alignment. Landmarks are used for face align-
ment. If no landmarks were detected in the previous
stage, we interpolate them from temporally adjacent
frames. We apply a sliding mean filter of size 5 to
smooth the landmark values across time. Then, we
compute the similarity transformation matrix between
the 5 key landmarks detected in the frame and the cor-
responding landmarks in the reference mean face as
presented in Fig. 11. The transformation matrix is ap-
plied on the cropped frame to obtain an aligned face in
the center of the frame of size 224x224.

A schematic overview of the pipeline is presented in Fig. 9.

E. Additional model analysis
In addition to the audio-visual analysis presented in

Sec. 4.4, we elaborate in the following subsections with
more visualizations and analysis scenarios.

E.1. Visualization of multi-modal representations

In Fig. 12 we show an analysis of the representation vec-
tors FakeOut produces for video clips from the FaceShifter
datasets. The 2D visualization presents the feature vectors
after a UMAP [40] dimensionality reduction. There is a
clear differentiation between the fake and real videos, in ad-
dition to the ability of FakeOut to produce clusterable fea-
ture vectors of the sampled clips of each video.

            

   

   

   

  

 

Similarity 

transform

Figure 11. Similarity transform with reference mean face.
Landmarks of the reference mean face used for alignment. For
every frame, we calculate the similarity transformation of the de-
tected key landmarks of the face and the key landmarks of the
reference mean face (dark-magenta colored).

     

 

 

  

  

  

                                                        

                                    

                                    

                                    

 

 

     

 

 

  

  

  

                                    

                                    

                                    

                                    

 

 

     

  

  

  

  

                                    

                                    

                                    

                                    

 

 

Figure 12. UMAP dimensionality reduction of FakeOut’s vec-
tors. We visualize the audio-visual feature vectors of FakeOut, on
the FaceShifter use-case after enrichment, using UMAP [40] di-
mensionality reduction. This visualization shows the ability of our
system to separate the fake videos from the real ones. The plot
visually supports the high performance FakeOut achieves on the
FaceShifter cross-dataset evaluation.

E.2. Audio shift analysis

In this experiment, we examine the ability of FakeOut to
handle audio shifts in real videos. We used the RealVideo-
RealAudio category provided in the FakeAVCeleb test-
set [29]. We applied a temporal shift to each video’s audio,
so that the audio does not correctly correspond to the video
frames. Several values of time-delay were explored as can
be observed in Fig. 13a. After shifting, FakeOut outputs a
score for each video. As we show in the figure, FakeOut
outputs a higher score as time-delay increases.

However, this behavior does not increase monotonically
over the delay values, and does not apply to all videos.
The videos which are significantly affected, are affected
at a time-delay of 1.3s or higher. This behavior is in line
with the characteristics of real videos — many real videos
have perfectly aligned audio, some have small alignment
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(a) Effect of time-delay.

             

 

   

   

   

                              

 
  
  
  

     

             

 

   

   

   

   

   

   

   

                           

 
  
  
  

     

             

 

   

   

   

   

   

   

   

                           

 
  
  
  

     

(b) Scores distribution.

Figure 13. Audio shift analysis. In this analysis, we investi-
gate the ability of our model in handling a temporal shift of real
videos with real audio. We used the videos from the RealVideo-
RealAudio category of FakeAVCeleb’s test-set as baseline. Then,
we shifted the audio of each video by different time delays. In
Fig. 13a we present the box-plots of the model’s scores for differ-
ent time delays applied to each video. In Fig. 13b, we can observe
the score-distribution change after shifting the audio by 1.3s.

issues (e.g., due to diverging audio and video processing
pipelines), but hardly any real videos have large misalign-
ments in the wild. Whether we consider misalignments as
real or fake is application dependent, and such misalign-
ments can be added to the training set if we want to consider
them fake.

F. Additional ablations
To further ablate our system, in addition to the abla-

tion study presented in Sec. 4.5, in this section we analyze
the inference process, analyze the confidence of the model,
and compare our backbone to an alternative self-supervised
backbone.

F.1. Number of clips sampled in test time

Throughout the evaluations, FakeOut assigns a predic-
tion score for each clip. To obtain video-level predictions,
we sample several clips from each video in test time and av-
erage the scores. Clips are non-overlapping (if video length
permits). In Fig. 14 we report ROC-AUC scores when train-
ing on FF++ and testing on DFDC, FaceShifter and Deep-
erForensics for both TSM-50 and TSM-50x2 as backbones.
Performance increases, across all datasets, as the number of
clips sampled from each video in test time increases. We
hypothesize that FakeOut will perform even better if more
clips were sampled, but due to GPU limitations we use a
maximum of 9 sampled clips per video.

F.2. Fine-tuning vs. linear probing

Here we show how fine-tuning as an adaption approach
performs significantly better compared to linear probing, in
terms of confidence level. In Fig. 15 we see the difference in
prediction score distributions between the two approaches,
in which the fine-tuned model is much more certain about

    

  

    

  

    

  

    

         

        

      

          

    

    

  

    

  

    

         

        

      

               

    

  

  

  

  

  

         

        

      

    

Figure 14. Effect of number of clips sampled during test time
across datasets. ROC-AUC (%) as a function of number of clips
sampled from each video at test time. We show that ROC-AUC
increases with the number of sampled clips across the DFDC,
FaceShifter and DeeperForensics datasets.

              
 

   

   

           

           

              

 
  
 
 
 
   
  

 
 
 
 
 
   

  
 
    

              
 

   

   

   
        

           

              

     

 
  
 
 
 
   
  

        
  

Figure 15. Model confidence — fine-tuning vs. linear prob-
ing. The histograms show the distribution of scores our model
outputted, after adapting it to the video deepfake domain. The
distribution of scores after fine-tuning and linear probing are col-
ored in dark-cyan and dark-magenta respectively. We observe that
the scores after fine-tuning tends to be closer to 0 or 1, while the
scores after linear probing are around 0.5. Therefore, the model
is more confident about its predictions after fine-tuning. We use
fine-tuning as the adaptation approach in FakeOut.

its predictions compared to the other. This insight also en-
courged us to use fine-tuning as the adaption approach for
FakeOut.

F.3. Self-supervised method — MMV vs. CLIP

We measured the performance of FakeOut versus a fine-
tuned ActionCLIP model [58], which is a modification
of the self-supervised model CLIP [49], suited for video-
recognition tasks. We fine-tuned a version of ActionCLIP
based on ViT-B/32 architecture, which was pre-trained on
publicly available image-caption data in a self-supervised
manner. The pre-training was done through a combination
of crawling a handful of websites and using commonly-
used pre-existing image datasets such as YFCC100M [57]
which contains a total of 100 million media objects. Re-
sults are shown in Fig. 16. We can see that even when
FakeOut does not incorporate the enriched audio modality,
it still overtakes a CLIP Vision Transformer trained in a self-
supervised approach and fine-tuned on the same processed
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Figure 16. MMV vs. CLIP. We examine the generalization ability
of FakeOut, which is based on the MMV backbone, in comparison
to another robust self-supervised model, CLIP. Specifically, we
fine-tuned a modified version of CLIP suited for video-recognition
— ActionCLIP. Equivalently to FakeOut (TSM-50x2 V), Action-
CLIP was fine-tuned on FaceForensics++ train set, using frames-
only, and was evaluated in the cross-dataset settings on the same
datasets presented throughout the paper.

data we obtained by our pipeline. Modifying ActionCLIP
to the video deepfake detection task was enabled by their
open-source code, and our fine-tuned checkpoint will also
be published for reproducibility.

G. Enrichment process validations
As part of our work, we enrich the silent videos of Face-

Forensics++ with the audio sequences from the original
videos used to create the dataset. The exact frame map-
pings and YouTube URLs were made available by Rossler
et al. [17]. After a manual validation process, we found
that only 737 videos, out of the 1000 source videos that the
dataset features, had an available corresponding YouTube
video on the provided URL. After the enrichment process
we manually verified that the audio addition aligns perfectly
with the frame sequences. We found that 36 videos do
not have a correct frame mapping. Hence, only 701 of the
videos that were verified to have matching audio were used
enriched, while the others were used un-enriched.
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