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Abstract

Image and video forensics have recently gained increasing attention due to the proliferation
of manipulated images and videos, especially on social media platforms, such as Twitter and
Instagram, which spread disinformation and fake news. This survey explores image and video
identification and forgery detection covering both manipulated digital media and generative
media. However, media forgery detection techniques are susceptible to anti-forensics; on the
other hand, such anti-forensics techniques can themselves be detected. We therefore further
cover both anti-forensics and counter anti-forensics techniques in image and video. Finally, we
conclude this survey by highlighting some open problems in this domain.

1 Introduction

Multimedia is commonly used as a form of communication to spread information and for enter-
tainment purposes. Multimedia takes various forms, mainly: video, image and audio. It is highly
present in news channels and social media platforms. In fact, multimedia has become an essential
element in our society, both for individuals and organizations, to connect people, provide news, and
provide security and surveillance (e.g., CCTV) [233].

However, multimedia is not always utilized with good intentions. Therefore, it is imperative
to differentiate between ethically and unethically modified multimedia, such as an image that is
altered for enhancement purposes rather than spreading disinformation. Recently, the use of un-
ethically modified multimedia has emerged as a means of changing public opinion and spreading
disinformation . Although false information may be spread inadvertently through
misinformation, this survey aims to explore the spread of disinformation, which refers to the delib-
erate spread of false or fake information as indicated in Table

: Intention Malicious intention | Good Faith
Information
Genuine Information Obscure Genuine
Falsified Information Disinformation Misinformation

Table 1: Matrix that shows the genuineness of an image



This increase in the unethical use of multimedia is mainly due to the public availability of
advanced multimedia editing software, machine learning and deep learning-based tools
. Unfortunately, multimedia has recently been used to spread disinformation online and promote
fake news campaigns 208]. Even news channels have been deceived by manipulated
media .

With the ease of creating manipulated multimedia of high quality, it has become difficult to
distinguish between fake and authentic media . This is exacerbated in the case
of images and videos, where it is no longer feasible to use human judgment to detect fake media

[164] 217 302| [203]. Malicious use of multimedia does not only influence public opinion, it
can also affect the lives of targeted victims [164, 164, 299]. Furthermore, the difficulty

in discerning the authenticity of multimedia has affected various aspects, such as legal proceedings,
which rely heavily on multimedia as evidence, and military operations, which have been deceived by
fake media .

Multimedia forensics mainly examines the integrity of media and detects any modifications.
This paper focuses on multimedia forensics, focusing mainly on image and video forensics. Indeed,
multimedia manipulation has existed since the inception of these media. An early example of image-
related manipulations is shown in , which demonstrates that fake images existed at least since
1840.

A relatively new approach to creating fake images and videos is based on a deep learning method
called Generative Adversarial Networks (GANs) that can create synthesized images . This
technology has since proliferated, with many applications. Generative images and videos have seen
many advances and are now able to synthesize extremely realistic media, such as the ones shown in
Figure [1} which do not portray real people. Generative image and video algorithms have also been
used to swap faces for malicious purposes in the infamous DeepFake app . Generative images
and videos are increasingly becoming more difficult to detect 234]. Thus,
the detection of generative images and videos has progressively attracted more research interest.
Various surveys discussed image and video forensics as shown in table [2] which highlight the scope
of this survey compared to the existing ones.

Figure 1: GAN Generated Images from [273] based on StyleGAN works by [142] [299).

1.1 Contributions

The contributions of this survey can be summarized as follows:
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Table 2: Comparison between other surveys and this survey, where the symbols B and @ indicate
that the technique is covered in the corresponding survey for image and video, respectively. Similarly,
the symbols [ and O indicate that the technique is not covered for image and video, respectively.



1. Provide an up-to-date review of state of the art in image and video forensics research

2. Examine source identification and forgery detection for both images and videos

orok W

1.2 Organization

Explore detection of generative images and videos

Analyze the anti-forensics and counter anti-forensics methods for both images and videos

Highlight the open problems and existing gaps for future research

The rest of this paper is divided into two main sections: Section [3] which focuses on image forensics,
and Section [4] which discusses video forensics. In each section, we discuss detection methods (Sec-

tions 3.2}

| and, anti-forensics methods (Sections

and [4.3)) and counter anti-forensics

methods (Sections and . Finally, we conclude the survey in Section |5 by highlighting open

problems and promising future directions in this domain

tion of this survey.

Image Forensics

Video Forensics

. Figure [2| visually illustrates the organiza-
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Figure 2: Organization of the image and video forensics

2 Image and Video Datasets

Table [2]illustrates the most commonly used datasets in image and video forensics research, including

generative forgery techniques.



Dataset Media Type | Forgery Dataset Size Description
Types
Celeb-df  [173] | Videos DeepFake 5,639 fake | contains high quality
(2020) Cited by videos and 590 | Deepfakes of celebri-
~ T41 references real videos ties.
WildDeepfake Videos DeepFake 7,314 fake | Contains synthesized
[321] (2020) videos face sequences derived
Cited by ~ 164 from Deepfakes videos.
references
FakeAVCeleb Audio-Video | DeepFake 500 real videos | Contains  Deepfakes
[148] (2021) and 19,500 fake | videos with fake audio.
Cited by ~ 53 videos
references
KoDF [160] | Audio-Video | DeepFake 62,166 real | Contains real and
(2021) Cited by videos and | synthesized Deepfakes
~ 46 references 175,776 fake | videos that focus on
videos Korean subjects.
Faceforensics++ | Videos Tampering 1000 fake videos | Publicly available
[229] (2019) and 1000 real | dataset  that  was
Cited by ~ 1435 videos collected through
references YouTube and social
media
DFDC [82] | Video DeepFake Over 100,000 | Contains videos that
(2020) Cited by fake videos | are Deepfake, GAN-
~ 402 references and 20,000 real | based.
videos
CoMoFoD [276] | Image Copy Move | 13,000  forged | contains images that
(2013) Cited by Forgery images and 520 | have copy-move
~ 342 references real images forgery, in addition to
post processing and
manipulations  which
include translation,
rotation, scaling, com-
bination and distortion
CASIA [83] | Image Splicing and | 800 real images | contains image forg-
(2013) Cited by Copy Move | and 921 fake im- | eries that are for both
~ 382 references Forgery ages copy move and splicing
forgeries
VISION  [244] | Video/Image | Source 34,427 real im- | Created through 35
(2017) Cited by Device Iden- | ages and 1914 | different devices and is
~ 244 references tification real videos available publicly

Table 3: Popular Image and Video Forgery Datasets




3 Image Forensics

Digital images can be broadly categorized as digital camera-generated images and Generative Adver-
sarial Network images. Digital camera-generated images can be captured with a device and may be
referred to as natural images, whereas GAN-generated images are created through a deep learning
method and are not considered natural images. Generative images were popularized by Deepfakes,
which were introduced in 2017 [274]. The use of generated faces or deep learning has since been used
in multiple ways, including face synthesis, identity swap and expression manipulation. In this sec-
tion, we begin by examining digital camera image forensics through source identification to identify
the image’s camera model and source. Then, we explore forgery detection for digital camera images,
after which we examine GAN generated images forensics. Finally, we discuss anti-forensics, which is
used to circumvent detection, and counter anti-forensics techniques, which are used to detect hidden
forgeries.

3.1 Digital Camera Image Forensics

Digital camera image forensics is divided into active forensics and passive forensics. The active
forensics approach requires the image to include camera-dependent features, thus the digital camera
must be able to insert a watermark or digital signature as part of the pre-processing cycle of image
acquisition [217} 250, (17} [183]. Active methods are considered to be less practical as these features
affect the quality of the captured image and most devices are not manufactured with them.

Accordingly, the literature shifted towards the passive methods [204], which utilize inherent
characteristics and statistics in the image that do not require any information to be inserted into
the image during the capturing process. Generally, these passive methods are concerned with source
identification and forgery detection.

3.1.1 Source Identification

Source identification has been an active area of research since the early 2000s. Source identification
is carried out mainly through noise fingerprints (artifacts extracted from images), deep learning and
image feature & statistical techniques. Source identification techniques are summarized in [

Noise Fingerprint Sensor noise fingerprint is an artifact generated during image acquisition by
physical and hardware noise [139]. Below, we briefly describe image noise types:

e Physical noise: refers to factors such as lighting, and consists of dark shot noise and photon
shot noise.

— Dark shot noise: generated through an accumulation of heat-generated electrons within
the camera sensor.
— Photon shot noise: results from how light naturally reaches the pixels in an irregular

manner for two neighboring pixels.

e Hardware noise: refers to the noise produced due to mechanical issues within the camera, which
mainly includes Fixed Pattern Noise (FPN) and Photon Response Non-Uniformity (PRNU).
— FPN: caused by sensor flaws and can be removed from the image.

— PRNU: caused by sensor flaws, but as it is non-linear and hence it is difficult to remove
from an image.



Image noise has been identified as a method of source identification since 2005, when Lukas et
al. [185] 184] were able to obtain sensor pattern (referred to as “ natural watermark” ) from images.
The study utilized non-uniformity noise (PRNU) of the pixel from the image sensors as a type of
image watermark. The researchers extracted pattern noise from images that use charge-coupled
device (CCD) and complementary metal oxide semiconductor (CMOS) sensors. Later, the authors
in |93] were able to demonstrate that PRNU can identify images based on camera model and brand,
since they were able to classify the fingerprints of 4,500 digital cameras with an accuracy rate of
90.8%.

Another work [106] conducted a large-scale test to detect sensor fingerprints, where the classi-
fication of over 1 million images taken from 150 models was tested. The results indicated that the
error rates did not increase due to having the images taken from different cameras from the same
model. This means that the fingerprint extraction methodologies utilized are accurate and effective.
However, they found that image quality affected the fingerprint extraction method, as the lower the
image quality, the less accurate the extraction is. Similarly, in |[180], the authors improved the noise
fingerprint and decreased the false rejection rate due to extracting PRNU.

More recently, the authors in [119] focused on improving the performance of sensor pattern noise
by suppressing peaks and low-frequency defects to decrease the false acceptance rate. However,
a study [205] of the use of PRNU to detect sources of images that are shared on social media
platforms concluded that it is not viable to determine the source camera identity shared on social
media through sensor fingerprints.

Deep Learning Techniques The use of deep learning for source identification is a relatively new
approach and appears to have been introduced in [26] and [277] as they used CNNs (Convolutional
Neural Networks) to identify cameras and camera models. A similar CNN-based approach [39] was
proposed to identify both unique camera devices as well as camera models. These methods were
not able to identify the unique camera accurately, unlike the PRNU method, but they were able
to identify the camera model of the images with an accuracy of 94.1%. Later, the authors in [306]
were able to further improve camera model identification by restructuring the CNN model based on
extracted image features.

Another approach utilized CNN to detect source camera model [159] by training an enhanced
DenseNet architecture to process low-level image features that are robust against gamma, resize,
contrast and resize transformations. This approach was able to identify the camera model of im-
ages with an accuracy of 98%. More recent research explored camera models, device identification
and camera brand identification for mobile devices [81], which resulted in 84.3% accuracy of device
identification. The method attempts to take advantage of past research that utilizes both hand-
crafted, data-driven techniques and a domain knowledge-driven method. Similarly, the authors in
[95] focused on identifying the source mobile camera to enable the detection of both the device
manufacturer and the unique camera used to capture an image. The authors used a CNN that
uses noise patterns to detect and identify the device model and camera. They were able to detect
the device manufacturer with an accuracy of 98.1% and the unique camera with 91.1% accuracy.
Furthermore, another approach was introduced in [27] to address the open set camera model iden-
tification problem, which aims to classify unknown cameras by proposing the use of a CNN with
a classifier that relies on confidence score mapping and two binary classifiers trained to identify
unknown camera models. The approach was able to resolve the open set problem with an accuracy
of 97.74% accuracy.

Another direction is camera model identification with post-processing modification, such as edit-
ing or forgery. The authors in [223] proposed a deep learning algorithm that utilizes augmentation
and CNN built on the DenseNet architecture to identify the source camera model even in the case



that the image has been through post-processing. The method achieved 96.66% accuracy of model
identification with the placement of post-processing changes. Similarly, the authors in [310] utilized
a pre-trained CNN and trained it on a dataset containing compressed images with known manipula-
tions; the CNN model was able to identify the source of manipulated images. Another CNN-based
method was proposed in [202] to validate whether images were captured from the same camera
model. The model achieved an accuracy of 84-95.8% depending on whether the image model source
was known or unknown.

Image Features and Statistics Source identification is commonly achieved by utilizing vari-
ous statistics and image feature-based detection methods, including JPEG quantization, chromatic
aberration, color filter array (CFA interpolation noise, also called demosaicing) and other intrinsic
image features.

The authors in [91] created a JPEG quantization database that contains quantization values based
on numerous camera models and the values of images that had undergone editing on commonly used
editing tools. It was found that some cameras have similar quantization values and could be grouped
together, indicating that this method may still be used to narrow down the image source.

On the other hand, a different method [281], which utilizes chromatic aberration, to identify
mobile phone camera source has been used with an accuracy between 86-87%. However, these
experiments were conducted on a relatively small number of images and camera models and appear
to be susceptible to counter-forensics techniques we will discuss in section (3.3

Another method utilizes demosaicing to detect whether an image source is a camera or computer-
generated [97]. The authors proposed the detection of traces of demosaicing as an indicator of an
image captured from a digital camera. However, demosaicing authentication method relies on the
hypothesis that computer generated images do not exhibit any demosaicing patterns and could be
misled by a color filter on the generated image. Additionally, a co-occurrence matrix based SVM
classifier was proposed in [196] to identify the image’s camera model. The proposed algorithm is
based on extracting the image features based on the co-occurrence matrix and was able to achieve
accuracy up to 99.44%.

Technique Detection Approach Pros Cons
Noise  Finger- | PRNU (185, (184, (93| | Accurate, admissible | Susceptible to
print 1061, {180} [119L [205] in legal proceedings generated  im-
ages using noise
fingerprints
Deep learning | Customized CNN | Automated method, | Susceptible to
techniques [26, 277, 139, [306] | ability to detect image | AF, may not be
95, 27, 1310}, [202, |62], | sources admissible in le-
DenseNet [159, 223, gal proceedings
ResNet [81] sources
Statistical and | interpolation [97], | Able to detect image | Susceptible to
Image Features | Co-occurence Matrix | source with high accu- | AF
[196], Image Quanti- | racy
zation [91], Chromatic
Aberration [281]

Table 4: Overview of Digital Camera Source Identification



3.1.2 Forgery Detection

Forgery detection in images examines two main tampering techniques [101, [186]: dependent and
independent tampering. Dependent tampering includes image splicing, copy move and anomaly
detection, while independent tampering mainly focuses on image retouching and light inconsistency
[217) [204} |233]. Both independent and dependent tampering may be used separately or in combina-
tion, and may result in malicious forgery that alters the meaning of the original image [186].

Image forgeries are mainly performed through image editing tools. When performed to spread
disinformation, it alters the meaning of the image. Tampering techniques can be performed individ-
ually on an image or they can be combined, making their detection even more challenging. Below
we briefly describe the most common types of tampering techniques [43],

e Copy-Move: copy at least one region of an image and place it onto another region(s) of the
same image.

e Image Splicing: copy at least one region of one image onto another image.

e Image Resampling: utilize geometric transformations (scaling and rotation) to manipulate the
image.

e Image Retouching: commonly used after other tampering techniques are utilized on an image,
to enhance the quality of the manipulated image and hide signs of tampering.

Image forgeries can be detected through compression-based, statistical features based and ma-
chine learning based methods, the forgery detection techniques are shown in Table

Compression Based Detection. The compression-based methods rely on compression features
as a means to determine the occurrence of forgeries. Some authors [179] 272] proposed to detect
JPEG tampered images by analyzing double quantization effect. Similarly, the authors in [181]
utilized an algorithm that uses a special descriptor based on JPEG block artificial grid and noise
estimation to detect copy-move and splicing forgery. In addition, another work [34] proposed to
detect image forgery based on JPEG compression non-alignment through a statistical method that
automatically detects forgeries in a DCT block.

Recently, an approach was proposed [246] that can detect image splicing amongst other forgeries
by analyzing images to determine the use of different JPEG compression quality factors. This
method demonstrated that it is possible to detect image splicing and is resilient to other techniques
such as rescaling and copy-move manipulations. Additionally, the authors in [206] proposed an
algorithm based on the analysis of DCT coefficients that can detect multiple JPEG compressions to
determine forgeries. Similarly, the work in [271] utilized DCT coefficient analysis to detect double
compression.

Another work [98] proposed an algorithm that utilizes successive quantization to identify double
compression. Additionally, the authors in [33] proposed a method to estimate primary quantization
to detect forgeries. Furthermore, the work in [35] improves on this method by proposing an algo-
rithm that automatically computes the likelihood of double compression based on image blocks to
further localize tampering. Additionally, the work in [161] introduced a novel method that utilizes
a quantization noise-based approach to detect JPEG decompression.

Sensor Noise Based Detection. The sensor noise-based methods rely on image sensor noise to
determine forgeries. The work in |184] introduced a method to detect forgeries by determining the
presence of sensor pattern noise and identifying forged regions that were formed by the manipulated



Forgery Description Detection Technique Pros Cons
Technique
Copy-Move Copy at least one re- | Block-based [45], Key- | Accurately de- | It is limited to

gion of an image and
place it onto another
region(s) of the same
image.

based [125 |15 [288]
168, [290, 301, [245],
Hybrid of block and
key based [317], Dense
Field [71], Lens and
Chromatic Aberration
[308, |200], Statistical
Methods [278} [124]

tects copy move

copy-move tam-
pering, it is sus-
ceptible to AF

Image Splic- | Copy at least one re- | Optical and motion | Can accurately | It is limited to
ing gion of one image onto | [224, [20], Machine | detect image | only to image
another image. Learning [3, |4, [243|, | splicing splicing, it is
Statistical Methods susceptible  to
[318} 214, 246, [220] AF
Anomaly Used to detect novel | Image dimple [2], | Can detect | It is susceptible
Detection tampering techniques | Robust Hashing [267], | image forgeries, | to AF
and the use of mul- | Statistical = Methods | can be used to
tiple manipulations in | [89, (136, [166, [267], | detect a variety
an image. Deep Learning [201] | of forgeries
296|
Image Re- | Commonly used after | Statistical = Methods | Can accurately | It is susceptible
touching other tampering tech- | [178} 284l |50, 219,169, | detect image | to AF
niques are utilized on | [174, [221, [254] [256] | forgeries
an image, to enhance | [258], Deep learning
the quality of the ma- | (28 |51, |79], Machine
nipulated image and | Learning [46,  [96],
hide signs of tamper- | Deep Learning [307,
ing. 320, 42| Histogram

based methods [118]

Light Incon-
sistencies

Uses light inconsisten-
cies to detect certain
forgeries, mainly image
splicing.

Statistical and Geo-
metric Analysis [135]
931, [295, [147, [146]
300], Deep learning
[218], Hluminant Maps
[55] 54

Can accurately
detect image
forgeries

Limited to a
few forgery
techniques, it is
susceptible  to
AF

Table 5: Overview of Digital Camera Forgery Detection
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noise pattern. The authors in [66] utilized PRNU to detect small tampering through the use of
segmentation-based analysis. Additionally, the work in [64] utilized sensor pattern noise through
Markov random field and convex optimization techniques to detect forgeries. Another work [65]
proposed a technique that uses PRNU in addition to a spatially adaptive filtering technique to
detect forgeries that include small forgeries.

Another work [70] proposed an algorithm that combines sensor noise, machine learning and block
matching along with implementing a decision fusion strategy to detect forgeries. Another work in
[157] also utilized decision fusion and tampering probability maps of various sizes to detect small
and large forgeries. The authors in [100] introduced a stochastic model to identify image forgeries
by detecting local noise anomalies. Another work [177] utilized PRNU homogeneity and multi-scale
image segmentation to detect and localize forgeries.

Statistical Features Based Detection. The statistical features-based detection methods rely
on statistical features, image pixels, geometry and physics to detect forgeries. In this section, we
discuss the following methods: Copy-Move Detection, Image Splicing Detection, Anomaly Detection,
Image Retouching Detection, Light Inconsistencies based Detection, and Machine Learning Based
Detection.

1. Copy-Move Detection: Copy-move tampering is one of the most widely used tampering tech-
niques. The authors in [45] studied the use of block-based detection, in which the image is di-
vided into blocks that are analyzed to detect duplications. However, further analysis illustrates
that geometric manipulations such as rotation of a copied object can hinder the block-based
approach. To address this concern, the authors created a one-dimensional descriptor of the
block that does not get altered based on geometric manipulations. Another technique, called
keypoint, was introduced in [125] in conjunction with the SIFT-based framework to detect
copy-move forgeries. The keypoint method is used to extract image patches that are then
matched to detect forgeries. Additionally, another study [317] combined the two techniques
to identify the manipulated segment of the image whilst addressing geometric manipulations.
Similar approaches are also proposed in [317]|313]. Another approach [15] was able to detect
copy-move by using matching triangles of key-points through vertex descriptors. However,
this method does not perform well with complex images. While this method provides a novel
approach to matching triangles and uses less computational complexity than the block-based
approach, it has a high rate of false matches. Another method [288] utilizing key-point extracts
uniform key-points was proposed that uses SURF detector while considering the probability
density gradient. It introduces a superpixel content-based adaptive feature points detector,
robust EMs-based key-point feature and more efficient based key-point matching. However,
this method exhibits high computational complexity. Similarly, another method [168] seg-
ments the image prior to applying the key-point based detection technique. Moreover, a new
algorithm was proposed [290] based on particle swarm optimization, to automatically adapt
the parameter values and improve CMF SIFT based detection. While the authors in [301]
propose a novel key-point distribution strategy that addresses the lack of keypoints in image.
This method is able to detect forgeries even when other post-processing methods (e.g. scal-
ing, rotation and blurring) are applied to the image. Relying on multi-scale analysis, another
algorithm [245] changes the color space of the image, then detects and clusters interest points.
The method relies of Speeded-Up Robust features and nearest neighbor distance ratio and is
able to detect forgeries in a robust manner as it is able to overcome tampering techniques
which include image rotation and resizing. However, the authors indicate that the detection
method may not find enough key-points and may therefore not be able to make correct detec-
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tion. Similarly, another approach [245] proposes the use of pre-processing, key-point matching
as well as multi-scale analysis and voting based on detection maps. The method is able to
detect copy-move even with the presence of scaling and rotation with an accuracy of up to
96.19%. Another algorithm [124] delves into detecting copy-move in JPEG compressed images
through the use of FFT (Fast Fourier Transform), SVD (Singular Value Decomposition) and
PCA (Principal Component Analysis) and was able to achieve an accuracy above 97%. Fur-
thermore, an algorithm that relies on dense field techniques and the PatchMatch algorithm
was introduced in [71] to rapidly generate the approximate nearest neighbor field for the whole
image. Another approach proposed in [308] uses lens aberration as a detection method; Lens
aberration results from lens and CCD sensors. The work indicates the potential for copy-paste
forgery detection as the proposed algorithm was able to detect tampered areas of the image. A
recent work [200] created a statistical model based on chromatic aberration to detect forgeries
with higher accuracy compared to [278] which uses a fusion of statistical analysis to detect
forgeries. However, it is important to note that this high detection rate was only attainable
through one of the camera models examined.

2. Image Splicing Detection: Numerous techniques were proposed for image splicing forgery de-
tection, including: optical blur, motion blur, Markov features, multi-scale noise estimate and
co-occurrence matrices [224] [20 14, 318| [220} 214, 243|. The optical and motion blur meth-
ods detect image splicing through blur inconsistencies in an image, where the manipulated
segment of an image appears irregular in comparison to the remaining part of the image. As
such a method was proposed [224] to analyze spliced forgeries added to images that already
have motion blur. The authors propose an automated method to detect splicing that relies on
space-variant settings in an image with motion blur. Similarly, other work [20] also studied
optical and motion blur and proposed a framework that relies on human decision to infer the
blur type. Although this method shows potential, it is based on human judgment, which can
limit its utility. A novel technique [3] to detect image splicing which utilizes DCT and LBP
(Local Binary Pattern) as well as a SVM classifier was able to detect splicing forgeries with
an accuracy of 97%. Another method based on the Markov feature was introduced in [4],
which relies on attaining spatial and discrete cosine transform (DCT) domains from an image
through the Markov process in addition to the use of a SVM classifier and PCA to reduce
computational complexity. The method was able to achieve an accuracy of 98.2%. Addi-
tionally, another approach [318|] proposed the use of a 2-D Noncausal Markov model, which
considers the current node in the image and its nearest four neighbors; the method was able
to achieve 90.1% detection rate of spliced images. Another approach was proposed by Pun
et al. |220], which examines the use of noise estimation to detect image splicing through the
use of a Simple Linear Iterative Clustering (SLIC) algorithm. The method relies on finding
inconsistencies of the noise in the image and is able to identify multiple splice manipulations.
Another approach to image splicing detection was proposed in [214] which utilizes local and
global statistics and co-occurrence matrices. The proposed model utilizes 144 splicing detec-
tion features and results in a detection accuracy of 95%. Another method [243], which relies
on co-occurrence matrices, utilizes textural features based on grey level co-occurrence matrices
as well as an SVM classifier and has indicated a detection rate of 98%. Another approach was
proposed in [246] which can detect image splicing amongst other forgeries and analyze images
to find different JPEG compression quality factors. This method demonstrates that it is able
to detect image splicing and is resilient to other techniques such as rescaling and copy-move
manipulations.

3. Anomaly Detection: Another class of detection techniques utilizes general detection methods to
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detect anomalies (i.e. forgeries). The authors in [2] were able to identify an image feature called
dimple which appears as a single darker or brighter pixel due to quantized DCT coefficients
to intensity-space. The dimple occurs every 8x8 block and is introduced in 67% of commercial
cameras. The authors found that manipulations can distort the dimple feature or erase it. The
JPEG dimple is resilient to some forms of post-processing such as double compression, gamma
correction, additive noise and scaling. Another novel approach was introduced in [89], which
utilizes patch likelihood and GMM (Gaussian Mixture Model) to detect if a block exhibits
any tampering or post-processing traces. Furthermore, a deep learning method called forensic
similarity graphs [201] was used to analyze images for localized tampering, which may detect
various image forgery techniques. Another approach was introduced recently in [267], which
utilizes robust hashing techniques to create a database of reference hashes that can be used to
identify forgeries in both camera-generated images and generative images. Additionally, the
authors in [136] propose the use of chromatic aberration (CA). The authors created a model
for estimating aberration and conducted experiments on both synthetic and genuine images
(compressed and uncompressed), divergence from the model is indicative of image doctoring.
The technique can be used to detect both copy-move and splicing forgeries. Another approach
[296] which proposes the use of a self-supervised learning network is able to detect manipulated
images and localize complex forgeries including 385 manipulation types. Another work [166]
proposed the use of a multi-class classification scheme to identify various image operations
through the use of statistical changes that occur on images when any operations are conducted.

. Image Retouching Detection: Image retouching includes various techniques, this paper mainly
focuses on image resampling, scaling, contrast enhancement and sharpening. Resampling
forgery detection was established after statistical analysis on tampered images found indica-
tors of tampering [219]. This was further expanded by [169] by analyzing the periodicity of
the resampling technique on a given image. Another approach [174] utilizes a pre-calculated
resampling weighting table to detect image forgery with an accuracy up to 95%. Another
novel approach [221] uses rotation-tolerant method to detect resampling through the use of
resampling history detection algorithm, with an accuracy of 97.2%. Another approach inves-
tigated the use of CNN to detect resampled images [28] that are JPEG compressed to identify
re-compressed images, with an accuracy up to 97.88%. However, the authors found that when
the image is downscaled the accuracy is decreased to 84.02%. Furthermore, a detector was pro-
posed in [284]to recognize resampling through the use of the law of eigenvalues in noise space.
On the other hand, other methods to detect contrast enhancement in images through the use
a blind forensics method to detect the use of both local and global contrast enhancement as
well as analyzing the histogram entries to determine what aspect of the image had been al-
tered [254} 256, [258]. Additionally, another proposed method detects cut-and-paste forgeries
through the use of contrast enhancement [178], as images that undergo cut-and-paste attacks
require contrast enhancement to hide light inconsistencies of the pasted images. The method
achieved good results. However, it has been tested on uncompressed images and performed
poorly with JPEG compression. Additionally, another work [50] conducted a similar investi-
gation into contrast enhancement for both uncompressed images and previously compressed
images and was able to accurately detect both local and global enhancements. However, the
method requires further enhancement to include JPEG compressed images. In addition to con-
trast enhancement, other work [46] was conducted on image sharpening, as image sharpening
may be utilized as a last step of image forgery to hide forgery traces. The first investigation
into image sharpening detection utilized both histogram gradient metrics and ringing artifacts
analysis to detect whether an image was sharpened with the assistance of a linear classifier, the

13



method reached detection accuracy of up to 93.9%. However, they appear to be susceptible
for anti-forensics techniques. Accordingly, another approach [51] proposed to detect image
sharpening, with a focus on the Unsharp Masking (USM) Adobe Photoshop feature. They
were able to detect unique overshoot artifacts associated with the utilization of USM and were
able to accurately detect utilization of sharpening on small sized images. Additionally, another
work [79] proposed a novel method to detect weak sharpening strength. The approach uses
edge perpendicular ternary coding (EPTC) method, which was able to detect the use of both
weak and strong sharpening strength with an accuracy of at least 95%. Additionally, another
approach [79] utilized CNN to detect USM with detection of approximately 98% and above.
The authors compared their detection method with EPTC [307] and found that the perfor-
mance of the proposed CNN method is at least 10.09% higher than EPTC. A novel approach
was introduced to detect a new problem in the field, fake colorized images, where an adversary
may colorize an image to hide objects. In [118], the authors aimed to detect these manipulated
images through FCID-HIST (Histogram based Fake Colorized Image Detection) and FCID-
FE (Feature Encoding based Fake Colorized Image Detection). Other works also address this
problem through deep learning [320] and machine learning [96]. Another approach proposes
[42] the use of a deep learning method, CNN, to detect various image retouching techniques.
This method was able to detect four types of retouching which include blurring, sharpening,
denoising and histogram related changes such as contrast enhancement.

. Light Inconsistencies based Detection: Light inconsistency was introduced as a forgery detec-
tion method in [135] and was motivated by the work in [209] which explored the use of light
source direction in images. The authors in [135] utilized light direction to manually uncover
manipulated images, which is mainly used for image splicing techniques, as images that were
spliced together will show objects with different lighting conditions. The work in [231] built on
[137] and studied the effect of light reflection in an individual’s eyes in images as a means of
detecting image manipulations with 94% detection accuracy. Additionally, another approach
[295] examines the use of illuminant color inconsistencies by dividing the image into blocks
and comparing the estimated illuminant color of each block to uncover manipulated blocks.
Furthermore, another method [147] analyzes the shadows in images caused by light sources
to determine whether image tampering was conducted. They develop a geometric method to
analyze whether the shadows are consistent with one main source of light . Additionally, a
technique was proposed [146] to analyze shadows in 3D lighting environments. This method
was able to determine lighting inconsistencies in a 3D model, that considers a person’s head
and body and the shadows they create in a 3D environment . Similarly, another proposed
method [300] utilizes illuminant chromaticity in RGB and its consistency in different objects
in an image to detect image tampering. This method was able to detect copy-and-paste as
well as scaling tampering techniques, however the method is limited by various elements such
as the object’s reflectivity. Furthermore, the use of illuminant maps to detect splicing forgeries
was explored in [55} |54] with a focus on individuals faces. It was able to utilize lighting incon-
sistencies, along with color, texture and shape cues and machine learning to detect forgeries,
with an accuracy reaching up to 94% for cut-and-paste face forgery. Furthermore, another ap-
proach [218] employed Deep Learning, a SVM classifier and illuminant maps to detect image
splicing, reaching an accuracy of 96% in light inconsistency forgery detection. The authors
also indicate the potential of utilizing transfer learning to further improve the results of their
approach.

. Machine Learning Based Detection: The machine learning based detection techniques utilize
both machine and deep learning methods to detect forgeries. A novel technique proposed in
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[3] detects image splicing which utilizes DCT and LBP (Local Binary Pattern) and the use of
SVM classifier to detect splicing forgeries with an accuracy of 97%. Another method based
on the Markov feature was introduced in [4], which relies on attaining spatial and discrete
cosine transform (DCT) domains from an image through the Markov process in addition to
the use of an SVM classifier and PCA to reduce computational complexity. The method
was able to achieve an accuracy of 98.2%. Another method [243] relies on co-occurrence
matrices, utilizes textural features based on grey level co-occurrence matrices as well as an
SVM classifier and has a detection rate of 98% for image splicing forgeries. Another approach
was introduced in [89] that utilizes patch likelihood and GMM (Gaussian Mixture Model)
to detect if a block exhibits any tampering or post-processing traces. More recently, a deep
learning method called forensic similarity graphs [201] was used to analyze images for localized
tampering, which may detect various image forgery techniques. Another approach [296] which
proposes the use of a self-supervised learning network is able to detect manipulated images
and localize complex forgeries including 385 manipulation types. Another approach in [28§]
investigated the use of CNN to detect resampled images that are JPEG compressed to identify
re-compressed images, with an accuracy up to 97.88%. However, the authors found that
when the image is downscaled the accuracy is decreased to 84.02%. Another approach [79)
utilized CNN to detect image sharpening through USM with a detection of approximately
98% and above. The authors compared their detection method with EPTC [307] and found
that the performance of the proposed CNN method is at least 10.09% higher than EPTC.
Additionally, other works utilized deep learning [320] and machine learning [96] to detect
colorized images that may be used to hide objects. Another approach proposes [42] the use of
a deep learning method, CNN, to detect various image retouching techniques. This method
was able to detect four types of retouching which include blurring, sharpening, denoising and
histogram related changes such as contrast enhancement. Furthermore, the use of illuminant
maps to detect splicing forgeries was explored in [55], |54] with a focus on individuals’ faces.
It was able to utilize lighting inconsistencies, along with color, texture and shape cues and
machine learning to detect forgeries, with an accuracy reaching up to 94% for cut and paste face
forgery. Furthermore, another approach [218] employed Deep Learning, a SVM classifier and
illuminant maps to detect image splicing, reaching an accuracy of 96% in light inconsistency
forgery detection. The authors also indicate the potential of utilizing transfer learning to
further improve the results of their approach. Additionally, a multi-view multi-scale deep
learning supervised method was proposed in [62] to identify generalizable features and detect
manipulated images.

3.2 Generative Image Forensics

Deep generative learning was not widely used for image generation until 2014, when Goodfellow et al.
[107) proposed a novel approach, the Generative Adversarial Network (GAN). The approach utilizes
two networks, called generator and discriminator. These networks are trained on a large dataset,
where the generator attempts to synthesize fake images to look photorealistic, while the discriminator
determines whether the generated image can be categorized as real or fake. This process repeats
until the image produced by the generator is classified as realistic by the discriminator. Accordingly,
various generative model developments have been made to create high-quality images (as shown
in Figure [1]) including the introduction of VAE (Variational Auto-Encoder) as an image generative
model [110, [228]. Other applications and enhancements include face swapping and face aging [14,
1151 (16, 143}, |208], [234, |85]. The techniques used in GAN image generation have evolved significantly
and are now comparable to legitimate images in terms of quality and realism. Thus GAN forensics
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has been at the forefront of the recent literature.

Color Based Detection Detection techniques for GAN generated images vary as some authors
attempt to detect GANs through statistics and image features while others rely on deep learning
techniques. The authors in [203] studied the color cues in both real and GAN generated images.
They analyzed a GAN architecture to find the use of color in the image and were able to exploit
that analysis for the detection of the GAN image. However, the success rate of this approach was
not high.

Deep Learning Based Detection Another approach [207] uses CNN along with pixel co-
occurrence matrices that are computed through color channels of images to detect GAN-based
images. Their proposed method was tested on two datasets and was able to achieve a detection
accuracy of 99%. A similar approach is also proposed in [104]. To further enhance this method
and outperform the work in [207], the authors in [25] use CNN and both cross-band and spatial
co-occurrence analysis to detect GANs. Another approach [268] used a custom CNN, ShallowNet,
to detect both human-created and GAN-generated fake faces, it had 94-99% AUROC (area under
the receiver operating characteristic) when detecting GAN-generated images.

Another approach [303] to derive a GAN fingerprint with the use of both qualitative analysis of
GAN fingerprints and a multi-task generative network. The proposed network was able to detect
the use of deep generative images in both close-world and open-world scenarios, with a respective
accuracy of 99.99% and 78.22% . Additionally, another approach [164] focuses on using two main
methodologies to detect GAN-generated images, namely intrusive and non-intrusive techniques. The
intrusive detector reported more accurate detection rate.

To address the detection of unseen GAN manipulations, the work in 73| introduced transfer
learning based method based on CNN detector, while [299] proposed the addition of smoothing
or noise to remove low-level pixel statistics in the training data, so classifier can focus on the more
intrinsic aspects of the image. However, this method suffers from low accuracy, but the true negative
rate is improved by 10% when pre-processing is used.

Another approach [305] proposes the use of an active forgery detection method to detect Deepfake
images. This method proposes the addition of a deep learning based watermark to images before
they are posted to social media to enable the analysis and detection of Deepfakes generated based
on the image. Another work [129] introduces the use of a deep learning algorithm that separately
detects generated images and retouched images and it shows the reason of the decision. In the case
of a generated image, it is able to identify the GAN architecture used.

PRNU Based Detection The authors in [195] investigated whether GAN generated images have
distinguishable fingerprints similar to PRNU. They conducted an experiment initially on two GANs,
cycle and progressive GANs, and extracted the image’s fingerprints in a manner that is similar to
PRNU. The approach was tested on various GAN architectures illustrating that GAN fingerprints
can be extracted and utilized to obtain distinctive prints. Similarly, in [311], the authors studied
the potential of GAN fingerprints highlighting that the extracted fingerprints may be susceptible to
anti-forensics techniques.

Statistical Based Detection Similar work has been conducted to find general properties in deep
generated facial images [56]. Similarly, an algorithm [40] that utilizes Benford’s law to distinguish
generative images from camera images was proposed. This method mainly relies on analyzing DCT
coefficients to make its determination. Although it had some potential, it was not able to detect all
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cases and it may be learned by a generative model to avoid detection. Another work [111] proposes
the use of Expectation Maximization (EM) to extract facial features to identify GAN-generated
faces. This algorithm was able to detect GAN-generated human faces with a maximum accuracy of
99.31%.

A novel multi-scale spatio-frequency wavelet-based detection method [291] was proposed to iden-
tify deep generative images with an accuracy that reaches up to 98.6%. Another approach[116] was
proposed to detect GAN-generated faces by identifying irregular pupil shapes through an automated
method. Similarly, another work [117] proposes the use of eye inconsistencies in GAN-generated im-
ages to detect generative images. This work utilizes a deep network to find these inconsistencies
with an accuracy that reaches up to 97%.

Another approach [165] was introduced to distinguish deep network generated images in which
digital camera images and deep network generated images were compared and analyzed. The anal-
ysis shows a difference in the chrominance components of the image and was able to identify gen-
erated images even when the generative model is unknown. Additionally, another approach [123]
demonstrates that deep generated images can be detected through the use of a corneal specular
inconsistency between the eyes of the generated face.

3.3 Image Anti-Forensics

While image forensics aims to detect anomalies and extract evidence from images, anti-forensics aims
to distort the findings of forensic detectors and conceal image forgeries. In [194] |109], adversarial
attacks were analyzed and it was shown that CNNs are indeed susceptible to attacks. In this section,
we discuss the most prominent anti-forensics techniques.

Image anti-forensics (AF) explores methods that can deter image forgery detection by concealing
traces of manipulation techniques, such as compression, noise fingerprints, resampling, sharpening
and contrast enhancement. The source identification AF techniques can be used to hide the identity
of the camera’s source and provide anonymity. This technique is often used to protect the identity
of photographers, journalists and human rights advocates.

Source Identification One approach [235] aimed to provide source anonymization through the
use of a median filter, potentially making it difficult for detectors to discern the source of the image.
Likewise, another work [12] proposes using a generative network to anonymize images. Similarly,
other works [59, [113] use GAN and statistical changes to alter images to deceive CNN detectors.
Another approach [58] focuses on camera trace erasing through a novel hybrid loss method conducted
without disturbing the image content. A similar approach [316] proposes to remove the camera
fingerprint (PRNU) to hide an image’s source. Another method [99] focuses on smartphone image
source identification anti-forensics and is based on erasing and manipulating an image’s PRNU to
falsely associate it with another device.

Compression Based Techniques Other approaches introduce techniques that hide image com-
pression history [260} [52, [170]. A novel method was proposed in [23] and was able to disguise
multiple compressions in an image by altering the first order statistics to make the image appear
to have gone through a single compression. Furthermore, the use of an optimization algorithm was
proposed [242] to eliminate signs of JPEG compression. This method enables the image manip-
ulator to produce compressed images that are more difficult to detect from a forensics viewpoint.
Moreover, a framework that can estimate the image’s coefficients before compression was proposed
[259]; it was then used to hide traces of compression. Another work [90] further explores enhancing
JPEG anti-forensics by improving the visual quality of the compressed image making it more robust
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to detection techniques. Furthermore, the use of a dictionary-based approach was proposed in [1]
in which the patches of input image are used to eliminate JPEG compression artifacts. This is
used to disguise forgeries and hide JPEG compression. Additionally, a novel approach [188] was
introduced for to deter JPEG compression forensics with the use of GAN, this method was able to
deter detectors and improve the image’s quality, a similar approach was also introduced in [294].
Another approach [248] proposed the use of denoising algorithms to improve JPEG AF, but with
high computational cost.

Statistical Based Techniques Researchers also examined anti-forensics methods to deter the
detection of contrast enhancement (CE) in manipulated images. The methods introduced in [48], 49
deters the forensic detectors in [254] 256} [258] which are able to determine whether an image was
enhanced through the use of first order statistics, namely peak-gap artifacts in the histogram. The
authors in [48], 49] propose the use of local random dithering to hide image artifacts and add noise
to the enhanced image without lowering the quality of the image. Another work [152] focused on
re-sampling anti-forensics that utilizes undetectable image operations to deter the forensic detector
introduced in [219].

Contrast Enhancement Additionally, the work in [226] proposes an ACE (Anti-Forensics Con-
trast Enhancement) method to deter the enhanced detector that relies on second order statistics
[76]. The ACE method has been shown to degrade both the first and second order statistics methods
used to detect CE. Similarly, another work [239] proposes a method that hides traces of both CE
and median filtering, through circumventing spatial domain forensics detectors with the use of an
optimization method. Furthermore, another approach [322] explores the use of GAN in combina-
tion with histogram-based loss and pixel-wise loss to hide traces of CE images, this results in CE
manipulated images that are difficult to detect.

Histogram Based Techniques Another popular approach is histogram based anti-forensics tech-
niques, which essentially conceals any histogram altering manipulations from forensics detectors. An
approach [22] explores a universal technique to hide histogram traces, as it obscures manipulations
from first order statistics based forensics detectors through altering the histogram to a level of
normalcy that makes it undetectable. The authors in [69] further enhance the proposed universal
technique with a focus on hiding traces of JPEG compression. Another approach [293] proposes
the use of WGAN-GP (Wasserstein generative adversarial network with gradient penalty) to add
multiple manipulations on an image. This method was tested against image forensics detectors and
was found to be resilient against detection.

GAN Based Techniques Another approach [74] uses GAN to generate images and then inject
traces of a camera model. The method was able to deceive both image source and GAN image
detectors to identify the generated image as a real camera generated image. Generally, hiding traces
of multiple manipulations in an image is challenging, and was addressed in several works [292} |297,
289, {126/, 53] through the use of GANS to hide such traces with minimal effect on the image’s quality.

3.4 Image Counter Anti-Forensics

To resist anti-forensics techniques, counter anti-forensics (CAF) techniques were investigated. It
was shown in [194, |109] that methods, such as CNNs, are susceptible to attacks. Accordingly,
the research community responded with novel techniques to counter anti-forensics and create more
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robust forensic techniques [213] 249, (114} 37]. In this section, we discuss the most prominent counter
anti-forensics techniques.

Sensor Based Technique In [105], the authors explore how to detect implanting of sensor fin-
gerprints onto a forged image without fingerprints and were able to show that the placement of a
fake sensor fingerprint leaves traces that can be used to determine if an image was manipulated.

Statistical Based Another algorithm [76] tackles counter anti-forensics for contrast enhancement
through second-order statistics analysis to determine the use of contrast enhancement. The algorithm
utilizes co-occurrence matrix and can determine whether contrast enhancement was used on images
that utilize AF techniques such as [23].

Another work [247] proposes the use of co-occurrence matrices as well as second-order statistics.
This method is able to detect median filtering and contrast enhancement. To further improve
contrast enhancement CAF, a CNN based algorithm is presented in [265] that utilizes a GLCM
(gray-level co-occurrence matrix), this method is further enhanced to detect CE in JPEG compressed
images in [236].

Several works address the noise dithering technique proposed by [259], including [162] which
proposes a method that uncovers JPEG dithering. The authors were able to re-compress the ma-
nipulated image into different compression factors and measure the noisiness of the image and the
total variation which resulted in a 97% accuracy detection rate. Additionally, another work [280]
proposes a method to counter the dithering technique proposed which leverages the added noise
pattern and analyzing the DCT coefficients not subject to the dithering technique, this methods
results in an accuracy of 93%.

Similarly, a wavelet-based compression CAF algorithm [287] was proposed that uses DWT (Dis-
crete Wavelet Transform) histogram and were able to detect AF wavelet compressed images. More-
over, other works [134] [315] utilize noise estimation and game theory to address the noise dithering
technique with detection accuracy above 99%.

Additionally, a CAF method that uses statistical correlations and analysis was introduced in
[163] to detect manipulated images subject to noise dithering, a similar approach was also proposed
by [280]. Furthermore, another proposed method [88] uses spatial frequency phase variations to
analyze and compare image blocks to determine if an image had been manipulated. The various
blocks are compared to uncover inconsistencies as a means of recognizing dithering attempts.

Another approach [32] uses two detectors to determine the use of blocking artifacts through
the correlation of blocks and DCT coeflicients. Further research was conducted on double JPEG
compression CAF by [21], as they counter the universal method proposed by [23] that hides traces of
multiple compressions. Accordingly, another work proposes an adversary aware data driven detector
that is designed to counter the mentioned universal technique [21].

Another line of research in CAF addressed image resampling. A semi non-intrusive Blackbox
method [47] was proposed to identify resampling operations. The authors analyze images to deter-
mine whether they utilize traditional resampling operations or anti-forensic operations and determine
the type of anti-forensics used and they propose an identification procedure for such resampling oper-
ations. Additionally, to address the anti-forensics approach proposed by [152] which removes periodic
artifacts with irregular sampling, the work in [216] shows that resampling creates new artifacts on
the manipulated image due to the addition of periodic sampling and the interpolation steps. The
authors use these artifacts to detect the anti-forensics resampling techniques, they further enhance
their method in [215] to detect both resampling and anti-forensics resampling in images.

Furthermore, a general counter anti-forensics technique that relies on an auto-regressive model
was proposed [314] to detect various anti-forensics techniques. This method is unique as it has
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Forensics Tech- | Description Anti-Forensics Counter Anti-
nique Forensics
Source Identifica- | Detects an image’s source de- | Median Filter [235], | Statistical Methods

tion (PRNU)

vice or camera model

GAN |12} |59, |113],
Statistical method
[58, 1316} 99]

Compression  His-

tory

Detects the compression his-
tory of an image as an indica-
tor of forgery.

(105)

Statistical method
[23,[259L 901 |1} |248],
Optimization Algo-
rithm [242), GANs
[188, |1294]

Statistical Methods
[162, [280} [287 [134}
315}, 1163, 280]

Contrast Enhance-
ment

Detects whether the image
has undergone contrast en-
hancement as part of image
manipulation.

Statistical method
[48, 149, [226], Opti-
mization Algorithm
[239], GANs [322]

Statistical Methods
[76, 23] 1247], Deep
Learning [265| [236|
39, 1, 23]

Histogram  Based

Detects changes to an image’s

Statistical method

Techniques histogram artifacts, which is | [2269], GAN [293]
used as an indicator for mul-
tiple manipulations.
Resampling Detects when an image has | Statistical Method | Statistical Method

undergone the resampling

process.

[152), GAN [74]

Multiple Manipula-
tions

Detects the use of multiple
manipulations.

[47, [216], [215]

GAN [292] 297
289, [126, /53

Statistical Methods
J88L314L94]

Table 6: Overview of Anti-Forensics and Counter Anti-Forensics Techniques

multiple purposes and can address JPEG anti-forensics, median filtering anti-forensics, resampling
anti-forensics and histogram based anti-forensics. Another work [94] utilizes data fusion to counter
anti-forensics as it uses various image forensics and CAF tools to detect AF attempts. The paper
focused on image splicing and has shown to be an effective strategy to find AF manipulated images.
In Table[6] the forensic techniques and the image anti-forensics and counter anti-forensics methods
are illustrated.

4 Video Forensics

Generally, Digital video can be captured through digital cameras or artificially generated via Gen-
erative Adversarial Networks. Digital videos are a series of images that are captured from a video
camera along with audio and other elements [241]. Although videos were considered to be trusted
media that could not be edited easily, that is not the case in recent years. The availability and acces-
sibility of advanced video editing software made editing and generating video almost effortless. Like
images, generative videos were popularized by Deepfakes and are used to forge videos or synthesize
realistic fake videos. In this section, we first explore digital camera video forensics through source
identification. Then we examine forgery detection for digital camera video and GAN generated video
forensics. Finally, we examine video anti-forensics and video counter anti-forensics techniques.
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4.1 Digital Video Camera Forensics

Video camera forensics mainly involves source identification and forgery detection. Source identi-
fication is used to identify the source of a digital camera video. Forgery detection techniques can
either be active or passive. Active detection techniques require the original video to include embed-
ded features, and include digital signature, intelligent technique and watermark |120} 241]. Passive
detection techniques detect forgeries based on features that are found within any video and include
spatial, temporal and spatio-temporal techniques.

4.1.1 Source Identification

Identifying video camera sources is imperative as it is used to conduct criminal investigations. The
work in [128] used camera sensor pattern noise to discern the video source camera through sensor
fingerprints of extracted video frames. A similar approach was proposed in an earlier work [282].
Another work [270] proposes the use of PRNU in conjunction with the ratio of alignment to identify
the source of a video. Similarly, another work utilized PRNU and Spatial Domain Averaged (SDA)
for source attribution [269]. Additionally, the authors in [18] propose the use of green channel PRNU
(G-PRNU) to identify the source of a video, showing that this approach provides better results than
the traditional PRNU method.

In addition, the authors in [7] address the problem posed by stabilized videos as they deter the
PRNU identification method due to the post-processing operations, such as cropping and warping.
Thus, the authors integrate the spatial variants into their technique to improve the attribution ac-
curacy of source identification up to 19% above other attribution methods proposed at the time.
Similarly, the work in [29] identifies the source of stabilized videos through capturing PRNU in
various frames of a video and conducting a comparative analysis. Another work addresses the stabi-
lized video identification in [192]. Another approach proposed in [61} 60] focused on authenticating
wirelessly streamed videos which are vulnerable to blocking and blurring due to their nature. The
authors propose the use of wireless channel signatures and selective frame analysis to identify the
source of the video.

Furthermore, another work [153] utilizes deep learning with sensor pattern noise for source at-
tribution. Similar work was also conducted in [191} 285]. Another approach is proposed in [9] to
improve source identification attribution of compressed videos through the use of a novel approach
that combines PRNU and block based weighting. Additionally, the authors in [8] utilized file meta-
data to identify the video’s source with an accuracy of 91%. Another work proposes to address
the source identification problem in [198|] through the use of three identification methods including
voting, pattern correlation and PCE vectors. The voting method showed the most potential, as it
identifies the source from each video frame and utilize a majority vote or occurrence of the identified
source to identify camera source.

Additionally, the authors in [190] propose the use of frequency domain parameters to identify the
video source, the method resulted in an accuracy reaching up to 97%. The authors in [149] propose
the use of perceptual hashing to both identify and authenticate videos. It can authenticate videos
even with the presence of manipulations. Other works aim to identify the social media video source
through the use of various methods, the authors in [189] propose a novel solution that utilizes both
machine and deep learning techniques to identify the social media platform which videos have been
shared through. Similarly, deep learning was utilized to identify the source social media platform in
[11].
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4.1.2 Forgery Detection

Digital video forgery is available for both digital camera and generated videos, which may be manip-
ulated in a traditional manner as illustrated in Table ?7. In Table 77, digital camera video forgery
detection techniques are illustrated. Thus, we briefly describe the most common types of tampering
techniques used for digital video camera forgeries below |120, 241]:

Spatial based forgery: These forgeries manipulate the content of certain video frames and
they include the below techniques:

e Copy-move: This technique allows the attacker to add from a video scene.

e Inpainting: The removal of an object entails the use of inpainting which repairs the image
frame after removing an object. This technique is also used to replicate objects in the same
frame of a video or other frames of the video.

e Splicing: This technique entails the creation of a new video frame through pasting a part of a
frame to another video frame.

e Upscale Crop: This method crops the edges of a video frame to hide an object.

Temporal Forgery: These forgeries manipulate the order of the video frames and they include
the below techniques:

e Frame Deletion and Insertion: Certain frames are either inserted into the video or removed in
a manner that changes the meaning of the video.

e Frame Duplication: In which video frames are duplicated in a different segment(s) of the video.

e Frame Shuffling: This technique alters the order of frames from the original order, altering the
meaning of the video.

Temporal-Spatio Forgery: Includes a combination of the spatial and temporal based forgeries.

The video camera forgery detection field encompasses various detection techniques to identify
forgeries, these mainly include compression based, sensor noise based, motion features based, statis-
tical and machine learning based methods.

Compression Based Detection Various works rely on the use of compression as a means to
determine the authenticity of videos by determining whether they had undergone forgery attacks.
The work in [87] utilizes standard deviation of residual frames to determine whether the video had
undergone a temporal forgery and is able to localize the forgery. Similarly, the proposed algorithm
in [86] focused on detecting frame deletion, insertion and shuffling attacks through the use of image
quality measure and a combination of temporal averages of non-overlapping sequence frames. This
method has an accuracy of 96% and above for temporal attacks. Similarly, other works address the
temporal forgery in [103] [134].

Additionally, another approach [227] aims to use compression based techniques to identify forg-
eries within video frames. This was achieved through the extraction of compression noise then
utilizing the transition probability matrices to classify whether a video had undergone forgery. Sim-
ilarly, a novel approach was proposed in [261] through the use of compressive sensing and K-SVD
(k-Singular Value Decomposition) with an accuracy of 92.2%.
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Forgery Detec- | Description Forgery Techniques | Pros Cons
tion Technique
Compression Compression features are | Spatial Forgery | It can be used | It has not been
Based used to determine the au- | [227, |261] and | to detect spa- | used for spatio-
thenticity of videos and | Temporal forgery | tial and tempo- | temporal detec-
forgery attacks. [87, (86, 1103 {134] ral forgeries. tion.
Sensor Noise | Sensor noise is used for source | Spatial Forgery [63] | It can be used | It  has  not
Based identification and forgery de- | [122] [127, 154, 212], | to detect spatial | been wused for
tection 248| 1251] forgeries. temporal  and
spatio-temporal
detection  and

It has not been
used for gener-
alized  forgery
detection.

Motion Features
Based

Utilizes time dependent fea-
tures to detect forgeries.

Spatial Forgery
(36l 1144, {150, [266],
Temporal forgery
(264, |57, 84, 92|
252] and Spatio-
Temporal (31} [44]
133]

It can be used
to detect wvar-
ious forgery
methods.

It has not been
used for general-
ized forgery de-
tection.

Statistical
Based

Utilizes video frame at-
tributes and pixels to detect
forgeries.

Spatial Forgery
6l 5, [67, [199], 263
262, 275], Temporal
forgery [176, [132,
279, 1298, [309] and
Spatio-Temporal
19

It can be used
to detect wvar-
ious forgery
methods.

It may be sus-
ceptible to AF

Machine Learn- | Detects when an image has | Spatial Forgery | It can be used to | It has not been
ing Based undergone the resampling | [75] 138, 232} [312], | detect forgeries | used for spatio-
process. Temporal forgery | in a video frame | temporal detec-
(130} 237] and for tempo- | tion.
ral forgery de-
tection.
Table 7: Overview of Video Detection Techniques
7?7
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Sensor Noise Based Detection The use of sensor noise is utilized for both source identification
as well as forgery detection methods. Accordingly, the works in [63] utilizes a novel algorithm that
extracts noise from both spatial and temporal features, utilizing them to detect forgeries with an
accuracy of 92%. A similar proposal was introduced in [122] as the authors extract noise residue
through the use of a block-level correlation method to detect forgeries. Additionally, the authors
in [127] utilize sensor pattern noise and minimum average correlation energy filter to determine the
authenticity of a video.

Additionally, another forgery detection algorithm is proposed in [154], it utilizes sensor noise to
determine video forgeries through the use of pixel level analysis of the video’s frames. Another work
[212] used sensor noise to determine whether a video had undergone copy-move forgery through the
use of SIFT, as the sensor noise pattern would differ for an inserted object. Similarly, another work
addresses copy-move forgery detection through sensor noise in [248]. Additionally, another proposed
algorithm [251] utilizes both sensor noise inconsistencies and pixel-correlation analysis to determine
upscale-crop and splicing forgeries in forged videos.

Motion Features Based Detection Motion features utilize time-dependent features in videos to
determine if a forgery occurred. The approach proposed in [31] analyzes video sequences to detect
the footprints left by forgeries, the authors utilized two methods, image-based and video-based,
and compared consecutive frames. They were able to reach an accuracy of 92%. Additionally, the
authors in [36] propose a passive technique to detect copy-move forgeries through the use of optical
flow coefficient. Similarly, the work in [133] proposes to detect copy-move forgery based on optical
flow. Another approach [44] detects forgeries by analyzing different frames and the correlations
between them.

The approach proposed in [264] focused on the detection of frame deletion through the use of
motion-compensated edge artifact (MCEA). Tt is used to analyze the correlation between frames as
detection method. Similarly, the authors in [84] propose the use of an MCEA method by analyzing
changes in frames to detect video forgeries. Another work [57] proposes a novel inter-frame detection
method that employs optical flow consistency to detect frame insertion and deletion. This method
was able to detect forgeries and the forgery method. Another approach [92] proposes an algorithm
that can determine both the existence and location of frame deletion through total motion residual
analysis.

Another proposed algorithm in [144] used an automated method that combines MPEG-2 and
optical flow in addition to block-based matching to detect forgeries. Another automated method
is proposed by [150] that utilizes optical flow and residual gradient providing a forgery detection
method with 90% accuracy. The authors in [266] propose an automated algorithm to identify object-
based forgeries. Additionally, the works in [252] propose the use of a hybrid algorithm that utilizes
optical flow and prediction residual examination to detect temporal forgeries.

Statistical Features Based Detection Statistical based methods utilize attributes and pixels
in video frames to determine forgeries. The authors in [176] examine the frame duplication forgery
technique, they use candidate segment selection, spatial similarity measurement, classification and
post-processing techniques. They achieved a DC of 95.1%. The work in [19] proposes the use of local
statistical information within the video to detect frame addition, removal and spatial tampering with
a high accuracy in classification ranging from 90-100%.

Another approach is proposed in [6] that utilizes spatial decomposition, temporal filtering and
sequential analysis to detect forgeries which are based on object changes. This method is resistant
to compression and lower resolution videos. Additionally, the work in [5] proposes the use of both
sequential and patch analysis to detect and localize the manipulated segments of a manipulated
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video. Additionally, the authors in [67] proposed a forgery detection algorithm that utilizes mean
frame comparison between groups of frames. Another approach in [132] used Automatic Color
Equalization (ACE) to detect light changes to detect frame deletion.

The works in [175] used spatio-temporal coherence analysis to detect and localize forgeries on an
object level. Additionally, the approach proposed in [199] utilized statistical moment features and
normalized cross correlation of the moment features to detect forgeries and localize them. Another
work by [225] proposes the use of atom structure analysis with a focus on MPEG-4 videos, with an
accuracy of 80% and above. Additionally, the authors in [263] utilize exponential-fourier moments
for detection of region duplication, with an accuracy of up to 93.1%. Another work [262] proposes the
use of a novel method that utilizes energy factor and adaptive parameter-based visual background
extractor algorithm. The proposed method shows an accuracy of up to 90.64%.

In addition to these works, the authors in [275] utilized cellular Automata and local binary
patterns with block based method to detect copy-move forgeries. Another work in [279] utilized
another algorithm, Bag-of-Words, to build a dictionary of visual words through the use of SIFT
keypoints from the video to detect frame duplication forgeries. The approach proposed in [298]
detects inter-frame forgeries by analyzing frames with the same background for frame continuity
inconsistencies. Another work by [309] utilizes nonnegative tensor factorization to detect video
forgeries, this algorithm is able to detect both frame deletion and insertion forgeries.

Machine Learning Based Detection Various works have proposed the use of machine learning
and deep learning techniques to determine video forgeries. Accordingly, the algorithm proposed
in [75] utilizes auto-encoders and RNN (recurrent neural networks) to detect splicing forgeries.
Additionally, another work [130] utilizes SVM with a parameter identified through Prediction Error
Sequence to detect temporal forgeries. Additionally, another work in [237] utilizes machine learning
to detect frame deletion through video bit stream and image features.

The work in [138] utilized a deep learning algorithm on authentic videos to learn the features of
authentic videos and determine their key frames, then the algorithm is used on tampered videos to
localize tampered regions. Another approach proposed by [232] used irregularities of video texture
and micro-patterns in video frames with SVM and consecutive frame analysis to determine spatial
forgeries. This method has a detection accuracy of up to 96.68%. Additionally, the work in [312]
proposed an automated forgery detection algorithm that utilized DCT and CNN.

4.2 Generative Video Forensics

Due to the increased use of and accessibility to applications that enable the creation of generative
videos. Synthesized or generative videos undergo different types of forgeries. These forgeries include
the below [274]:

e Face Synthesize: This technique entails the creation of a fake face through the use of generative
models.

e Identity Swap: This method swaps the face of a person for another person’s face.

e Attribute Manipulation: This tampering technique alters the face in the video with retouching
effects, e.g. smoothing skin or changing hair color.

e Fxpression Swap: This method changes the expression of the person in the video.

Several works examine generative forgery detection as shown in Table 8] the work in [10] intro-
duces the use of optical flow field and CNN to identify inter-frame dissimilarities to classify Deep
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Forgery Detec- | Algorithms Pros Cons
tion Technique
Machine Learn- | Physical Markers [304], Dy- | It can be used to | It has mnot been

ing namic Texture [41] detect  generative | shown to have
forgeries. generalized appli-

cations.
Deep Learning Optical Flow [10], Biological | It can be used to | Deep learning

Markers [78, 140, [171], Tem- | detect various forg- | methods are sus-
poral Frame [112] |230} 319], | eries and has been | ceptible to AF.
Mining [222], Compression | used for generalized
Based [158 172, |210] Gen- | forgery detection.
eralized [167], Sensor Noise
[155L |74, 1187]

Table 8: Overview of Generative Forgery Detection Techniques

Fakes or face swapping techniques. Another work in 78] proposes the use of biological markers to
identify tampered videos with a focus on eye and gaze features. This approach was able to detect
Deep Fakes with 80% in the wild. Similarly, a deep learning approach is proposed in [140] to detect
deep fakes through the use of human eye blinking patterns with an accuracy of 87.5%. A similar
method was presented in [171]. Another work in [112] utilizes CNN to extract frame-level features
in addition to the use of RNN to classify if a video had been tampered.

In addition, another method is introduced in |155] that analyzes PRNU in generative videos and
has shown that the patterns of real video and manipulated videos vary. This shows that PRNU
may potentially be used to identify generative videos. Another algorithm is proposed in [156] that
showed that face swapping GANs are challenging to be recognized by both face recognition and
audio-visual tools. Similarly, another work [167] utilizes 3D CNN to identify face manipulation and
spoofing. Another method presented in [304] used inconsistent head pose cues and SVM to detect
face forgeries.

Furthermore, another work in [158| utilizes deep learning based on metric learning to classify deep
fakes that have high compression factors, with an accuracy of at least 90.91%. Another approach in
[172] proposes the use of CNN to detect deep fakes through the distinct features remaining on videos
due to the limited resolution of Deep Fakes, it had been tested on various data sets with an accuracy
of least 93.2%. A similar work was presented in [210]. Another work [222] utilizes collaborative
learning for deep neural networks and mining forgery patterns to detect face forgeries in videos.
Additionally, the work in [41] utilized dynamic texture analysis to distinguish face forgeries through
the use of local derivative patterns on three orthogonal places and SVM classifier.

Additionally, an approach was proposed in [74] that aims to identify facial manipulations in a
generalized manner. The method trained two neural networks on a data set that does not contain
manipulated videos, as such any other manipulated video would be classified by the algorithm.
Similarly, the works in [187] aims to identify multiple generative video attacks through a white box
method which includes multiple adversarial samples within the Deep Learning model. The authors
in [230] proposed the use of RNN to discern temporal information in a video and detect forgeries
including Deep Fakes, face2face and face swapping methods, with an accuracy of at least 94.35%.
Additionally, the work in [319] utilizes a fully temporal convolution network to utilize temporal
coherence for a more generalized face forgery detection technique.

26



4.3 Video Anti-Forensics

The aim of video anti-forensics is to challenge the forgery detectors and conceal video manipulations.
The works in [257] proposes an anti-forensics technique to conceal frame deletion by removing
temporal fingerprint artifact in MPEG videos. A similar method is proposed in [255], which focused
on temporal forensics in both frame deletion and addition. Another approach proposed in [80] used
an anti-forensics algorithm that utilizes a GAN model that consists of supervising modules that aim
to enhance the quality of Deep Fakes without noticeable artifacts. This method was shown to deceive
forensics detectors. Additionally, the work in [182] proposes the use of a more generalized anti-
forensics method that can deter multiple forensics detectors that detect trace removal attacks. The
method focuses on navigating spatial anomalies, spectral anomalies and noise fingerprint methods
of forensic detection through the introduction of trace removal network during the creation of the
generated image.

4.4 Video Counter Anti-Forensics

The counter anti-forensics field aims to mitigate the anti-forensics techniques and detect the use
of these methods. Accordingly, the work in [141] proposes a counter anti-forensics approach for
inter-frame forgeries, by analyzing the anti-forensics temporal forgery method. The authors were
able to detect remaining artifacts that can be used to detect video forgeries. This method can be
used for both frame insertion and deletion anti-forensics techniques.

5 Open Problems and Conclusion

This paper explores both image and video forensics which includes source identification and forgery
detection for camera generated images and videos. It also explores generative images and videos
which are starting to be indistinguishable from real photos. The paper also delves into anti-forensics
and counter anti-forensics for both image and video forensics. However, it does not discuss audio
and text forensics, which is a potential area for research. Additionally, the literature demonstrates
that there are a number of open problems in the image and video forensics field.

Challenges due to Anti-Forensics. It is important to indicate that many of the techniques
used for image authenticity and manipulation detection are weak to adversarial attacks, which
shows that they are susceptible to anti-forensic attacks. Hence, the upcoming forgery detectors
must take into consideration the placement of counter anti-forensics. Moreover, the surveyed anti-
forensics and counter anti-forensics techniques appear to be very specific as they aim to circumvent
certain techniques and the counter anti-forensics mainly aim to counter each proposed anti-forensic
technique. Therefore, further research can explore more general-purpose methods to counter the
anti-forensic techniques which include proposing forensic detectors that have counter anti-forensics
built within to circumvent adversarial attacks.

Generalized Forgery Detection Techniques. It has been shown that forgery detection meth-
ods mainly rely on signature-based inference. Recently, more novel approaches are being introduced
in the field to detect unknown manipulations. These approaches can be used to detect various
manipulations and appear to have the most potential for future research.
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Challenges in GAN detection. Furthermore, there appears to be a lack of research to discern
whether an image is real or forged or is the result of a GAN. The field of image generative images
detection is limited and that may be due to most of the research efforts related to generative images
detection being focused on video forensics. Future digital image forensics detectors will need to
include generative image detection as the use of this technology is increasing in image creation.

Lack of Video Anti-Forensics and Counter Anti-Forensics. The literature shows that the
video forensics field lacks literature on video anti-forensics and counter anti-forensics as most anti-
forensics and counter anti-forensics efforts and literature are focused on images.

Legalities and Admissibility of Detection Techniques. Additionally, the field of forensics
aims to provide evidence of the authenticity of multimedia to ensure that the evidence is admissible
in a court of law; therefore, forensic experts must be able to justify the authenticity of the evidence.
However, with the research direction heading toward deep learning, it is difficult for forensic experts
to discern the reason why an image was classified as authentic or fake, which may pose an issue for
experts in the forensic field [204} 38| 302} [194} 193], [197| |77].
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