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With the rapid development of deep learning (DL), the recent trend of log-based anomaly detection focuses
on extracting semantic information from log events (i.e., templates of log messages) and designing more
advanced DL models for anomaly detection. Indeed, the effectiveness of log-based anomaly detection can
be improved, but these DL-based techniques further suffer from the limitations of heavier dependency on
training data (such as data quality or data labels) and higher costs in time and resources due to the complexity
and scale of DL models, which hinder their practical use. On the contrary, the techniques based on traditional
machine learning or data mining algorithms are less dependent on training data and more efficient, but produce
worse effectiveness than DL-based techniques which is mainly caused by the problem of unseen log events
(some log events in incoming log messages are unseen in training data) confirmed by our motivating study.
Intuitively, if we can improve the effectiveness of traditional techniques to be comparable with advanced
DL-based techniques, log-based anomaly detection can be more practical. Indeed, an existing study in the
other area (i.e., linking questions posted on Stack Overflow) has pointed out that traditional techniques with
some optimizations can indeed achieve comparable effectiveness with the state-of-the-art DL-based technique,
indicating the feasibility of enhancing traditional log-based anomaly detection techniques to some degree.

Inspired by the idea of “try-with-simpler”, we conducted the first empirical study to explore the potential of
improving traditional techniques for more practical log-based anomaly detection. In this work, we optimized
the traditional unsupervised PCA (Principal Component Analysis) technique by incorporating a lightweight
semantic-based log representation in it, called SemPCA, and conducted an extensive study to investigate the
potential of SemPCA for more practical log-based anomaly detection. By comparing seven log-based anomaly
detection techniques (including four DL-based techniques, two traditional techniques, and SemPCA) on both
public and industrial datasets, our results show that SemPCA achieves comparable effectiveness as advanced
supervised/semi-supervised DL-based techniques while being much more stable under insufficient training
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data and more efficient, demonstrating that the traditional technique can still excel after small but useful
adaptation.

CCS Concepts: • Software and its engineering→Maintaining software.

Additional Key Words and Phrases: Anomaly Detection, Log Analysis, Deep Learning, Machine Learning,
Empirical Study
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1 INTRODUCTION
With the scale and complexity of software increasing, logs have becomemore important for software
maintenance [3, 6, 8, 9, 71, 80, 81]. Logs record system events and states of interest and are produced
during system runtime. Developers can check software status, detect anomalies, and diagnose
root causes by carefully inspecting the recorded logs. However, log data tend to be massive due to
the large software scale [41, 50, 62], and thus manual inspection for logs is very difficult or even
infeasible. Therefore, over the years, a large amount of work on automated log analysis has been
conducted [11, 15, 25, 26, 29, 39, 70, 87, 88, 91–93].

Log-based anomaly detection is one of the most important tasks in automated log analysis, which
aims to automatically detect software anomalies in time based on log data so as to reduce the loss
caused by these anomalies [10, 17, 36, 40, 42, 43, 47, 69, 76, 79, 85]. The general process of log-
based anomaly detection consists of two main steps: representing log events (i.e., templates of log
messages) and log sequences (i.e., series of log events that record specific execution flows) as vectors,
and then building an anomaly detection model via machine learning (ML) or data mining (DM)
algorithms based on those log vectors. With the rapid development of deep learning (DL), the trend
of log-based anomaly detection focuses on two aspects in recent years [17, 36, 43, 47, 74, 79, 89]: 1)
more effectively extracting semantic information from log events for log representation, and 2)
designing more advanced DL models for anomaly detection. The first aspect can help understand
the semantics of log events, which facilitates to relieve the problem of unseen log events. This
problem is mainly caused by software evolution (e.g., frequent modification of log statements in
source code), resulting in that some incoming log events may not appear in training data [79, 84].
It is harmful to the effectiveness of log-based anomaly detection as demonstrated in the existing
work [47, 79, 84]. The second aspect aims to build a more accurate model to learn the distinction
between anomalies and normal cases.

Although the effectiveness of log-based anomaly detection is indeed improved, these advanced
DL-based techniques further suffer from the limitations shared in the area of DL, which can largely
hinder their practical use. First, they heavily rely on training data (such as data quality or data
labels). This is because building more complex DL models has a higher requirement for the volume
and distribution of training data (which has been confirmed by our study in Section 3.) Besides,
supervised DL algorithms also rely on data labels. In practice, it is very hard to collect sufficient
high-quality data with labels since manual labeling is costly (especially for tasks that require
domain knowledge). Furthermore, new data has to be frequently collected due to frequent software
evolution, which further aggravates the difficulty of training data collection. Second, these DL-based
techniques tend to spend much time and computing resources on hyper-parameter tuning, model
building, and prediction due to the complexity of DL models and the scale of training data. However,
in practice, both efficient deployment of accurate anomaly detection models and real-time anomaly
detection are desired [54].
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On the contrary, traditional techniques adopt lightweight ML or DM algorithms (e.g., clustering
algorithms [40] and PCA – Principal Component Analysis [76]) to build anomaly detection models.
Hence, they are more efficient and less dependent on training data, especially for unsupervised
algorithms (e.g., PCA [76]). However, as demonstrated in an existing study [29], these traditional log-
based anomaly detection techniques have lower accuracy than the advanced DL-based techniques,
which limits their practical use. Moreover, one major reason for the poor effectiveness of traditional
techniques lies in that they do not consider the influence of unseen log events [79], which is also
confirmed by our motivating study (to be presented in Section 3). Intuitively, if we can improve the
effectiveness of traditional techniques and make them comparable with advanced DL-based ones in
terms of effectiveness, log-based anomaly detection can be more practical. Previously, Fu et al. [21]
proposed the idea of “try-with-simpler”, which pointed out that for the task of linking questions
posted on Stack Overflow, traditional SVM (Support Vector Machine) with some optimizations can
achieve comparable effectiveness with the state-of-the-art DL-based technique. This also indicates
the feasibility of enhancing traditional log-based anomaly detection techniques to some degree.
However, this direction remains unexplored in the area of log-based anomaly detection.

Inspired by the idea of “try-with-simpler” [21], we conducted the first empirical study to explore
the potential of improving traditional techniques for more practical log-based anomaly detection.
Here, we studied the typical traditional technique (i.e., PCA [76]) and optimized it by incorporating
semantic-based log representation. For ease of presentation, we call the optimized PCA technique
SemPCA. This is because (1) PCA is the most widely-studied unsupervised traditional technique in
the literature [2, 7, 52, 57, 61, 65] (unsupervised algorithms tend to be more practical in terms of
efficiency and data dependency [31]); (2) Ignoring the influence of unseen log events is a major
cause to the poor effectiveness of traditional techniques, which can be relieved by extracting
semantic information from log events for log representation [79, 84]. According to the existing
studies [36, 47, 79, 84], the above-mentioned two limitations (i.e., depending on training data heavier
and spendingmore cost onmodel construction) are mainly caused by the advanced DLmodels rather
than the extraction of semantic information from log events. Therefore, incorporating semantic-
based log representation into the traditional PCA technique does not make SemPCA further suffer
from the two limitations. Specifically, we incorporated a simple and lightweight semantic-based
log representation method into the traditional PCA technique in order to avoid incurring too much
extra cost, which aggregates the word vectors in each log event by measuring the importance of
each word through TF-IDF (Term Frequency - Inverse Document Frequency) [30, 59].

Based on SemPCA, our empirical study addressed three research questions to investigate whether
improving the traditional technique with simple adaptation can make log-based anomaly detection
more practical.

• RQ1: Can SemPCA achieve comparable effectiveness with the existing log-based anomaly
detection techniques (especially the advanced DL-based techniques)?

• RQ2: Can SemPCA perform more stably under insufficient training data than the existing
techniques?

• RQ3: How does SemPCA perform in terms of efficiency compared with the existing tech-
niques?

In the study, we compared SemPCA with a set of widely-studied log-based anomaly detection
techniques (including four DL-based ones and two traditional ones) on five datasets (including
three widely-used public datasets –HDFS [77], BGL [50], and Spirit [62], and two industrial datasets).
The two industrial datasets are collected from two real-world systems in two organizations (i.e.,
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Parsing

Log Message
Log Templates

1. Receiving block * src: * dest: *

2. PacketResponder * for block * terminating

3. Received block *of size * from *

4. …

081109 204608  Receiving block blk_587 src: 10.251.42.84:57

dest: 10.251.42.84:50010

081109 204655  PacketResponder 0 for block blk_4003 terminating

081109 204655  Received block blk_587 of size 0 from 10.251.42.84

Header

Fig. 1. An illustrating example for log terminology

the network center of our university and one influential motor corporation throughout the world1),
since SemPCA has been successfully applied to them due to its practical value.
Our results show that the optimized version of the unsupervised PCA technique (i.e., SemPCA)

achieves comparable effectiveness with supervised/semi-supervised DL-based techniques, e.g., the
average F1-score of SemPCA across all datasets is 0.959 while that of the most effective DL-based
technique (i.e., the supervised LogRobust [84]) is 0.983. Moreover, SemPCA has been demonstrated to
be much more efficient for model building and prediction, and more stable when facing insufficient
training data. For example, for model building, SemPCA is at least 5,808X faster than the advanced
DL-based techniques (e.g., LogRobust [84]). The results demonstrate the significant practicability of
SemPCA, indicating that the typical traditional PCA technique can still excel in log-based anomaly
detection after simple adaptation, also confirming the idea of “try-with-simpler” in our task.

To sum up, our work makes the following major contributions:
• We conduct a dedicated study, as the first attempt, to investigate whether traditional tech-
niques through some optimizations can achieve comparable effectiveness with state-of-the-art
DL-based techniques in log-based anomaly detection.

• We improve the traditional PCA technique by incorporating a lightweight semantic-based
log representation method. By comparing with a set of advanced techniques on five datasets,
it achieves comparable effectiveness while is more efficient and stable.

• We develop and release a toolbox that integrates the implementations of all the studied
log-based anomaly detection techniques, in order to promote future research, practical use,
and evaluation replication.

2 BACKGROUND
2.1 Log Terminology
Figure 1 shows an example of log data sampled from the public HDFS dataset [77], facilitating the
illustration of log terminology. From this figure, a log message is a raw unstructured sentence
generated during system runtime, which records software status of the time. A log message (e.g.,
PacketResponder 0 for block blk_4003 terminating) consists of a log event (e.g., PacketResponder *
for block * terminating) and log parameters (e.g., 0, blk_4003). The former is the template of a log
message, which is programmed by developers as a log statement in source code. This is a constant
part in a log message. The latter is a variable part that records some software attributes, such as
IP address, file path, and block ID. In the area of log-based anomaly detection, log events can be
automatically extracted from log messages via log parsing, which is the first step in log-based
anomaly detection and has been widely studied over the years [14, 24, 48, 64, 67, 68, 93].

In practice, developers as well as log-based anomaly detection techniques tend to understand a
sequence of log messages for checking software status. Here, we call a sequence of log events log
sequence, which usually reflects a specific execution flow or the system status within a certain
period. By checking the task ID of each log message or adopting some strategies (e.g., splitting

1We hide the company name due to the company policy.
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windows), we can know which log events belong to the same log sequence. Based on whether
or not the log sequences indicate software anomalies, they can be classified as anomalous log
sequences and normal log sequences.

2.2 Log-based Anomaly Detection Techniques
Due to the importance of log-based anomaly detection, a lot of techniques have been proposed in
the literature [17, 40, 47, 76, 79, 84]. As presented in Section 1, these techniques share the same high-
level process: 1) representing log events and log sequences as vectors, and 2) building an anomaly
detection model through traditional or deep learning algorithms based on log vectors. With the
rapid development of DL, the recent trend of log-based anomaly detection is to incorporate more
advanced DL algorithms in order to improve the anomaly detection effectiveness. Here, according
to whether they are based on traditional ML/DM algorithms or advanced DL algorithms, we classify
them into two categories: traditional techniques and DL-based techniques. In the following, we
introduce two traditional techniques and four DL-based techniques in detail because they are the
most widely-studied in the existing studies [29, 47, 79]. Following these existing work, we also used
them as the studied techniques in our study.

2.2.1 Traditional Log-based Anomaly Detection Techniques. The two most widely-studied tradi-
tional log-based anomaly detection techniques are PCA [76] and LogCluster [40].
PCA is one of the unsupervised techniques among these widely-studied techniques. It first

represents each log sequence as an Event Count Vector by counting the occurrence of each log event
in the log sequence. Then, it applies the PCA algorithm [2, 38] to identify principal components
(which preserve data variation as much as possible) from event count vectors and projects those
vectors to the space of principal components (called normal space). Based on the projections to
the normal space, the projection of each vector to the abnormal space can be obtained accordingly.
Since the projections of normal log sequences to the abnormal space should be less discrete, the
anomalies can be detected through outlier detection in the abnormal space. Specifically, if the
Square Prediction Error (SPE) [32] of a projection to the abnormal space is larger than a given
threshold, the log sequence is regarded as an anomalous one.

LogCluster is a semi-automatic and supervised technique initially. It clusters training data into
several groups, each of which is manually labeled as a normal or anomalous group. By determining
which kind of groups an incoming log sequence belongs to, the anomaly detection result can be
obtained. If an incoming log sequence does not belong to any of these groups, developers have to
manually check it. To make LogCluster easy-to-study in practice, an adapted version of LogCluster
is used in many existing studies [29, 36, 47, 79] (as well as our study), which is an automatic and
semi-supervised technique. Specifically, it labels and clusters only normal training data to obtain
normal groups. If an incoming log sequence does not belong to any of the groups, it is regarded as
an anomaly. Before clustering through the Agglomerative Hierarchical Clustering algorithm [23],
it first calculates the weight of each log event by an IDF-based weighting [44] and a contrast-based
weighting [40], and then a log sequence is represented as a Weighted Event Count Vector based on
the weights of the log events in the log sequence.

2.2.2 DL-based Log-based Anomaly Detection Techniques. The four most widely-studied DL-based
techniques are DeepLog [17], LogRobust [84], LogAnomaly [47], and PLELog [79].
DeepLog is a widely-studied DL-based technique, which learn log patterns from the system’s

normal executions to build the anomaly detection model [17]. It first represents each log event as a
unique ID and thus each log sequence is represented as a sequence of IDs (also called Log Event ID
Sequence). Then it builds an LSTM (Long Short Term Memory [63]) model that can predict the next
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ID according to the sequence of IDs occurring before the one to be predicted in a log sequence. If
an ID is mispredicted in an incoming log sequence, this log sequence is regarded as an anomaly.

LogRobust [84] is a state-of-the-art supervised log-based anomaly detection technique. It is also
the first to relieve the problem of unseen log events in log-based anomaly detection. It proposes the
TF-IDF-based Semantic Representationmethod to represent each log event, which first adopts the pre-
trained word vectors on the Common Crawl Corpus dataset using the Fast-Text toolkit [5, 34, 35]
to represent each word in a log event as a vector, and then aggregates these word vectors as a
log-event vector by measuring the importance of each word through TF-IDF [30, 59]. Based on
these log-event vectors from training data, LogRobust builds a supervised model through attention-
based Bi-directional LSTM [63], which can predict whether an incoming log sequence is normal or
anomalous.
LogAnomaly extends DeepLog by improving log representation, which combines both Event

Count Vector and Synonyms-Antonyms-based Semantic Representation [46]. The insight of synonyms-
antonyms-based representation is to capture the semantic information of the involved synonyms
and antonyms when representing a log event. This is because similar log events may also have
very different semantics, e.g., “Interface * changed state to down” and “Interface * changed state
to up”, and capturing the semantic information of synonyms and antonyms can help relieve this
issue to obtain better log representation. This method requires to construct the set of synonyms
and antonyms with the aid of operators based on domain knowledge. Then, it builds an embedding
model based on dLCE [49] to represent a log event as a semantic vector. Based on the log represen-
tation, LogAnomaly learns both semantic patterns and quantity patterns from the system’s normal
execution by two separate LSTM models. Similar to DeepLog, if a log event is mispredicted based
on the log events occurring before this event in an incoming log sequence, this log sequence is
regarded as an anomaly.
PLELog is the state-of-the-art semi-supervised log-based anomaly detection technique, which

requires a set of labeled normal training data among thewhole training set [79]. Its main contribution
is to estimate the labels of the remaining unlabeled training data by clustering all the training data
through the HDBSCAN algorithm [45]. According to the clustering results and the known normal
log sequences, PLELog assigns a probabilistic label to each unlabeled log sequence in training data.
PLELog also uses the TF-IDF-based Semantic Representation method to represent each log event for
relieving the problem of unseen log events. In particular, it adopts GloVe, a pre-trained language
model based on global vectors [53], to represent each word in a log event. Based on these vectors
and estimated labels, it builds an model through attention-based Bi-directional GRU [13], which
can predict whether an incoming log sequence is normal or anomalous.

2.2.3 Summary. For ease of understanding, Table 1 briefly summarizes the log-representation
method and the algorithm for building the anomaly detection model used by each technique. In
fact, both semantic-based log representation and advanced DL models contribute to the superiority
of DL-based techniques over traditional techniques in terms of the anomaly detection effective-
ness. Specifically, the former improves the effectiveness by relieving the problem of unseen log
events as presented in Section 1. Moreover, it does not incur the above-mentioned limitations (i.e.,
depending on training data more heavily and spending more time on model construction) for DL-
based techniques, since these semantic-based log representation methods directly use pre-trained
language models to extract semantic information from log events [36, 51]. In other words, the
above-mentioned limitations are mainly caused by the latter (i.e., advanced DL models), but the
effectiveness improvement is brought by the two aspects. Therefore, this motivates a potential
direction to optimize traditional techniques by incorporating semantic-based log representation,
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Table 1. Summary of the Studied Log-based Anomaly Detection Techniques

Category Technique Log Representation Anomaly Detection

Traditional PCA Event Count Vector PCA

LogCluster Weighted Event Count Vector Hierarchal Clustering

DL-based

DeepLog Log Event ID Sequence LSTM

LogAnomaly
Event Count Vector&
Synonyms-Antonyms-based
Semantic Representation

Attention-based Bi-LSTM

LogRobust TF-IDF-based
Semantic Representation LSTM

PLELog TF-IDF-based
Semantic Representation

HDBSCAN&
Attention-based Bi-GRU

which is likely to improve the anomaly detection effectiveness but does not damage the advantages
of high efficiency and weak data dependency.

3 MOTIVATING STUDY
In this section, we conducted a motivating study to quantitatively investigate the advantages and
disadvantages of traditional techniques and DL-based techniques (mentioned in Section 1), which
aims to motivate the potential of traditional techniques in log-based anomaly detection. We first
compared DL-based techniques and traditional techniques in terms of effectiveness, efficiency,
and stability (Section 3.1). As demonstrated in the existing study [21, 37], they are important
factors affecting the practical use of log-based anomaly detection techniques. Then, we investigated
whether the problem of unseen log events is an important factor affecting the effectiveness of
traditional techniques (Section 3.2). Specifically, we used a state-of-the-art supervised technique,
i.e., LogRobust [84], as the representative of DL-based techniques, and the unsupervised technique,
i.e., PCA [76], as the representative of traditional techniques. They are significantly different, and
such a strong contrast is more helpful in motivating our work. Here, we studied them on the public
Spirit dataset [62], which was produced by the Spirit supercomputer at Sandia National Labs with
a time span of 2.5 years. More details about this dataset can be found in Section 4.2).

3.1 LogRobust v.s. PCA
We evaluated the effectiveness of LogRobust and PCA on different sets of training data, which can
help investigate their stability. Specifically, we split Spirit into training data, validation data, and
test data in chronological order of log sequences with the ratio of 6:1:3. This can ensure that all log
sequences in training data are produced before the log sequences in test data. In this study, we kept
the validation and test data unchanged and constructed several training sets by randomly sampling
20% or 40% log data from the whole training data. We repeated the sampling process 10 times for
each sampling ratio. In total, we obtained 20 training sets, i.e., 10 training sets with 20% of training
data and 10 training sets with 40% of training data. Then, we built an anomaly detection model
based on each training set using LogRobust and PCA respectively, and measured their effectiveness
on the test data in terms of F1-score [56]. The hyper-parameter tuning process for each technique
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0.2 0.4 0.6 0.8 1.0
F1-Score

20%

40% LogRobust PCA

Fig. 2. F1-score under different sets of training data

in each training set is conducted via grid search on the same validation data following the practice
in DL [58].

Figure 2 shows F1-score of LogRobust and PCA, where each box shows the overall effectiveness
of each technique across the 10 training sets with 20% or 40% of training data. From this figure, the
medium F1-score of LogRobust is larger than that of PCA regardless of 20% or 40% of training data,
demonstrating the effectiveness of such an advanced supervised DL-based technique. However,
LogRobust performsmore unstably than PCA under each studied amount of training data, indicating
that the former relies more heavily on the training data. Also, LogRobust becomes more stable with
increasing amount of training data (from 20% to 40% in the study), indicating its heavy dependency
on the training data volume. However, in practice, collecting sufficient high-quality training data is
very challenging and costly, which largely hinders the practicability of such a DL-based technique.

We further measured the time cost spent on building an anomaly detection model based on the
whole training data and predicting one incoming log sequence for LogRobust and PCA, respectively.
The time cost spent on training LogRobust is 2,361.429 seconds, while that of PCA is only 0.983
second. Regarding the time cost spent on predicting incoming log sequences in the test data,
LogRobust spends 1.704 seconds while PCA spends only 0.303 second. The results demonstrate the
significant superiority of PCA over LogRobust in terms of training and prediction efficiency.

Finding 1: The supervised DL-based technique (i.e., LogRobust) outperforms the unsu-
pervised traditional technique (i.e., PCA) in terms of effectiveness (the medium F1-score).
However, the latter is much more efficient and stable.

3.2 Influence of unseen log events on PCA
According to Finding 1, if we can improve the effectiveness of PCA without obviously damaging its
efficiency and stability, more practical log-based anomaly detection can be achieved. Hence, it is
important to identify the important factor affecting the effectiveness of PCA. As demonstrated in
the existing studies [17, 47, 79, 84], the problem of unseen log events is harmful to the effectiveness
of log-based anomaly detection. Here, we conducted an experiment to investigate whether this
problem is also an important factor that negatively affects the effectiveness of PCA. Specifically, we
constructed three training sets by randomly sampling 20% training data from the whole training
data. In particular, we ensured that the three training sets have different numbers of unseen log
events with regard to the test data.
Based on each training set, we built an anomaly detection model using PCA and measured its

F1-score on the same test data. The results are shown in Table 2. We found that with the number
of unseen log events decreasing, the effectiveness of PCA becomes better in terms of F1-score,
confirming the significant influence of the problem of unseen log events on PCA. With this finding,
the effectiveness of PCA could be effectively improved by relieving the problem of unseen log
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Table 2. F1-score of PCA under different numbers of unseen log events

#Unseen Events 404 311 283

F1-score 0.738 0.872 0.935

events. This further motivates the potential of such an unsupervised traditional technique for more
practical log-based anomaly detection.

Finding 2: Relieving the problem of unseen log events may be a promising direction to
improve the effectiveness of PCA.

4 METHODOLOGY
Based on the findings of the motivating study, we conducted an extensive study, as the first attempt,
to explore the potential of traditional techniques for more practical log-based anomaly detection.
In this section, we present the methodology of our empirical study, including the optimized version
of the traditional PCA technique and the study design.

4.1 Studied techniques
As presented in Section 2.2, we evaluated six widely-studied log-based anomaly detection techniques,
including two traditional techniques (i.e., PCA and LogCluster) and four DL-based techniques
(i.e., DeepLog, LogAnomaly, LogRobust, and PLELog). Besides, the goal of our study is to explore
whether traditional techniques through some adaptations can achieve comparable effectiveness
with state-of-the-art DL-based techniques and thus make log-based anomaly detection more practi-
cal. Therefore, motivated by the findings in our motivating study in Section 3, we optimized the
traditional PCA technique by incorporating semantic-based log representation. Please note that our
work does not aim to propose a new technique, but explores the potential of existing traditional
techniques through simple adaptations. Hence, we directly adopted the existing semantic-based log
representation method for optimizing the traditional PCA technique. From Table 1, there are two
semantic-based log representation methods (i.e., synonyms-antonyms-based [47] and TF-IDF-based
semantic representation [84]) used in these widely-studied log-based anomaly detection techniques.
Following the idea of “try-with-simpler”, we selected the lightweight TF-IDF-based semantic repre-
sentation method (instead of Synonyms-Antonyms-based Semantic Representation) for optimizing
the traditional PCA technique, since it is more light-weight without operator intervention and
additional embedding model training. For ease of presentation, we call the optimized version of
PCA SemPCA. In total, we studied seven log-based anomaly detection techniques in our study.

As the first attempt to explore the potential of traditional techniques for more practical log-based
anomaly detection, we adopted the traditional PCA technique as the representative since it is a
typical unsupervised technique and unsupervised algorithms tend to be more practical in terms of
efficiency and data dependency [31]. Actually, other traditional techniques could be also combined
with the semantic-based log representation method and thus achieve better effectiveness, which
will be discussed in detail in Section 6.2. Since the former six techniques have been presented before,
we introduce SemPCA in detail here. Figure 3 shows the workflow of SemPCA, also following the
two main steps (i.e., log representation and anomaly detection model building).

4.1.1 Semantic-based Log Representation. SemPCA first extracts log events from log messages
through log parsing and then represents log events as vectors. Specifically, SemPCA adopts the
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widely-used log parser (i.e., Drain [24]) for log event extraction. For fair comparison, all the studied
log-based anomaly detection techniques use the same log parser in our study, to eliminate the
influence of different log parsers on anomaly detection.
Afterwards, SemPCA adopts the lightweight TF-IDF-based semantic representation method to

represent each log event. In particular, SemPCA directly adopts the pre-trained word vectors on the
Common Crawl Corpus dataset using the Fast-Text [34] toolkit for TF-IDF-based representation
following the existing work [79, 84]. Specifically, the representation of a log event (denoted as 𝑒) is
calculated by𝑉 (𝑒) = ∑𝐿𝑒

𝑖=1 (𝜔𝑖 ×𝛼𝑖 ), where 𝜔𝑖 is the word vector of the 𝑖 th word (denoted as𝑤𝑖 ) in 𝑒 ,
𝐿𝑒 is the number of words in 𝑒 , and 𝛼𝑖 = TF(𝑤𝑖 ) × IDF(𝑤𝑖 ). Here, following the existing work [79],
we adopts GloVe, a pre-trained language model based on global vectors [53], to represent each word
in a log event as a word vector. TF (Term Frequency) measures how frequently a word𝑤 occurs in
𝑒 , i.e., TF(𝑤) = #𝑤

𝐿𝑒
, where #𝑤 is the number of the occurrence of 𝑤 in 𝑒 . IDF (Inverse Document

Frequency) measures how common or rare a word𝑤 is in all the log events, i.e., 𝐼𝐷𝐹 (𝑤) = log( #𝐸
#𝐸𝑤

),
where #𝐸 is the total number of log events and #𝐸𝑤 is the number of log events that contain 𝑤 .
Indeed, there are some more advanced methods than GloVe and TF-IDF respectively, but our work
does not aim to evaluate all of them. If these simple methods can work well for improving the
traditional PCA technique, we believe that more advanced ones can be helpful to further improve the
effectiveness, which can be regarded as our future work. Also, in the future, we can investigate the
effectiveness of other log representation methods (such as synonym-antonym-based representation)
in improving traditional techniques.

4.1.2 Anomaly Detection Model Building. An anomaly detection model is constructed based on log
sequences. Hence, after obtaining log event vectors, it requires to further represent a log sequence
as a vector. Existing log sequence representation methods either simply aggregate log event vectors
via addition or incorporate advanced DL models to represent the log sequences. Since the former is
more lightweight, SemPCA adopts it for log sequence representation in order to keep the advantages
of its high efficiency and weak data dependency. In the future, more log sequence representation
methods can be explored.
Based on the log sequence vectors, SemPCA adopts the PCA algorithm to build an anomaly

detection model. The core of PCA in anomaly detection is to build a normal space (denoted as
𝑆𝑛 , and an abnormal space (denoted as 𝑆𝑎) as shown in the PCA step in Figure 3. Specifically, it
projects each log sequence vector (denoted as 𝑣𝑖 ) into 𝑦𝑖𝑛 by 𝑦𝑖𝑛 = 𝑃𝑃𝑇 𝑣𝑖 , where 𝑃 = [𝑒1, 𝑒2, . . . 𝑒𝑘 ]
and 𝑒1, 𝑒2, . . . 𝑒𝑘 refer to the eigenvectors with the 𝑘 largest eigenvalues. That also indicates that
there are 𝑘 principal components. We call 𝑦𝑖𝑛 the projection of 𝑣𝑖 to the normal space (𝑆𝑛). Similarly,
it also projects 𝑣𝑖 to the abnormal space via 𝑦𝑖𝑎 = (𝐼 −𝑃𝑃𝑇 )𝑣𝑖 , where 𝐼 refers to the standard identity
matrix. Since the components corresponding to the abnormal space retain the minimal variance of
the original data, SemPCA detects anomalies through outlier detection in the abnormal space (𝑆𝑎).
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Table 3. Basic information of datasets. The window size of the Fixed Window strategy refers to the number
of log messages within each window, while the window size of the Fixed Time Window strategy refers to the
time period within which all log messages are grouped as a log sequence.

Datasets # Log
Messages

Grouping
Strategy

avg.
Length

# Sequences % Anomaly # Events # Unseen
train val test train val test

HDFS 11,175,629 Session Window
(block_id) 19 345,036 57,506 172,518 3.27 3.20 2.15 46 1

BGL 4,747,963

Session Window
(node_id)

+ Fixed Window
(size = 120)

55 51,346 8,557 25,673 52.96 53.21 17.75 431 40

Spirit 12,000,000 Fixed Window
(size = 120) 120 60,000 10,000 30,000 25.74 25.39 29.98 1414 53

NC 334,567 Fixed Time Window
(size = 5min) 13 15,441 2,573 7,721 21.43 6.86 2.19 23 12

MC 6,148,033 Fixed Time Window
(size = 5min) 210 17,550 2,925 8,775 - - - 245 31

Following the existing work [76], SemPCA adopts Square Prediction Error (SPE) [18] to determine
whether an incoming log sequence (denoted as 𝑣 𝑗 ) is an outlier or not in the abnormal space by
comparing with a given threshold 𝜃 (which is a hyper-parameter in SemPCA). Specifically, the SPE
value for 𝑣 𝑗 is calculated by | |𝑦 𝑗

𝑎 | |2. If the SPE value is larger than 𝜃 , 𝑣 𝑗 is predicted as an anomalous
log sequence.

4.2 Datasets
In our study, we evaluated the studied log-based anomaly detection techniques on five datasets,
including three public datasets (i.e., HDFS [77], BGL [50], Spirit [62]) that have been widely-used in
the existing work [17, 36, 47, 79], as well as two industrial datasets from two large-scale distributed
online systems in two different organizations, i.e., the network center of our university and one
influential motor corporation throughout the world. We hide the company name and system names
due to the confidential policy. For ease of presentation, we call the two industrial datasets NC and
MC, respectively.

Table 3 shows the basic information of these datasets, including the number of log messages, the
used method of log data grouping (i.e., log sequence construction by grouping log messages), the
average length of a log sequence, the number of log sequences in the training/validation/test sets,
the ratio of anomalous log sequences in the training/validation/test sets, the total number of log
events, and the number of unseen log events in the test set. In the following, we will introduce
each dataset in detail.
HDFS (Hadoop Distributed File System) was collected during the running of Hadoop-based

MapReduce jobs on more than 2,000 Amazon’s EC2 nodes for 38.7 hours. It contains 11,175,629 log
messages, which form 575,062 log sequences according to the block_id of each log message. Among
them, 2.9% of log sequences are anomalous, which were manually labeled by Hadoop domain
experts.
BGL (Blue Gene/L supercomputer) was produced by the Blue Gene/L supercomputer, which

consists of 128K processors and was deployed at the Lawrence Livermore National Labs with a time
span of 7 months. In total, it contains 4,747,963 log messages, among which 348,460 are anomalous.
Following the existing work [17, 47, 79], we combined the fixed window strategy and the session
window strategy, which apply the fixed window strategy with the window size of 120 (this number
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refers to the number of log messages) to each set of log data with the same node_id. As shown
in the Table 3, the average length of a log sequence in this dataset is 55, which is smaller than
the window size – 120. This is because the number of log messages with a certain node_id can
be smaller than 120 and our fixed window strategy is applied to the log messages with the same
node_id. With this strategy, a log sequence is regarded as an anomalous one if it contains at least
one anomalous log message.

Spirit was produced by the Spirit supercomputer at Sandia National Labs [62] with a time span
of 2.5 years. There are 272,298,969 log messages in total, including 181,642,697 anomalous messages.
Similar to the existing work [36], we sampled the first 12 million log messages (including 360,000
anomalous messages) in the whole dataset as the studied dataset in our work since using the whole
dataset requires unaffordable computing and storage resources [36]. We also used the strategy of
fixed windows with the window size of 120 to extract log sequences from log messages.
NC was produced by a real-world large-scale online service system in the Network Center of

our university. It contains several kinds of anomalies, such as system failures, network issues, and
security breach. In total, there are 334,567 log messages, among which 15,394 are anomalous. The
annotation process is semi-automatic, where system monitors first report alerts according to the
pre-defined rules and operators then manually check them to filter out false alarms. Based on the
suggestions from its operators, we adopted the fixed time window strategy with the window size of
5 minutes to extract log sequences following the practical scenario of it. That is, the log messages
within a 5-minutes period are grouped as a log sequence.

MC was produced by a real-world large-scale online service system in one influential motor
corporation throughout the world, which focuses on developing, simulating, and testing various
autonomous driving algorithms. There are 6,148,033 log messages in MC, among which 4,833 are
labeled as anomalous ones by domain experts following the similar annotation process as NC.
Similarly, we used the strategy of fixed time windows with the window size of 5 minutes to extract
log sequences as well, confirmed by the operators of this system. Due to the confidential policy of
the corporation, we have to omit the anomaly ratio of this dataset.
For each dataset, we split it into a training set, a validation set, and a test set in chronological

order of log sequences with the ratio of 6:1:3. Here, we did not adopt the widely-used splitting
method in the existing work [17, 84], which shuffles all the log sequences before splitting. This is
because it could lead to data leakage [66] and thus evade the problem of unseen log events. Our
splitting method can ensure all the log sequences in the training set are produced before the log
sequences in the test set, which is much closer to the practical scenario and indeed comes across
the problem of unseen log events (especially for BGL and Spirit due to their longer time spans for
log data).

4.3 Metrics
In our study, we measured both effectiveness and efficiency of each studied log-based anomaly
detection technique.

Since log-based anomaly detection is actually a binary classification problem (i.e., distinguishing
anomalies and normal cases), we adopted Precision (Prec.), Recall, and F1-score (𝐹1) as the metrics
to measure the effectiveness of each technique following the existing work [17, 29, 47, 79, 84].
Precision is computed by 𝑇𝑃

𝑇𝑃+𝐹𝑃 while Recall is computed by 𝑇𝑃
𝑇𝑃+𝐹𝑁 , where TP, FP, and FN refer to

the number of true positives (an anomalous log sequence is indeed predicted to be anomalous), false
positives (a normal log sequence is predicted to be anomalous), and false negatives (an anomalous
log sequence is predicted to be normal), respectively. F1-score considers both Precision and Recall,
which is computed by 2· (Precision·Recall)

Precision+Recall .
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Furthermore, following the existing work [21, 79, 88], we adopted the time spent on building an
anomaly detection model (called training time) and the time spent on online anomaly detection
(called prediction time) as the efficiency metrics in our study. Although building an anomaly
detection model is an offline task, the time spent on it is still important since the anomaly detection
model has to be frequently updated due to the frequent software evolution. Please note that training
time does not include the time spent on hyper-parameter tuning through grid search, but refers
to the time spent on build the anomaly detection model based on the best hyper-parameters after
tuning. It is reasonable to exclude the time spent on hyper-parameter tuning through grid search
since each technique employs grid search for hyper-parameter tuning. Prediction time refers to
the average time spent on predicting an incoming log sequence across the entire test set for each
dataset. The time spent on predicting incoming log sequences for online anomaly detection is also
quite important since an anomaly detection model is required to monitor the software status in
real time.

It is also important to measure the average training time for one epoch (called one-epoch training
time) for DL-based techniques since their efficiency could be improved after the initial training
by training for a few epochs or incremental updates in practice. Moreover, based on one-epoch
training time, we can also conclude the efficiency superiority of SemPCA over DL-based techniques
for the process of grid search.

4.4 Implementations and Configurations
In total, we studied seven log-based anomaly detection techniques. For PLELog, we directly used
the released implementation by the existing work [79]. For PCA and LogCluster, we adopted the
implementations provided by the existing study [29]. Regarding DeepLog [17], LogAnomaly [47],
and LogRobust [84], their implementations are not available and thus we re-implemented them
according to the descriptions in their papers. To ensure that our re-implementations are correct and
our usage for the released implementations are correct, we conducted a small experiment on HDFS
to reproduce the result of each technique according to their original experimental settings. Indeed,
for each technique, the difference between our result and the result provided by the original work
is minor, i.e., the average F1-score difference is just 0.013 across all the six techniques. Regarding
SemPCA, we implemented it in Python 3.8 based on scikit-learn 0.24 [1].
Following the practice in deep learning [58, 72], we determined the hyper-parameter settings of

each studied technique through extensive grid search on the corresponding validation set, in order to
make each studied technique achieve the best effectiveness (i.e., F1-score) on each dataset. Please
note that the grid search process is not part of SemPCA or any other studied techniques, but it is
common practice in deep learning [73, 86]. Hence, we employed it for all the studied techniques
on each validation set for sufficient and fair comparison. In particular, we developed a toolbox
that integrates the implementations of all the seven studied techniques in order to promote future
research and practical use. In this toolbox, each technique can be invoked by simply specifying
the corresponding configuration. Our toolbox and all the experimental data (also including the
parameter settings of each technique used in our study after grid search) can be found at our project
homepage: https://github.com/YangLin-George/SemPCA. We conducted all the experiments on
a server with Ubuntu 18.04 LTS, Intel Xeon Gold 6240C CPU, 128GB RAM, and a NVIDIA RTX3090.

4.5 Experimental Setup
RQ1 aims to investigate whether optimizing the traditional PCA technique through lightweight
adaptation can achieve comparable effectiveness with the widely-studied techniques (especially
the state-of-the-art DL-based techniques). To answer RQ1, we applied each technique to each
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Table 4. Effectiveness comparison among the studied techniques

Technique HDFS BGL Spirit MC NC
Prec. Recall 𝐹1 Prec. Recall 𝐹1 Prec. Recall 𝐹1 Prec. Recall 𝐹1 Prec. Recall 𝐹1

PCA 0.996 0.815 0.897 0.565 1.000 0.722 0.924 0.945 0.934 0.931 0.979 0.954 0.966 0.821 0.887
LogCluster 0.997 0.900 0.946 0.988 0.623 0.766 0.994 0.942 0.968 0.991 0.879 0.932 0.999 0.671 0.802

DeepLog 0.864 0.958 0.909 0.162 0.868 0.273 0.889 0.995 0.939 0.946 0.999 0.972 0.996 0.994 0.995
LogAnomaly 0.933 0.992 0.962 0.151 0.791 0.253 0.883 0.975 0.927 0.945 0.999 0.971 0.979 0.997 0.988
PLELog 0.989 0.957 0.973 0.978 0.998 0.988 0.963 0.980 0.971 0.985 0.994 0.984 1.000 0.999 0.999
LogRobust 0.999 0.997 0.998 0.999 0.999 0.999 0.994 0.892 0.938 0.988 0.982 0.985 0.999 0.994 0.995

SemPCA 0.963 1.000 0.981 0.897 1.000 0.946 0.981 0.920 0.950 0.932 1.000 0.965 0.997 0.912 0.953

dataset, and then measured Precision, Recall, and F1-score to compare these techniques in terms of
effectiveness.
Then, we investigated how these studied techniques suffer from the two above-mentioned

limitations. Specifically, RQ2 aims to investigate whether the optimized version of the traditional
PCA technique can performmore stably under insufficient training data than the existing techniques.
To answer RQ2, for each dataset, we constructed a series of training sets by randomly sampling 1%,
2%, 5%, 10%, and 20% of log sequences from the whole training data respectively, which aims to
simulate the training sets with different degrees of quality by changing the amounts of training
data. Here, we constructed the training sets with much less training data, which aims to simulate
the practical scenario suffering from the data hungry problem [21]. Specifically, collecting sufficient
training data (especially labeled data) is challenging and costly in practice, and thus the small
amount of data is a common factor affecting the quality of training data. If a technique can perform
well with various small amounts of training data, it means that this is a stable technique without
heavy dependency on training data. Besides, for each studied amount, we repeated the sampling
process 10 times for constructing 10 different training sets with the same amount of training data.
On the one hand, it can reduce the threat from randomness; On the other hand, the training sets
with the same amount of log data could also have different degrees of quality (e.g., different degrees
of data imbalance), and thus such a way can help investigate the stability of each technique when
controlling for the amount of training data.
Please note that for each dataset, all the log sequences in these constructed training sets are

sampled from the whole training set and meanwhile we used the same test set for fair evaluation.
With these constructed training sets, we applied each technique to each of them and then measured
its effectiveness on the test set of the corresponding dataset.

Subsequently, RQ3 aims to investigate the efficiency of these studied techniques. To answer RQ3,
we recorded the training time and prediction time for each technique on each dataset.

5 RESULTS AND ANALYSIS
5.1 RQ1: Effectiveness Comparison
Table 4 shows the comparison results of the seven studied techniques in terms of anomaly detection
effectiveness, where the best effectiveness on each dataset is marked as bold. By comparing SemPCA
with PCA, we found that the former performs significantly better than the latter, e.g., the average
improvement in terms of F1-score is 0.101 across all the datasets. The results demonstrate the
significant contribution of the semantic-based log representation method in SemPCA.
Moreover, SemPCA also outperforms another traditional technique (i.e., LogCluster) on all the
datasets (except Spirit). For example, the improvements in terms of F1-score on HDFS, BGL, MC,
and NC range from 3.541% to 23.822%.
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Regarding the studied DL-based techniques, the supervised technique (i.e., LogRobust) and the
state-of-the-art semi-supervised technique (i.e., PLELog) perform better than the other two (i.e.,
DeepLog and LogAnomaly). This is as expected since both LogRobust and PLELog carefully handle
the problem of unseen log events by designing the semantic-based log representation methods and
meanwhile LogRobust incorporates much more information (i.e., the labels of both normal and
anomalous log sequences). Surprisingly, the optimized version of the unsupervised PCA technique
(i.e., SemPCA) achieves comparable effectiveness with both LogRobust and PLELog, even though
SemPCA does not require any label information and relies on a traditional algorithm (i.e., PCA)
for building an anomaly detection model. The F1-score differences between SemPCA and PLELog
only range from 0.021 to 0.046 for BGL, Spirit, MC, and NC, and those between SemPCA and
LogRobust only range from 0.017 to 0.053 for HDFS, BGL, MC, and NC. Even SemPCA performs
slightly better than LogRobust on Spirit and PLELog on HDFS in terms of F1-score. The reason why
LogRobust does not perform very well on Spirit may be that LogRobust is supervised, i.e., learning
patterns from both normal and abnormal log sequences, but the imbalance problem on Spirit is very
significant. The results demonstrate the great potential of SemPCA in log-based anomaly detection,
indicating that properly optimizing traditional techniques is also a promising direction in this area.

From Table 4, we also found that on BGL, both DeepLog and LogAnomaly perform significantly
worse than all the other techniques (even the traditional ones, i.e., PCA and LogCluster). This is
because the BGL dataset suffers from the most serious unseen-log-event problem among all the
studied datasets. Both DeepLog and LogAnomaly predict several possible log events that can follow
the subsequence of log events in a log sequence. In this way, when coming across an unseen log
event that is dissimilar to the predicted ones according to the log event vectors, the log sequence
is directly identified as an anomaly. Although LogAnomaly also extracts semantics of log events
through synonyms-antonyms-based log representation, the way of predicting an anomaly makes it
hard to handle the problem of unseen log events. On the other hand, although PCA and LogCluster
do not handle this problem, they directly ignore unseen log events and count the occurrence of seen
log events for anomaly detection, which is less aggressive to treat the log sequences with unseen
log events than DeepLog and LogAnomaly. Indeed, all these techniques without well relieving the
problem of unseen log events perform much worse than those incorporating semantic-based log
representation on BGL, which further confirms the necessity of relieving this problem in log-based
anomaly detection.

Finding 3: SemPCA significantly outperforms PCA by incorporating lightweight semantic-
based log representation, and achieves comparable effectiveness with the supervised DL-
based technique (i.e., LogRobust) and the semi-supervised DL-based technique (i.e., PLELog).

5.2 RQ2: Stability Comparison
Table 5 shows the effectiveness of each studied technique under different amounts of training data.
For each technique on each dataset under each studied amount of training data, we calculated
the average F1-score (avg. denoted in the table) across 10 training sets with the same amount of
training data, and calculated the corresponding standard deviation (𝜎 denoted in the table). Here,
we mainly studied small amounts of training data in order to simulate the common data-hungry
problem in the practical use of deep learning [21].
From Table 5, in general, the studied DL-based techniques perform much worse under small

amounts of training data than using the whole training data (shown in Table 4) in terms of
average F1-score. This is as expected since DL-based techniques tend to rely on a huge amount
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Table 5. Average and standard deviation of F1-score of each studied technique under different amounts of
training data.

PCA LogCluster DeepLog LogAnomaly PLELog LogRobust SemPCADataset Ratio avg. 𝜎 avg. 𝜎 avg. 𝜎 avg. 𝜎 avg. 𝜎 avg. 𝜎 avg. 𝜎

1 0.872 0.022 0.946 0.001 0.853 0.043 0.932 0.015 0.767 0.363 0.924 0.036 0.980 0.001
2 0.881 0.023 0.947 0.001 0.822 0.074 0.944 0.014 0.979 0.009 0.963 0.019 0.978 0.007
5 0.884 0.019 0.947 0.000 0.784 0.028 0.795 0.057 0.785 0.083 0.981 0.011 0.981 0.000
10 0.888 0.017 0.947 0.001 0.875 0.060 0.794 0.032 0.727 0.046 0.989 0.006 0.976 0.009

HDFS

20 0.888 0.016 0.947 0.001 0.893 0.045 0.843 0.051 0.638 0.201 0.997 0.001 0.981 0.000

1 0.709 0.007 0.670 0.029 0.267 0.017 0.256 0.010 0.755 0.061 0.718 0.163 0.908 0.038
2 0.714 0.013 0.695 0.029 0.249 0.013 0.237 0.015 0.667 0.186 0.911 0.038 0.928 0.033
5 0.714 0.014 0.741 0.017 0.244 0.015 0.227 0.001 0.870 0.076 0.914 0.105 0.941 0.004
10 0.719 0.010 0.757 0.008 0.241 0.017 0.227 0.000 0.961 0.030 0.963 0.027 0.937 0.006

BGL

20 0.717 0.010 0.762 0.005 0.236 0.016 0.227 0.000 0.961 0.028 0.972 0.027 0.945 0.005

1 0.073 0.004 0.904 0.035 0.732 0.028 0.918 0.010 0.809 0.101 0.227 0.321 0.916 0.036
2 0.205 0.266 0.924 0.015 0.708 0.067 0.938 0.012 0.700 0.093 0.313 0.330 0.919 0.032
5 0.325 0.311 0.947 0.019 0.663 0.084 0.957 0.018 0.836 0.102 0.294 0.311 0.923 0.030
10 0.595 0.359 0.955 0.016 0.614 0.087 0.931 0.082 0.857 0.083 0.363 0.338 0.933 0.002

Spirit

20 0.894 0.080 0.963 0.011 0.588 0.060 0.951 0.033 0.853 0.053 0.606 0.296 0.924 0.030

1 0.943 0.011 0.947 0.014 0.989 0.001 0.856 0.007 0.963 0.040 0.788 0.306 0.964 0.001
2 0.941 0.016 0.942 0.011 0.989 0.001 0.867 0.005 0.979 0.038 0.947 0.033 0.963 0.001
5 0.944 0.018 0.937 0.011 0.989 0.001 0.874 0.002 0.922 0.039 0.976 0.036 0.964 0.001
10 0.952 0.014 0.936 0.005 0.989 0.001 0.875 0.001 0.890 0.047 0.952 0.057 0.964 0.001

MC

20 0.955 0.010 0.932 0.004 0.989 0.001 0.876 0.001 0.912 0.029 0.911 0.052 0.964 0.000

1 0.882 0.000 0.789 0.000 0.970 0.008 0.978 0.003 0.963 0.042 0.979 0.012 0.948 0.033
2 0.882 0.000 0.789 0.000 0.972 0.009 0.980 0.004 0.979 0.040 0.990 0.006 0.935 0.030
5 0.883 0.002 0.789 0.000 0.968 0.006 0.983 0.002 0.922 0.041 0.994 0.002 0.980 0.004
10 0.884 0.003 0.789 0.000 0.980 0.009 0.989 0.001 0.890 0.049 0.997 0.001 0.980 0.004

NC

20 0.885 0.003 0.789 0.000 0.978 0.009 0.989 0.001 0.912 0.031 0.998 0.001 0.980 0.004

of training data to learn the parameters in complex neural networks [55, 60]. In contrast, the
traditional techniques (i.e., SemPCA, PCA, LogCluster) perform stably regardless of the studied
amounts of training data. In particular, when using 1% of training data, the optimized version of
the unsupervised PCA technique (i.e., SemPCA) performs the best among these studied techniques
in most cases. For example, the unsupervised SemPCA performs much better than the supervised
LogRobust in four (out of five) datasets under 1% of training data, i.e., the improvements of SemPCA
over LogRobust in terms of average F1-score are 6.061% on HDFS, 26.462% on BGL, 136.082% Spirit,
and 22.335% on MC. The results demonstrate that SemPCA is more stable and less dependent on
the amount of training data than the advanced DL-based techniques.
Please note that even though 1% is a very small ratio, 1% of training data does not mean the

very small amount of training data. For example, for HDFS, 1% of training data contains 57,506
log sequences. In practice, labeling such a large number of training data is still very expensive,
indicating that the data hungry problem could be more serious in practice and thus the effectiveness
of these DL-based techniques could be affected more deeply.
From the results of standard deviation in Table 5, SemPCA (as well as the other two traditional

techniques) perform more stably than the studied DL-based techniques. For example, on Spirit, the
standard deviation of SemPCA ranges from 0.002 to 0.036 while those of the supervised LogRobust
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and the state-of-the-art semi-supervised PLELog range from 0.280 to 0.335 and from 0.053 to 0.102
respectively, across all the studied amounts of training data. The mean of standard deviation for
SemPCA is 0.012 across all the cases, which is 88.000%, 84.211%, 57.143%, and 33.333% smaller than
that of LogRobust, PLELog, DeepLog, and LogAnomaly respectively. The results demonstrate that
the optimized version of the traditional PCA technique (i.e., SemPCA) is much more stable than
the studied DL-based techniques when controlling for the amount of training data, indicating that
these studied DL-based techniques also more heavily depend on the quality of training data. In
practice, collecting and labeling sufficient high-quality training data is quite challenging, which
further hinders the practical use of these DL-based techniques.

In particular, LogRobust performs significantly worse and less stably than all the other techniques
on Spirit under small amounts of training data. The main reason lies in that LogRobust requires
to learn patterns from both normal and abnormal log sequences and meanwhile the distribution
of the data in Spirit is more diverse, and thus it requires much more training data for building an
accurate anomaly detection model. Indeed, when using the whole training data, the effectiveness
of LogRobust is significantly improved. However, all the other techniques either just learn patterns
from normal log sequences or detect anomalies via outlier analysis, and thus the dependency on
the training data amount is relatively small. The results further confirm the challenge of applying
the supervised log-based anomaly detection techniques to the practice.

Finding 4: The optimized version of the traditional PCA technique (i.e., SemPCA) is more
stable and less dependent on the amount and quality of training data than the advanced
DL-based techniques. When using small amounts of training data, the former even performs
better than the latter in terms of average F1-score.

5.3 RQ3: Efficiency Comparison
Table 6 shows the efficiency comparison results among these studied techniques. For each technique,
we reported the training time (train, in seconds), the prediction time (pred, in milliseconds), the
one-epoch training time (one-epoch, in seconds), on each dataset.
From this table, the traditional techniques spend significantly shorter training time than the

advanced DL-based techniques on each dataset. For example, the average training time of SemPCA
is only 0.279 seconds while that of DeepLog, LogAnomaly, PLELog, and LogRobust are 1,332.405,
58,674.582, 1,723.260, and 1,620.668 seconds, respectively. Among the four DL-based techniques,
LogAnomaly was more than 10 times slower than the others, especially on the Spirit dataset.
This is because LogAnomaly predicts the next log event based on the previous ones, causing
that each log sequence can be transformed to multiple instances and thus the volume of training
data can be significantly increased. Moreover, the inclusion of two LSTMs (one incorporating
quantity features and another incorporating semantic features) further aggravates the training
cost. Moreover, the training time for SemPCA is stable for different datasets with different scales of
training data (ranging from 0.017 seconds to 1.053 seconds), while that for DL-based techniques
is affected significantly (ranging from 29.847 seconds to 2,566.723 seconds for DeepLog, ranging
from 1,862.281 seconds to 148,004.419 seconds for LogAnomaly, ranging from 57.967 seconds to
3,252.943 seconds for LogRobust, and ranging from 56.747 seconds to 3,782.365 seconds for PLELog).
The results further demonstrate the superiority of SemPCA in terms of efficiency across different
datasets.

Furthermore, we found that the time spent on the whole process of building an anomaly detection
with SemPCA is still significantly shorter than the one-epoch training time for each DL-based
technique. For example, the whole training time for SemPCA is 0.279 seconds, while the one-epoch
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Table 6. Efficiency comparison among the studied techniques.

Dataset PCA LogCluster DeepLog LogAnomaly LogRobust PLELog SemPCA

HDFS
train 0.103 10.195 1,782.453 72,933.082 3,252.943 3,782.365 1.053

one-epoch - - 44.562 1,823.327 162.602 189.118 -
pred. 0.002 0.046 0.042 0.048 0.200 0.197 0.003

BGL
train 0.118 6.859 645.082 36,594.352 1,016.560 998.542 0.101

one-epoch - - 16.127 3,148.195 50.828 49.925 -
pred. 0.026 0.437 0.384 0.282 0.367 0.268 0.028

Spirit
train 0.983 48.936 2,566.723 >24 hours 2,361.429 2,855.766 0.164

one-epoch - - 64.168 36,821.91 118.071 142.788 -
pred. 0.303 0.611 19.326 152.793 1.704 1.251 0.016

MC
train 0.011 0.075 29.847 1,862.281 57.967 56.747 0.017

one-epoch - - 0.746 46.557 2.898 2.837 -
pred. 0.014 0.018 1.131 1.222 0.152 0.114 0.003

NC
train 0.017 2.955 1,637.920 33,975.866 1,414.442 922.881 0.061

one-epoch - - 40.948 849.375 70.722 46.144 -
pred. 0.068 0.017 0.798 0.194 0.871 0.759 0.015

Avg.
train 0.246 13.804 1,332.405 58,674.582 1,620.668 1,723.260 0.279

one-epoch - - 33.310 8,537.873 81.024 86.162 -
pred. 0.0826 0.226 4.336 30.908 0.659 0.518 0.013

training time for LogRobust is 81.024 seconds, on average across all the datasets. That is, even though
the efficiency of DL-based techniques could be improved after the initial training by training for a
few epochs or incremental updates, SemPCA is still much more efficient than DL-based techniques.
Based on these results, we can also infer that the grid-search process for DL-based techniques can
be more time-consuming than that for SemPCA (since an anomaly detection model has to be built
and evaluated under each explored hyper-parameter setting in the grid search process), which
further indicates the efficiency of SemPCA.

In terms of average prediction time, that of all the studied techniques is acceptable, and SemPCA
and PCA spend shorter prediction time than the other techniques.
To sum up, SemPCA and PCA are much more efficient than the advanced DL-based techniques

in terms of both training and prediction time. Such high efficiency is helpful to update the anom-
aly detection model in time, tune the hyper-parameters sufficiently and efficiently, and monitor
the system in real time. The results demonstrate the practicability of SemPCA, especially when
comprehensively considering the effectiveness, efficiency, and stability.

Finding 5: All the studied techniques have acceptable prediction time and that of SemPCA
and PCA is shorter. However, the traditional techniques (i.e., SemPCA, PCA, and LogCluster)
spend significantly shorter training time than the advanced DL-based techniques. This also
confirms that incorporating lightweight semantic-based log representation into the PCA
technique does not damage its advantage of high efficiency.

Summary: The unsupervised SemPCA (i.e., the optimized version of the traditional PCA tech-
nique through simple adaptation) achieves comparable effectiveness with the supervised and
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semi-supervised DL-based techniques while is more stable, less dependent on training data, and
more efficient. That demonstrates the great potential of SemPCA for more practical log-based
anomaly detection, and confirms that such a traditional technique can still excel after simple but
useful adaptation.

Implication: Please note that the point of our study is not to deprecate deep learning in the
area of log-based anomaly detection, but evaluate the existing DL-based techniques from a novel
perspective. That is, we investigated whether the existing DL-based techniques have prominent
advantage compared with the traditional techniques through simple but useful adaptation in terms
of comprehensive metrics (i.e., effectiveness, efficiency, and stability). Although our conclusions
are relatively negative for the existing DL-based techniques in terms of the studied metrics, it is
still exciting to see new DL-based techniques that can significantly outperform all the existing
techniques (including the traditional techniques with some optimizations) in terms of effectiveness
but cannot further damage the efficiency and stability under insufficient training data. In the future,
when evaluating newly-proposed DL-based techniques, optimizing the traditional techniques
accordingly for comparison should be also noticed in order to confirm the contribution of advanced
DL models to the significant effectiveness improvement.

6 DISCUSSION
6.1 Why does SemPCAWork?
Based on our study, the traditional PCA algorithm can still excel by incorporating a lightweight
semantic-based log representation in log-based anomaly detection. The success of SemPCA is
inspiring, and we further analyzed the insight behind its success. The main reasons are threefold.

First, incorporating semantic-based log representation is helpful to relieve the problem of unseen
log events. The original PCA represents a log sequence as a event count vector by counting the
occurrence of each log event (seen in training data) in the log sequence, which directly ignores
the unseen log events in incoming log sequences and thus negatively affects its effectiveness.
However, the semantic-based log representation method in SemPCA can map the unseen log events
in incoming log sequences to the log events seen in training data by measuring their semantic
similarity.

Second, the semantic-based log representationmethod in SemPCA can facilitate the understanding
of semantic differences between anomalous and normal log sequences, and thus SemPCA is effective
to detect more obscure anomalies. However, the event count vector method in the original PCA is
just effective to detect the anomalies exhibited by the exceptional number of log events, which are
usually obvious and could be also captured by the semantic differences.

Third, the number of anomalies tends to be much smaller than that of normal cases in practice [17,
47, 79], leading to the problem of imbalanced data. Such imbalanced data could negatively affect
the effectiveness of supervised DL models, which has been widely recognized in the area of deep
learning [4, 16], while it has little influence on the unsupervised PCA algorithm since PCA can
effectively learn patterns from the majority class (i.e., normal log sequences) and then determine
whether an incoming log sequence is an outlier with respect to the learned patterns. Therefore, in
our study, SemPCA performs more stably under a variety of training sets.

In addition, the adopted lightweight semantic-based log representation method in SemPCA does
not consider the order information of log events, and thus the optimized version of the traditional
PCA technique cannot detect the anomalies that are only reflected by log-event orders. In fact, the
existing study analyzed tens of thousands of anomalies related to logs in industry and found that
(1) such a kind of anomalies are not common in practice; (2) the anomalies involving abnormal
log-event orders tend to also involve abnormal log-event counts or log-event types [88]. Hence,
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Table 7. Effectiveness comparison between SVM/LogCluster and SemSVM/SemLogCluster on all the five used
datasets

Dataset SVM SemSVM LogCluster SemLogCluster
Prec. Recall 𝐹1 Prec. Recall 𝐹1 Prec. Recall 𝐹1 Prec. Recall 𝐹1

HDFS 0.999 0.662 0.796 0.999 0.974 0.986 0.997 0.900 0.946 0.963 0.985 0.972
BGL 0.799 0.853 0.825 0.998 0.889 0.940 0.988 0.623 0.766 0.972 0.654 0.782
Spirit 0.993 0.959 0.976 0.981 0.985 0.983 0.994 0.942 0.968 0.995 0.936 0.965
MC 0.933 1.000 0.965 0.932 0.999 0.964 0.991 0.879 0.932 0.952 0.986 0.968
NC 1.000 0.643 0.783 1.000 0.823 0.903 0.999 0.671 0.802 0.996 0.925 0.959

Average 0.944 0.823 0.869 0.982 0.934 0.955 0.993 0.803 0.883 0.976 0.897 0.929

many of such a kind of anomalies can be also detected by SemPCA. In the future, we can further
optimize traditional techniques by incorporate the order information of log events.

6.2 Can Other Traditional Techniques Excel through Semantic-based Log
Representation?

In the study, we took PCA as the representative to investigate whether traditional techniques
through some optimizations can achieve comparable effectiveness with advanced DL-based tech-
niques in log-based anomaly detection. Indeed, we found that incorporating semantic-based log
representation is helpful to largely improve the effectiveness of PCA almost without damaging
its efficiency, since it can relieve the problem of unseen log events well. Here, we further inves-
tigated whether the conclusion can be generalized to other traditional techniques. Specifically,
we conducted an experiment on the other two traditional techniques, i.e., LogCluster [40] and
SVM [85]. The former is semi-supervised that has been introduced in Section 2.2.1, while the latter
is supervised that first uses the event count vector method for log representation like PCA and
LogCluster and then builds a classifier via the SVM algorithm for anomaly detection. Based on
them, we constructed SemLogCluster and SemSVM by incorporating the lightweight semantic-based
log representation method used in SemPCA, respectively.

Table 7 shows the comparison results between SVM/LogCluster and SemSVM/SemLogCluster on
all the five used datasets. We found that after incorporating semantic-based log representation in
both LogCluster and SVM, their effectiveness can be effectively improved. Specifically, the average
improvement of SemLogCluster over LogCluster is 5.210% and that of SemSVM over SVM is 9.896%,
in terms of F1-score, which makes their effectiveness close to the supervised LogRobust and the
semi-supervised PLELog except SemLogCluster on the BGL dataset. The results demonstrate the
generalizability of the conclusions from our study to a large extent and further confirm the great
potential of traditional techniques for more practical log-based anomaly detection.
We manually analyzed the reason about the relatively small improvement of SemLogCluster

over LogCluster on the BGL dataset. The reason lies in that we directly used the pre-trained
word vectors on the Common Crawl Corpus dataset using the Fast-Text toolkit for semantic
representation following the existing work [79, 84], and 8.922% of tokens in the BGL dataset
are Out-Of-Vocabulary (OOV) with regard to the pre-trained word vectors. Further, the OOV
tokens are uniformly represented by a specialized token (such as “<oov>”), and thus the distance
between log sequences measured by the clustering-based technique can be very small based on the
semantic representation on the BGL dataset, which increases the difficulty of precisely clustering
them. Nevertheless, SemLogCluster still outperforms LogCluster, demonstrating the usefulness of
semantic-based log representation for traditional anomaly detection techniques to some degree.
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Fig. 4. An anomalous log sequence extracted from BGL. Line 9 of log sequence (a) is labeled by experts as
anomalous log message.

In the future, we can improve the effectiveness of SemLogCluster by incorporating more effective
semantic-based log representation methods.
Here, we did not study the IM technique (Invariants Mining [42]). IM mines the invariants (or

patterns) existing in log sequences (such as “open file” and “close file”) based on the occurrence
frequency of log events and detects an anomaly by determining whether a log sequence violates
the invariants. However, after representing log sequences as the form of semantic vectors, it is hard
to mine such invariants due to the incompatibility with the principle underlying IM, and thus it
cannot be used for anomaly detection.

6.3 Case Study
We further illustrate why SemPCA works well through two examples in this section.

6.3.1 Case 1. Figure 4 shows two similar log sequences extracted from the test set of BGL. The log
sequence (a) is anomalous, while the log sequence (b) is normal. In our experiment, PCA failed to
identify the anomalous log sequence (a) as an anomaly, while SemPCA succeeded. The reason is that
the log events 423 and 424 are unseen in the training set, and thus PCA cannot count them in the
event count vector. Hence, the event count vector for this log sequence is: [11 : 3, 254 : 1, 324 : 1].
After mapping this vector to the abnormal space, the SPE value of the projection is 17.391, which
is smaller than the anomaly detection threshold, and thus PCA mis-reported the anomalous log
sequence (a) as a normal one. In contrast, SemPCA can capture the semantics of the unseen log
events 423 and 424 through semantic-based log representation, which help identify this anomaly,
demonstrating the contribution of semantic-based log representation for unseen log events.
Besides, DeepLog is also affected by unseen log events. In this example, DeepLog mis-reported

the normal log sequence (b) as an anomaly. As presented in Section 2, DeepLog is designed to
predict the next log event according to the log events before it. When predicting the log event at
Line 10, DeepLog takes the first nine lines of log events as input. Since the log events 423 and 424
are unseen in training data, DeepLog neither represents both of them nor predicts the log event
424, thereby identifying it as an anomaly. That demonstrates the necessity of relieving the problem
of unseen log events.

6.3.2 Case 2. Figure 5 is a part of an anomalous log sequence extracted from the test set of BGL.
In this log sequence, the log message at Line 13 is labeled as anomalous by experts. When we used
20% of training data to build an anomaly detection model through LogRobust in the experiment
presented in Section 5.2, LogRobust did not identify this anomaly, while LogRobust succeed when
using the entire training data to build an anomaly detection model. The reason for the different
results lies in the different distribution of this log event in corresponding training data. Specifically,
the frequency of occurrence of this log message is significantly low in the sampled 20% of training
data, compared to that in the entire training data, and thus LogRobust cannot effectively learn
the anomalous information in it based on the insufficient training data. That demonstrates that
LogRobust heavily relies on the quality of training data.
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Fig. 5. An anomalous log sequence extracted from BGL. The line 13 is labeled by experts as anomalous log
message.

In contrast, SemPCA can identify this log sequence as anomalous regardless of using 20% of
training data or the entire training data in our experiment. This is because the insight of SemPCA
is to detect outliers as anomalies. That is, as long as the semantics of anomalous log sequences
through semantic-based log representation is minority, SemPCA can stably identify these anomalies
based on the SPE values in the abnormal space. This example matches the insight of SemPCA for
both sets of training data in the experiment. That is, even though the frequency of occurrence of
this log message is relatively high in the entire training data, the semantics of this log sequence is
still minority relative to all log sequences.

6.4 Threats to Validity
The threat to internal validity mainly lies in our implementation. In our study, we implemented
SemPCA and re-implemented DeepLog, LogRobust, and LogAnomaly. To reduce this kind of threat,
we used some mature libraries such as PyTorch and three authors have carefully checked all the
code. In particular, as presented in Section 4.4, we also conducted a replication study to confirm the
correctness of our re-implementations. All our code has been released for future replication.

The threat to external validity mainly lies in the used datasets. We used five datasets in our study,
including three widely-used public datasets (i.e., HDFS, BGL, Spirit) and two industrial datasets
(i.e., MC and NC), which may not represent other datasets. Actually, our used datasets are diverse
by collecting from different systems in different organizations, which can help reduce this kind of
threat to some degree. In the future, we will repeat our experiments on more datasets with greater
diversity, especially for the datasets with more large-scale and high-dimension training data.

The threat to construct validity mainly lies in the hyper-parameter setting for each technique. To
reduce this kind of threat, for each technique on each dataset, we conducted grid search on the
corresponding validation set following the practice in the area of DL [58]. In this way, we can try
the best to obtain the optimal hyper-parameter setting for each technique on each dataset, which
facilitates the fair comparison among the studied techniques.
Regarding PCA (as well as SemPCA), it has a built-in method (i.e., Q-statistics [33]) to automat-

ically determine the setting of the hyper-parameter (i.e., the threshold of the projection length
in abnormal space). For fair comparison with other techniques, we still applied grid search to
both SemPCA and PCA (instead of Q-statistics), and grid search can indeed help find a better
hyper-parameter setting than Q-statistics. Here, we added an experiment to compare grid search
and Q-statistics on the basis of SemPCA to show the necessity of grid search. That is, we evaluated
the effectiveness of SemPCA under the hyper-parameter setting determined by Q-statistics (named
SemPCAauto for ease of presentation) for comparison. Table 8 shows the comparison results on
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Table 8. Effectiveness comparison among the variants.

Technique HDFS BGL Spirit MC NC
Prec. Recall F1 Prec. Recall F1 Prec. Recall F1 Prec. Recall F1 Prec. Recall F1

SemPCA𝑎𝑢𝑡𝑜 0.775 0.458 0.576 0.339 0.456 0.389 0.322 0.991 0.486 1.000 0.862 0.926 0.998 0.846 0.916
SemPCA 0.963 1.000 0.981 0.897 1.000 0.946 0.981 0.920 0.950 0.932 1.000 0.965 0.997 0.912 0.953

each dataset. We found that SemPCA largely outperforms SemPCAauto in terms of F1-score, demon-
strating the superiority of grid search over the built-in Q-statistics method in PCA. In particular,
the average time spent on the grid search process by SemPCA is just 10.296 seconds across all the
datasets, indicating that grid search does not incur too much cost for SemPCA.

7 RELATEDWORK
Besides the six most widely-studied techniques (also studied in our work) introduced in Section 2.2,
there are many other log-based anomaly detection techniques in the literature [20, 22, 27, 42, 43, 69,
74, 78, 82, 83, 89, 90]. For example, regarding traditional techniques, Yamanishi et al. [78] proposed a
Hidden Markov Model to model log sequences. Lou et al. [42] proposed to learn invariants in normal
log sequences for anomaly detection. All these existing traditional techniques do not consider the
problem of unseen log events. Regarding DL-based techniques, they tend to design various DL
models for anomaly detection. For example, Lu et al. [43] built an Convolutional Neural Network
(CNN)for anomaly detection. Xia et al [74] and Zhao et al. [89] applied Generative Adversarial
Network to learn from normal log sequences for anomaly detection. Zhou et al. [90] proposed to use
numerical values in log messages for anomaly detection. Zhang et al. [83] proposed a content-aware
Transformer to represent log events and applied a Transformer-based decoder to perform anomaly
detection. Xie et al. [75] proposed to use the Graph Transformer network to combine both graph
structure and log semantics to detect anomalies. Zhang et al. [82] proposed a Graph-based Deep
Learning framework to detect anomalies in micro-service system.
Different from them, our work aims to investigate whether the existing traditional techniques

through some optimizations can achieve comparable effectiveness with advanced DL-based tech-
niques in log-based anomaly detection. Our results show that by incorporating lightweight semantic-
based log representation, the optimized version of the PCA technique (i.e., SemPCA) can help achieve
more practical log-based anomaly detection. Moreover, the generalizability of our conclusions
on other traditional techniques has been investigated in Section 6.2. Please note that SemPCA is
different from the dimension reduction algorithm (i.e., FastICA) used in PLELog, since the former
aims to detect anomalies through outlier detection in the projected abnormal space while the latter
aims to speed up the clustering process through dimension reduction.
Since our work is an empirical study on log-based anomaly detection, the existing empirical

studies in this area are also relevant [12, 25, 28, 29, 37, 88]. For example, He et al. [29] conducted
an empirical study to compare the effectiveness of traditional ML-based log-based anomaly detec-
tion techniques. Furthermore, He et al. [28] conducted an empirical study to investigate the real
significant challenges of log analysis techniques in the industry(i.e., Microsoft) and summarized
several possible Opportunities including incresing the efficiency of log-based anomaly detection.
Similarly, Le et al. [37] conducted an empirical study to investigate some DL-based techniques.
Chen et al. [12] empirically investigated the effectiveness of state-of-the-art DL-based techniques,
and summarized several challenges about their practical use (which can also confirm the necessity
of our work). Zhao et al. [88] empirically investigated various types of anomalies in real-world log
data. Different from them, our study aims to explore the potential of traditional techniques for more
practical anomaly detection following the idea of “try-with-simpler”. In our study, we compared
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the optimized version of the PCA technique (i.e., SemPCA) with four widely-studied DL-based
techniques and two widely-studied traditional techniques in terms of effectiveness, efficiency, and
stability.

In addition, the potential of traditional ML algorithms has been evaluated and demonstrated in the
tasks of linking questions posted on Stack Overflow [21] and linguistic smell detection [19], which
also compare the traditional ML algorithms with state-of-the-art DL-based techniques. Different
from them, we are the first to explore and demonstrate the potential of traditional techniques
in log-based anomaly detection. Due to different characteristics of different tasks, the adopted
optimizations for the studied traditional techniques are completely different. Our work further
confirms the idea of “try-with-simpler”.

8 CONCLUSION
In this work, we conducted an extensive study, as the first attempt, to explore the potential of
traditional techniques for more practical log-based anomaly detection by optimizing the traditional
PCA technique with a lightweight semantic-based log representation method. We call the optimized
version of the PCA technique SemPCA. Such adaptation on the PCA technique aims to address the
problem of unseen log events and thus improve the anomaly detection effectiveness. The results
on five datasets show that the unsupervised SemPCA achieves comparable effectiveness with the
supervised/semi-supervised DL-based techniques while is more efficient, more stable, and less
dependent on training data. Our results confirm that the traditional technique can still excel in
log-based anomaly detection after simple but useful adaptation, further confirming the idea of
“try-with-simpler”.
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