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Cyber insurance is a complementary mechanism to further reduce the fi-

nancial impact on the systems after their effort in defending against cyber

attacks and implementing resilience mechanism to maintain the system-

level operator even though the attacker is already in the system. This chap-

ter presents a review of the quantitative cyber insurance design framework

that takes into account the incentives as well as the perceptual aspects of

multiple parties. The design framework builds on the correlation between

state-of-the-art attacker vectors and defense mechanisms. In particular, we

propose the notion of residual risks to characterize the goal of cyber in-

surance design. By elaborating the insurer’s observations necessary for the

modeling of the cyber insurance contract, we make comparison between the

design strategies of the insurer under scenarios with different monitoring

rules. These distinct but practical scenarios give rise to the concept of the

intensity of the moral hazard issue. Using the modern techniques in quan-

tifying the risk preferences of individuals, we link the economic impacts of
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perception manipulation with moral hazard. With the joint design of cyber

insurance design and risk perceptions, cyber resilience can be enhanced

under mild assumptions on the monitoring of insurees’ actions. Finally,

we discuss possible extensions on the cyber insurance design framework

to more sophisticated settings and the regulations to strengthen the cyber

insurance markets.

Keywords: Cyber insurance, Cyber resilience, Risk preferences, Moral

Hazard

1.1. Introduction

Cyber resilience refers to the abilities of a cyber system or a cyber physical

system to be resistant to potential harms, be repairable from cyber attacks and

system failures, and be sustainable after a pause of services or a shut-down of

networked communications. Cyber resilience extends the notion of cyber se-

curity, for resiliency counts for post-damage restorations while aims to secure

systems are set up at the ex-ante stage to defend against interim harms. Possi-

ble ways to enhance the level of cyber resilience includes setting up anti-virus

software and firewall, deploying intrusion detection systems (IDSs) and mov-

ing target defense systems, and using autonomous defense. These traditional

techniques build on increasing system security against possible attack vectors

including phishing, cryptojacking, and advanced persistent threats (APTs).

However, not all attacks can be successfully defended, and many system fail-

ures are unavoidable.

Cyber insurance is a unique approach to enhance cyber resilience among

the other traditional defense mechanisms. It is a complementary mechanism to

further reduce the financial impact on the systems (e.g., critical infrastructure
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Figure 1.1: Insurance is a complementary mechanism to provide a socio-economic

layer of resilience to the system protected under a technical security and resilience

mechanism.

operators, autonomous system users, and enterprise network owners) after their

efforts in defending against cyber attacks and implementing resilience mecha-

nisms to maintain the system-level operation despite the fact that the attacker

is already in the system. The perfect defense and resilience mechanisms that

can prevent or deter the attacker from inflicting significant damages are either

cost-prohibitive or impossible to attain without compromising the usability.

There exist residual cyber risks even though the system has deployed sophis-

ticated defense mechanisms. Cyber insurance is one last resort to mitigate

the damage on individual systems through financial means so that business

or operational continuity of the system can be ensured and further recovery

is economically feasible. It is particularly important to individuals or small

or midsize businesses who do not have sufficient cybersecurity expertise and

cannot afford a significant investment in cybersecurity for their systems.

From the user’s perspective, cyber insurance is not a direct securtiy invest-

ments. It is an agreement initiated by payments from the users to the insurer

and followed by the insurer’s promises of covering the costs of cyber losses to be

encountered by the users. Cyber insurance functions through risk sharing. Risk
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sharing exists between the users and the insurer, as it can be observed from

how a cyber insurance contract is established. A prominent use case of cyber

insurance where the users benefit from risk sharing is ransomware which has

recently spread and affected many victims including large corporations (e.g.,

Colonial Pipeline ransomware attack [Hobbs, 2021] and Honda ransomware at-

tack [Chen and Bridges, 2017]) and many small businesses, including local high

schools and hospitals. Attackers are financially motivated to gain by cryptoviral

extortion. The victims would face the to-pay-or-not-to-pay dilemma. Without

paying the ransom, the services and the businesses supported by the system

will be disrupted. However, by paying the ransom, the victims will suffer fi-

nancially and irrevocable damage to the system and their reputation. Cyber

insurance is a risk-sharing mechanism that can transfer the residual risks to a

third party (the insurers) to mitigate the loss due to the ransom payment as

well as the disruptions caused by the attack. Besides, there is also risk sharing

among the users, for the existence of the cyber insurance markets depends on

the population of the insured users.

Cyber insurance adds to the users’ strategy pools for defending their sys-

tems, since users can invest on system security and purchase cyber insurance

at the same time. While the security investments can stochastically reduce the

cyber risks, contacting on cyber insurance protects the users against potential

severe losses from low-probability yet fatal attacks or failures. For mid and

small scale businesses and companies, cyber insurance may be the only fea-

sible way to defend their systems. The reason lies in that, with the advances

of the attack vectors, there is a need to involve experienced and sophisticated

cybersecurity expertise or professional teams to build protection systems or to

form security consulting departments. These approaches may be too costly for
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mid to small scale business owners. Cyber insurance comes more handy since

the expensive procedure of hiring and training of individuals is taken care of

by the insurance company. What the owners need to do is to choose a reli-

able third-party and contract with it to obtain a reasonable coverage of future

cyber losses. Cyber insurance creates a win-win situation for the insurers and

the users. A successful cyber insurance contract not only benefits the users by

reducing their financial losses, but also produce profits to the insurance com-

panies. Therefore, it is beneficial to create cyber insurance markets to enable

an ecosystem in which system users and operators can further mitigate their

cyber risks.

To this end, there is a need to understand the challenges in the ecosystem

that prohibit the implementation of cyber insurance. These challenges arise

because of the influences on the ecosystem, which include the technologies for

understanding cyber losses to enable insurance plans, the agents (customers)

in the cyber insurance, and the economic relations between the insurer and

the agents that affect the incentives for purchasing the insurances and the

agents’ behaviors when they are insured. From the aspect of the technologies,

the coverage plan of the insurance is challenging to determine because of the

difficulties in cyber risk assessment. The reason is two-fold. Firstly, due to

the existence of different types of cyber attacks (such as human-layer attacks

caused by employees, cyber layer attacks targeting the IT, and physical layer

attacks), it is impossible for the network users to locate the actual cause of

cyber risks. In other words, the origin of cyber risks are mixed, as attacks from

different layers are interdependent. Secondly, the insurer has no incentive to

cover the cyber threats that are likely to be successfully defended by common

defense mechanisms. Therefore, it is crucial for the insurer to figure out the fea-
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sible cyber defense actions of their customers and design coverage plans keyed

to those defenses that are not included. From the aspect of human perceptions,

risk preferences play an essential role in establishing insurance contracts. On

the one hand, the users are often risk-averse, since they wish to mitigate the

uncertainty they are facing and aim to avoid severe fatal outcomes despite of

their low possibilities. On the other hand, the insurer needs to be risk neu-

tral, since their assessment of the risk should be rational in order to provide

revenue-maximizing risk-sharing insurance services. Due to the challenges of

risk assessments caused by the aspect of technologies, the risk preferences of

the users and the insurer add an additional dimension of difficulty in the quan-

tification of the perceived cyber losses. From a practical view point, elicitation

techniques can aid the calibration of human risk preferences. However, there is

no universal agreement on a specific mathematical description for representing

a risk attitude. Moreover, cyber risks are more challenging to evaluate since im-

material resources in the Informational-Technology (IT) systems such as data

and information are often involved. Hence, choosing a proper and convenient

model to assess the risks is still an obstacle sitting in front of the implemen-

tation of cyber insurances. From an economic perspective, insurance design

is challenging since dilemmas may occur when the insurer and the insured

agents are asymmetric in terms of knowledge about the environment and in-

formation of the actions. The adverse selection situation and the moral hazard

issue, among the others, are the most common phenomena. While the former

appears due to information asymmetry before establishing an insurance con-

tract, the latter occurs when the insurer cannot observe the real action taken

by the insurers after the contract has been signed. They both create challenges

for designing and implementing cyber insurances, since the insurance contract
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Figure 1.2: The cyber insurer determines the premium and the coverage for a user

who operates IT/OT systems and interacts with an attacker.

may be be profitable anymore for the insurer in presence of these dilemmas.

This chapters presents a review of the quantitative cyber insurance design

framework and discusses about how the challenges mentioned previously can

be overcome with the help of modern techniques. Fig. 1.2 illustrates the frame-

work by depicting the interactions among the three players, the insurer, the

insuree, and the attacker. The insuree defends its IT system and protects its

Operational Technology (OT) systems (e.g., smart buildings, smart grids, and

autonomous vehicles) from damages. The attacker can exploit vulnerabilities

in the IT system to take over the OT resources. The insurer determines the

level of coverage as well as the premium to reduce the total risk in the system

and maximize his revenue.

We explicitly introduce several popular and state-of-the-art attack models

with the corresponding insured targets in Section 1.2. We discuss the potential

defense mechanisms in accordance with the attack models in Section 1.3. The

quantitative cyber insurance design framework will be introduced in Section

1.4 after we elaborate the insurer’s observations necessary for the modeling
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of the cyber insurance contracts. The review of risk preference modeling and

the relation between risk preferences and system security in cyber insurance

contracts in included in Section 1.5. In Section 1.6, we discuss a novel situa-

tion where human perceptions can be shaped using information. The economic

impact of this perception manipulation is linked with the moral hazard issue.

Possible extensions of the cyber insurance design framework to the dynamic

setting with be discussed in Section 1.7. Regulations on cyber insurance will

appear Section 1.8, including accountability and compliance issues.

1.2. Attack Models and Insured Targets

The user can also be referred to as the defender of a system. The defender

aims to protect her system against potential harms from the attacker, who

acts strategically and stealthily to achieve his attack objectives. The goal of

the attacker can be categorized using CIA triad (i.e., confidentiality, integrity,

and availability) as shown in Fig. 1.5. For example, ransomware attackers often

aim to compromise the availability of the data for critical services, and they

choose the amount of ransom depending on the wealth and the willingness-

to-pay of the victims. The Target data breach is another attack that aims at

data confidentiality. The attacker gained access to Target servers through the

credentials of a third-party vendor in 2013. It has been reported that Target

claimed a total loss of 290 million as a result.

This section introduces several types of popular and state-of-the-art attack

models and the corresponding targets to insure. We divide the discussion into

three parts, namely, the human-layer attacks caused by or through insiders,

the cyber-layer attacks that target the IT, and the physical-layer attacks which

8



Figure 1.3: The insurance can cover multiple types of attacks that aim to

compromise different aspects of the system, including integrity, confidentiality, and

availability.

can harm the physical device and equipment. We not only discuss cyber threats

which mainly fall into one of the three layers, but also, and more importantly,

mention the interdependencies among the layers. For example, an attack vector

targeting the cyber layer can be initiated using a phishing email, meaning that

this attack can be successfully defended if the employees are well-trained. The

connections among the layers make it challenging for the insurer to conduct risk

assessments. They also complicate the deployment of cyber defense mechanisms

and raise the challenges of determining the coverage plan of the insurance.
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1.2.1. Human-layer Attacks

The human-layer attack is a special type of attack where the attacks are not

directly aiming at the cyber systems. On the contrary, human-layer attacks are

those attacks that influence the cyber systems through the actions of the tar-

geted individuals. Phishing attack is one of the most common example, since

the phishing emails and text messages aim to utilize the lacks of awareness

of individuals to either steal private information or harm the networked sys-

tem through a trusted user. We focus on the insider threats [Liu et al., 2018a,

Hunker and Probst, 2011], where the attacks are performed by the so-called

insiders, that is, individuals who are advantageous or privileged in accessing

certain systems. The notion of insider is fairly general. An employee of a com-

pany or a business can be referred to as an insider. A software development

engineer who has knowledge about the coding of an IT system can create in-

sider threats. Any individual who has physical access to the computer terminals

can also be considered as insiders.

Insider threats, compared to other cyber losses caused by an arbitrary in-

dividual can be more severe and sometimes fatal to the IT systems. The reason

lies in but not limited to the following three points. Firstly, insiders may have

extra knowledge about the weaknesses of an IT system compared to other peo-

ple. This advantage can be utilized to directly target the attacks at the system

vulnerabilities, causing massive losses to the IT systems. Secondly, insiders can

act more stealthily, since they are classified as authorized or trusted users. The

behavior of an employee accessing documents and resources from the intranet

is common. Hence, it is more challenging to detect it as a malicious behavior

when an authorized individual manipulates or collects certain data. Thirdly,

insider threats can happen at anytime due to the advantages in accesses. Un-
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less the IT system is constantly monitored, it is difficult to identify malicious

behaviors. However, monitoring and verifying all behaviors happening at all

time is costly and may not be a feasible approach for many businesses and

companies.

Several taxonomies of insiders and insider threats have been discussed in

the literature [Bishop et al., 2009, Pfleeger et al., 2009]. According to the sur-

vey [Liu et al., 2018a], one taxonomy partitions insiders into masqueraders,

traitors, and unintentional perpetrators. While traitors and unintentional per-

petrators mainly create insider threats including data exfiltration, violation

against data integrity or availability, and sabotage of Information and Com-

munication Technology (ICT) systems [Silowash et al., 2012], masqueraders

contributes to a richer domain of insider threats. The reason lies in that the

kill chain of a masquerader involves several phases, where difference threats can

be posed [Hutchins et al., 2011]. Examples of threats posed by masqueraders

include network and database vulnerability scans, email spam and phishing,

and distributed denial-of-service (DDoS) [Salem et al., 2008].

On the one hand, since the insiders are already in the system, the above

threats cannot be avoided by setting up firewalls or anti-virus software. On the

other hand, businesses and companies can turn to cyber insurance to mitigate

the financial risk of these insider threats. Although cyber insurance is a feasible

solution to insider threats, the targets to insure needs further investigation.

Indeed, the insured targets in this scenario can vary from individual computers

in the ICT system to datasets that contain essential information. The reason

lies in that insiders may adopt any attack vector to achieve his goals. The

threats caused by APTs Salem et al. [2008] can target arbitrary entry point of

a networked system.
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1.2.2. Cyber Layer Attacks

There are many attack vectors which can be classified as directly targeting

the IT systems. For example, cryptojacking, viruses and worms, and payment

frauds. We focus on two types of attacks, namely APTs and data breaches, as

the nominal ones to represent the state-of-the-art strategies from the attackers.

Both of them can lead to fatal consequences to businesses and companies. The

APTs have been proved to be one of the most dangerous attacks, since the

hackers are directly targeting the systems or the business. They will not give

up before they manage to achieve their malicious goals. Data breaches often

occur in a stealthy way that the defenders will not be aware of the stolen or

manipulated data until they have somehow realized that their business secrets

have been taken advantage of by their opponents in the market.

1.2.2.1. Advanced Persistent Threats

APTs are the most dangerous cyber threats which can involve various state-

of-the-art attack methods and can last for a sufficiently long period until the

attackers achieve their goals [Alshamrani et al., 2019]. Perhaps the most infa-

mous example of an APT is the Stuxnet virus [Farwell and Rohozinski, 2011].

Initially infected through the universal-serial-bus (USB) devices in June 2010,

the Stuxnet computer worm eventually caused damage to the control systems

of a nuclear-enrichment plant in Iran. Due to the effectiveness of Stuxnet, many

variances of Stuxnet started to emerge, including Duqu, Shamoon, Triton, etc

[Al-Rabiaah, 2018]. These APTs are challenging to detect or notice, for they

often involve a lateral movement phase in their attacks. Hence, it is insufficient

to merely rely on defense systems to avoid being infected by APTs. Further-

more, since APTs often have specific attack targets, they can cause the most
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deadly damages to a system. Therefore, businesses and companies should be

prepared, to a reasonable level, for recovering from potential attacks in the

form of APTs.

Insuring against APTs is generally a challenging task due to the fact that

APTs can be sophisticated enough to stealthily target the most essential com-

ponents in a system. Nevertheless, feasible insuring targets includes, but not

limited to, the following. The dataset containing sensitive information is a rea-

sonable target, since the market strategies or business plans of companies are

determined based on it. It is also necessary to insure the main communication

links in an ICT system, for the interconnections between sub-networks and

information flows for maintaining synchronous functions rely heavily on these

links. From the example of the Stuxnet attack, we know that critical infras-

tructures can also be the target of APTs. Therefore, the functionality of these

physical components in the OT system should also be guaranteed. Companies

are highly recommended to purchase cyber insurance for their base stations

or networked computer systems to obtain compensations under unavoidable

APTs.

1.2.2.2. Data Breaches

Data breaches can happen everyday at any place [Liu et al., 2018b, Barona

and Anita, 2017]. Confidentiality is the main concern regarding stolen data or

missing information. The data stolen can contain private information, including

personal contract information, identification information, and even individual

medical history. These information can not only be used in marketing and

advertising, but also be taken advantage of by malicious purposes. Hence, to

avoid severe consequences caused by data breaches, there is a need to under-
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stand the value of the stolen data and how the data can be utilized. However,

it is challenging to do so in practice.

There can be two possible scenarios of data breaches. In the first scenario,

data is stolen or missing and the users are aware of it. Hence, the user can

quantify the amount of stolen data and verify its usage in the system. Then,

the user can estimate the potential loss based on the performance degradation

without the stolen data. In other words, since the users have knowledge of what

data is stolen, they can approximately determine the corresponding losses to

their businesses because of the data breaches. In the second scenario, data is

duplicated by malicious attackers. In this case, the users still hold the data

duplicated by the attacker. Hence, it is more challenging for the user to verify

what data has been leaked. Accordingly, it is more difficult to quantify the loss

because of the leakage. The only way to infer the loss is to compare the system

performance with potential competitors in the market. Take an advertisement

company as an example. When data breach take place, the companies dataset

containing customer preferences can be duplicated by another advertisement

company. The company being attacked is not aware of the data breach. But ad-

vertisement designers from the company can conjecture about the data breach

if they observe advertisements which target at their potential customers.

The insured targets for data breaches should be distinguished according to

the two scenarios discussed previously. For the first scenario, since the value

of the stolen data can be quantified by the users, the insured target can be

simply the data. For the second scenario, since the users can only be aware

of the duplication from exogenous responses, quantification of the value of the

duplicated data is challenging. Therefore, an alternative insurance target can

be the performance. For example, the effectiveness of the advertisement can be
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calibrated as the value of the duplicated data. If an advertisement company is

assure that its opponents have duplicated its customer preference information,

then the decreased amount of customers can be considered as the effect of the

data breach. Hence, the loss due to the data breach can be determined.

Insuring data or system performance can be adaptable for insurance con-

tracts against data breaches. Since the insured targets are immaterial, it is

more convenient to cheat on it. Indeed, when the users are not honest or when

the users have incentives to misreport the missing data or system performance

degradation, the risk sharing between the users and the insurers may be de-

stroyed. Nevertheless, dishonesty can be considered as a consequence of infor-

mational asymmetry between the users and the insurer. We will elaborate on

how to mitigate the asymmetry with the help of insurance contract modeling

in Section 1.4.

1.2.3. Physical Layer Attacks

We have mentioned previously that some APTs can target the critical infras-

tructures and the physical components in the OT system. Here, we use the

ransomware as a representative of physical layer attacks.

Ransomware originally refers to a class of malware that exploits security

mechanisms to hijack user files and documents in computer systems for asking

ransoms [Al-rimy et al., 2018]. With the advances of the hackers, ransomware

can also target the user ends in networked computer systems or even robots and

unmanned-vehicles in autonomous systems. Conceptually, the attack target of

a ransomware is making the systems unavailable to its users. Therefore, we use

it as an example of physical layer attacks.
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Dates back to at least the floppy disk Trojan in 1989, ransomware has been

advancing to extend the set of targets to infect and update the encrypting

methods to secure the hackers profits. Some variants include CryptoLocker

[Liao et al., 2016] and Petya [Aidan et al., 2017]. It is predicted that the

ransomware damage costs will exceed 265 billion dollars by the year of 2031

[Braue, 2022].

One feature of ransomware is that it spreads over communication networks

or communication links in Internet-of-Things (IoT) systems. The monetary

exchanges the attackers ask for is dependent on the number of disabled units

in the system. In this scenario, the cyber loss can be normalized to be the

number of disabled computers. Accordingly, an intuitive and approach is to

design the insurance to cover the ransoms for a fraction of disabled units.

The insured targets for cyber insurances against ransomware depend on

the strategies for protecting the networked system. If the individual units in

the network are federated, that is, they have independent firewalls and anti-

malware software, then the insured targets are the individual computers. In

this scenario, individual users become the insurees. They have the choice to

determine whether or not to participate in a cyber insurance contract. If units

in the networked system share the same protection technique, then the insured

target should be the whole networked system. In this scenario, the owner of the

whole networked system is the insuree. The owner’s decision on purchasing the

cyber insurance ensures the capability of financially recovering from availability

issues at the users’ ends.
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1.3. Defense Mechanisms and Residual

Risks

Aiming at defending the security of the systems, the users adopt various defense

mechanisms keyed to individual attack vectors from the attackers. In this sec-

tion, we fist introduce generic models for describing the relationships between

the defenders and the attackers to understand how to react to different types

of attacks from the defenders perspective. Then, we review different types of

security investments that can aid the defenders to protect against the attacks

mentioned in Section 1.2. Elaborating these investments reveals the potential

uncovered cyber threats of certain systems used by various users, especially

those from small to mid scale businesses and companies, and aids the design

of the coverage plan of the cyber insurance. Finally, we turn to the resiliency

aspect of the systems by discussing the residual risks from cyber threats after

the defense mechanisms have been set up.

1.3.1. Modeling of Defense Mechanisms

To efficiently and successfully defend their systems, the defenders should be

prepared for all kinds of attacks from all possible attackers. This adversarial

environment brings the necessity of figuring out potential malicious ones from

a population of users.

Game theory is one of the emerging modeling techniques that digs into the

rationality and strategic behaviors of individuals [Başar and Olsder, 1998]. The

Nash equilibrium (NE) of a game characterizes the status of players’ strategies

where no one can benefit by deviating from the equilibrium. The strategic
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relations can be utilized to analyze the actions taken by rational agents when

they face adversaries. In particular, a simple two-player zero-sum game can

explain the mental combat between an attacker and a defender. For example,

the work [Zhu et al., 2010b] uses zero-sum games to model the relation between

a system defender and an intruder in a networked intrusion detection system

(IDS). The intruder aims to scan the host machine for vulnerabilities while

the defender monitors the suspicious behaviors taken place across the network

and tries to detect any intruder. The relation between a malicious attacker

and an IDS has also been investigated under the two-person zero-sum game

framework in earlier work such as [Zhu and Başar, 2009, Alpcan and Basar,

2006, Sallhammar et al., 2006].

One of the most recognized application of game-theoretic tools in the do-

main of security is the Stackelberg security game [Sinha et al., 2018]. As a

game with a special leader-follower structure, the Stackelberg game [Stackel-

berg et al., 1952] models the system defender as the leader who takes the de-

fending action first and models the attacker as the follower who best-responds

to the action of the defender. Compared to a common simultaneous game where

the players take actions at the same time without observing others’ actions,

a Stackelberg game adapts well to the scenarios of cyber threats and system

attacks. The reason lies in that all the investments of a defender to increase the

security levels of the IT and OT are performed before the attacks. Hence, the

attackers can leverage the knowledge of the first-mover’s action to determine

their plays in the game. Stackelberg games elaborate this timing. Therefore,

Stackelberg security games have been applied to many scenarios such as mov-

ing target defense [Fang et al., 2013, Feng et al., 2017, Pawlick et al., 2019],

infrastructure security [Pita et al., 2008, Jain et al., 2010, An et al., 2012],
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proactive defense [Zhu et al., 2010a, 2012b, 2009], etc.

Information plays an important role in the strategic relations between the

defender and the attacker. When the defender has to figure out the true target

of the attacker or to find the stealthy malicious user from a population of

users before adopting any defensive action, Bayesian games offer the tools

to deal with the incompleteness of information in the environment. Instead

of the scenario described by the common knowledge assumption in complete

information games, what we are dealing with in real life is a slightly more

complicated scenario where the information of the game or of other players are

incomplete. Harsanyi’s Bayesian game [Harsanyi, 1967] introduces the notion of

types, which describes the state of a player’s mind when one constructs beliefs

of the state of the game using observable information. Due to the modeling

power, Bayesian games have been applied to defensive cyber deception [Huang

and Zhu, 2019c, Pawlick and Zhu, 2021, Zhu, 2019], defenses against APTs

[Huang and Zhu, 2019a, 2020, Zhu and Rass, 2018b], CPS security [Pawlick

et al., 2015, Pawlick and Zhu, 2017, Huang and Zhu, 2020], etc.

Apart from game theory, another meaningful model suitable for applica-

tions involving informational incompleteness is the partially observable Markov

decision process (POMDP). While Markov processes naturally applies to dy-

namic environments such as encrypting probabilities for attackers to appear

into the transition kernel , the decision maker’s partial observation can model

the the defender’s knowledge about whether a user is classified as benign or

malicious. For example, the authors in [Miehling et al., 2018] adopt POMDP

to study the dynamic defense of cyber networks where the defender has partial

observation of the security state of the system and has to construct belief of

the security state using information from security alerts. In [Kurt et al., 2018],
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the authors use POMDP models to investigate the dynamic detection of cyber

threats where the defender has partial information about the security of the

environment. Related modeling techniques can also be found in [Zhu and Xu,

2020, Sarraute et al., 2012, Mc Carthy et al., 2016].

1.3.2. Types of Security Investments

In the popular game models for characterizing the strategic relations between

the system defender and the attackers mentioned in Section 1.3.1, the defend-

ers’ defending strategies vary according to the attack models. From the user’s

perspective, this variety captures the difficulty in finding a unified approach

to strengthen system security. In the following, we elaborate on the possible

security investments for the attack models discussed in Section 1.2. Due to the

differences in the expenses and the difficulties of deployments of the security

investments, network users are recommended to invest in a reasonable amount

that is feasible for them to protect against corresponding attacks. If certain

security investments are too expensive for the users, they can resort to cyber

insurance to make their systems resilience.

Against Insider Threats. At a first glance, employee training may be a

effective investment to defend against insider threats. However, it can only

benefit businesses and companies when the insiders are unintentional perpe-

trators. The reason lies in that the other two types of insiders, namely the

masqueraders and the traitors, possess malicious intentions. Hence, they can

be well-behaved according to certain employee behavior standards but they

can still stealthily harm the system.

The intricacy of insider threats lie in the fact that we can hardly trust any-
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one in the system [Colwill, 2009]. In fact, a number of game-theoretic frame-

works to address the insider threats have utilized a probabilistic way to model

insiders. That is, any player in a game can become an insider and create insider

threats to the system with some probability. Examples of these frameworks in-

clude [Joshi et al., 2020, Huang and Zhu, 2021, Zhu et al., 2012a, Casey et al.,

2016].

This consequence of insider threats brings the notion of zero trust [Garbis

and Chapman, 2021]. The zero trust architecture is a cybersecurity paradigm

which emphasizes that trust must be evaluated continuously Rose et al. [2020].

This infers, for example, that even when an individual has been granted access

to certain enterprise data or resources, the system will not trust this person

anymore as soon as the one-time access expires. The zero trust architecture

contains more basic tenets that benefits the cyber systems in the protection of

privacy, the allocation of resources and computation power, the authorization

of individuals or entities, etc [Stafford, 2020].

Adopting the zero trust security paradigm will increase the overall security

level of cyber systems. However, as a more sophisticated and comprehensive

security structure, the zero trust architecture certainly costs much more to

implement. A simple reason is that to enforce zero trust, every action in the

ICT needs to monitored. The dynamic nature requires more expenses to be

invested. Therefore, despite the advances of zero trust security, efforts are still

needed to enable its implementability in practice and compatibility with the

investment power of small scale businesses.

Against APTs. Defending against APTs is a challenging task since APTs

combine different attack vectors and can last for a reasonably long period.

The APT defense method can be divided into mainly three types [Alshamrani
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et al., 2019] due to the many-phased attack process APTs possess. The three

types include monitoring, detection, and mitigation.

The monitoring can be classified as a screening or filtering of relative data

prior to the detection of threats. Business owners may need to build large-scope

monitoring systems that cover the entire ICT and monitor all the areas from

the memory to the codes. This comprehensive approach will certainly generate

an enormous amount of expenses. However, since APTs can perform their

initial invades at arbitrary entry points of a system, this type of monitoring is

necessary.

While the monitoring utilizes traditional techniques, the detection of APTs

benefits more from recent technical advances. For example, machine learn-

ing based APT detection systems [Siddiqui et al., 2016, Ghafir et al., 2018,

Chandran et al., 2015], reinforcement learning based APT detection [Huang

and Zhu, 2019a,d], and game-theoretic detection frameworks [Huang and Zhu,

2020, Huang et al., 2020, Rass and Zhu, 2016, Zhu and Rass, 2018b].

In recent years, proactive methods in mitigating damages caused by APTs

emerge. The engagement of defensive deception techniques and moving target

defense systems, among the other proactive methods, have proved their effec-

tivenesses [Zhu and Rass, 2018a]. Implementation of honeypots, as an example

of defensive deception, can have the chance to trap the hackers into a carefully

designed trap, so that the defender is able to learn the invading strategies and

attack targets of the hacker [Huang and Zhu, 2019b, Pawlick et al., 2019, Huang

and Zhu, 2021, Huang et al., 2022]. Moving target defenses, as a dynamically

changing mechanism, protect the system by creating an ever-changing view for

the attacker. Dynamic game is one of the promising tools for designing moving

target defense systems [Zhu and Başar, 2013, Pawlick et al., 2019].
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Investments on novel technologies can improve the successful detection

rates and enhancing cyber security by mitigating potential harms. However,

technologies update very rapidly. Knowing how to choose the correct and com-

patible method can sometimes become a challenging task for businesses.

Against Data Breaches. Although there exist efforts in the research of data

breach incident predictions [Sarabi et al., 2016], data breaches are hard to avoid

because of the various initiatives that can lead to the leak of information. One

factor that serves as the start point of many data breach incidents is phishing.

Hence, employee training is the very first investment businesses and companies

can think of to defend against data breach threats. The training can simply

contain contents such as methods to recognize phishing emails or messages so

that even some of the emails pass through the automatic classification system,

they can be considered as malicious by human eyes.

The second straightforward investment is maintaining backups of data and

information or separating the storage into partitions and save them in a dis-

joint fashion. Since the backups of data are often saved in certain devices that

are offline or disconnected with the main communication networks, they can

be unreachable from hackers. Though keeping backups cannot stop the data

stored or used in the ICT to be stolen, they can at least secure the normal

functionalities of the systems when data breaches happen. Partition of storage

is also away to reduce the amount of data being hacked. Hence, it reduces the

losses due to data breaches to the least.

In recent years, multi-factor authentication methods [Ometov et al., 2018]

emerge to replace traditional authentication methods which contain only a

single factor. It is realized that single-factor authentication is not adequate

against many threats Gunson et al. [2011]. Instead, by coupling one factor of
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identification data such as username and passwords with another factor of per-

sonal belongings such as smart phones, the two-factor authentication methods

have already enriches the authentication procedure and have enhanced the ac-

curacy and security of authentication. In multi-factor authentication methods,

biometric factors enabled by modern technologies such as natural language

processing and facial recognition systems have become a reliable data source

for authentication purposes. These biometric factors include, but not limited

to, personal voice characteristics, facial information, fingerprints, and hand

geometry [Ometov et al., 2018].

Encryption of data provides an additional layer of protection which adds

to the previous security investments. By encrypting the sensitive information,

even when the previous security mechanisms fail, the hackers may be unable

to read the encrypted data and they have to stop before harming the system

further.

Against Ransomware Attacks. Ransomware, as a special malware which

can spread through the ICT and other networks connecting autonomous sys-

tems, can be successfully blocked by generic anti-virus software and firewalls

Aslan and Samet [2020]. As a more fatal malware that can completely shut

down the services of businesses or stop the functionality of companies, more

detection systems and defense frameworks that are explicitly designed for ran-

somewares appear in recent years [El-Kosairy and Azer, 2018, Wan et al., 2018,

Almashhadani et al., 2019, Zhao et al., 2021].
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1.3.3. Residual Risk and Its Connection with

Cyber Insurance

Despite the effectiveness of the defense mechanisms introduced in Section 1.3.2,

hoping to gain complete invincibility against cyber threats through security

investments is impossible. Indeed, attackers can always seek the vulnerabilities

from current defending mechanisms and try designing specific attacks targeting

these weaknesses. Therefore, cyber risks always exist in the long run. That

being the case, addressing the challenges in cyber risk assessment will be crucial

for building a resilient ecosystem.

Due to the sophistication in the interdependency among the attack vectors

in different layers and the uncertainties present in the quantification of the

reduction of cyber risks caused by defense methods, a probabilistic description

of the relation between the security investment and cyber risks is plausible.

Namely, security investment can reduce cyber risks but can never eliminate

them. The remaining risk passing through the functions of defending mecha-

nisms is referred to as the residual risk. The residual risk is one of the central

concerns of cyber resilience, for enhancing cyber resilience can be equivalently

understood as mitigating the residual risk.

In a practically meaningful stochastic relation between the security invest-

ment and the residual risk, a parametric probability distribution is one of

the most concise and convenient description. Intuitively, increased security in-

vestment should be able to at least reduce the probability that cyber attacks

successfully harm the system. This relation can be precisely described by the

notion of stochastic dominance [Levy, 1992].

Consider two random variables Z1 and Z2. Let φ1 and φ2 denote the prob-

25



Figure 1.4: First-order stochastic dominance relation viewed from the CDF.

ability density functions (PDFs) of Z1 and Z2, respectively. Let Φ1 and Φ2

denote the cumulative distribution functions (CDFs) of Z1 and Z2, respec-

tively. Then, Z1 stochastically dominates Z2 in the first order if Φ1 ≤ Φ2.

Consider Z1 and Z2 to be the residual risks of a cyber system under different

amount of security investments. Then the stochastic dominance relation can be

intuitively understood as that, compared to Z2, Z1 contains greater likelihoods

for severer cyber losses to happen. In this scenario, the investment that leads

to Z2 should be higher than the investment that leads to Z1. An example of

the relations between the CDFs Φ1 and Φ2 is illustrated in Fig. 1.4.

Parameterized probability distributions and the stochastic dominance re-

lations enables the insurer to calibrate the residual risk when the users’ se-

curity investments on protecting their cyber systems are observable to them.

Using these mathematical tools, the effects of defense mechanisms described

in Section 1.3.2 can be holistically described in a formal way. Combining the

modeling of the users’ monetary utilities or costs, these relations enables the

insurer to evaluate the profits from claiming a cyber insurance contract with

certain premium and coverage.
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In the sequel, we will elaborate on the available observations of the insurer,

based on which she aims to design cyber insurance contracts. Then, we will

introduce the cyber insurance design framework.

1.4. Insurer’s Observations and the Principal-

agent Model

1.4.1. User Behavior Monitoring

Users obtain financial supports and gain protection against cyber losses from

cyber insurances because of the risk sharing. However, the loss coverage pro-

vided by the insurance contract is not effective until the user makes a prior

payment to the insurer as the premium. That is, an insurance company is es-

sentially a business organization. This means that the existence of the cyber

insurance market depends on whether insurance contracts produce profits.

Since a cyber insurance contract is offered to the users by the insurer, the

insurer can carefully design the insurance plan to maximize her profits. One

essential reference for designing the insurance contract is the insurer’s observa-

tion of the users’ security investments. The calibration of the relation between

the coverage and the premium is often performed using historical data of the

users’ willingness to invest on system protection and the successes of cyber

attacks targeting the systems. While these data cannot predict what the users

will do after they purchase the insurance plan, they can, to some extent, help

the insurance company learn the effectiveness of various security investments

against different cyber threats. Utilizing models such as the parameterized
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probability distributions introduced in Section 1.3.3, the insurer can obtain a

clear picture of the potential cyber risks. Hence, they can design the proportion

of losses to cover and the expense to charge the users.

The behavior of the users can change after they are insured. This makes the

monitoring of the users’ behaviors very important. For example, consider an

owner of a networked system. Suppose that there is an offer of a cyber insurance

contract that fully covers the losses due to cyber threats with a reasonable

amount of monetary charge. Then, if the owner purchases this insurance plan,

she will not have any incentive to invest on system protection. Since whether

or not she updates the firewalls or deploys IDSs, the losses will be fully covered

by the insurance company.

The above phenomenon is referred to as the moral hazard issue in the

economic literature [Pauly, 1968]. More formally, moral hazard describes a

situation where individuals tend to behave more recklessly when one does not

fully bear the risk. It appears when there is information asymmetry between

the users and the insurer. Insurance contacts are severely affected by moral

hazard. The reason lies in that if the users does not follow the statistical

pattern of historical behaviors and become reckless after they are insured, the

design of the contract can fail to function and can lead to negative profits to

the insurer. In the following, we will formally describe the standard framework

for insurance design and how a variation of the framework addresses the moral

hazard issue.
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Figure 1.5: Full-information and hidden-information P-A problems for cyber

insurance design.

1.4.2. Principal-Agent Problems

A suitable framework for cyber insurance design is a class of principal-agent

(P-A) problems [Grossman and Hart, 1992]. The P-A problem can be viewed

as a bilevel optimization problem Dempe [2002], where the principal solves the

upper-level optimization problem and the agent solves the lower-level problem.

P-A problem has been applied to the modeling of the relations between, for

example, employers and employees, buyers and sellers, citizens and elected of-

ficials, etc. Prior works using the P-A framework to design insurance contracts

include [Marotta et al., 2017, Khalili et al., 2018, Böhme et al., 2010, Zhang

et al., 2017, Zhang and Zhu, 2019].

We proceed to formally introduce two types of P-A problems. The first one

correspond to the scenario where the insurer can perfectly observe the action

of the user after they are insured. The second one deals with the opposite

situation where the moral hazard issue occurs and a calibration of the user’s

action is required.
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Let x ∈ X denote the security investment from the user. In practice, x

can refer to any type of investments (as described in Section 1.3.2) depending

on the potential cyber attacks that can occur. Let ξ denote the residual risk

under certain deployed defense mechanism. The residual risk is a random out-

come from a probability space (Ξ,F). The stochasticity of the residual risk is

described by the parameterized probability distribution P (ξ, x) which depends

on the security investment. The insurer’s profit by designing the insurance con-

tract w : Ξ → R is described by the utility function V : Ξ×R → R, which also

depends on the residual risk ξ. The user’s cost from the security investments

and loss due to the residual cyber risks after enrolling in the insurance contract

is described by the disutility function U : X × R → R.

When the insurer has perfect observation of the user’s actions of security

investments, the full-information P-A problem can be formulated as:

max
w(·),x

∫
Ξ
V (ξ, w(ξ))dP (ξ, x)

s.t.

∫
Ξ
U(w(ξ), x)dP (ξ, x) ≤ Ū , (IR),

(1.1)

where Ū denotes the minimum cost of the user when she is not enrolled in the

cyber insurance contract. In the optimization problem (1.1), the IR constraint

refers to individual rationality [Holmström, 1979] which guarantees benefi-

cial participation. The reason why the insurer in problem (1.1) possesses full-

information of the user’s action lies in that the security investment is fully

controlled by the insurer. That is, as long as an investment satisfies IR, it is

feasible for the optimization problem (1.1). The insurer can choose a security

investment for the user to obtain optimal profit. This can also be observed

from the single-level structure of problem (1.1).
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When the insurer cannot observe the action of the user, the moral hazard

issue may occur. In this scenario, to design a profitable insurance contract, it is

necessary for the insurer to calibrate the user’s action. The hidden-information

P-A problem, also referred to as the hidden-information moral hazard problem,

can be formulated as:

max
w(·),x

∫
Ξ
V (ξ, w(ξ))dP (ξ, x)

s.t.

∫
Ξ
U(w(ξ), x)dP (ξ, x) ≤ Ū , (IR),

x ∈ argmin
x′∈X

∫
Ξ
U(w(ξ), x′)dP (ξ, x′), (IC).

(1.2)

The difference between problem (1.2) and problem (1.1) lies in the additional

IC constraint in problem (1.2), which refers to incentive compatibility [Holm-

ström, 1979]. By adding the IC constraint, problem (1.2) takes into account the

user’s rationality. In other words, since the insurer cannot observe the action

of the user and has no control over her security investment, the insurance plan

that the insurer designs has to stand in the user’s place and minimize the mon-

etary cost of the user. Furthermore, the IC constraint adds an additional layer

of decision making and makes problem (1.2) a bilevel optimization problem.

From an optimization-theoretic perspective, the optimal insurance contract

obtained by solving problem (1.1) is referred to as the fist-best contract, and

the optimal insurance contract obtained by solving problem (1.2) is referred to

as the second-best contract. The insurer’s profit under the first-best contract

cannot be worse than the profit produced by the second-best contract. The

reason lies in that the feasible set of (1.2) is a subset of the feasible set of (1.1).

From a practical perspective, the first-best contract suffers from the moral

hazard issue. Hence, (1.2) is a more reasonable choice for the design of cyber
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insurance contract in practice. The practicality of (1.2) is obtained at the cost

of a deduction in the insurer’s profit.

As a bilevel optimization problem, (1.2) is challenging to solve both an-

alytically and numerically (Dempe [2002]). One approach to characterize the

optimal insurance contract of problem (1.2) is to use the first-order optimality

condition of the IC constraint and transfor the bilevel optimization problem

to a single-level optimization problem. Critical factors that enables the first-

order approach include the shapes of the utility functions U and V , or, the

risk sensitivities of the insurer and the user, which we are going to elaborate

in Section 1.5.

In practice, the insurance contract w(·) is often restricted to the class of

linear insurance plans consist of a premium payment p > 0 and a coverage rate

c ∈ (0, 1). The linear insurance plan is commonly used since it is convenient

and intuitive.

1.5. Modeling of Risk Preferences

Risk preference refers to the decision-maker’s perception of losses or gains in an

environment with uncertainties. This perception influences whether one quan-

tifies probabilistic events as valuable or not. There are three common types of

risk preferences, namely, risk-neutral, risk-averse,and risk seeking. Risk-neutral

decision-makers evaluate probabilistic events purely according to its law. That

is, they consider a certain event and an uncertain event as equivalent when

they are equal in the average sense. A risk-averse decision-maker tends to dis-

like or avoid events that are uncertain. Sometimes, they prefer a certain event

to an uncertain event even when the former benefits them less than the latter
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Figure 1.6: A risk-averse decision-maker prefers the certain event on the top to the

random event on the bottom whose expected value is higher.

in the expected sense (see Fig. 1.6). A risk-seeking decision-maker holds the

opposite preference compared to a risk-averse decision-maker.

One of the most consequential impact risk preferences enforces on cyber

insurance is the existence of the cyber insurance markets. It has been discovered

that the cyber insurance market only exists when the insurer is risk-neutral

and the users are risk-averse [Khalili et al., 2018, Böhme et al., 2010, Marotta

et al., 2017].

In the sequel, we will briefly introduce the modeling of risk preferences.

Then, we will explain how risk preferences can help enhancing cyber resilience.

1.5.1. Risk Modeling

The modeling of risk preference has a long history. It dates back at least to the

expected utility theory of [Von Neumann and Morgenstern, 2007]. According

the hypothesis of expected utility theory, rational agents make choices based on

33



the expected utility they perceive. The risk appetite of agents are captured by

the utility functions associates with the agents. When the utility functions are

concave, a profit-maximizing agent exhibits risk aversion. The famous Arrow-

Pratt measure of absolute risk aversion [Arrow, 1971, Pratt, 1978] extends the

definition of risk aversion merely based on the second derivative by involving

the first order information of the utility function to make the risk preferences

invariant with respect to affine transformations. The choice of utility functions

heavily affects the properties of the contracts obtained by solving the P-A

model. For example, risk-aversion is essential in proving the monotonicity of

optimal contracts [Stole, 2001].

Risk preferences appear because of the uncertainties in the environment.

The expected utility expression mainly evaluates how the randomness in the

uncertainties affect the decision-maker’s choice when the subjective probabil-

ity rule is fixed. The cumulative prospect theory in [Tversky and Kahneman,

1992] introduces an additional layer in the quantification of randomness, which

is the perception of probabilities. In particular, [Tversky and Kahneman, 1992]

uses experimental and psychological evidences to show that the perception of

probability is also objective. Hence, in addition to agent-specific utility func-

tions, [Tversky and Kahneman, 1992] considers probability weightings when

the expected utilities of decision-makers are specified. This comprehensive ex-

pression of preference enriches the original approach where only the utility

function varies according to individuals. The idea of probability weightings

can be influential to cyber insurance design. For example, the stochastic rela-

tion between the security investments from the users and the law of the cyber

loss can be equivalently understood as a probability distortion. Then, with the

probability weighting associated with individual risk perceptions, the physical
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impact of the investments to the cyber losses and the psychological impact of

individual preference to the cyber losses may be unified and expressed holisti-

cally.

A modern approach to modeling individual risk preferences is the use of

risk measures. In the seminal work [Artzner et al., 1999], the authors have in-

troduced the notion of coherent risk measures (CRMs) to quantify uncertainty.

The coherency refers to the four axioms a risk measure has to satisfy, namely,

monotonicity, sub-additivity, translation invariance, and positive homogeneity.

These axioms not only rigorously define how to order or compare different ran-

dom quantities, but also take into account the practicality that CRMs needs

to adapt to in scenarios such as investment and asset management. For exam-

ple, the sub-additivity axiom is closely related to the hedging effect in finance,

which states that an investment position can be used to offset the potential

losses by an adverse one. Since the introduction of CRMs, there has been a

trend on studying both the theoretical properties and the applications of CRMs

[Föllmer and Schied, 2016, Ruszczyński and Shapiro, 2006, Pflug and Pichler,

2014, Bertsimas and Takeda, 2015, Liu and Zhu, 2020, Noorani and Baras,

2022].

Among the popular CRMs, average value-at-risk (AV@R) [Rockafellar et al.,

2000], which also bears the name of the conditional value-at-risk, the expected

shortfall risk, and the expected tail loss, is one of the most investigated. The

reasons lie in but not limited to the following. Firstly, it is a direct extension

of the popular non-coherent value-at-risk (V@R) measure. V@R has been used

as the industrial standard before the introduction of coherency. Secondly, the

Kusuoka representation [Kusuoka, 2001] indicates that any law-invariant CRM

can be represented by a class of AV@Rs. Thirdly, the computation of AV@R
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can be equivalenty cast into a convex optimization problem [Rockafellar et al.,

2000].

Adopting CRMs also adds robustness to the agents’ decisions. This can be

seen from the dual representation of a CRM [Shapiro et al., 2021]. In particu-

lar, the dual representation of a CRM coincides with a distributionally robust

stochastic programming problem [Rahimian and Mehrotra, 2019]. The distri-

butional robustness can be inferred from the fact that, by adopting a CRM,

the decision-maker is actually making decisions under the worst-case scenario

probability distribution.

The modern CRM approach to risk modeling has its advances in both

the convenience of mathematical expressions and the richness in describing

objective preferences. We will introduce how CRMs can be applied to the design

of cyber insurance contracts and how CRMs contribute to cyber resilience in

the next section.

1.5.2. Enhancing Cyber Resilience

As we have mentioned in Section 1.4 that the cyber insurance market only

exists when the insurer is risk-neutral and the user is risk-averse. In fact, the

existence of the market does not necessarily mean that it is a beneficial market.

In the literature, researchers have discovered the phenomenon that the cyber

insurance market will decrease the security level of networked cyber systems

[Khalili et al., 2018, Böhme et al., 2010, Marotta et al., 2017]. The reason lies

in that the market disincentivizes the users to invest on system protections.

This phenomenon leads to a worse-off social welfare, though individual users

receive reduced overall costs with the help of cyber insurance. Note that the
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Figure 1.7: Risk perception is the key to make cyber insurance beneficial not only

for cyber resilience but also for cybersecurity.

cause of this phenomenon is not the moral hazard issue, since the insurance

models considered in [Khalili et al., 2018, Böhme et al., 2010, Marotta et al.,

2017] do contain the incentive compatibility constraints. This drawback of the

cyber insurance market have prevented its practical implementation.

Among the other approaches, the recent work [Liu and Zhu, 2022b] circum-

vents this challenge by enriching the risk perceptions considered in the classic

cyber insurance frameworks that build on the P-A model (See Fig. 1.7). The

authors of [Liu and Zhu, 2022b] have shown analytically that, with properly

specified risk perceptions, purchasing cyber insurance can enhance the secu-

rity level of cyber systems by incentivizing the users to increase their security

investments. In particular, [Liu and Zhu, 2022b] requires that the insurer’s risk

perception should be more sensitive to the stochastic dominance shift induced

by the user’s action than the user’s risk perception does. This investigation

into the evolution of the risk attitudes according to the variation in the user’s

investment action is enabled by adopting the risk measures.
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While the work [Liu and Zhu, 2022b] has shown that cyber insurance, as a

means to increase cyber resilience, can also enhance the level of cybersecurity,

it only considers linear cyber insurance plans. In the next section, we will

investigate the position of risk preferences in cyber insurance with a generic

insurance contract and consider cybersecurity and cyber resilience holistically.

1.6. Insurance Design with Preference

Manipulation

We have discussed previously that defense mechanisms are deployed for poten-

tial cyber attacks to increase the level of cybersecurity while cyber insurance

is the means to enhance the resilience of systems in order to guarantee post-

damage recovery. On the one hand, cyber insurance is an independent consid-

eration for businesses whose security investment is fixed or takes a long time

to upgrade. On the other hand, companies who update their system protection

methods constantly will more likely consider the investment in insurance and

defense mechanism as a whole. In this scenario, a prominent phenomenon that

may occur and affect the investment decisions is the moral hazard issue.

When the moral hazard issue happens, users tend to invest less on system

protection after their cyber losses are covered by cyber insurances. While this

pattern is out of the rationality of the users, it can significantly decrease the

security investments and leads to poor system protection. Furthermore, in

scenarios of moral hazard, the first-best insurance contract is not practical

anymore.

As we have discussed in Section 1.4.2, the hidden-information P-A problem
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is one approach to designing a cyber insurance contract when moral hazard

cannot be ignored. Although the second-best contract obtained from (1.2) does

not suffer from the moral hazard issue, it generates a lower profit to the insurer

than that of the first-best contract of (1.1).

Recently, in [Liu and Zhu, 2022a], the authors have proposed using risk

preference design to mitigate the moral hazard issue. The notion of risk prefer-

ence design is motivated by the fact that human risk preferences are not stable

[Schildberg-Hörisch, 2018, Anderson and Mellor, 2009]. In particular, the au-

thors suggest using approaches such as information distributing and nudging

to shape the risk preferences of potential insurees. This preference manipula-

tion can help the insurer in obtaining a special state of a population where

individual risk preferences benefits the insurer in her design of the insurance

contract at a certain monetary cost. The main benefit that the insurer can

obtain through risk preference design is the mitigation of the intensity of the

moral hazard issue, which is measured by the difference from the user’s action

solving the full-information P-A problem to the one the user actually chooses

given the first-best contract.

One of the most significant consequences of the mitigation of the moral

hazard issue is that the first-best insurance contract becomes more applicable

in practice. Since, by designing the risk preferences, the users may not deviate

from the actions specified by the full-information P-A problem after they have

been covered by the cyber insurance, the insurer has a better chance to obtain

the first-best profit other than the second-best one. This advantage creates

motivations for the insurer to expand the cyber insurance markets to cover

potential cyber losses of various classes and types.

Another notable contribution of [Liu and Zhu, 2022a] is the proposed holis-
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tic framework for the joint design of cyber insurance and risk preferences. Built

on the classic P-A problems, the framework of [Liu and Zhu, 2022a] provides a

convenient way to analyze the effect of risk design and insurance design. What

the insurers need to do other than designing a traditional cyber insurance con-

tract is calibrating the monetary cost of preference shaping. This cost could

include the expenses in distributing certain information, in advertising, and in

hiring expertise in elicitating users’ risk preferences.

Preference manipulation benefits cyber resilience in the following ways.

Firstly, the insurer can directly design the risk preferences of the users so that

they become more careful in taking actions and more risk-averse in planning

their defense strategies. Then, these users are less likely to behave recklessly

and hence cyber resilience is enhanced due to upgraded defense methods and

increased security investments. The cautiousness in the users’ preferences can

help maintaining a reasonable level of cyber resilience even under mis-assessed

cyber risks, since it is likely that these users have set up necessary security

devices and strategies in the ex-ante stage. Secondly, the reduction of moral

hazard enhances cyber resilience due to the following reason. As we have men-

tioned in Section 1.4.2, the hidden-action P-A problem is challenging to solve

due to its bilevel structure. So, an approximation of the second-best contract

is often a more feasible anticipated solution. This fact indicates that an in-

surance contract obtained by taking into account the exact incentives of the

users is hard to obtain. However, due to the mitigation of moral hazard, the

incentives of the user and the insurer become more aligned. Hence, even though

we only have access to an approximate second-best insurance contract, it still

characterizes, to a reasonable extent, the incentive of the users. Therefore, the

users’ actions will not deviate too much from the anticipated actions of the
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Figure 1.8: Categorization of cyber threats. Cyber insurance leads to cyber

resilience by enabling post-damage recovery from unsettled risks.

insurer, which leads to a resilient design of cyber insurance. Thirdly, risk de-

sign enhances cyber resilience by pushing the border of the coverage. Since an

increased level of risk-aversion makes users invest more on system protection

and security, common threats can be taken care of by the users themselves.

This leaves more space for the insurer to focus on those attacks that requires

more expertise to defend against, which results in a higher level of resiliency

(See Fig. 1.8).

1.7. Dynamic Insurances

In previous sections, we have focused on the scenario where the participation

in a cyber insurance contract is modeled as a single stage decision problem. In

other words, the users only decide once whether or not to purchase the cyber
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insurance. However, in practice, cyber threats always exist and they upgrade

themselves constantly. For example, one of the features of an APT is that the

attacker will always adopt the state-of-the-art methods to achieve his targets.

This evolving environment motivates the consideration of dynamic cyber in-

surance contract, whose coverage plan is not fixed but changing according to

both the security states of the networked environment and the types of attacks

of cyber threats.

The frequency of updating the cyber insurance contracts should depend on

the cyber landscape. In particular, the future landscape of IT systems can be

influenced by the advances of both the attack vectors and the defense tech-

niques. When the upgrades of the attack vectors lead the updates of the defense

techniques, we would more likely set the a higher premium for the insurance.

When the defense mechanisms are more advanced, we probably can deploy a

high coverage since the residual risk is not severe. In both of the cases, recal-

ibrations of the probabilities and the severities of cyber losses are needed, for

they provide necessary statistics for the execution of insurance contracts.

The extension of the P-A problem to its dynamic setting can aid the design

of dynamic insurances [Crawford, 1985]. One of the foundations of dynamic

insurance design is dynamic cyber risk assessment [Badhwar, 2021]. In [Zhang

and Zhu, 2021], the authors have adopted a Markov decision process to capture

the dynamic correlations between the cyber risks and the users’ decisions. The

Markov decision process is later incorporated into a P-A problem to aid the

design of dynamic cybere insurance. In [Papastergiou and Polemi, 2018], the

authors have considered dynamic supply chain cyber risk assessment from an

experimental perspective. While they have focused on the mitigation of supply

chain cyber risks, the methodology of [Papastergiou and Polemi, 2018] can be
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utilized to the dynamic calibration of cyber risks as a pre-screening method

before the design of cyber insurance contracts. The work [Chen et al., 2021]

has investigated dynamic contract design to provide hints for asset owners and

cyber risk managers to the cyber risk management of enterprise networks.

Apart from dynamic risk assessment, dynamic contract problems are them-

selves challenging. It is straightforward to obtain a stochastic game problem

when we consider the extension of the P-A problem to the dynamic setting.

One common approach to analyze and solve a dynamic P-A problem is to re-

formulate it to stochastic control problems and utilize dynamic programming.

This method is adopted, for example, in [Cvitanić et al., 2018, Chen et al.,

2021]. The approach of [Zhang and Zhu, 2021] digs into the structures of some

representative problem forms to find the optimal dynamic insurance plan. More

generally, dynamic insurance design is closely related to dynamic mechanism

design, which we refer to [Bergemann and Välimäki, 2019, Pavan et al., 2014,

Zhang and Zhu, 2022] and the references therein.

The notion of cyber resilience naturally extends to its dynamic version.

The reason lies in the following. Firstly, resilience itself involves a two-stage

perspective towards cyber threats. As we have discussed in Section 1.3.3, cyber

resilience accounts for the mitigation of residual risk, which is captured by the

cyber risk that remains after the effect of defense mechanisms. Hence, from the

perspective of cyber resilience, cyber threats are no longer static. Secondly, one

of the consequences of enhancing cyber resilience is the restoration of a system

from the damage induced by cyber attacks. While this recovery represents

that the system survives the previous cyber threats, it also puts the system in

front of future attacks. Hence, users and insurers naturally commit consecutive

efforts to either invest on system protection or update the insurance contract.
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In conclusion, there is a need for future cyber insurance markets to consider

dynamic insurance contracts to cope with the ever-changing cyber threats and

to reach a reasonable level of cyber resilience.

1.8. Regulations on Cyber Insurance

Since the rapid growth of the cyber insurance market only starts recently, cyber

insurance is a fairly new product which not all users are totally familiar with.

Regulations on cyber insurance can help standardize the market and restrict

certain speculative behaviors of both the insurer and the insuree.

From the perspective of policies, voluntary participation in cyber insurance

seems to be the right policy when an insurance market is established. However,

since many businesses and companies are service providers who may store pri-

vate information of customers or take actions on behalf of the users, there is

a need to set certain requirements on the enrollment of cyber insurance not

only to prevent severe losses to the businesses but also to protect the privacy

and rights of the customers. For example, risky behaviors of service providers

can be extremely harmful to the customers and users when their information

or assets are the used as resources by the service providers to compete in the

market. Whether or not the service providers have the rights to take risks on

behalf of the users is not only an issue related to making profits but also an

issue concerning responsibility, duty, and law. Two simple approaches can be

considered to normalize insurance participation. The first approach is making

cyber insurance a mandate for service providers. Since there is always a possi-

bility for residual risks to occur, a mandatory participation in cyber insurance

offsets the risks of the customers. With the coverage promised by the insurance
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contract, even when the providers become victims of cyber attacks, they can

make compensation for the users and customers instead of suspending their

services. Mandates on insurance are particularly important when the service

providers do not possess a high level of risk-aversion. The second approach is to

bundle cyber insurance products with IT products such as operating systems

and networking devices. The fact that this policy targets products instead of

individuals or businesses makes it more acceptable for users. Besides, users can

also gain knowledge about the coverage and uses of cyber insurance contract

when they select IT products.

From the perspective of the cyber insurance market, regulations are nec-

essary in completing the supply chain. The fundamental market policies start

from education of the existence of cyber threats and the resilience that cy-

ber insurance can provide. The awareness of the security risks serves as the

incentives of the users in participating in insurance products. The education

can also involve a benign perception manipulation procedure to further help

the customers in understand the fatality of various cyber attacks and the fail-

ures they can induce on networked systems. Perhaps standards can be set up

on the users’ risk preferences before they become service providers. Once the

users obtain the awareness of the potential harms of cyber threats through the

education, incentive mechanisms can be deployed more fluently, for the users

are more likely to agree on sharing the risk with an insurer and with the other

insurees.

Apart from the above regulatory aspects of cyber insurance, it is also nec-

essary to design accountability so that certain penalties will be induced to the

party who violates certain rules prescribed in the insurance contracts. A class

of actions that should be restricted but can be easily ignored are those that ex-
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hibits opportunism. These actions can seem promising when the action takers

do not fully present the risks associated with the advantageous outcomes. In

fact, risk-seeking can be interpreted as actions exhibiting opportunism, since

risk-seekers tend to focus on the value of the outcome, often in its best possi-

ble scenario, instead of the averaged outcome. In the context of cybersecurity,

such actions include, for example, running a large networked system with an

out-dated firewall to save expenses. Therefore, these actions can, with high

probabilities, generate far less profits than that in the ideal scenario. Modern

risk measures can be utilized to design the accountability for this type of ac-

tions, since they naturally balance between the value and the possibility of

outcomes.
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Hans Föllmer and Alexander Schied. Stochastic finance. In Stochastic Finance.

de Gruyter, 2016.

Jason Garbis and Jerry W Chapman. Zero Trust Security: An Enterprise

Guide. Springer, 2021.

Ibrahim Ghafir, Mohammad Hammoudeh, Vaclav Prenosil, Liangxiu Han,

Robert Hegarty, Khaled Rabie, and Francisco J Aparicio-Navarro. Detection

of advanced persistent threat using machine-learning correlation analysis.

Future Generation Computer Systems, 89:349–359, 2018.

Sanford J Grossman and Oliver D Hart. An analysis of the principal-agent

problem. In Foundations of insurance economics, pages 302–340. Springer,

1992.

Nancie Gunson, Diarmid Marshall, Hazel Morton, and Mervyn Jack. User

perceptions of security and usability of single-factor and two-factor authen-

tication in automated telephone banking. Computers & Security, 30(4):

208–220, 2011.

50



John C Harsanyi. Games with incomplete information played by “bayesian”

players, i–iii part i. the basic model. Management science, 14(3):159–182,

1967.

Allegra Hobbs. The colonial pipeline hack: Exposing vulnerabilities in us cy-

bersecurity. In SAGE Business Cases. SAGE Publications: SAGE Business

Cases Originals, 2021.

Bengt Holmström. Moral hazard and observability. The Bell journal of eco-

nomics, pages 74–91, 1979.

Linan Huang and Quanyan Zhu. Adaptive strategic cyber defense for advanced

persistent threats in critical infrastructure networks. ACM SIGMETRICS

Performance Evaluation Review, 46(2):52–56, 2019a.

Linan Huang and Quanyan Zhu. Adaptive honeypot engagement through rein-

forcement learning of semi-markov decision processes. In International con-

ference on decision and game theory for security, pages 196–216. Springer,

2019b.

Linan Huang and Quanyan Zhu. Dynamic bayesian games for adversarial and

defensive cyber deception. In Autonomous cyber deception, pages 75–97.

Springer, 2019c.

Linan Huang and Quanyan Zhu. A dynamic games approach to proactive

defense strategies against advanced persistent threats in cyber-physical sys-

tems. Computers & Security, 89:101660, 2020.

Linan Huang and Quanyan Zhu. Duplicity games for deception design with an

application to insider threat mitigation. IEEE Transactions on Information

Forensics and Security, 16:4843–4856, 2021.

51



Yunhan Huang and Quanyan Zhu. Deceptive reinforcement learning under

adversarial manipulations on cost signals. In International Conference on

Decision and Game Theory for Security, pages 217–237. Springer, 2019d.

Yunhan Huang, Juntao Chen, Linan Huang, and Quanyan Zhu. Dynamic

games for secure and resilient control system design. National Science Re-

view, 7(7):1125–1141, 2020.

Yunhan Huang, Linan Huang, and Quanyan Zhu. Reinforcement learning for

feedback-enabled cyber resilience. Annual Reviews in Control, 2022.

Jeffrey Hunker and Christian W Probst. Insiders and insider threats-an

overview of definitions and mitigation techniques. J. Wirel. Mob. Networks

Ubiquitous Comput. Dependable Appl., 2(1):4–27, 2011.

Eric M Hutchins, Michael J Cloppert, Rohan M Amin, et al. Intelligence-driven

computer network defense informed by analysis of adversary campaigns and

intrusion kill chains. Leading Issues in Information Warfare & Security

Research, 1(1):80, 2011.

Manish Jain, Jason Tsai, James Pita, Christopher Kiekintveld, Shyamsunder

Rathi, Milind Tambe, and Fernando Ordónez. Software assistants for ran-
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