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In recent years, federated learning (FL) has become a very popular paradigm for training distributed, large-
scale, and privacy-preserving machine learning (ML) systems. In contrast to standard ML, where data must
be collected at the exact location where training is performed, FL takes advantage of the computational
capabilities of millions of edge devices to collaboratively train a shared, global model without disclosing
their local private data. Specifically, in a typical FL system, the central server acts only as an orchestrator;
it iteratively gathers and aggregates all the local models trained by each client on its private data until
convergence. Although FL undoubtedly has several benefits over traditional ML (e.g., it protects private data
ownership by design), it suffers from several weaknesses. One of the most critical challenges is to overcome
the centralized orchestration of the classical FL client-server architecture, which is known to be vulnerable
to single-point-of-failure risks and man-in-the-middle attacks, among others. To mitigate such exposure,
decentralized FL solutions have emerged where all FL clients cooperate and communicate without a central
server.

This survey comprehensively summarizes and reviews existing decentralized FL approaches proposed in the
literature. Furthermore, it identifies emerging challenges and suggests promising research directions in this
under-explored domain.

CCS Concepts: « Computing methodologies — Machine learning; Learning paradigms; Distributed
artificial intelligence; Distributed algorithms; - Computer systems organization — Peer-to-peer
architectures.

Additional Key Words and Phrases: Decentralized Federated Learning, Peer-to-Peer Federated Learning,
Blockchain-based Federated Learning

1 INTRODUCTION

The last decade has witnessed incredible advances in machine learning (ML) and artificial intelli-
gence (Al), which in turn have led to the pervasive application of such techniques across several
domains. For example, ML/AI solutions are nowadays successfully used to solve complex tasks in
natural language processing (NLP), computer vision, finance, and healthcare, to name a few. One of
the most remarkable successes of ML/AI is undoubtedly represented by the most recent generative
large language models (LLMs), such as ChatGPT and GPT-4 [63], as well as text-to-image generators
like DALL-E 2 [77], and Midjourney [64]. These tools have raised the bar of human-to-machine
interaction to a new level, unforeseeable only a few years ago.

The increasing complexity of deep neural network architectures at the heart of such tools,
having millions or even billions of learnable parameters, requires a massive volume of training
data to avoid the risk of overfitting. The standard approach for training such huge models is to
collect large datasets in a single location, either physically centralized like a dedicated server or
logically centralized like a cloud-based cluster of machines. Very often, this necessitates moving
data from their local origins to a remote destination, causing at least two problems. First, the high-
rate transmission of large bulk of data may exhaust network bandwidth consumption, ultimately
affecting energy efficiency, especially for resource-constrained devices like mobile smartphones.
Second, and most importantly, data ownership is transferred to a third-party entity with possible
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implications for its privacy and security. This paradigm poses significant challenges in some critical
application domains where ML/AI systems are deployed due to existing regulatory restrictions.
Indeed, several initiatives, such as GDPR [86] and HIPAA [61], have emerged to govern and protect
sharing of sensitive data. As it turns out, any company that (marginally) relies on ML/AI tools to
run its business must satisfy data privacy and security requirements promulgated by current laws
and regulations. This is even more stringent for so-called “data-driven” companies, whose revenue
heavily depends on the value they are able to extract from data.

Many solutions have been proposed in the literature to mitigate potential data privacy and
security issues in the traditional ML setting, primarily leveraging differential privacy (DP) [18],
homomorphic cryptography (HC) [69], and secure multi-party computation (SMPC) [24] techniques.
However, deploying these solutions in practice may be problematic. For instance, the amount of
random noise injected by DP mechanisms must be carefully calibrated; adding more noise can
guarantee higher data privacy protection but might also decrease the model accuracy significantly.
Similarly, using HC to compute encrypted learning data may be limited to simple linear models [60]
or a very small amount of entities involved [98]. Finally, although SMPC can be used for large-scale
ML, this technique is not immune to information leakage. Thus, instead of “patching” the standard
ML framework with privacy-preserving solutions ex post, the focus of the research community has
shifted to planning novel ML training procedures that protect data privacy and security by design.

As a result of such effort, federated learning (FL) is a new ML paradigm first introduced by
Google in 2017 [54] that addresses the challenges above. The authors advocate the need for a
new distributed training procedure with a well-known app for smartphones, i.e., the smart Google
keyboard (Gboard). Indeed, at the core of Gboard, there is a neural language model that can
predict, hence suggest, the next word to enter while the user is typing. Of course, for such a model
to be successful, it must be trained on vast text corpora collected from many user devices (e.g.,
smartphones). In contrast to the standard ML approach, which would require (i) transferring
these user-generated data from remote devices into Google’s infrastructure, (ii) training a model
on those data at a central location, and (iii) distributing the learned model back to user devices,
Google proposed FL. Generally speaking, FL trains a global model using distributed data, without
the need for the data to be shared nor transferred to any central facility. In other words, FL takes
advantage of a multitude of Al-enabled edge devices that cooperate with each other to jointly
learn a predictive model using their own local private data. Specifically, an FL system consists of
a central server and many edge clients; a typical FL round involves the following steps: (i) the
server randomly picks some clients and sends them the current, global model; (ii) each selected
client locally trains its model with its own private data; then, it sends the resulting local model
to the server;! (iii) the server updates the global model by computing an aggregation function
on the local models received from clients (by default, the average, FedAvg [53]). The process
above continues until the global model converges. Since this paradigm smoothly integrates with
ubiquitous, distributed infrastructures, FL has been successfully applied to several domains, such
as 10T [91], Fog computing [104], autonomous vehicles [70], and wearable devices [15].

Although FL has unquestionable advantages over standard ML, it also presents its own problems.
Broadly speaking, FL still faces the following critical challenges.

e Security and Privacy: Keeping local data at each client’s end naturally preserves its privacy.
Yet, FL can be vulnerable to data confidentiality, integrity, and availability threats [17]. We
invite the reader to refer to [78] for an exhaustive survey on these issues.

e Communication Efficiency: Avoiding large data transfers from their origins to a shared
training facility improves communication efficiency. Nevertheless, FL requires several

'Whenever we refer to global/local model, we mean global/local model parameters.
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rounds of interactions, where updated model parameters are iteratively exchanged between
edge clients and the central server until convergence. This may slow down the distributed
training of very complex models with millions or even billions of parameters and therefore
needs adequate strategies to reduce communication overhead (e.g., model compression
techniques [81, 88, 99]). Interested readers should consider [71] for a survey on these aspects.

e Data and System Heterogeneity: One of the key characteristics of FL is that data generated
by federated clients is usually non-independent and identically distributed (non-IID), which
contrasts with the typical IID assumption of standard ML. In addition, the capabilities of FL
clients may be very different from each other, e.g., in terms of network connectivity (WiFi,
5G, etc.) and hardware characteristics (memory, CPU, battery, etc.) Such differences also
fluctuate due to the highly dynamic nature of FL systems, where new clients frequently
join while others drop out. A useful reference to learn more about this matter is [51].

o Incentive Mechanisms: The success of FL depends on the ability to attract edge devices with
high-quality data and strong computational capabilities to join the federation. Currently,
there are not enough incentives for those clients to participate and contribute. Interesting
attempts to engage “valuable” FL clients with the platform are discussed in [34, 68].

e Centralized Orchestration: In “vanilla” FL, a single, central server is responsible for han-
dling the entire federated training process. This scheme suffers from the same weaknesses
as any other client-server architecture, e.g., single-point failure and man-in-the-middle
attacks. The present survey focuses exactly on this specific issue. In particular, we provide a
comprehensive review of the most relevant works that attempt to overcome the limitations
of centralized orchestration through decentralized FL solutions. Moreover, we show how
some of the methods designed to tackle this challenge may also be useful in solving some
of the other problems listed above.

The remainder of this paper is organized as follows. In Section 2, we recall some background and
preliminary concepts. Section 3 describes the methodology used to collect the set of most relevant
works on decentralized FL proposed in the literature and considered in this survey. Specifically,
we adopt the PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses)
guidelines [65]. We categorize and review these contributions in Section 4. Section 5 discusses the
main challenges of decentralized FL. We also sketch several interesting lines of future research on
this subject in Section 6. Finally, Section 7 concludes our work.

2 BACKGROUND AND PRELIMINARIES

In this section, we review some background and preliminary concepts utilized throughout this
manuscript. Specifically, we cover three main topics: (i) federated learning, (ii) peer-to-peer systems
(P2P), and (iii) Blockchain.

2.1 Federated Learning

The prototypical FL setting consists of a central server S and a set of distributed clients C, such
that |C| = K, that jointly cooperate to solve a standard supervised learning task.’Each client ¢ € C
has access to its own private training set D, namely the set of its n. local labeled examples, i.e.,

D, = {xc,i’yc,i};:l'

ZNotice that the FL paradigm can also be used to solve unsupervised learning tasks like K-means clustering [38].
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The goal of FL is to train a global predictive model whose architecture and parameters 8* € R?
are shared amongst all the clients and found to solve the following objective:

K
0" = argminy £(0) = argmin, ZPCLC(O;Z)C), (1)

c=1

where L, is the local objective function for client c. Usually, this is defined as the empirical risk
calculated over the training set O, sampled from the client’s local data distribution:

nc

L(0:D) = — 3 0065 (xei i), 2)

¢ =1

where £ is an instance-level loss (e.g., cross-entropy loss or squared error in the case of classification
or regression tasks, respectively). Furthermore, each p. > 0 specifies the relative contribution
of each client. Since it must hold that ¥X p. = 1, two possible settings for it are: p. = 1/K or
pe = ne/n, where n = 25:1 ne.

The generic federated round at each time ¢ is decomposed into the following steps and iteratively
repeated until convergence, i.e., foreacht =1,2,...,T:

(i) S randomly selects a subset of clients C(*) C C, so that 1 < |C*)| < K, and sends them
the current, global model 8*). To ease of presentation, without loss of generality, in the
following, we assume that the number of clients picked at each round is constant and fixed,
ie,|C®|=m, Vte{1,2,...,T}.

(ii) Each selected client ¢ € C*) trains its local model Oc(t) on its own private data D, by
optimizing the following objective, starting from @*):

ec(t) = argmingm Lc(e(t) 5 Dc)~ (3)

The value Oc(t) is computed via gradient-based methods like stochastic gradient descent

(SGD) and sent back to S.
(iii) S computes 8+ = ng({Hc(t) | c € CV}) as the updated global model, where ¢ : RY" > R?
is an aggregation function; for example, ¢ = % Deec® Gcm, i.e., FedAvg or one of its

variants [50].

A few alternatives to the scheme above are possible. For example, in step (ii), instead of sending the
vector of parameters Gc(t), each selected client could transmit to the server its displacement vector
compared to the global model received at the beginning of the round, i.e., uit) = 0c(t> —0®)_ This way,
in step (iii), the server will compute the new global model as 8(*1) = (") 4+ ¢({u£t) lceCc®y,
namely the aggregation function is calculated on the local update vectors rather than the actual
local models. Similarly, sending local models (or their updates) Oc(t) (ugt)) is equivalent to sending
“raw” gradients VLgt) to the central server; in the latter case, S simply aggregates the gradients

and uses them to update the global model, i.e., 8+ = 9() — ng({VLC(t) | c € CW}), where 7 is
the learning rate.
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Fig. 1. A general FL round. (1) The server samples a subset of available clients, initializes the model, and
sends it to the selected workers. (2) Receiving clients train the model on their local datasets (3) and send back
the updated models to the server. (4) The server aggregates the local models with some aggregation rule.
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Broadly speaking, FL systems can be categorized according to four different axes: data partitioning,
machine learning model, scale of federation, and communication architecture. Below, we review each
of these aspects separately.

2.1.1 Data Partitioning. Data can be distributed over the sample and feature spaces, which creates
a categorization in horizontal, vertical, and hybrid FL [94].

In horizontal FL, the datasets of different clients have the same feature space but little intersection
on the sample space. The majority of studies on FL assume horizontal partitioning. Since the local
data are in the same feature space, the parties can train the local models using their local data with
the same model architecture, and the global model can simply be updated by averaging all the
local models using standard FedAvg. A typical example where horizontal FL comes into play is
when two (or more) regional branches of a bank want to collaboratively train a loan prediction
model for their customers. Each branch may have very different user groups due to its geographical
location, and the common set of users shared between any two branches is very small. However,
their business is very similar, so the feature spaces are likely the same.

In vertical FL, instead, the datasets of different clients have the same or similar sample space
but differ in the feature space. It usually adopts entity alignment techniques [16] to collect the
overlapped samples of the parties, and then these data are used to train the machine learning model
using encryption methods. As an example, consider two different companies in the same city, e.g., a
bank and an e-commerce business. Their customer bases are likely to contain most of the residents
of the area, so the intersection of their user space is large. However, the bank may record the user’s
revenue and expenditure behavior and credit rating, whereas the e-commerce collects the user’s
browsing and purchasing history; thus, their feature spaces are different.

Finally, hybrid FL (also referred to as federated transfer learning or FTL) is a combination of
horizontal and vertical data partitioning. FTL applies when any pair of datasets from federated
clients differ both in samples and in feature space. For instance, consider two different companies
that are also geographically distant from each other, e.g., a bank located in China and an e-commerce
company located in the United States. Due to geopolitical restrictions, the user groups of the two
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companies have a small intersection. Moreover, due to the different businesses, only a small portion
of the feature space from both parties overlaps. In this case, transfer learning [66] techniques can
be applied to provide solutions for the entire sample and feature space under a federation.

2.1.2  Machine Learning Models. FL is primarily used to jointly solve a machine learning task,
which usually consists of collaboratively training a common model on several distributed private
datasets. The choice of the specific ML model to train depends on the problem at hand and the
dataset. The most popular family of models used within FL systems is Neural Networks (NNs) in all
their flavors. Simpler models, such as Linear Regression (LinReg) or Logistic Regression (LogReg),
and Decision Trees (DTs) or ensembles of those like the Gradient Boosting Decision Trees (GBDTs)
are also successfully proposed in FL environments [26, 43], mostly due to their high efficiency and
interpretability.

Generally speaking, an FL system can consist of homogenous or heterogenous ML models. In
the former case, all clients have the same model, and aggregation of gradients comes into play at
the server. In the latter scenario, there is no need for aggregation since each client has a different
model. Therefore, at the server’s end, aggregation methods are replaced by ensemble methods like
majority voting.

2.1.3  Scale of Federation. FL systems can be categorized into cross-silo and cross-device [32]. The
difference between the two concerns the number of parties involved and the overall amount of data
available in the federation. The simplest way to understand them is to associate cross-silo with large
organizations or data centers and cross-devices with mobile devices. In the case of cross-silo, the
number of federated clients is usually small, but they have extensive computational abilities (e.g., a
group of large medical institutions). The main challenge of cross-silo FL is to create an efficient
distributed computation under the constraint of privacy [103]. When it comes to cross-device,
instead, FL systems are made of a massive number of clients, each one with limited computational
power (e.g., Google Gboard). In cross-device FL, the primary challenge relates to devices’ energy
consumption, which limits the complexity of training tasks that they can perform.

2.1.4 Communication Architecture. There are two main types of architectures for FL systems:
centralized and decentralized. The centralized architecture follows a client-server model, where
a central entity (referred to as the server) acts as the orchestrator. Its role involves coordinating
the entire distributed training process, including the aggregation of individual local models sent
by the clients into a single global model. On the other hand, in a decentralized architecture, there
is no clear distinction between client and server roles. Each client has the potential to act as a
server, taking turns in aggregating the current global model and transmitting it to other clients
in a random manner during each round. Implementing decentralized FL systems poses significant
challenges and can be categorized into two main categories: traditional distributed computing
methods, such as peer-to-peer (P2P) approaches, and those utilizing Blockchain technology.

In this survey, we will examine and assess the most relevant approaches to decentralized FL that
have been proposed in the existing literature.

2.2 Peer-to-Peer Systems (P2P)

Generally speaking, peer-to-peer (P2P) computing offers an alternative to the traditional client-
server architecture [5]. In a client-server model, clients connect to a central server to make requests
while the server processes and responds to those requests. In contrast, P2P distributed systems
allow nodes in the network to act as both servers and clients, promoting decentralization.
Although it is customary to associate P2P systems with (illegal) content sharing, they have
broader applications beyond that. Increasingly, P2P solutions are being deployed to address various
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problems that were traditionally reliant on centralized server-based approaches. Some examples
of P2P systems are BitTorrent [10], Gnutella [23], Napster [58], and Skype [83]. The fundamental
principle of P2P networks is to enable resource sharing among end systems, including files, storage
space, CPU cycles, and more. These systems create an overlay network over the Internet, facilitating
communication between peers.

According to [79], there are three primary characteristics of a P2P system:

o Self-organizing: Nodes must organize themselves to form an overlay network. There
should be no assistance from a central node. Also, there should not be any global index that
lists all the peers and/or the available resources.

e Symmetric communication: All nodes must be equal (i.e., no node should be more im-
portant than any other node.) Also, peers should both request and offer services (i.e., they
should act as both clients and servers).

e Decentralized control: There should not be a central controlling authority that dictates
behavior to individual nodes. Peers should be autonomous and must determine their level
of participation in the network on their own.

P2P networks offer some advantages over classical client-server architectures, such as eliminat-
ing the single-point-of-failure and single-source bottleneck. The primary characteristics of P2P
networks are reliability [44] against nodes that disconnect or have a low latency or bandwidth;
scalability [35] as the workload is no more concentrated in a server; privacy [30] and anonimity [52]
via cryptographic protocols.

Still following [79], some of the key challenges of P2P systems are as follows:

e Budget: The budget allocated to a solution influences the consideration of P2P architectures.
If the budget is ample, the inefficiencies and complexities associated with P2P may not be
deemed worthwhile. However, if the budget is limited, the low cost of entry for individual
peers becomes an attractive factor despite the increased total system cost. Utilizing local
components and surplus resources may be a justifiable approach within constrained budgets.

e Resource relevance to participants: The relevance of data to peers plays a significant
role in P2P cooperation. If the probability of peers being interested in each other’s data is
high, cooperation naturally evolves. Conversely, if relevance is low, artificial or extrinsic
incentives may be necessary to foster cooperation.

e Trust: Trust among peers varies depending on the specific problem requirements. Mutual
distrust can be either essential or negligible. However, the cost of mutual distrust in P2P
systems is high, and its necessity must be justified based on the problem’s characteristics.

e Rate of system change: P2P systems may experience stable or rapidly changing partici-
pants, resources, and parameters. Rapid changes pose challenges in ensuring consistency
guarantees, defending against flooding, and mitigating other attacks.

e Criticality: If the problem being solved is critical to users, centralized control may be
demanded regardless of technical criteria. Even when P2P is not ruled out, the need for
expensive security measures or extensive over-provisioning may render it economically
unfeasible.

e Security: P2P networks are known to be vulnerable to various types of security attacks.
For instance, malicious nodes can disrupt the network by flooding it with redundant data,
manipulating trust values in trust-based systems, coordinating with other malicious nodes
for distributed denial-of-service (DDoS) attacks, or performing Sybil attacks by creating
multiple fake identities within the network [72].

In recent years, decentralized machine learning has gained popularity within P2P networks. The
focus has been on solving the distributed consensus problem, aiming to find a global model that
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minimizes the sum of local loss functions [59, 76]. Additionally, research has explored privacy-
preserving approaches and scenarios where agents have distinct objectives [7]. These advancements
enable collaborative learning and optimization in a decentralized manner.

2.3 Blockchain

Simply put, a Blockchain is an open and distributed ledger designed to record transactions between
parties securely and permanently. It operates by facilitating the transfer of digital assets (e.g.,
cryptocurrencies) from one account to another. Transactions are grouped into blocks, forming a
chain where each block is linked to its predecessor using hash functions. Consensus mechanisms are
used to achieve agreement within the Blockchain network. According to [93], some key properties
of this technology are:

e Ledger: Append-only ledger to provide full transactional history. Unlike traditional databases,
transactions, and values in a Blockchain are not overridden.

e Secure: Cryptographically secure, the data within the ledger is attestable.

e Shared: The ledger is shared amongst multiple participants. This provides transparency
across the node participants in the Blockchain network.

e Distributed: The Blockchain can be distributed. By increasing the number of nodes, the
ability of a bad actor to impact the consensus protocol used by the Blockchain is reduced.

Blockchain technology has a recent impact, although it dates back 30 years. In 2008, a paper
published pseudonymously by Satoshi Nakamoto [57] described Bitcoin: a peer-to-peer electronic
cash system that works like a chain of digital signatures. Each owner transfers the coin to the
next by digitally signing a hash of the previous transaction and the public key of the next owner
and adding these to the end of the coin. A payee can verify the signatures to verify the chain of
ownership. The consensus algorithm to decide which is the next block is called proof-of-work (PoW),
which is, in brief, a computationally expensive puzzle. When a node finds a PoW, it broadcasts it to
all nodes.

After the introduction of Bitcoin, the concept of Blockchain expanded to include programmable
capabilities. In 2015, Ethereum [12] was introduced as a Blockchain platform with a built-in program-
ming language, allowing the creation of smart contracts and decentralized applications (DApps).
Ethereum uses its cryptocurrency, called “Ether” as the internal fuel for executing transactions and
running smart contracts. In Ethereum, there are two types of accounts: externally owned accounts
controlled by private keys and contract accounts controlled by their contract code. Smart contracts
enable users to define rules for ownership, transaction formats, and state transitions. The consensus
protocol used in Ethereum is called proof-of-stake (PoS), where validators stake their capital in
Ethereum to propose and add new blocks to the Blockchain. Validators are incentivized to follow
the rules, as deviations can result in penalties or loss of stake.

Blockchain technology has also found utility in various machine learning tasks [14]. Researchers
have explored different consensus algorithms that are particularly relevant to federated learn-
ing. These include proof-of-federated-learning (PoFL), which repurposes the energy consumed in
traditional PoW algorithms for solving meaningful puzzles in the context of FL [73]. Moreover,
proof-of-quality (PoQ) introduces a consensus protocol based on Quality-of-Service (QoS) to ensure
high-quality contributions to the Blockchain [97]. In addition, proof-of-authority (PoA) relies on
identity as a stake to achieve faster transaction processing [48]. Finally, committee-based consensus
algorithms involve the validation of local gradients before appending them to the Blockchain,
where a committee of honest nodes verifies and generates blocks [45]. All these advancements
demonstrate the successful applicability of Blockchain technology to enhance the efficiency and
security of FL systems.
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3 RESEARCH METHOD

We have chosen to follow the Preferred Reporting Items for Systematic Reviews and Meta-Analyses
(PRISMA) guidelines [65] for conducting our review. Our approach consists of three primary steps.

(i) Identifying relevant works: We find relevant articles by conducting a comprehensive
literature search and screening titles, abstracts, and full-text articles. This process ensures
that we select contributions that pertain to our specific research area and address our
research question(s) of interest.

(ii) Appraising study quality: We validate the quality of the included studies, taking into
account factors such as study design, methodology, and potential biases. This step allows
us to assess the strength of the evidence presented in the selected articles.

(iii) Synthesizing findings and drawing conclusions: We synthesize the findings from the
included studies and draw meaningful conclusions. This involves analyzing the data, sum-
marizing the results, and identifying any patterns or trends across the studies.

By following these steps, we aim to ensure a rigorous and comprehensive review process.

3.1 Research Questions

In this survey, we started by formulating a set of research questions (RQs) to thoroughly explore
the existing literature. Table 1 presents the five distinct contexts and their corresponding eight
research questions that we aimed to address. Our review encompasses an analysis of the application
and problem domains addressed by decentralized federated learning (DFL), an examination of the
datasets used in the studies, an exploration of the key properties of available DFL frameworks, and
a comprehensive investigation of experimental aspects.

Context Questions
Overvi RQ1: What are the possible applications of DFL?
erview RQ2: Is the centralized orchestration problem solved?
Datasets RQ3: What are the datasets used?

RQ4: Is it a blockchain-based approach or not?
DFL Implementation RQ5: What is the data partitioning strategy?
RQ6: What is the consensus algorithm used?

RQ7: What are the performances of that approach?

Experimental o o
P RQ8: How is it robust to security risks?

Table 1. Research Questions of interest for this survey.

3.2 Search Process

For the purpose of this review, we conducted a search within a specific time frame spanning from
2018 to 2023, with a focus on DFL. We utilized several common databases, including IEEE Xplore,
ScienceDirect, ACM Digital Library, and Google Scholar, employing advanced search options and
boolean expressions (AND, OR). Specifically, we use the following search queries to retrieve relevant
work from the repositories above: "Fully Decentralized Federated Learning"; "Decentralized Federated
Learning"; "P2P Federated Learning"; "Peer-to-Peer Federated Learning".
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We paid special attention to the exclusion of articles that did not align with the scope of this
survey. The search phrases were applied to titles, abstracts, and keywords in each database. To
provide an overview of the article selection process and the statistics of articles considered in this
survey, we present the PRISMA flow diagram in Fig. 2. Each stage of the diagram will be discussed
in detail in the following sections.

[ Identification of studies via databases and registers

Records identified from (Total
5 articles=112): Records removed before
= IEEE Xplore Digital Library (n=45) | | screening:
] ScienceDirect (n=6) Duplicate records removed
§ ACM Digital Library (n=7) (n=31)
g Google Scholar (n=54)
Title and abstract screenin
Records screened (n=81) - records removed (n=36) .
o
=
c
8
o
L2]
Full text screening:
Records screened (n=45) I Records removed (n=21)
H
'g Studies included in review
T:’ (n=24)

Fig. 2. Selection process of articles with the PRISMA flow diagram.

3.3 Inclusion/Exclusion Criteria
To guarantee a focused and relevant selection process in our review, predefined inclusion and
exclusion criteria were utilized due to the large number of studies available. These criteria effectively
narrow down the search to specific study types, ensuring that the chosen articles align with the
research question and provide unbiased information. The criteria prioritize the inclusion of articles
that (i) address the centralized orchestration problem, (ii) clearly define themselves as fully
decentralized frameworks, and (iii) delegate aggregation to peers rather than a central entity.
During the keyword search, articles were collected based on the presence of specific terms,
even if mentioned only once in the paper. However, articles that did not meet the predetermined
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criteria or were deemed irrelevant were excluded from the review. Examples of excluded articles
encompassed those that lacked full decentralization or exhibited hybrid characteristics, studies
that did not focus on decentralization and centralized orchestration problems, as well as pre-prints,
book parts, and abstracts. The inclusion and exclusion process is depicted in Fig. 2.

Initially, a total of 112 articles were retrieved from the specified databases. After removing
duplicates, 81 articles remained for further analysis. These articles underwent two rounds of
screening. Initially, the titles and abstracts were meticulously reviewed, resulting in the exclusion
of 36 articles. Subsequently, the full texts of the remaining 45 articles were thoroughly examined,
leading to the disqualification of an additional 21 papers. Ultimately, 24 articles were identified
from the initial pool of 112 articles and included in the final review.

3.4 Data Extraction

The data collection process was centered on addressing the research questions of our study. Each
of the 24 articles was individually examined, and distinct data points were extracted to inform
our findings. The collected data were systematically recorded in a spreadsheet. The following
information was extracted from each article:

(i) Document title, publication year, and the name of the journal/conference in which it was
published.
(ii) Details of the datasets used and the federated settings in which they were employed.
(iii) Identification of whether the implementation utilized “standard” distributed computing
approaches (e.g., P2P) or blockchain technology.
(iv) The algorithms employed for training machine learning models.
(v) Performance metrics, main results, and limitations.

By gathering this information, we aimed to obtain a comprehensive understanding of the articles’
content and to extract relevant data points for analysis in order to address our research questions
effectively.

4 A TAXONOMY OF DECENTRALIZED FL APPROACHES

Several attempts have been made to overcome the limitation posed by the centralized orchestration
of standard FL. In this section, we present the most relevant approaches toward DFL proposed in
the literature.

We broadly categorize existing methods into the following two-class taxonomy:

o Traditional Distributed (TD-FL): Methods in this class obtain FL decentralization through
“standard” distributed computing techniques.

e Blockchain-based (BC-FL): This class contains all the approaches that achieve FL decen-
tralization by exploiting Blockchain functionalities.

In Table 2, we summarize the main characteristics of the approaches that will be discussed in
this survey according to our taxonomy.
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Category Approach Model Data Partitioning Dataset
IPLS [67] NN Vertical, IID MNIST
DFL-UN [74] CNN Horizontal, Non-IID N/A
ProxyFL [33] NN, CNN Horizontal, IID, Non-IID MNIST, FMNIST, CIFAR-10
PVD-FL [100] NN Vertical, IID MNIST, Thyroid, Breast Cancer, German Credit
Trusted DFL [21] NN Horizontal, Non-IID N/A
GossipFL [85] CNN, ResNet-20 Horizontal, IID, Non-IID MNIST, CIFAR-10
TD-FL Combo [27] CNN Horizontal, IID CIFAR-10
Def-KT [41] NN, CNN Horizontal, IID, Non-IID MNIST, FMNIST, CIFAR-10, CIFAR-100
P2P FL over graphs [89] Bayesian Linear Regression Horizontal, Non-IID MNIST, FMNIST, FEMNIST
PANM [89] NN, CNN Horizontal, Non-IID MNIST, FMNIST, CIFAR-10
FDFL [39] N/A Horizontal, Non-TID N/A
BrainTorrent [80] Quicknat Horizontal, Non-IID MALC
BlockFL [36] NN Horizontal, ID N/A
BAFL [20] CNN Horizontal, IID MNIST
BLADE-FL [42] NN, VGG, Horizontal, Non-IID MNIST, CIFAR-10, FMNIST, SVHN
Privacy-Preserving for IoT Devices [102] CNN Horizontal, IID MNIST
DeepChain [90] CNN Horizontal, IID MNIST
BC-FL GFL [28] CNN Horizontal, Non-TID MNIST, CIFAR-10, CIFAR-100
FED-BC [92] NN Horizontal, Non-IID MNIST
Biscotti [82] Linear Regression, Softmax Classifier Horizontal, IID Credit Card Fraud, MNIST
BytoChain [47] CNN Horizontal, IID MNIST
PIRATE [105] NN Horizontal, IID N/A
Trustworthy FL [96] CNN, AlexNet, NN Horizontal, IID, Non-IID MNIST, CIFAR-10, HeartActivity
FedCoin [49] N/A Horizontal, IID MNIST

Table 2. List of DFL approaches analyzed in this survey.

4.1 Traditional Distributed FL (TD-FL)

A possible solution to overcome the limitations of standard centralized FL is to adopt decentralized
frameworks inspired by traditional distributed computing technologies, such as P2P networks.

In this work, we classify existing contributions falling into this category into four main groups:
fault-tolerance and scalability, privacy, bandwidth utilization, and data heterogeneity. These cate-
gories succinctly represent the primary challenges encountered when dealing with TD-FL tech-
niques and what the authors aim to solve. However, it is important to note that an article categorized
into one group may also be susceptible to issues specific to other groups.

4.1.1  Fault-tolerance and Scalability. DFL systems could face problems regarding the failure of
participants, or their connectivity medium, besides not scaling with the number of participants or
not properly handling the joining of new peers. In this section, we present two of the main works
that tackle these issues.

IPLS [67]. This is a framework that operates as a fully decentralized system, leveraging the
interplanetary file system (IPFS) [8] and a private IPFS network, allowing any party to initiate or
join an ongoing training process. IPLS scales with the number of participants, remains robust
against intermittent connectivity, and dynamically handles participant departures/arrivals while
requiring minimal resources. Notably, the trained model’s accuracy quickly converges to that of a
centralized FL framework with negligible accuracy drop (less than 1% in each case presented by the
authors). To further develop IPLS, several options are proposed. First, assessing its requirements and
performance on heterogeneous devices is crucial. Additionally, exploring the feasibility of training
state-of-the-art models within IPLS would be a priority. Enhancing performance by implementing
a more sophisticated algorithm, allowing agents to dynamically adjust assigned partitions based on
bandwidth and resources, would ensure timely updates. Integration of split learning techniques
could enable devices with limited computational capabilities to participate effectively. Introducing
an incentive mechanism within IPLS could motivate mobile users to share their resources and
contribute to the ecosystem’s growth.

DFL-UN [74]. Unmanned Aerial Vehicles (UAVs), or drones, are envisioned to support extensive
applications in next-generation wireless networks in both civil and military fields. Centralized
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learning is discouraged in UAV networks, due to privacy concerns, and latency in transmitting
raw data. However, centralized FL poses the challenge of relying on a single point of failure with
unreliable links and nodes. Therefore, the authors propose a DFL system over UAV Networks
(DFL-UN) approach, where each UAV not only trains a local FL. model over its own data, but also
aggregates local models from one-hop neighboring UAVs and broadcasts the resulting model to
them. This approach eliminates the need of a central entity for model aggregation, providing
robustness and flexibility to the overall learning process, overcoming the concept of having a
single global model for the entire network. Authors also present preliminary results about model
convergence and training latency on a small set of six UAVs with non-IID datasets and different
computation or communication capabilities to simulate a real-world scenario. They demonstrate
that the difference in terms of cross-entropy loss is less than 0.0229 compared to the centralized
counterpart, still maintaining the advantage. However, the latency for transmitting the updated
local model to each one-hop neighbor opposed to the latency of broadcasting the global model to
each UAV is always smaller.

There are a number of challenges to address. In highly dynamic UAV networks, the communica-
tion link between the coordinator and each UAV may be temporary, making it difficult to judge
convergence in real-world contexts. Environmental factors such as mechanical vibrations and wind
poses additional challenges. Moreover, the aerial-to-aerial (A2A) links used for communication are
wireless and prone to failures.

4.1.2  Privacy & Security. In a DFL setting, agents must implement some consensus mechanisms
by exchanging local model updates. Despite bypassing the direct exchange of raw data between
the collaborating agents, this scheme is still vulnerable to various security and privacy threats,
such as model inversion attacks. To handle this problem, researchers devise privacy-preserving
mechanisms.

ProxyFL [33]. In this scheme, participants maintain two separate models: a private model and a
publicly shared proxy model. The purpose of the proxy model is to protect the privacy of individual
participants by not sharing the private model, while also enabling efficient information exchange
among them without the need for a centralized server. Key advantages of ProxyFL include reduced
communication overhead and enhanced privacy protection. Participants can have their private
models with different architectures, promoting model heterogeneity. Experimental results on image
datasets and a cancer diagnostic problem show that ProxyFL outperforms existing alternatives in
terms of communication efficiency and convergence speed.

PVD-FL [100]. This work presents a privacy-preserving and verifiable FL framework that ensures
secure deep learning model training in a decentralized architecture. The authors introduce an
efficient and verifiable cipher-based matrix multiplication (EVCM) algorithm, which is used as the
basis for basic calculations in deep learning. Leveraging EVCM, they design a suite of decentralized
algorithms to construct the PVD-FL framework, ensuring confidentiality for both the global model
and local updates while verifying every training step. Experiments were conducted on real-world
datasets to demonstrate the practical performance and accuracy of PVD-FL. The results show that
PVD-FL achieves lossless accuracy. However, the study acknowledges the need to verify the model’s
integrity and assess its vulnerability to poisoning attacks, which could be potential areas for future
research and investigation.

Trusted DFL [21]. This work introduces a trusted DFL algorithm that relies on the concept of
trust between network entities. Trust is seen as a relationship between different entities in the
network who collaborate towards specific goals. This trust is established and updated based on
evidence from previous collaborations. If the collaboration contributes positively to achieving the
goal, trust between the parties increases, and if not, trust decreases. Trust estimates play a crucial
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role in making decisions such as access control, resource allocation, agent participation, etc. The
method for computing and aggregating trust within the network can vary based on the specific
application. Trust inference is viewed as a consensus problem, focusing on both local and global
trust estimates. The proposed DFL algorithm integrates trust evaluation as a component within the
FL framework. Experiments demonstrate that this approach can effectively defend against simple
model poisoning attacks (i.e., randomly generated models by the attackers) during training. One
of the future directions for improvement involves considering packet losses in the algorithm to
enhance its communication robustness.

4.1.3 Bandwidth utilization. When dealing with DFL, and more generally with P2P networks,
participants must communicate with multiple peers, and in the worst case scenario the network
topology could resemble a fully connected graph where each participant communicates with
everyone. Moreover, in real-world FL setups, the network capacities between nodes can vary
significantly and are generally smaller than those typically found in centralized data centers.
This non-uniform and limited distribution of network capacities poses a significant challenge for
conventional FL approaches, as it hinders the efficient utilization of available network resources
for communication and model updates. Thus, peer-selection strategies and methods to reduce the
size of the communications are studied in the context of DFL. Below, we review the most relevant
works proposed in the literature attempting to address this issue.

GossipFL [85]. This method introduces a communication-efficient DFL framework. The authors
propose a novel FL approach called GossipFL, designed to efficiently utilize network capacities in
real-world setups. GossipFL introduces two key components: a sparsification algorithm and a gossip
matrix generation algorithm. The sparsification algorithm allows each client to communicate with
only one peer during each communication round, exchanging a highly compressed model. This
significantly reduces up-link and down-link communication traffic. The gossip matrix generation
algorithm enhances bandwidth resource utilization while preserving the convergence property.
It dynamically determines peer selection for each client based on their connection bandwidth,
ensuring efficient utilization of global bandwidth resources. The GossipFL architecture involves
two main roles: the coordinator and the clients. The coordinator acts as a central server managing
the training process, while the clients, who possess local data, iteratively train the model. Clients
exchange sparsified models with their assigned peers determined by the coordinator. GossipFL is
characterized by three key features:

e Reduced Communication Traffic: Clients communicate with one peer, reducing communica-
tion overhead.

o Efficient Bandwidth Utilization: Peer selection is based on connection bandwidth, optimizing
global resource usage.

e Bandwidth-Aware Communication Topology: The algorithm constructs a communication
topology using a bandwidth-aware gossip matrix.

The convergence property of GossipFL is theoretically analyzed, and extensive experiments are
conducted using both IID and non-IID data to validate its effectiveness. The results demonstrate
that GossipFL successfully reduces communication traffic, selects peers with higher bandwidth for
efficient resource utilization, and maintains convergence performance.

GossipFL can be considered a “hybrid” approach since the communication is P2P, but the training
process is coordinated through a central server. As a result, the central server does not experience
communication pressure in this framework.

Combo [27 ] Here, the authors propose a DFL framework that utilizes a segmented gossip approach
to make full use of node-to-node bandwidth while maintaining good training convergence. The
main contributions of this approach can be summarized as follows:
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o Model Segmentation Level Synchronization: The model is divided into non-overlapping
subsets or segmentations, each containing the same number of model parameters. Workers
update their local segmentations by aggregating them with the corresponding segments
from a small subset of k other workers. The analysis shows that k can be much smaller than
the total number of workers while still achieving satisfactory convergence during training.

o Decentralized Gossip Protocol: Inspired by the gossip protocol, each worker randomly selects a
few other workers to exchange model segments during each training iteration. This approach
aims to maximize the utilization of bandwidth capacities between workers. To enhance
convergence, the “model replica” concept is introduced, ensuring sufficient information is
acquired from different workers during the aggregation process.

e Combo Prototype Development: The proposed model segmentation and gossiping strategies
are incorporated into a prototype called Combo. The performance of Combo is evaluated
through experiments, demonstrating significant reductions in training time with only mini-
mal accuracy degradation in practical network topologies and bandwidth configurations.

Experiments show that Combo effectively utilize network bandwidth through segmented gossip
aggregation while maintaining convergence performance better than FedAvg.

4.1.4 Data heterogeneity. Data heterogeneity refers to the problem where participants hold non-IID
datasets. In this context, participants train models biased toward their local data distribution. Thus,
when aggregating all them, the result could be sub-optimal or totally skewed [101]. Below, we
describe three methods to tackle this issue in a DFL context.

Def-KT [41]. In Def-KT, the authors addressed the DFL problem in IoT systems, wherein
multiple IoT clients are responsible for training models for image classification tasks independently,
without relying on a central server. This work presents a DFL solution, which leverages mutual
knowledge transfer among local clients to mitigate performance degradation caused by client-drift
in the presence of data heterogeneity. Def-KT demonstrates superiority over the selected baseline
methods: FedAvg, FullAvg, and Combo. Future studies can explore communication efficiency and
theoretical analysis for Def-KT.

P2P FL over graphs [89]. In this work, local agents keep a posterior probability distribution over
the parameters of a global model. This approach provides the first theoretical guarantees for the
realizable case, even in the presence of potentially non-IID local data distributions. It accommodates
general network structures and non-IID data, providing theoretical guarantees of convergence for
variational FL on any connected graph. Empirical evaluations demonstrate its practical advantage
for handling non-IID data, especially as task complexity increases. The impact of social network
structure on model convergence is illustrated, and the scalability of the approach in a time-varying
asynchronous network is demonstrated. It also allows systematic treatment of model aggregation
over arbitrarily connected graphs with consistent local labeled data, showing better accuracy over
FedAvg on complex tasks when data is non-IID across agents. Additionally, the paper provides
insights into how the selection of the underlying social network influences the convergence rate.

PANM [46]. In PANM, authors deal with the problem of highly heterogeneous data by devising
a method to cluster clients into similar groups without knowing in advance the number of clusters
needed. The objective of this approach is to have one global model for each cluster, enabling better
personalization. In essence, PANM is a two-stages algorithm to realize an adaptive topology based
on clients similarities. This work is based on a previous study [62], but it improves their results by
applying a different approach that reduces noisy neighbor estimations:

(i) Neighbor Selection based on Monte Carlo (NSMC): By introducing a gradient-based measure
of similarity called PANMGrad, the aim is to identify the most similar peers as neighbors
for each client. The Monte Carlo method enhances the neighborhood of each client by
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including randomly sampled peers in the candidate list. This approach ensures that the
clients have a few neighbors with a high probability of being true neighbors.

(ii) Neighbor Augmentation Based on EM-GMM (NAEM): With the GMM (Gaussian Mixture
Model) assumption, given a set of randomly sampled peers, true neighbors with the same
cluster identity follow a specific Gaussian distribution, while false neighbors follow another
Gaussian distribution with a lower mean. Under this assumption, NAEM first samples
clients from the neighborhood bag and non-neighbor set. Subsequently, the client computes
the similarities that, according to the GMM assumption, adhere to two different Gaussian
distributions. An adapted version of the Expectation-Maximization (EM) algorithm is then
utilized to estimate distribution identities. This process enables clients to add new true
neighbors while also eliminating outliers.

PANM combines the previously described stages by initially applying NSMC for T; rounds and then
proceeding with NAEM for T, rounds, using the output neighbor bag from the first stage as input.
The authors provide theoretical evidence of the effectiveness of their approach and extensively
evaluate it against fixed and random topology methods, PENS, and Oracle - a method with ground-
truth cluster information that represents the accuracy upper bound. Additionally, the authors
compare their solution to centralized baselines. Overall, PANM demonstrates superior performance
in most settings, even when compared to Oracle. Moreover, this method is well-suited for low
communication budget networks.

4.1.5 Others. In the following, we discuss all the remaining DFL approaches based on traditional
distributed computing techniques that do not fall into any of the previous categories.

FEDFL [39]. This approach eliminates the need for a centralized controller and instead focuses on
collaborative learning through local information exchange. Specifically, clients adopt a Bayesian-
like approach by introducing a belief over the model parameter space and using a distributed
learning algorithm. Through information aggregation from neighbors, users update their beliefs to
learn a model that best fits the observations across the entire network. The framework also allows
users to sample points exclusively from smaller sub-spaces within the input space.

The paper provides high probability bounds on the worst-case probability of error across the
network and explores appropriate approximations for applying the algorithm to learn DNN models.
However, it is important to note that the work lacks experimental validation and is primarily a
theoretical study. Future studies could potentially complement this work with empirical experiments
to validate its practical performance.

BrainTorrent [80]. The proposed DFL community-based environment aims to ease the col-
laborative training of DNNs on medical images without relying on a central entity. By forming a
fully connected network of peers, each participant maintains a vector containing its own version
and the last versions of models received it used during merging. The training process involves the
following iterative steps:

(i) Each client trains its local model for a few iterations using its local dataset.
(ii) A random client ¢ selected from the environment sends out a “ping request” to gather the
latest model versions from all other clients.
(iii) Clients with updates send their weights and training sample size to c.
(iv) This subset of models is merged with the ¢”’s current model into a single model by weighted
averaging.

This process facilitates collaboration among medical centers, ensuring resilience against failures and
eliminating the need for a universally trusted authority. Any client can initiate the update process,
leading to a faster convergence rate and comparable accuracy to centralized data pooling. While the
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proposed method has advantages, there are two problems: firstly, the lack of sufficient experiments
and utilization of non-standard metrics (i.e., DICE) limits the comprehensive evaluation of the
approach’s performance. Secondly, when the random client ¢ initiating the update process fails,
there is no recovery plan in place.

4.2 Blockchained-based FL (BC-FL)

The integration between Blockchain and FL is a natural consequence of their shared characteristics
as distributed technologies. They can be combined to create a Blockchain-based FL (BC-FL) system
that offers unique advantages over traditional FL approaches.

In BC-FL, each device participating in the learning process can take on the role of a leader, leading
the aggregation process in a specific round of learning. This decentralized structure eliminates the
need for a central server, enhancing the system’s fault tolerance.

Entities participating in the training process are referred to as miners. These miners are re-
sponsible for verifying and validating the local updates generated by participants before they are
incorporated into the global model, employing a consensus algorithm. This verification step ensures
that only valid and trustworthy updates are included, enhancing the security of the system.

Additionally, BC-FL introduces a reward mechanism based on training sample sizes. Participants
are incentivized with rewards proportional to the size of their training samples. This approach
encourages the participation of more devices with a larger number of training samples. By aligning
rewards with the contribution of training data, BC-FL promotes the involvement of devices with
diverse and extensive datasets, leading to more comprehensive and accurate models. In summary, the
integration of Blockchain in FL offers a fully decentralized and secure approach to FL. It overcomes
the single-point-of-failure problem and incentivizes collaboration through reward mechanisms
based on training sample sizes.

According to [36, 75], the training procedure of a generic BC-FL consists of the following steps:

o Initialization: A cluster of devices is defined, where each device possesses its own data
sample. Each device is associated with a randomly selected miner from a cluster of miners.

e Local model update: The end devices train their local models for a specified number of
iterations based on their respective data samples.

e Local model upload: The end devices upload their local model parameters to the associated
miner. Additionally, the corresponding local computation time and local dataset size are
uploaded for verification purposes.

e Cross-verification: Miners verify the model parameters and computing time of the associ-
ated end devices. The verification process is performed in a specific sequence, taking into
account the proportional data size to determine the reliability of the model parameters. The
verified data is stored in the miner’s potential block until all model parameters have been
verified and stored in a block.

e Block generation: In each round, a consensus algorithm is executed. The process stops
when a winning miner obtains the opportunity to generate a block and creates a candidate
block.

e Block propagation: The winning miner broadcasts the candidate block to all parties as a
new block. All miners in the system append the new block to their local ledgers if it passes
the verification process. To prevent forking, a specially designed “ACK” signal is used and
transmitted if a miner does not identify any forking.

e Global model update: The selected miner aggregates all the local model parameters from
the participants. The aggregated parameters are used to update the global model, which is
then written into a block.



18 Edoardo Gabrielli, Giovanni Pica, & Gabriele Tolomei

e Global model download: All end devices are allowed to download the global parameters
from the new block and decide whether to continue in the next round or not.

In the following section, we analyze the prominent BC-FL approaches proposed in the literature
and categorize them based on their consensus mechanisms. These mechanisms include approaches
based on proof-of-work (PoW), proof-of-stake (PoS), and smart contracts (SC), as well as other
unique methods in our selection, such as proof-of-federation (PoF), proof-of-accuracy (PoA), hotstuff,
PBFT, and proof-of-Shapley-Value (PoSV).

4.2.1  PoW-based. In works based on PoW consensus, the nodes involved in the process are referred
to as devices and miners; these terms are used interchangeably. Miners can be either randomly
selected devices or separate nodes, such as network edges (e.g., base stations in cellular networks),
that have sufficient energy resources for the mining process. The general approach in these works
involves devices computing and uploading their local model updates to their associated miners in
the Blockchain network. Miners then exchange and verify all the local model updates and perform
the PoW process. Once a miner successfully completes the PoW, it generates a block that contains
the verified local model updates. This block, storing the aggregate local model updates, is added
to the Blockchain or distributed ledger, and it is subsequently downloaded by the devices. Each
device computes the global model update from the new block [20, 36].

In this section, we will discuss works related to PoW-based consensus.

BlockFL [36]. This work introduces a novel architecture, which facilitates the exchange and
verification of local learning model updates. It analyzes the end-to-end latency model, examining
the optimal block generation rate considering communication, computation, and consensus delays.
The tamper-proof and secure FL system offered by the Blockchain in BlockFL includes a distributed
ledger to store device scores and models. BlockFL expands its federation to include untrustworthy
devices within a public network through a validation process of local training results. Additionally,
BlockFL incentivizes the inclusion of more devices with a higher number of training samples by
offering rewards in proportion to the sample sizes used for training. However, it must address the
additional delay caused by the Blockchain network. To tackle this challenge, BlockFL formulates an
end-to-end latency model that takes into account communication, computation, and PoW delays.
By adjusting the PoW difficulty, or the block generation rate, BlockFL minimizes the resulting
latency.

BAFL [20]. The proposed Blockchain-Assisted FL (BAFL) is an asynchronous FL strategy that
enables devices to upload their local models during global aggregation for fast convergence. The
Blockchain ensures decentralized and secure data storage, incentivizing device participation through
rewards. Two policies optimize BAFL’s workflow: (i) controlling block generation rate to reduce
FL delays and (ii) dynamically adjusting training times to prevent transaction overloads. Unlike
traditional FedAvg, BAFL evaluates device participation rank and proportion using entropy weight
method, recorded in the Blockchain for trust. Energy consumption is considered and minimized
through Pareto optimization to expedite model uploads without overloading the Blockchain. They
also incorporate an application-level aspect that involves edge devices such as scanners, medical
devices, and vehicles. The Blockchain ensures a tamper-proof and secure FL system by storing
device scores and models in a distributed ledger. The optimal block generation rate was calculated
to facilitate efficient transactions. A Pareto optimization approach was used to model energy
consumption and delay of local devices, allowing for a trade-off to control model update speed
and minimize transaction delays. The experimental results demonstrated that the proposed BAFL
framework not only reduced resource consumption but also significantly improved global precision
compared to the traditional FedAvg strategy.
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BLADE-FL [42]. In their paper, the authors propose a framework that integrates training and
mining processes in each client, aiming to address the single-point-of-failure issue of centralized
aggregation while preserving the privacy-enhancing capabilities of the FL system. They developed
an upper bound on the loss function to evaluate the learning performance of BLADE-FL and verify
its convexity concerning the total integrated rounds T, optimizing T to minimize the upper bound.
The system comprises N clients, each possessing identical computing power measured by CPU
cycles per second. Within this distributed system, every client plays dual roles as both a trainer
and a miner, and the role transitions are designed as follows. Initially, each client acts as a trainer,
training the local model and subsequently broadcasting it to the entire network as a requested
Blockchain transaction. Later, the client transforms into a miner responsible for mining the block
that contains all the local models prepared for aggregation. Upon generating the new block, it
must undergo validation by the majority of clients before the models within it become immutable.
Notably, the system operates without the involvement of any centralized server. Instead, each client
independently performs global aggregation to update its local model, utilizing all the shared models
from the validated block. They assume that the uploading and downloading phases are impervious
to external attackers’ tampering. The authors highlight several potential future research directions
related to BLADE-FL. One area of interest involves creating an efficient incentive mechanism
to encourage active protocol compliance by all clients. Another challenging aspect is detecting
plagiarism and discouraging laziness among clients. Additionally, they suggest further investigation
into the learning performance of BLADE-FL without relying on convexity assumptions for the loss
function.

4.2.2  PoS-based. In the realm of Blockchain systems, various consensus algorithms have been de-
veloped to enhance security and address byzantine behaviors. One such algorithm is Algorand [22],
which combines PoS with Byzantine Fault Tolerance (BFT) and utilizes verifiable random functions
(VREFs) to select a subset of nodes for the committee.

Below, we present two approaches that incorporate Algorand into FL systems.

Privacy-preserving FL for IoT devices [102]. They designed a DFL system with a reputation
mechanism to aid manufacturers in developing a smart home system. The DFL system allows
manufacturers to train an ML model based on customers’ data, predicting their future requirements
and consumption behaviors. The system comprises three main elements: (i) manufacturers, (ii)
customers, and (iii) Blockchain technology. In this setup, manufacturers initiate crowdsourcing FL
tasks, and interested customers participate by submitting their trained models to the Blockchain.
Acting as a centralized server, the Blockchain collects the customer models, and a designated miner
calculates and generates the global FL model for home appliance manufacturers. It operates in two
stages: customers use mobile phones and mobile-edge computing (MEC) servers to train the initial
model, while manufacturers select customers or organizations as miners to calculate the averaged
model. The miners then upload the model to the Blockchain at the end of the crowdsourcing task.
To protect privacy and improve accuracy, they employ differential privacy (DP) and introduce a
new normalization technique. Additionally, they create an incentive mechanism to encourage more
customer participation in the crowdsourcing FL task. According to their experiments, the new
normalization technique surpasses batch normalization when features are under DP protection.
In the future, they aim to conduct more experiments and test the system with real-world home
appliance datasets. Furthermore, they will strive to find the deterministically optimal balance
between local epochs and global epochs to achieve improved test accuracy.

DeepChain [90]. This paper introduces a collaborative training approach with an incentive
mechanism to encourage joint participation and sharing of local gradients in deep learning model
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training. DeepChain prioritizes the privacy preservation of local gradients and ensures the verifia-
bility of the training process. Through incentives and transactions, participants are motivated to
act honestly during gradient collection and parameter updates, promoting fairness in collaboration
training. They formalize this incentive mechanism based on Blockchain, ensuring compatibility
and liveness properties, and demonstrate that participants are incentivized to behave correctly
with high probability. A DeepChain prototype is implemented, and its performance is evaluated in
terms of cipher size, throughput, training accuracy, and training time. The potential benefits of
DeepChain include auditing the collaborative training process and the trained model, facilitating
paid services in a mature model-based pricing market, and leveraging transfer learning techniques
to enhance learning efficiency and accuracy. However, security concerns related to transfer learning
require further analysis and definition.

4.2.3 SC-based. Smart Contracts [28, 92] are employed to control the FL flow. The decentralized file
system IPFS [8] is utilized as off-chain storage in BC-FL due to block size limitations of Blockchain.
It provides reliable and secure decentralized storage for files involved in the training process.

In this section, we will review the most prominent approaches based on smart contracts.

GFL [28]. In their paper, the authors present the Galaxy FL Framework (GFL), a DFL framework
based on Blockchain and a committee-based consensus. GFL incorporates the consistent hashing
algorithm [40] to enhance communication performance and introduces a novel ring called RDFL
to improve performance and bandwidth utilization. Based on the ring decentralized topology
constructed by the consistent hash algorithm, GFL is executed using the RDFL algorithm. Each
data node denoted as DPy, contributes its model M, and the algorithm involves r rounds of model
synchronization among m trusted nodes. During each iteration, the steps include: (i) loading
the global model for local training and synchronizing models in a clockwise direction, (ii) using
knowledge distillation to converge the dark knowledge from other models owned by the trusted node
to the local model and synchronizing it among trusted nodes, (iii) executing FedAvg to generate
a new global model and initiating the next iteration. Moreover, GFL incorporates InterPlanetary
File System (IPFS) and Blockchain to improve communication efficiency further and enhance the
security of FL. Within GFL, two types of smart contracts are utilized. The first type is the controller
contract, which oversees the execution of all FL tasks. The second type is the storage contract,
which is responsible for preserving the IPFS hash of the model. Each FL task has its individual
storage contract. Through their experiments, the authors demonstrate that GFL showcases superior
communication performance compared to traditional decentralized FL frameworks. Additionally,
they assess GFL’s resilience against data poisoning attacks, although they do not mention the
specific type of attack considered.

FED-BC [92]. In this work, the authors present an FL setup that ensures decentralization in
topology, control, storage, and key management, providing enhanced security and robustness
compared to centralized methods. They also develop a training approach compatible with the archi-
tecture, achieving state-of-the-art accuracy performance by collaboratively training participating
nodes. It avoids privacy leakage and single-point-of-failure associated with centralized structures,
resulting in improved security and robustness. The participants in the network are arranged in a
logical ring topology, but the physical topology only requires that the nodes are connected in some
way. All participating nodes are organized using Blockchain technology, and each node’s status
within the framework is considered completely equal. The control and key management functions
of the system are handled by smart contracts that are programs deployed on a Blockchain. The
system is designed to remain unaffected by the failure or exit of any node, ensuring its normal
operation. They conducted experiments to compare their FL approach against several baselines.
The baselines included: (i) Training alone, where each node independently trained its local model
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without interacting with others; (ii) Training with dropout, where nodes might drop out during the
FL process and are excluded from further participation; and (iii) Training with differential privacy,
where participating nodes utilized an existing differential privacy-based FL method. According
to them, the proposed approach enables participating nodes to achieve higher model accuracy
compared to training separately. Additionally, the framework remains effective even if some nodes
drop out, as it assists the remaining nodes in continuing their training to obtain improved models.

4.2.4 Others. Below, we explore the remaining BC-FL approaches that utilize other consensus
algorithms not related to any of the previously mentioned categories.

Biscotti [82]. This method is based on proof-of-federation (PoF) and pursues various objectives in
the context of FL. PoF is an extension of Proof-of-Stake (PoS), where a peer’s stake is determined by
their contribution to the system. Biscotti’s design objectives include (i) Converging to the optimal
global model, similar to a model trained without adversaries in an FL setting; (ii) Preventing
poisoning attacks by verifying peer model updates; (iii) Protecting peer training data privacy by
thwarting information leakage attacks; and (iv) Restricting colluding peers from gaining influence
without obtaining sufficient stake.

To achieve these objectives, Biscotti utilizes a custom Blockchain design in combination with ver-
ifiable random functions (VRFs) [22] for secure randomness generation, where peers collaboratively
train a global model. Each block in the distributed ledger represents a single iteration of stochastic
gradient descent (SGD), and the ledger maintains the state of the global model at each iteration.

The evaluation of Biscotti demonstrates its efficiency, fault tolerance, and effectiveness in coun-
tering known attacks like Sybil attacks, poisoning attacks, and information leakage attacks. It
successfully preserves the privacy of individual client updates while maintaining the optimal per-
formance of the global model, even when the system includes a substantial proportion of malicious
adversaries (up to 30%). However, Biscotti has some limitations, including issues related to scalabil-
ity on large deep learning models, potential leakage from the aggregate model, and limitations in
stake mechanisms.

BytoChain [47]. The researchers propose a verification-efficient framework called BytoChain,
which introduces verifiers to execute heavy verification workflows in parallel. BytoChain employs
the proof-of-accuracy (PoA) consensus algorithm, allowing for offloading the verification overhead
of miners. In PoA, miners prove their effective workload based on accuracy, utilizing two critical
thresholds: the accuracy oscillation threshold (AOT) and the accuracy deviation threshold (ADT).
The AOT limits the maximum allowable accuracy reduction for receiving models, while the ADT
restricts the maximum absolute difference in validation accuracy of a model on different miners.

Miners traverse their transaction pools to identify a set of transactions that collectively produce
an averaged model with the highest accuracy. The accuracy reduction from the averaged model is
limited by a predefined threshold. The winning miner can then generate a new block containing
the hash proof of the averaged model and broadcast it for consensus verification.

BytoChain’s framework comprises data holders within the end-side system, verifiers, miners at
the network edge, and a task publisher in the Blockchain network. Data holders represent training
devices possessing training data, while verifiers and miners, located at the network edge, are
equipped with robust computing power and high bandwidth capabilities. Verifiers detect inferior
local models submitted by potentially malicious data holders and generate transactions for miners.
Miners mine legal global models and broadcast their blocks to achieve consensus. The task publisher
is responsible for creating the genesis block to publish the training task and incentivizing other
nodes by offering cryptocurrency rewards.

BytoChain utilizes two types of blocks: the genesis block and regular blocks. The genesis block
initiates the system and training parameters, while regular blocks contain transactions with local
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models forming a Merkle tree. The global model obtained from these transactions is also included
in regular blocks, enabling failure rollback and offline audit.

However, the paper identifies security concerns related to privacy attacks, confidentiality, and
the presence of backdoors, which require further attention and investigation. These issues need to
be addressed to ensure the robustness and security of the BytoChain framework.

PIRATE [105]. PIRATE is designed as a Byzantine-resilient distributed stochastic gradient
descent (D-SGD) framework under decentralized settings. The consensus algorithm is hotstuff [2]
that solves the State Machine Replication (SMR) problem. At the core of SMR lies a protocol designed
to determine a growing log of command requests made by clients. A set of state-machine replicas
apply these commands in consistent sequence order. When a client sends a command request to all
replicas, it awaits responses from (f + 1) of them. By utilizing a sharding-based Blockchain protocol
and taking advantage of 5G techniques, PIRATE ensures the protection of model parameters and
gradient aggregations. Randomly splitting computing nodes into multiple committees and agreeing
upon partial aggregations among committee members mitigates the burden of aggregation workload.
The framework consists of two essential components: (i) reliability assessment and (ii) Blockchain
(BC) systems for distributed SGD (D-SGD). Blockchain safeguards gradient aggregations and model
parameters, while reliability assessment plays a crucial role in determining the participants involved
in distributed learning tasks. In their evaluation, the researchers compare their prototype with
another Blockchain-based SGD framework, LearningChain, under the assumption that no malicious
nodes are present. The comparison involves assessing the gradient storage overhead in both
frameworks and measuring the iteration time, which represents the time taken to broadcast a block
containing essential information for nodes to progress in D-SGD. Simulation results demonstrate
that the proposed framework outperforms in terms of communication time and storage complexity,
and further analysis of robustness and resiliency is underway. Future directions involve protection
against model poisoning attacks, decentralized permission control, and incentive mechanism.

Trustworthy FL [96 ]. A PBFT-based wireless architecture is proposed by combining permis-
sioned Blockchain and wireless FL systems at the network edge. Practical Byzantine Fault Tolerance
(PBFT) is a consensus protocol that offers lower energy consumption and higher effectiveness
compared to PoW. While PoW is a permissionless protocol that can tolerate a 50% computing power
attack, PBFT is a permissioned protocol that can withstand up to 33% malicious edge servers. The
PBFT consensus protocol is used to validate the correctness of global model updates in the wireless
Trustworthy FL, leading to high effectiveness and low energy consumption. The detailed procedures
of the PBFT-based wireless system are presented, highlighting the training latency that arises from
the multiple rounds of cross-validation within the Blockchain consensus protocol. To tackle this
challenge, a network optimization problem is formulated to jointly consider bandwidth and power
allocation, aiming to minimize the long-term average training latency across progressive learning
rounds. To efficiently solve this optimization problem, a Markov decision process framework is
proposed, and a deep reinforcement learning (DRL)-based algorithm is employed, offering high
system performance with low computational complexity. This research showcases the potential
of PBFT-based wireless systems in providing trustworthy and efficient FL while addressing the
latency challenges introduced by the Blockchain consensus protocol.

FedCoin [49]. This work presents an interesting Blockchain-based payment system for FL with
a unique consensus algorithm called proof-of-Shapley-Value (PoSV). Shapley Value (SV) has gained
popularity as a means of fairly distributing profits among contributors in a coalition. The SV finds
applications in various fields like economics, information theory, and ML. It is valued for ensuring
fairness, individual rationality, and additivity in payoff distribution. Unlike traditional Blockchain
networks like Bitcoin, where miners solve meaningless puzzles to mine new blocks, FedCoin utilizes
a PoSV-based consensus approach. Miners in FedCoin are required to calculate an SV vector, which
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represents the contribution of each FL client to the global FL model in a fair manner. FedCoin
is divided into two parts, the FL network and the P2P Blockchain network. In the FL network, a
centralized server, known as the FL server, is responsible for coordinating model training execution
and receiving payment from the FL model requester. This approach can be classified as a hybrid one
like GossipFL [85]. Based on the computed SVs, FedCoin proposes a scheme for dividing incentive
payoffs among FL clients, ensuring nonrepudiation and tamper-resistance properties. All payment
transactions are recorded immutably in the Blockchain, eliminating the need for a central FL server
to distribute incentives. This decentralized payment system enables the inclusion of high-quality
data from FL clients, as the SVs accurately reflect their contributions to the global FL model.

Experimental evaluations using real-world data demonstrate that FedCoin effectively computes
SVs while imposing an upper limit on computational resources required for achieving consensus.
This allows individuals who do not own data to participate in FL processes actively, opening up
opportunities for wider participation and collaboration in FL. The integration of the SV concept
into the consensus mechanism of FedCoin showcases a novel approach to incentivizing FL and
promoting fairness in reward distribution.

5 CHALLENGES OF DECENTRALIZED FL

In this section, we discuss the primary open challenges of DFL, which can be categorized into
the following two categories: (i) security against adversarial attacks, and (ii) lack of incentive
mechanisms.

5.1 Security against Adversarial Attacks

Traditional FL faces a range of adversarial attacks. These attacks manifest in different forms and
can adversely affect output accuracy, disrupt model convergence, and even result in unacceptable
denial-of-services (DoS) for both servers and users. Similar threats are also shared by decentralized
FL approaches.

One major challenge is the presence of possibly malicious nodes. These intentionally join the
network to exploit P2P networking characteristics and harm the system. They may flood other
nodes with random or redundant data, and collaborate with other malicious actors to execute DoS
attacks. These malicious nodes pose a significant security and reliability challenge to the FL process.

The creation of federated models involves aggregating model updates submitted by participants.
However, to protect the confidentiality of training data, the aggregator has no visibility into how
these updates are generated. This limitation makes FL (and by extension, DFL) susceptible to
several kind of poisoning attacks that aim to detriment the accuracy of the global model by either
polluting the training set of some nodes with maliciously crafted examples (data poisoning [31]), or
by directly manipulating the model weights before they arrive to the aggregator (model poisoning
[9]). Furthermore, while in standard FL only the server has access to the model parameters sent by
the clients, in DFL every participant can have access to them. This can be exploited by malicious
actors to carry on model inversion attacks, where the private training set can be inferred from
model parameters.

Below, we discuss the security challenges specific to each category of DFL approaches considered.

5.1.1 TD-FL. Robust TD-FL systems with security measures against adversarial attacks are cur-
rently limited to Trusted DFL [21]. Trusted DFL is tested against a model poisoning attack by
transmitting randomly sampled weights within a given range, and its proposed algorithm demon-
strates improved performance in the presence of attacked agents compared to a system without
trust incorporation. However, this is the simplest attack model to counter, and the literature lacks
comprehensive analyses and evaluations against more advanced poisoning attacks (e.g., LIE [6],



24 Edoardo Gabrielli, Giovanni Pica, & Gabriele Tolomei

OPT [19]), as well as the incorporation of robust aggregation functions, such as Multi-Krum [11]
or more advanced techniques [87].

5.1.2  BC-FL. Existing BC-FL frameworks employ consensus [82, 102] and trust mechanisms [96]
to reinforce the system’s defense against potential attacks and ensure the integrity of the learning
process. A few works demonstrate the robustness of these approaches through experiments.

For instance, Biscotti [82] tolerates label flipping attacks [55] using Multi-Krum, which effectively
rejects model updates deviating heavily from the majority direction of updates. Biscotti can handle
poisonous updates from up to 30% malicious clients.

BAFL [20] tackles Gaussian reverse attacks by ensuring security through the Blockchain and
employing a consensus mechanism similar to Algorand [22].

BytoChain [47] proves its security by withstanding random poisoning and reverse poisoning
attacks. Unlike basic FL, BytoChain maintains its accuracy even with 40% of data holders being
attackers.

These experiments and implementations demonstrate the effectiveness of these approaches in
countering adversarial attacks in BC-FL systems, providing essential insights for enhancing the
resilience and security of decentralized FL in diverse scenarios.

5.2 Lack of Incentive Mechanisms

Another problem is the lack of an incentive mechanism for the devices that participate in the FL task.
In a large-scale FL system, all devices want to participate in the learning process and improve their
local model with the help of a federation. Since the aggregation of local updates costs computation
power, it is necessary to choose devices with high-quality data and high computation power. Overall,
incentives in FL serve as catalysts for addressing resource constraints, security concerns, data
quality, and participant engagement. They help create a mutually beneficial environment where
participants are motivated to contribute their resources and data, leading to improved training
performance and the overall success of FL. Furthermore, since we have cross-silo and cross-device
systems as defined in Section 2, we have different reasons to create an incentive mechanism.

There are two main reasons why incentives are useful in cross-device FL [95]. Firstly, privacy
concerns and reluctance to dedicate computing resources can discourage mobile users from partici-
pating in DFL. Secondly, the current DFL approach rewards participants with the same global model
parameters, regardless of their individual contributions. This lack of differentiation may discourage
active participation. Incentives can address these issues by providing reassurance regarding privacy
and compensating participants based on their level of contribution, thereby motivating more active
and engaged participation in DFL.

In cross-silo FL [84], organizations have the freedom to choose their processing capacity for
local training. This decision affects the accuracy of the global model and the computational costs
incurred. Communication costs depend on the frequency of model updates exchanged with the
central server. However, organizations may have different valuations on precision and varying
computational and communication costs. To promote efficient cooperation and maximize social
welfare, an incentive mechanism is needed to motivate organizations, even if they are independent
and driven by self-interest. This mechanism should align individual interests with the goal of
maximizing overall welfare in cross-silo FL.

Therefore, we discuss this problem in each category of DFL.

5.2.1 TD-FL. In this area, there is no study about incentive mechanisms. One of the reasons
is that the challenge of the incentive mechanism in TD-FL revolves around encouraging active
participation, ensuring fair compensation, and addressing privacy concerns among nodes in a
decentralized network. Nodes must be motivated to contribute their computational resources
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willingly, despite potential free-riding. Only in IPLS [67] do the authors briefly introduce the fact
that they want to incorporate an incentive mechanism like Flopcoin [13] to motivate mobile users
to share their resources. In particular, this proposal follows the principles of the Hidden Market
Design approach, granting users the ability to specify their resource contributions in the offloading
system. The underlying algorithm, undisclosed to users, employs a truthful auction strategy and a
peer-to-peer reputation exchange scheme.

5.2.2 BC-FL. In BC-FL there are some rewards for miners or devices, but they are based on the
quality of the data [75]. The participants have different computation power, and the contribution
is dependent on the quality of data as well, so it is not really encouraging for all kinds of nodes.
An intuitive idea is to reward participants according to their contributions, following the existing
incentive mechanism designs for many other scenarios. Unfortunately, there are two main difficulties
that make traditional incentive mechanisms unfit for FL. First, computing nodes do not share their
decisions due to privacy concerns. Without the information of other nodes, it would be impossible
for a participant to derive an optimal decision with close-form expression. Second, it is difficult
to evaluate the contribution of participants to the accuracy of trained models. Pieces of evidence
have shown that the relationship between model accuracy and the amount of training data is
nonlinear. The model accuracy depends on the model complexity and data quality, and can hardly
be predicted in advance. Without accurate evaluation of contributions, incentive mechanisms
cannot correctively reward participants, leading to financial loss or a low participation rate.

6 FUTURE DIRECTIONS

In this section, we will outline potential future research directions aimed at addressing the two
categories of challenges discussed above and enhancing existing solutions where applicable.

e Security against Adversarial Attacks: In Blockchain-enabled FL systems, participants,
including miners and users, are connected to the Blockchain. Consensus protocols select
winners who collect and store transaction data (model updates) in Blockchain blocks. Trust
management mechanisms can incentivize trustful operations and identify falsified data
to prevent adversarial attacks. However, evolving attack nature presents new threats to
Blockchain-enabled FL systems. Exploring distributed systems and defending them with
robust aggregation algorithms or ad hoc consensus mechanisms is an intriguing area
of research. In particular, ad hoc consensus mechanisms like DAG-Blockchain are not
yet explored. According to this survey [37] the term "DAG-based Blockchain" is used
interchangeably with "DAG" or "DAG-based ledger". While DAG does not strictly conform
to the linked list structure of traditional Blockchains, it is considered an extension of
Blockchain, maintaining decentralization and ledger management through peer-to-peer
connected nodes. The paper aims to compare DAG with Blockchain, emphasizing their
shared functionality as decentralized ledgers. They also said that it is particularly suited for
edge devices with limited hardware resources, as it does not require heavy computation
resources for block mining like PoW-based Blockchains. This allows DAG to facilitate
anomaly detection efficiently, as each node can validate its previous model parameter and
compare its accuracy to send its own transaction without compromising performance.
Addressing improved model poisoning attacks, like [4], also warrants attention. In most
existing works based on Blockchain, the authors assert that poisoning attacks can be pre-
vented through the verification mechanism of the Blockchain. However, in scenarios without
transactions, data authentication becomes challenging as the data lacks causality. To address
this issue on a Blockchain, a viable solution is to establish a trust management system. An
intriguing area for further research involves creating a “hybrid” system that remains purely
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peer-to-peer (P2P) but incorporates certain characteristics suitable for non-transaction
scenarios. An interesting experiment could involve building a TD-FL system and evaluating
its performance compared to a BC-FL one. Especially, it is essential to initiate an analysis of
a TD-FL system concerning various adversarial attacks and defenses. The survey [78] delves
into adversarial attacks like data poisoning, model poisoning, untargeted, targeted, and
defenses such as robust aggregation, differential privacy, and SMC in centralized FL settings.
Exploring these attacks and defenses in the context of TD-FL will hold significant impor-
tance. Furthermore, a future direction involves developing defenses (e.g., trust mechanism,
anomaly detection) on P2P networks to counter Sybil attacks, insider vs. outsider attacks,
and malicious attacks, as these are among the most prevalent attacks in a decentralized
framework, as highlighted in the study by Nair et al. [56]. Additionally, investigating the
impact of a trust management system and its absence on the system’s effectiveness would
be worthwhile. By exploring these aspects, we can better understand the advantages and
drawbacks of different approaches in ensuring security and data integrity in DFL settings.
Incentive Mechanisms: The incentive mechanism used in traditional Blockchain sys-
tems, which involves distributing fixed rewards to winners, is not directly applicable to
Blockchain-enabled FL due to varying computation power and data quality among partici-
pants. Introducing a new reward mechanism based on consensus participation could be
beneficial. In a large-scale FL system, all devices aim to participate in the learning process
to enhance their local models through collaboration, but significant differences exist in data
quality and device capabilities. Since aggregating local updates requires substantial compu-
tation power, selecting devices with high-quality data and computation capabilities becomes
crucial. While traditional PoW or PoS mechanisms are not perfectly feasible in this scenario,
game theory offers a promising approach. Indeed, game theory can address intricate FL
models, identifying equilibrium points like Nash equilibrium and Bayesian Nash equilibrium
through non-cooperative and cooperative games. Coalition games foster teamwork among
nodes, optimizing incentives and overall system performance. A survey [25] explores the
latest advancements in using game theory in Blockchain-based FL applications. Exploring
this concept in traditional distributed FL systems might yield appealing insights worth
investigating. Another survey [29] explores the incentive mechanisms in P2P networks;
in particular, there are monetary (e.g., multiple currency economy like [1]), auction (e.g.,
English auction, that maximizes the seller’s revenue by increasing the price until no bidder
is willing to bid higher, a "marketplace" where peers accumulate points by providing data
transmission services to others), deterministic (e.g., incentives pay out a fixed reward),
reputation (e.g., observations are translated into a reputation value, which serves as a digital
asset or metric indicating the likelihood of participants’ future actions, although it cannot
be used to purchase goods or services directly), service (e.g., service that peers offer, like
share-ratio [3]). The construction of a TD-FL system incorporating at least one of these
types of incentive mechanisms would be worth pursuing.

7 CONCLUSION

In recent years, federated learning (FL) has gained popularity as a paradigm for training distributed,
large-scale, and privacy-preserving machine learning systems. However, FL also faces several
challenges. One of the most critical issues is to overcome the centralized orchestration of the
classical FL client-server architecture, which is vulnerable to single-point-of-failure risks. To
address these concerns, decentralized FL solutions (DFL) have emerged, allowing FL clients to
cooperate and communicate without a central server.
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This survey comprehensively summarizes and reviews existing DFL approaches proposed in
the literature. Specifically, we scrutinized 112 research papers, 24 of which were selected for
an in-depth analysis. We categorized existing approaches into two main categories: traditional
distributed computing approaches (TD-FL) and Blockchain-based approaches (BC-FL). Furthermore,
we identified two key challenges that affect DFL: security against adversarial attacks and the
lack of an incentive mechanism to encourage participation in the federation. Finally, we suggest
several promising research directions for researchers and practitioners interested in exploring this
emerging area of DFL to tackle the identified challenges.

We believe that this survey on DFL will serve as a valuable resource for researchers in the field,
providing insights into the latest advancements, challenges, and potential directions for future
research. We hope that the findings presented here will inspire and guide other researchers in their
endeavors to advance the field of DFL and address the pressing issues in this rapidly evolving area.
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