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Zero-Concentrated Private Distributed Learning for
Nonsmooth Objective Functions

François Gauthier, Cristiano Gratton, Naveen K. D. Venkategowda, and Stefan Werner

Abstract—This paper develops a fully distributed differentially-
private learning algorithm to solve nonsmooth optimization
problems. We distribute the Alternating Direction Method of
Multipliers (ADMM) to comply with the distributed setting and
employ an approximation of the augmented Lagrangian to handle
nonsmooth objective functions. Furthermore, we ensure zero-
concentrated differential privacy (zCDP) by perturbing the out-
come of the computation at each agent with a variance-decreasing
Gaussian noise. This privacy-preserving method allows for better
accuracy than the conventional (ǫ, δ)-DP and stronger guarantees
than the more recent Rényi-DP. The developed fully distributed
algorithm has a competitive privacy accuracy trade-off and han-
dles nonsmooth and non-necessarily strongly convex problems.
We provide complete theoretical proof for the privacy guarantees
and the convergence of the algorithm to the exact solution.
We also prove under additional assumptions that the algorithm
converges in linear time. Finally, we observe in simulations that
the developed algorithm outperforms all of the existing methods.

Index Terms—Distributed optimization, alternating direction
method of multipliers, differential privacy.

I. INTRODUCTION

Distributed machine learning algorithms have garnered sig-

nificant research attention recently because of their capacity

to process massive amounts of data over a network of agents

[2], [3]. These methods have various applications, including

monitoring of smart grids [4], statistical data analysis [5],

drone monitoring [6], and wireless sensor networks [7]. In

distributed learning, the problem is decomposed into many

sub-problems that network agents solve collaboratively by

interacting with their immediate neighbors in a peer-to-peer

fashion without involving a central coordinator.
In many applications, the data held by agents is sensitive,

and adversaries may try to extract private information from

the information exchanged between the agents in the network.

Therefore, it is imperative to mitigate information leakage

during the agent-interaction process in distributed learning.

In this context, differential privacy provides a mechanism

that protects individual privacy by ensuring minimal changes

in the algorithm output, regardless of whether an individual

is present during the computation [8]–[10]. Introducing this

type of privacy has the advantage of protecting from honest-

but-curious agents who form part of the network. However,
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achieving good accuracy while providing high privacy guar-

antees in privacy-preserving learning is challenging, especially

when several messages are exchanged. Such privacy-protecting

techniques are especially important in distributed learning,

where participants themselves perform the learning task.

To meet the demand for better privacy accuracy trade-

off, the work in [8] proposed dynamic zero-concentrated

differential privacy (zCDP) as an alternative to the standard

(ǫ, δ)-differential privacy (DP); see, [10]–[12], for an extensive

comparison between zCDP and DP. In zCDP, the variance

of the noise added for privacy decreases significantly faster

than in DP; this allows for faster convergence at the cost of

a rapid decrease in the privacy guarantee at a given iteration.

Since an adversary can aggregate several messages to extract

more information, we consider the privacy guarantee of the

set of all the exchanged messages. In zCDP, the privacy

guarantee at a given iteration is of the same order as the

privacy guarantee of the whole set [13]. Meanwhile, in DP, the

privacy guarantee at a given iteration is considerably higher

than the privacy guarantee of the set, which is inefficient if we

assume that an adversary aggregates all the messages. Under

such circumstances, zCDP allows for better accuracy than

DP while maintaining the same privacy protection according

to the differential privacy metric. Hence, zCDP has received

considerable attention [9], [12]–[14]. More recently, zCDP has

been relaxed into Rényi-DP [15], which concentrates on a

single moment of a privacy loss variable. In contrast, zCDP

provides a linear bound on all positive moments and, therefore,

a stronger privacy guarantee.

The algorithms in [16], [17] aim to limit privacy leakage

at a single iteration, while [18] extends the analysis to en-

compass the entire computation duration. This approach has

been preferred in most recent work as it acknowledges the

fact that an eavesdropper can aggregate several exchanged

messages to extract information [19]. Existing distributed

solutions are mainly composed of (sub)gradient-based and

ADMM-based algorithms. The former typically converge at

a rate of O(1/
√
t) [20], and the latter usually converge at

a rate of O(1/t) [21]. Several privacy-preserving distributed

information processing techniques have been introduced re-

cently [16]–[18], [21]–[25]. Among these works, we can

classify two relevant groups to the problem at hand. The

first group comprises fully distributed solutions that assume

the objective functions to be smooth and convex [16]–[18],

[21]–[24], which may not be a valid assumption in prac-

tice. Notably, the work in [21] offers a convergence rate of

O(1/t). In [25], the regularizer function can be nonsmooth,

but the loss function is assumed smooth and differentiable.

http://arxiv.org/abs/2306.14012v1
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In addition, the convergence rate of the algorithm in [25] is

O(1/
√
t). All the above algorithms only offer solutions for

problems with convex and smooth loss functions; however,

many compelling objectives cannot be accurately modeled

in this way [26], [27]. This leads us to the second group

consisting of centralized solutions that handle nonsmooth and

non-strongly convex objectives [19], [28]–[31]. We note that

the works in [28]–[30] do not consider privacy, and the

work in [31] can only accommodate nonsmooth regularizer

functions. The solution proposed in [19] is decentralized

(i.e., centralized aggregation of local model updates), and the

objective functions can be nonsmooth; however, the presented

algorithm is not fully distributed since a central coordinator is

required. Moreover, the proposed solution in [19] converges

in O(1/
√
t). Therefore, a fully distributed privacy-preserving

information processing technique accommodating nonsmooth

and non-strongly convex loss functions is yet to be introduced.

This paper proposes a fully distributed privacy-preserving

algorithm that handles nonsmooth and not necessarily strongly

convex objective functions. In addition, the proposed algorithm

converges to the exact solution with a rate of O(1/t). In

contrast, existing (sub)gradient-based solutions or solutions

handling nonsmooth objective functions in a decentralized

manner [19] and fully distributed solutions handling nons-

mooth regularizer function only [25], all have a convergence

rate of O(1/
√
t). Table I provides a comparative summary of

the proposed and most relevant algorithms in the literature

[16]–[19], [21]–[25], [31] in terms of convergence rates,

objective functions, implementation strategies (distributed vs.

centralized), and privacy metrics. We consider a network of

agents that solves an optimization problem collaboratively.

Each agent iteratively updates its local estimate using its local

data and the estimates received from its neighbors. To ensure

privacy, local estimates are perturbed by adding noise before

sharing within a neighborhood. The variance of the noise

added to the estimates is such that the total privacy leakage of

the agents throughout all the iterations is bounded under the

zCDP metric. The ADMM used to solve the optimization prob-

lem is distributed to comply with the networked setting. Fur-

ther, its primal update uses an approximation of the augmented

Lagrangian obtained by taking the first-order approximation of

the objective function. This enables the proposed method to

handle nonsmooth objective functions. We provide theoretical

proof for the privacy guarantees, convergence to the exact

optimal point, and linear convergence rate of the proposed

CDP-ADMM algorithm. The analysis is complemented by the

theoretical and numerical study of the privacy-accuracy trade-

off. Finally, numerical simulations comparing CDP-ADMM

to existing methods show that the proposed algorithm has

a greater range of applications and better performances than

existing methods.

In the following, Section II introduces the empirical risk

minimization problem and its distributed formulation, as well

as the necessary modification of the ADMM to accommodate

nonsmooth objective functions. Section III introduces privacy

to the algorithm, motivates the choice of zCDP over (ǫ, δ)-DP

and Rényi-DP, and presents CDP-ADMM. The two following

sections analyze the behavior of CDP-ADMM. Section IV

TABLE I: Comparative summary between proposed and state-

of-the-art methods.

contains the theoretical proof for the privacy guarantees in

the zCDP and (ǫ, δ)-DP metrics. Section V contains the

theoretical proof for the convergence to the exact optimal

point, linear convergence rate, and privacy-accuracy trade-off.

The numerical simulations proposed in Section VI compare

CDP-ADMM with existing methods in various settings and

experimentally analyze its performance.

Mathematical notations: Matrices, column vectors, and

scalars will be respectively denoted by bold uppercase, bold

lowercase, and lowercase letters. The set of natural integers is

denoted by N and the set of real numbers by R. The operators

(·)T denotes the transpose of a matrix. || · || represents the

Euclidean norm, || · ||1 the L1 norm, and ||x||2G = 〈x,Gx〉
for any couple of vector x and matrix G. The inner product

between two vectors a and b is denoted by either a · b or

〈a, b〉. The statistical expectation operator is represented by

E[·] and N (µ,Σ) denotes the normal distribution with mean

µ and covariance matrix Σ. If a random variable A follows

the law B, we will write A ∼ B. The identity matrix in R
n×n

is denoted by In and subgradient of a function g(·) is denoted

by g′(·). The nonzero smallest and largest singular values of a

semidefinite matrix A are denoted by Φmin(A) and Φmax(A).

II. DISTRIBUTED LEARNING WITH NONSMOOTH

OBJECTIVES

This section presents the problem, the main algorithm

steps, and the modifications required to deal with nonsmooth

objective functions. In particular, we introduce the empirical

risk minimization problem that shall be solved in a fully

distributed and private manner using ADMM.

A. Distributed Empirical Risk Minimization

We consider a connected network of K ∈ N agents

modeled as an undirected graph G(K, E) where vertex set

K = {1, . . . ,K} corresponds to the agents and edge set E
contains the |E| = E undirected communication links. The

set Nk, with cardinality |Nk|, contains the indexes of the

neighbors of agent k.

Each agent k ∈ K has a private data set Dk :=
{(Xk,yk) : Xk = [xk,1, . . . ,xk,Mk

]T ∈ R
Mk×P , yk =

[yk,1, . . . , yk,Mk
]T ∈ R

Mk}, where Mk is the number of data

samples at agent k and P the number of features in the data.
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We consider the regularized empirical risk minimization

problem, with a global optimization variable denoted βG:

min
βG

K
∑

k=1

( 1

Mk

Mk
∑

j=1

ℓ(xk,j ,yk,j ;βG) +
λ

K
R(βG)

)

, (1)

where ℓ : RP → R is the loss function, R : RP → R is the

regularizer function, and λ > 0 is the regularization parameter.

We consider the learning problem where ℓ(·) and R(·) are

convex, but not necessarily strongly convex and not necessarily

smooth.

In the fully distributed setting, an agent k ∈ K can only

communicate with its direct neighbors in the set Nk. To obtain

a fully distributed solution for (1), we recast the above opti-

mization problem as the following constrained minimization

min
{βk}

K
∑

k=1

( 1

Mk

Mk
∑

j=1

ℓ(xk,j ,yk,j ;βk) +
λ

K
R(βk)

)

s.t. βk = zlk, βl = zlk, l ∈ Nk, ∀k ∈ K,

(2)

where the primal variables V := {βk}Kk=1 are local copies of

β at the agents, and the equality constraints enforce consensus.

The auxiliary variables Z := {zlk}l∈Nk
are only used to derive

the local recursions and are eventually eliminated.

B. Approximate Augmented Lagrangian

To solve the minimization problem (2) with the ADMM in

a distributed manner, we write the augmented Lagrangian as

Lρ(V ,M,Z) =

K
∑

k=1

( ℓ(Xk,yk;βk)

Mk

+
λR(βk)

K

)

+

K
∑

k=1

∑

l∈Nk

[

µlT
k (βk − zlk) + γlT

k (βl − zlk)
]

(3)

+
ρ

2

K
∑

k=1

∑

l∈Nk

(

||βk − zlk||2 + ||βl − zlk||2
)

where ρ > 0 is a penalty parameter and M :=
{{µl

k}l∈Nk
, {γl

k}l∈Nk
}Kk=1 are the Lagrange multipliers as-

sociated with the constraints in (2).

Given that the Lagrange multipliers M are initialized to

zero, by using the Karush-Kuhn-Tucker conditions of opti-

mality for (2) and setting γ
(t)
k = 2

∑

l∈Nk
(γl

k)
(t), it can

be shown that the Lagrange multipliers {µl
k}l∈Nk

and the

auxiliary variables Z are eliminated [3], [32]. The resulting

algorithm reduces to the following iterative steps at agent k

β
(t)
k = argmin

βk

(4)

[

fk(βk) + βT

kγ
(t−1)
k + ρ

∑

l∈Nk

∥

∥

∥

∥

βk −
β
(t−1)
k + β

(t−1)
l

2

∥

∥

∥

∥

2
]

γ
(t)
k = γ

(t−1)
k +ρ

∑

l∈Nk

(

β
(t)
k − β

(t)
l

)

(5)

where t is the iteration index and

fk(βk) =
ℓ(Xk,yk;βk)

Mk

+
λR(βk)

K
. (6)

To handle nonsmooth ℓ(·) and R(·) functions, we take

the first-order approximation of fk with an l2-norm prox

function, denoted as f̂k. Similarly as in [19], [33], such an

approximation is given by

f̂k(βk;V(t)) =
ℓ(Xk,yk;β

(t)
k )

Mk

+
λR(β

(t)
k )

K
+

∥

∥βk − β
(t)
k

∥

∥

2

2η
(t+1)
k

(7)

+
(

βk − β
(t)
k

)T ( ℓ′(Xk,yk;β
(t)
k )

Mk

+
λR′(β

(t)
k )

K

)

,

where V(t) = {β(t)
k , k ∈ K}, η

(t)
k is a time-varying step size,

and ℓ′(·) and R′(·) denote the subgradients of ℓ(·) and R(·),
respectively.

Finally, the steps of the algorithm at agent k are given by

• Primal update :

β
(t)
k = argmin

βk

[

f̂k(βk;V(t−1)) + βT

kγ
(t−1)
k (8)

+ ρ
∑

l∈Nk

∥

∥

∥

∥

βk − β
(t−1)
k + β

(t−1)
l

2

∥

∥

∥

∥

2]

• Dual update :

γ
(t)
k = γ

(t−1)
k +ρ

∑

l∈Nk

(

β
(t)
k − β

(t)
l

)

(9)

Taking the first-order approximation of fk leads to an

inexact update at a given iteration; however, the algorithm

does not need to solve the problem with high precision at

each iteration to guarantee overall accuracy [19]. In the end,

considering f̂k instead of fk in the primal update makes the

algorithm capable of solving nonsmooth objectives with a

minimal impact on overall accuracy. Unlike the method used in

[20] to deal with nonsmooth objective functions, the approach

taken here is compatible with the algorithm’s convergence to

the exact objective value.
We now have a fully distributed ADMM capable of handling

nonsmooth objective functions. Next, we need to introduce

privacy in the algorithm.

III. PRIVACY-PRESERVING DISTRIBUTED LEARNING

To prevent the leakage of private information, we introduce

privacy in the algorithm via primal variable perturbation. For

this purpose, agents perturb their local estimates β
(t)
k with

zero-mean Gaussian noise before sharing them with their

neighbors. The perturbed estimate of agent k at iteration t will

be denoted β̃
(t)

k . Replacing the unperturbed neighbor estimates

in (8) with their perturbed counterparts results in the following

local update steps at agent k and iteration t:

β
(t)
k = argmin

βk

[

f̂k(βk; Ṽ(t−1)) + βT

kγ
(t−1)
k (10)

+ ρ
∑

l∈Nk

∥

∥

∥

∥

βk −
β̃
(t−1)

k + β̃
(t−1)

l

2

∥

∥

∥

∥

2
]

β̃
(t)

k = β
(t)
k +N (0, σ2

k(t)IP ) (11)

γ
(t)
k = γ

(t−1)
k +ρ

∑

l∈Nk

(

β̃
(t)

k −β̃
(t)

l

)

(12)
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Algorithm 1 CDP-ADMM

1: At all agents k ∈ K, initialize β
(0)
k = 0, γ

(0)
k = 0,

And run locally:

2: for k = 1, 2, . . . do

3: Update primal variable β
(t)
k as in (10)

4: Perturb β
(t)
k into β̃

(t)

k as in (11)

5: Share β̃
(t)

k with agents in Nk

6: Update dual variable γ
(t)
k as in (12)

7: end for

where Ṽ(t) = {β̃(t)

k , k ∈ K} is composed of the perturbed

primal variables β̃
(t)

k , and σ2
k(t) is the variance of the pertur-

bation noise at agent k and iteration t. The described algorithm

is fully distributed since each step (10), (11), and (12) only

involves local variables available within a neighborhood.

The value of the noise perturbation variance, σ2
k(t), in (11)

dictates the privacy protection of the algorithm. To guarantee

convergence to the optimal solution, as opposed to a neighbor-

hood of it, the variance must decrease with the iterations [34].

Various strategies can be used to select the variance value, and

which one is best depends on the assumptions taken regarding

potential eavesdroppers. Regardless of the chosen perturbation,

the more messages are exchanged amongst agents, the easier

it is for an adversary to extract information by aggregating

the observed messages [19]. Therefore, the total privacy of

the algorithm decreases with the number of iterations.

Suppose the value of the variance in (11) decreases at a

linear rate 0 < τ < 1 through the iterations, i.e., σ2
k(t) =

τσ2
k(t− 1), then zCDP is implemented. In zCDP, the privacy

loss due to the number of messages is of the same order as

the privacy loss due to the decreasing variance. In contrast,

if the value of the variance decreases at a sublinear rate

1/
√
t, conventional (ǫ, δ)-DP is implemented. In (ǫ, δ)-DP, the

privacy guarantee at each iteration decreases very slowly, and

most of the privacy loss is due to the number of messages.
In this work, we assume the worst-case scenario: an eaves-

dropper would have access to the models sent at all iterations

until the current one. Under this assumption, zCDP is prefer-

able as it allows for better accuracy with the same privacy

guarantees for the entire set of exchanged messages.
The proposed CDP-ADMM algorithm using zCDP is de-

scribed in Algorithm 1 and solves (2) in a fully distributed

manner. The DDP-ADMM algorithm is identical to CDP-

ADMM except for the variance of the noise added in (11).

We propose this algorithm to compare the privacy metrics.

DP-ADMM, introduced in [19], and CP-ADMM, its zCDP

version that we propose, solve (1) directly. DP-ADMM and

CP-ADMM use a global variable updated at each step to

handle βG, and broadcast the information of each agent to all

the other agents at each iteration to speed up convergence; both

of those design choices are only possible in a decentralized

setting. In the simulation section, we will compare their

performances.
CDP-ADMM is a fully distributed and privacy-preserving

ADMM-based algorithm capable of handling nonsmooth ob-

jective functions. In the next sections, we will give mathe-

matical proofs of the performance of the algorithm as well as

simulations and comparisons with existing techniques.

IV. PRIVACY ANALYSIS

To analyze the privacy guarantee of CDP-ADMM in terms

of differential privacy, we first need to measure the difference

in output when an individual is present or absent. This is

done by computing the l2-norm sensitivity. Then we calibrate

the magnitude of the noise added to β
(t)
k to achieve zCDP.

Definition I. We define the l2-norm sensitivity by

∆k,2 = max
Dk,D′

k

∥

∥

∥
β
(t)
k,Dk

− β
(t)
k,D′

k

∥

∥

∥
(13)

where β
(t)
k,Dk

and β
(t)
k,D′

k

denote the local primal variable

updates from two neighboring data sets Dk and D′
k differing

in only one data sample (x′
k,Mk

, y′k,Mk
), i.e., D′

k :=

{(X′
k,y

′
k) : X′

k = [xk,1,xk,2, . . . ,xk,Mk−1,x
′
k,Mk

]T ∈
R

Mk×P , xk,j ∈ R
P , j = 1, . . . ,Mk,

y′
k = [yk,1, yk,2, . . . , yk,Mk−1, y

′
k,Mk

]T ∈ R
Mk}.

Two parameters govern the zCDP metric. The first one is

the previously mentioned decrease rate of the variance, τ . The

second one is the privacy level, denoted ϕ
(t)
k , that may differ

from agent to agent and varies throughout the iterations. A

low value of ϕ
(t)
k ensures more privacy.

As in [19], we make the following necessary assumption.

Assumption 1. The functions ℓk(·) have bounded

gradient, that is, there exists a constant c1 such that

||ℓ′k(·)|| 6 c1, ∀k ∈ K.

To set our subsequent analysis apart from [16] and [19],

we note that the algorithm in [19] is not fully distributed and,

contrary to [16], we do not assume the smoothness and strong

convexity of the objective functions; instead, we only assume

the boundedness of the subgradient of the loss function.

Lemma I. Under Assumption 1, the l2-norm sensitivity is

given by

∆k,2(t) = max
D,D′

||β(t)
k,D−β

(t)
k,D′ || =

2c1

Mk(2ρ|Nk|+ 1
η(t) )

. (14)

Proof. See Appendix A.

With the l2-norm sensitivity, we can establish the relation

between the variance added in (11) and the agent-specific

variable ϕ
(t)
k as well as prove the local privacy guarantee of

the algorithm in the zCDP metric.

Theorem I. Under Assumption 1, CDP-ADMM satisfies ϕ
(t)
k -

zCDP with the relation between ϕ
(t)
k and σ2

k(t) given by

σ2
k(t) =

∆2
k,2(t)

2ϕ
(t)
k

. (15)

Proof. See Appendix B.
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Now that we have proven the privacy guarantee of the

CDP-ADMM algorithm in the zCDP metric, we use [12,

Lemma 1.7] to obtain a guarantee in the DP metric.

Corollary. For any τ ∈ (0, 1) and δ ∈ (0, 1), CDP-

ADMM guarantees (ǫ, δ)-DP with ǫ = max
k∈K

ǫk, where ǫk =

ϕ
(1)
k

1−τT

τT−1−τT +2
√

ϕ
(1)
k

1−τT

τT−1−τT log 1
δ

, T is the last iteration

index.

Proof. See Appendix C.

Remark. As a result of this corollary, we can force all the algo-

rithms using DP and zCDP to provide the same conventional

(ǫ, δ)-differential privacy guarantees in the simulations.

V. CONVERGENCE ANALYSIS

In this section, we prove the convergence of the algorithm to

the exact optimal value in linear time. Additionally, we derive

the privacy-accuracy trade-off bound of the algorithm.

A. Alternative Representation

In this subsection, the update steps of the algorithm are

reformulated into a form easier to analyze. We begin by trans-

forming the minimization problem (2) into (16) by reformu-

lating the conditions. We denote by β = [βT

1 ,β
T

2 , ...,β
T

K ]T ∈
R

KP , and z = [(zl
k)

T, (zk
l )

T; ∀(k, l) ∈ E ]T ∈ R
2EP the

vectors of the concatenated vectors βk and zl
k respectively.

We also introduce the matrices A1,A2 ∈ R
2EP×KP . These

matrices can be seen as block matrices of size 2E×K with P -

sized square blocks. If (i, l) ∈ E , we denote q the index of zl
i

in z, and set the blocks A1(q, i) = A2(q, l) = IP ; the blocks

are zero otherwise. Lastly we set A = [A1;A2] ∈ R
4EP×KP

and B = [−I2EP ;−I2EP ] ∈ R
4EP×2EP . With these matri-

ces, we can reformulate the conditions of (2) into

min
β

K
∑

k=1

( 1

Mk

Mk
∑

j=1

ℓ(xk,j ,yk,j ;βk) +
λ

K
R(βk)

)

.

s.t. Aβ+Bz = 0

(16)

The newly introduced matrices can be used to reformulate

the Lagrangian, the objective function, and the ADMM steps.

We have ||Aβ+Bz||2 =
∑K

k=1

∑

l∈Nk
||βk −zl

k||2 + ||βl −
zl
k||2 and, given λ ∈ R

4Ed, we have 〈Aβ + Bz,λ〉 =
∑K

k=1

∑

l∈Nk
〈βk − zl

k,λq〉 + 〈βl − zl
k,λ2E+q〉. Notably,

if λ = (µT,γT)T, where µ,γ ∈ R
2EP denoting the

concatenated Lagrange multipliers, then 〈Aβ + Bz,λ〉 =
∑K

k=1

∑

l∈Nk
〈βk − zl

k,µq〉+ 〈βl − zl
k,γq〉.

Therefore, the conventional augmented Lagrangian in (3)

can be written as

Lρ = f(β, Ṽ(t)) + 〈Aβ+Bz,λ〉+ ρ

2
||Aβ+Bz||2

where f(β, Ṽ(t)) =
∑K

k=1 f(βk, Ṽ(t)). Similarly, the aug-

mented Lagrangian, corresponding to the use of the first-order

approximation of the objective function in (7), can be written

L̂ρ = f̂(β, Ṽ(t)) + 〈Aβ+Bz,λ〉+ ρ

2
||Aβ+Bz||2

where f̂(β, Ṽ(t)) =
∑K

k=1 f̂k(βk, Ṽ(t)) with f̂k(βk, Ṽ(t)), as

defined in (7).

From now on, we will denote f̂(β, Ṽ(t)) and f̂k(βk, Ṽ(t))

by f̂(β) and f̂k(βk), respectively. Further, we let β̃
(t)

, β(t),

and ξ(t) denote the concatenation of β̃
(t)

k , β
(t)
k , and ξ

(t)
k ,

respectively, such that β̃
(t)

= β
(t) + ξ(t).

We can now reformulate f̂(β(t+1)) in matrix form:

f̂(β(t+1)) =f(β̃
(t)
) + ||D(t+1) ⊗ IP (β

(t+1) − β̃
(t)
)||2

+ (β(t+1) − β̃
(t)
)Tf ′(β̃

(t)
) (17)

where D(t+1) ∈ R
K×K is a diagonal matrix comprising the

time-varying step sizes, i.e., [D(t+1)]k,k = 1
√

2η
(t+1)
k

.

The resulting function f̂ is convex with respect to β. That

is, it satisfies f̂(β̃
(t)
) − f̂(β) 6 〈β̃(t) − β, f̂ ′(β̃

(t)
)〉, where

the subgradient f̂ ′(β(t+1)) ∈ R
KP is given by

f̂ ′(β(t+1)) = 2D(t+1) ⊗ IP (β
(t+1) − β̃

(t)
) + f ′(β̃

(t)
)

The steps of the ADMM, consisting of the minimization

of L̂ρ with respect to β, z and λ alternatively, can now be

reformulated with the newly introduced variables as follows:

f̂ ′(β(t+1)) +ATλ(t) + ρAT(Aβ
(t+1) +Bz

(t)) = 0

BTλ(t) + ρBT(Aβ̃
(t+1)

+Bz
(t+1)) = 0 (18)

λ(t+1) − λ(t) + ρ(Aβ̃
(t+1)

+Bz
(t+1)) = 0

We introduce the following auxiliary matrices in order to

reduce (18) to two steps, similarly as in [35]: H+ = AT

1+AT

2 ,

H− = AT

1 − AT

2 , α = HT

−β, L+ = 1
2H+H

T

+, L− =
1
2H−H

T

− and M = 1
2 (L+ +L−). We note that L+ and L−

correspond to the signless Laplacian and signed Laplacian ma-

trices of the network, respectively. Hence, L− is positive semi-

definite with the nullspace given by Null(L−) = span{1}.

Then, as derived in [35, Section II.B], (18) becomes

f̂ ′(β(t+1)) +α(t) + 2ρMβ
(t+1) − ρL+β̃

(t)
= 0 (19)

α(t+1) −α(t) − ρL−β̃
(t+1)

= 0

The last reformulation step is based on the work in [36] and

aims at reducing (19) to a single equation. We introduce the

matrix Q =
√

L−/2, note that by construction Null(Q) =

span{1}, the auxiliary sequence r(t) =
∑t

s=0 Qβ̃
(s)

, vector

q(t) =

(

r(t)

β̃
(t)

)

, and matrix G =

(

ρI 0

0 ρL+/2

)

. Combining

both equations in (19), as in [36, Lemma 1], we obtain

β
(t+1) =

M−1f̂ ′(β(t+1))

2ρ
+

M−1L+β̃
(t)

2
− M−1L−

2

t
∑

s=0

β̃
(s)

This equation can be reformulated, see [36, Lemma 2], as

f̂ ′(β(t+1))

ρ
+ 2Qr(t+1) +L+(β

(t+1) − β̃
(t)
) = 2Mξ(t+1).

(20)
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B. Convergence Proof

We start by establishing a bound for the distance to the

optimal solution, denoted β
∗, at a given iteration.

Lemma II. For any r ∈ R
KP and at any iteration t, we have

f(β̃
(t)
)− f(β∗)

ρ
+ 〈β̃(t)

, 2Qr〉 (21)

6
1

ρ
(||q(t−1) − q∗||2G − ||q(t) − q∗||2G)

− 2〈Qβ̃
(t)
,Qβ̃

(t+1)〉 − ||β̃(t) − β̃
(t−1)||2L+

2

+ 〈β̃(t) − β
∗,L+(2β̃

(t) − β̃
(t−1) − β̃

(t+1)
)〉

+
4(Φmax(L−)

2 +Φmax(L+)
2)

Φmin(L−)
||ξ(t+1)||22

+ 〈β̃(t) − β
∗,

2

ρ
D(t+1) ⊗ IP (β̃

(t) − β̃
(t+1)

)〉

where q∗ = [rT , (β∗)T ].

Proof. See Appendix D.

Following the result of Lemma II, we can establish the

convergence of the algorithm with the following theorem.

Theorem II. Given the convexity of the objective function f ,

for any final iteration step T > 0, we can bound the expected

error of the CDP-ADMM algorithm as

E[f(β̂
(T )

)− f(β∗)] (22)

6
ρ

T

T
∑

t=1

(

−2〈Qβ̃
(t)
,Qβ̃

(t+1)〉 − ||β̃(t) − β̃
(t−1)||2L+

2

+ 〈β̃(t) − β
∗,

2

ρ
D(t+1) ⊗ IP (β̃

(t) − β̃
(t+1)

)〉

− 〈β∗,L+(2β̃
(t) − β̃

(t−1) − β̃
(t+1)

)〉
+ ||β̃(t+1) − β̃

(t)||2L+

)

+
1

T

ρP4(Φmax(L−)
2 +Φmax(L+)

2)
∑K

k=1 σ
2(0)
k

Φmin(L−)(1 − τ)

+
〈β̃(1)

,L+(β̃
(1) − β̃

(0)
)〉

T
+

ρ||Qβ̃
(0)||22

T
+

ρ||β̃(0) − β
∗||2L−

2

T
.

where β̂
(T )

= 1
T

∑T
t=1 β̃

(t)
, and the expectation is taken with

respect to the noise. Note that since β
∗

is the optimal solution,

E[f(β̂
(T )

)− f(β∗)] is positive.

Proof. See Appendix E.

C. Convergence Properties

We can derive three important results from Theorem II. The

first is that the CDP-ADMM algorithm converges to the exact

solution of (2). The second is the rate of this convergence,

which is proven linear. The third result is the privacy accuracy

trade-off bound of the algorithm.

First, we define the required assumptions for convergence.

Assumption 2. We require that lim
t→+∞ η

(t)
k = 0, ∀k ∈ K. This

will enforce the asymptotic stability of the local estimates.

Theorem III. Under Assumption 2, the CDP-ADMM algo-

rithm defined by the steps (10)-(12), converges to the exact

solution.

Proof. We can simplify the result of Theorem II into the

following:

E[f(β̂
(T )

)− f(β∗)] (23)

6
ρ

T

T
∑

t=1

(

−2〈Qβ̃
(t)
,Qβ̃

(t+1)〉

+ 〈β̃(t) − β
∗,

2

ρ
D(t+1) ⊗ IP (β̃

(t) − β̃
(t+1)

)〉

+ ||β̃(t+1) − β̃
(t)||2L+

)

+
1

T

ρP4(Φmax(L−)
2 +Φmax(L+)

2)
∑K

k=1 σ
2(0)
k

Φmin(L−)(1− τ)

+
〈β̃(1)

,L+(β̃
(1) − β̃

(0)
)〉

T
+

ρ||Qβ̃
(0)||22

T
+

ρ||β̃(0) − β
∗||2L−

2

T
.

We will consider the terms separately in their order of appear-

ance. We first prove that lim
T→+∞

ρ
∑T

t=1 −2〈Qβ̃
(t)

,Qβ̃
(t+1)

〉
T

= 0.

We can now note that

− 2〈Qβ̃
(t)
,Qβ̃

(t+1)〉 (24)

= −〈Qβ̃
(t)
,Qβ̃

(t)〉 − 〈Qβ̃
(t)
,Q(β̃

(t+1) − β̃
(t)
)〉

− 〈Qβ̃
(t+1)

,Qβ̃
(t+1)〉 − 〈Q(β̃

(t) − β̃
(t+1)

),Qβ̃
(t+1)〉

= −||Qβ̃
(t)||22 − ||Qβ̃

(t+1)||22 + ||Q(β̃
(t+1) − β̃

(t)
)||22

6 −||Qβ̃
(t)||22 − ||Qβ̃

(t+1)||22 + ||Q||22||β̃
(t+1) − β̃

(t)||22.

As seen in (10), β
(t+1) minimizes a function where all

terms are bounded except the term

∥

∥β−β̃
(t)
∥

∥

2

2η
(t+1)
k

. Therefore,

under Assumption 2, lim
t→+∞ ||β(t+1) − β̃

(t)||22 = 0. Since

β̃
(t+1)

is defined as β̃
(t+1)

= β
(t+1) + ξ(t+1) with

lim
t→+∞ ||ξ(t+1)|| = 0, we have lim

t→+∞ ||β̃(t+1) − β̃
(t)||22 = 0.

This implies that −2〈Qβ̃
(t)
,Qβ̃

(t+1)〉 is bounded by a

series converging to 0. Therefore, since E[f̂(β̂
(T )

) − f̂(β∗)]

is positive,
ρ
∑T

t=1 −2〈Qβ̃
(t)

,Qβ̃
(t+1)

〉
T

converges to 0.

Next, under Assumption 2, we have

lim
T→+∞

ρ
∑T

t=1〈β̃
(t)

−β∗, 2
ρ
D(t+1)⊗IP (β̃

(t)
−β̃

(t+1)
)〉

T
= 0 since

[D(t+1)]k,k = 1
√

2η
(t+1)
k

.

We now consider ρ
T

∑T
t=1 ||β̃

(t+1) − β̃
(t)||2L+

. As we

have shown that lim
t→+∞ ||β̃(t+1) − β̃

(t)||22 = 0, we have

lim
t→+∞ ||β̃(t+1) − β̃

(t)||2L+
= 0, and therefore, the sum

∑T
t=1 ||β̃

(t+1) − β̃
(t)||2L+

is a Cauchy sequence. Hence we

have lim
T→+∞

ρ
T

∑T
t=1 ||β̃

(t+1) − β̃
(t)||2L+

= 0.

Finally, the terms outside of the summation trivially con-

verge to 0 as T → +∞. This concludes the proof.
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We now introduce the required assumption for the conver-

gence rate to be linear.

Assumption 3. The η
(t)
k , k ∈ K are chosen such that

||D(t+1)||22 is a convergent series. This assumption, stronger

than Assumption 2, is necessary to guarantee the exponential

stability of the local estimates.

Assumption 4. We require that β
∗ 6= 0 in order to avoid

a particular case in the proof. If β
∗ = 0, one could add a

nonzero artificial dimension and use the same proof.

Theorem IV. Under Assumptions 3 and 4, the CDP-ADMM

algorithm converges with a rate of O(1/t).

Proof. In order to prove this result, we will show that the

expectation of the error is bounded by a bounded term divided

by T . Notably, we will show that the sum in (23) converges.

We consider the terms in their order of appearance in Theorem

II. We will also use the result of Theorem III, lim
t→+∞ β̃

(t)
= β

∗,

for which Assumption 2 is satisfied by Assumption 3.

To begin, we consider ρ
T

∑T
t=1

(

−2〈Qβ̃
(t)
,Qβ̃

(t+1)〉 −
||β̃(t) − β̃

(t−1)||2L+
2

)

. Since β̃
(t)

converges to β̃
∗
,

−2〈Qβ̃
(t)
,Qβ̃

(t+1)〉 converges to −2||Qβ
∗||22 that is

strictly negative under Assumption 4. Therefore, there exist

an iteration t0 after which all terms −2〈Qβ̃
(t)
,Qβ̃

(t+1)〉 are

negative. Hence, ρ
T

∑T
t=1

(

−2〈Qβ̃
(t)
,Qβ̃

(t+1)〉 − ||β̃(t) −
β̃
(t−1)||2L+

2

)

6
ρ
T

∑t0
t=1 −2〈Qβ̃

(t)
,Qβ̃

(t+1)〉.

Next, we can bound 〈β̃(t) − β
∗, 2

ρ
D(t+1) ⊗ IP (β̃

(t) −
β̃
(t+1)

)〉 by ||β̃(t)−β
∗||22 2

ρ
||D(t+1)||22||IP ||22||β̃

(t)−β̃
(t+1)||22

and thus ρ
∑T

t=1〈β̃
(t) − β

∗, 2
ρ
D(t+1) ⊗ IP (β̃

(t) − β̃
(t+1)

)〉
by 2

∑T
t=1 ||β̃

(t) − β
∗||22||D(t+1)||22||β̃

(t) − β̃
(t+1)||22. Using

lim
t→+∞ β̃

(t)
= β

∗, there exist constants α0 and α1 such that

∀t ∈ N, ||β̃(t) −β
∗||22 6 α0 and ||β̃(t) − β̃

(t+1)||22 6 α1. This

leads to 2
∑T

t=1 ||β̃
(t) − β

∗||22||D(t+1)||22||β̃
(t) − β̃

(t+1)||22 6

2α0α1

∑T
t=1 ||D(t+1)||22, which is a convergent series under

Assumption 3. Therefore, ρ
T

∑T
t=1〈β̃

(t) − β
∗, 2

ρ
D(t+1) ⊗

IP (β̃
(t) − β̃

(t+1)
)〉 converges to zero in linear time.

We can bound 〈β∗,L+(2β̃
(t) − β̃

(t−1) − β̃
(t+1)

)〉 by

2||β∗||22||L+||22(||β̃
(t+1) − β̃

(t)||22 + ||β̃(t) − β̃
(t−1)||22). Using

lim
t→+∞ β̃

(t)
= β

∗, the series
∑∞

t=1 ||β̃
(t+1) − β̃

(t)||22 and
∑∞

t=1 ||β̃
(t+1) − β̃

(t)||2L+
converge to values that we denote

α2 and α3, respectively. We have
∑T

t=1(−〈β∗,L+(2β̃
(t) −

β̃
(t−1)−β̃

(t+1)
)〉+||β̃(t+1)−β̃

(t)||2L+
) 6 4||β∗||22||L+||22α2+

α3.

Finally, we prove that all terms outside of the sum are

bounded by a constant with respect to T . The only one

requiring further analysis is 〈β̃(1)
,L+(β̃

(1) − β̃
(0)

)〉 and it

can be bounded by ||β̃(1)||22||L+(β̃
(1) − β̃

(0)
)||22.

Each term has either been bounded by a constant with

respect to T , divided by T , or proven convergent in linear

time; this concludes the proof.

Remark: In practice, Assumptions 3 and 4 can be relaxed in

most cases.

D. Privacy Accuracy Trade-off

The last result established by Theorem II is the privacy accu-

racy trade-off bound. The privacy accuracy trade-off quantifies

how ensuring more privacy deteriorates the accuracy of the

algorithm and is one of the most important parameters of a

privacy-preserving algorithm. Under Assumptions 3 and 4, we

can reformulate (22) as

E[f(β̂
(T )

)− f(β∗)] 6
α

T
+

αξ

T

∑K
k=1 σ

2
k(0)

1− τ
(25)

where α is a constant with respect to T and the noise

perturbation and αξ = ρP4(Φmax(L−)2+Φmax(L+)2)
Φmin(L−) .

By combining this result with Theorem I, we obtain

E[f(β̂
(T )

)− f(β∗)] 6
α

T
+

αξ

T

∑K
k=1

∆2
k,2(0)

2ϕ
(1)
k

1− τ
(26)

In the common case where the privacy parameter ϕ
(1)
k is

identical for all agents, i.e., ϕ
(1)
k = ϕ(1), ∀k ∈ K, we have

E[f(β̂
(T )

)− f(β∗)] 6
α

T
+

αξ

T

∑K
k=1 ∆

2
k,2(0)

2Kϕ(1)(1− τ)
(27)

With this result, we see that ensuring more privacy, which can

be done by decreasing ϕ(1) or having τ closer to 1, would

result in a less restrictive convergence bound for the algorithm.

VI. SIMULATIONS

A. Simulation Setting

This section presents simulation results to evaluate the per-

formance and privacy accuracy trade-off of the proposed CDP-

ADMM. We benchmark the CDP-ADMM against several

algorithms: the DP-ADMM proposed in [19]; the distributed

version DDP-ADMM and the centralized version of CDP-

ADMM (CP-ADMM), derived in Section III; the distributed

subgradient algorithm proposed in [20] (DSMMAO) that is

customized to include differential privacy, and; the fully

distributed zero-concentrated differentially private algorithm

(P-ADMM) proposed in [21] that is tailored for smooth

objectives. As for the applications, we consider the distributed

versions of the elastic net, ridge regression, and least absolute

deviation regression, all of which are introduced in [37].

In all the simulations, the algorithms are tuned to provide

the same total privacy guarantees - this is made possible by

the corollary of Theorem I. This corollary provides (ǫ, δ)-DP

guarantees for an algorithm using zCDP with both ϕ(1) and τ
as parameters. We note that the provided ǫ is viable for any

δ ∈ (0, 1). For this reason, the obtained (ǫ, δ)-DP guarantees

can be seen as a lower bound on the privacy provided by

the zCDP approaches if a reasonable δ is used. Given that

we are showing the advantages of zCDP over (ǫ, δ)-DP, it is

acceptable to give this advantage to (ǫ, δ)-DP.

The considered hyperparameters have been tuned by per-

forming a grid search on their potential values. The grid search

was performed on synthetic data simulated in the same manner
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Fig. 1: Learning curves (a - e) and privacy-accuracy trade-off (f) on the elastic net problem.

as the training data. In the case of DP-ADMM and its proposed

zCDP version CP-ADMM, as well as the proposed DDP-

ADMM and CDP-ADMM, we have chosen to use the same

non-privacy-related hyperparameters to propose a comprehen-

sive comparison of the privacy metrics. The hyperparameters

were tuned optimally for DP-ADMM and CDP-ADMM for the

decentralized and fully distributed algorithms, respectively.

In the following, we consider a multi-agent connected

network with a random topology comprising K = 50 nodes,

where each node connects to 3 other nodes on average. Each

node k possesses Mk = 50 local observations of the unknown

parameter β of dimension P = 8. The observations of an agent

k, stored in Xk, are i.i.d. zero-mean unit-variance Gaussian

random variables, and the corresponding response vector is

given by y = Xθ + w, with θ ∈ R
P and w ∈ R

Mk

chosen as random vectors with distribution N (0, IP ) and

N (0, 0.1IMk
), respectively.

Unless stated otherwise, the proposed simulations are per-

formed on synthetic data. We generate from the normal

distribution a data matrix X of size M =
∑

k∈K Mk times P
and unknown variable vector θ of size P . Then, we normalize

the columns of the data matrix to guarantee that the maximum

value of each column in 1, and normalize the rows of the data

matrix to enforce their l2 norm to be less than 1. We then

create the response vector y = Xθ + 0.1n, where n is a

normally distributed P -sized vector.

B. Simulation Analysis on the Elastic Net Problem

Fig. 1, studies the Elastic net objective, i.e., we have

ℓ(Xk,yk;βk) = ||Xkβk − yk||2 and R(βk) = λ1||βk||1 +
λ2||βk||2 with λ1 = 0.001||XTy||∞, as in [37], and λ2 = 1.

The penalty parameter ρ is set to 4. The normalized error is

defined as
∑K

k=1 ||β
(t)
k − βc||2/||βc||2, βc being the central-

ized solution obtained by the CVX toolbox [38].

Fig. 1 (a) shows the normalized error versus iteration index

for the CDP-ADMM and DP-ADMM, and for comparison,

their centralized and distributed counterparts, CP-ADMM and

DDP-ADMM. In this plot, the total privacy loss is set to

ǫ = 0.8. The initial faster convergence of DP-ADMM and CP-

ADMM is due to their broadcast nature; the fully distributed

algorithms converge slower. After approximately 25 and 125

iterations, we see that the convergence speeds of DP-ADMM

and DDP-ADMM decrease drastically; we can conjecture that

the high noise level does not allow for better convergence. CP-

ADMM and CDP-ADMM, however, see a decrease in their

convergence rate at a much slower pace. We observe a greater

difference in the distributed algorithms because an agent’s

information is transmitted and noised several times to reach

the other agents of the network. We also observe a similar

convergence rate towards the end of the computation between

the algorithms using the same privacy metric. In the end,

we observe that using zero-concentrated differential privacy

allows for better accuracy under the same privacy guarantees.

To understand better the impact of the privacy guarantee on
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the convergence of the CDP-ADMM algorithm, Fig. 1 (b) and

1 (c) show the learning curves of CDP-ADMM for different

privacy guarantees. In Fig. 1 (b), ϕ varies with fixed τ ; in Fig.

1 (c), τ varies with fixed ϕ. We observe that ensuring more

privacy, which corresponds to setting ϕ(1) to a larger value or

τ to a lower value, reduces the achieved accuracy. Modifying

ϕ(1) influences the learning rate towards the beginning of

the computation only. This is because ϕ(1) dictates the initial

noise added to the estimates. After the knee on the curve, we

see that the learning rate is the same for all values of ϕ(1).

Modifying τ , however, impacts the learning rate throughout

the whole computation and has a limited impact on accuracy

for a low iteration index. This is explained by the fact that

τ is the decreasing rate of the noise added at each iteration.

Consequently, higher τ values result in a slower decay, while

lower values allow for a faster increase in achievable accuracy.

Fig. 1 (d) shows the learning curves of CDP-ADMM

and DDP-ADMM when the total privacy loss and the final

accuracy are kept fixed. In this plot, the total privacy loss is

set to ǫ = 3.3 and the final accuracy is set to 2 × 10−5. We

see that the CDP-ADMM algorithm achieves better accuracy

faster than its competitor using (ǫ, δ)-DP.

Fig. 1 (e) compares the performances of the CDP-ADMM

and DDP-ADMM with that of the subgradient-based DSM-

MAO. We tuned the algorithms to have a similar convergence

rate. We observe that the CDP-ADMM and DDP-ADMM

converge towards the exact solution, although CDP-ADMM

attains a better accuracy more rapidly. DSMMAO, however,

converges to a significantly higher steady-state error. This

result confirms the better convergence of ADMM-based meth-

ods, notably when using privacy-preserving mechanisms.

Fig. 1 (f) shows the normalized error after 200 iterations ver-

sus the total privacy loss ǫ for the above-mentioned distributed

algorithms. The total privacy loss represents the certainty with

which an adversary may infer the information of the network,

given that it can access all the exchanged messages. We can

see that the privacy accuracy trade-off of the CDP-ADMM and

DDP-ADMM algorithms are comparable, except that the curve

for CDP-ADMM is consistently lower than DDP-ADMM.

This means that for a given privacy guarantee in the (ǫ, δ)-
DP metric, CDP-ADMM achieves higher accuracy in 200

iterations. We consider a total privacy loss between 1 and 14

because it corresponds to an ǫ between 0 and 1 in (ǫ, δ)-DP.

C. Simulation Analysis on Least Absolute Deviation Problem

In Fig. 2, we test CDP-ADMM and DDP-ADMM on the

least absolute deviation problem, which is solely composed

of a nonsmooth loss ℓ(Xk,yk;βk) = ||Xkβk − yk||1, and

most algorithms are not capable to handle this problem. Fig.

2, shows the normalized error versus the iteration index. We

observe that the algorithm using zero-concentrated differen-

tial privacy outperforms the one using conventional (ǫ, δ)-
differential privacy. We note that we display the total error

over the network on the ordinate; when this error reaches 10−4,

the individual nodes of the network will see an accuracy of

2× 10−6.
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Fig. 2: Learning curve on the least absolute deviation problem.

D. Simulation Analysis on the Adult Dataset

In addition to synthetic data, we analyze the performance

of the proposed CDP-ADMM algorithm on a classification

task using the adult dataset [39] from UCI Machine Learning

Repository. This dataset comprises 48,842 instances, each

with 14 attributes (age, sex, education, occupation, etc.) and

associated with a label representing whether the income is

above $50,000 or not. We pre-process this data by removing all

the instances with missing values, converting the categorical

attributes into binary vectors, replacing the labels < 50k and

> 50k by {−1,+1}, and normalizing the matrices in the same

manner as the synthetic data. In the end, we consider 30,000

entries composed of an 88-dimensional feature vector and a 1-

dimensional label. Further, we split the entries into a training

set of size 20,000 and a testing set of size 10,000; the training

set is then randomly and evenly split amongst the agents to

compose their locally available data. Each agent learns a local

classifier by performing elastic net regression on its local

data and communicating with its neighbors. The classifiers

are then tested on their capacity to label the instances of the

testing set; the testing error rate displayed on the ordinate

of Fig. 3 is the average ratio of mislabelled instances. Fig.
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Fig. 3: Learning curves on the adult dataset.

3 displays the learning curves of the DP-ADMM and CDP-

ADMM algorithms for the classification task of the adult

dataset [39]. The dashed line corresponds to the error rate
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obtained by solving the centralized problem with the CVX

toolbox [38]. The privacy parameters of both algorithms are

fixed so that the total privacy throughout the computation is

equal to (ǫ = 0.3, δ = 0.01) in the conventional DP metric. We

observe that the algorithms have similar convergence speed,

although CDP-ADMM being fully distributed.

E. Simulation Analysis on the Ridge Regression Problem
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Fig. 4: Learning curves on the ridge regression problem.

In Fig. 4, we test all the aforementioned ADMM-based

algorithms on a smooth objective. This allows us to compare

the proposed method with another fully distributed privacy-

preserving ADMM-based method, P-ADMM [21], since this

method can only be used on smooth objective functions. In the

ridge regression problem, the loss is given by ℓ(Xk,yk;βk) =
||Xkβk − yk||2 and the regularizer function by R(βk) =
||βk||2. Fig. 4 shows the learning curves of the different

algorithms. We observe that CDP-ADMM achieves simi-

lar convergence to its non-approximated version, P-ADMM.

CDP-ADMM outperforms P-ADMM in this test because P-

ADMM, as introduced in [21], uses a constant step size η,

while CDP-ADMM uses a varying step size that improves

convergence speed.
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Fig. 5: Privacy-accuracy trade-off on the ridge regression

problem.

Fig. 5 displays the privacy accuracy trade-off for the ridge

regression problem. First off, we observe similar behavior

from the CDP-ADMM and DDP-ADMM than on nonsmooth

objectives in Fig. 1 (f). Further, we observe that the privacy

accuracy trade-off of the P-ADMM algorithm is very similar

to CDP-ADMM on this smooth objective; this motivates

the usability of the proposed method on smooth objectives.

Finally, the slight accuracy gain of CDP-ADMM over P-

ADMM results from the varying step size used in the proposed

method.

VII. CONCLUSIONS AND FUTURE DIRECTIONS

The proposed CDP-ADMM is a fully distributed, privacy-

preserving algorithm that accommodates nonsmooth and non-

strongly convex objective functions. Each agent is protected

by differential privacy with guarantees provided in the zCDP

and (ǫ, δ)-DP metrics. We provided mathematical proofs of

the privacy guarantee and convergence to the exact optimal

point and in linear time, as well as an analysis of the

privacy-accuracy trade-off to quantify the accuracy loss caused

by increased privacy. Numerical simulations show that the

proposed CDP-ADMM has a wider range of applications

as well as better performance than existing methods. Future

work includes communication efficient implementations and

robustness to model poisoning.

APPENDIX A

PROOF OF LEMMA I

Proof. The proofs of Lemma I and Theorem I (in Appendix

B) follow the ideas of [21, Lemma 4, Th. 2]. However, the

update steps of the proposed algorithm are different; hence,

the subsequent results differ.

We consider two neighboring data sets D and D′ and their

respective primal updates for the agent k whose data set

contains the difference. We will denote Dk and D′
k the local

data set of agent k corresponding to the use of D and D′,

respectively. Moreover, we will denote β
(t)
k,Dk

and β
(t)
k,D′

k

the

estimates computed by agent k using the data sets Dk and D′
k,

respectively. These can be computed as

β
(t)
k,Dk

=
1

2ρ|Nk|+ 1
η(t)

( β̃
(t−1)

k

η(t)
+

ρ

2

∑

i∈Nk

(β̃
(t−1)

k − β̃
(t−1)

i )

+
γ
(t−1)
k

2
−

Mk
∑

j=1

ℓ′(xk,j , yk,j ;βk)−
λR′(βk)

K

)

, (28)

β
(t)
k,D′

k

=
1

2ρ|Nk|+ 1
η(t)

( β̃
(t−1)

k

η(t)
+

ρ

2

∑

i∈Nk

(β̃
(t−1)

k − β̃
(t−1)

i )

+
γ
(t−1)
k

2
−

Mk−1
∑

j=1

ℓ′(xk,j , yk,j ;βk)−
λR′(βk)

K

− ℓ′(x′
k,Mk

, y′k,Mk
;βk)

)

. (29)

We notice that the primal updates corresponding with D and

D′ differ only for the ℓ-update, where for the index Mk, the

vector xk,Mk
and the scalar yk,Mk

are different from x′
k,Mk

and y′k,Mk
. Thus, for any neighboring data set D and D′, the

following holds:
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||β(t)
k,D − β

(t)
k,D′ || =

∣

∣

∣

∣

∣

∣

1

2ρ|Nk|+ 1
η(t)

1

Mk

(30)

(ℓ′(xk,Mk
, yk,Mk

, β̃
(t−1)

k )− ℓ′(x′
k,Mk

, y′k,Mk
, β̃

(t−1)

k ))
∣

∣

∣

∣

∣

∣
.

Since we assumed that ||ℓ′(·)|| is bounded by c1, the l2-norm

sensitivity is given by

max
D,D′

||β(t)
k,D − β

(t)
k,D′ || 6 2c1

Mk(2ρ|Nk|+ 1
η(t) )

.

APPENDIX B

PROOF OF THEOREM I

Proof. For any agent k, at any step t, we add to the primal up-

date a white Gaussian noise of variance σ2
k(t)IP , that is equiv-

alent to β̃
(t)

k ∼ N (β
(t)
k , σ2

k(t)IP ). Hence, for two neighboring

data sets D and D′, we have β̃
(t)

k,D ∼ N (β
(t)
k,D, σ

2
k(t)IP ) and

β̃
(t)

k,D′ ∼ N (β
(t)
k,D′ , σ2

k(t)IP ).
Therefore, using [12, Lemma 17], which states that

Dα(N(µ, σ2Id)||N(ν, σ2Id)) =
α||µ−ν||22

2σ2 , ∀α ∈ [1,∞);
we obtain, ∀α ∈ [1,∞), the following KL-divergence and

simplification using Lemma I:

Dα(β̃
(t)

k,D||β̃
(t)

k,D′) =
α||β(t)

k,D − β
(t)
k,D′ ||22

2σ2
k(t)

6
α∆2

k(t)

2σ2
k(t)

. (31)

We now consider the privacy loss of β̃
(t)

k at output λ:

z
(t)
k (β̃

(t)

k,D||β̃
(t)

k,D′) = log
P (β̃

(t)

k,D = λ)

P (β̃
(t)

k,D′ = λ)
. (32)

As Dα(·) 6 ǫ + ρα ⇐⇒ E(e(α−1)Z(·)) 6 e(α−1)(ǫ+ρα), we

have:

E(e(α−1)z
(t)
k

(λ)) 6 e(α−1)Dα(β̃
(t)
k,D ||β̃

(t)

k,D′ ) 6 e
(α−1)

α∆2
k
(t)

2σ2
k
(t) .

Thus, the CDP-ADMM algorithm satisfies the dynamic ϕ
(t)
k -

zCDP with ϕ
(t)
k = ∆k(t)

2σ2
k
(t)

.

APPENDIX C

PROOF OF COROLLARY

Proof. Using [12, Lemma 7] and Theorem I, each agent k

of the network has zCDP with ϕ parameter
∑

0<t<T ϕ
(t)
k , T

being the last iteration index.

Since ϕ
(t+1)
k = ϕ

(t)
k /τ , we have

∑

0<t<T

ϕ
(t)
k = ϕ

(1)
k

1− τT

τT−1 − τT
.

Using [12, Prop. 3], CDP-ADMM provides, ∀δ ∈ (0, 1),

each agent k with (ǫk, δ)-DP, where ǫk = ϕ
(1)
k

1−τT

τT−1−τT +

2
√

ϕ
(1)
k

1−τT

τT−1−τT log
1
δ

. Thus, the total privacy of the algorithm

can be given in the DP metric with parameters (ǫ, δ), ∀δ ∈
(0, 1), ǫ = maxk∈K ǫk.

APPENDIX D

PROOF OF LEMMA II

Proof. The structure of this proof is inspired by [21, Lemma

6]. However, due to the difference in the update steps, the

simplifications obtained in [21] cannot be obtained, and further

computations are necessary.

Using the convexity of f we have:

f(β̃
(t)
) − f(β∗) 6 〈β̃(t) − β

∗, f ′(β̃
(t)
)〉. And since

f̂ ′(β̃
(t+1)

) = 2D(t+1) ⊗ IP (β̃
(t+1) − β̃

(t)
) + f ′(β̃

(t)
),

f ′(β̃
(t)
) = f̂ ′(β̃

(t+1)
)− 2D(t+1) ⊗ IP (β̃

(t+1) − β̃
(t)
).

Combining both equations we obtain:

f(β̃
(t)
)− f(β∗) 6 (33)

〈β̃(t) − β
∗, f̂ ′(β̃

(t+1)
)− 2D(t+1) ⊗ IP (β̃

(t+1) − β̃
(t)
)〉.

Employing (20) in (33) yields

f(β̃
(t)
)− f(β∗)

ρ
(34)

6 〈β̃(t) − β
∗,

f̂ ′(β̃
(t+1)

)

ρ
− 2

ρ
D(t+1) ⊗ IP (β̃

(t+1) − β̃
(t)
)〉

6 〈β̃(t) − β
∗, 2Mξ(t+1) − 2Qr(t+1)

−L+(β̃
(t+1) − β̃

(t)
)− 2

ρ
D(t+1) ⊗ IP (β̃

(t+1) − β̃
(t)
)〉.

That can be written for further simplification as:

f(β̃
(t)
)− f(β∗)

ρ
+ 〈β̃(t)

, 2Qr〉

6 〈β̃(t)
, 2Qr〉+ 〈β̃(t) − β

∗, 2Mξ(t+1) − 2Qr(t+1)

−L+(β̃
(t+1) − β̃

(t)
)− 2

ρ
D(t+1) ⊗ IP (β̃

(t+1) − β̃
(t)
)〉,

6 〈β̃(t) − β
∗, 2Q(r − r(t+1)) +L+(β̃

(t) − β
(t+1))+

L−(β̃
(t+1) − β

(t+1))− 2

ρ
D(t+1) ⊗ IP (β̃

(t+1) − β̃
(t)
)〉,

(35)

where the last inequality follows from substituting for M ,

and ξ(t+1), and given that Null(Q) = span{1} and β
∗ is the

optimal solution, 〈β∗,Q〉 = 0.

It follows that

||q(t) − q∗||2G =

〈(

r(t) − r

β̃
(t) − β

∗

)

,

(

ρ(r(t) − r)
ρL+

2 (β̃
(t) − β

∗)

)〉

= ρ||r(t) − r||22 + ||β̃(t) − β
∗||2ρL+

2

.

In particular, we obtain the equality:

1

ρ
(||q(t−1) − q∗||2G − ||q(t) − q∗||2G − ||q(t) − q(t−1)||2G)

= 〈β̃(t) − β
∗, 2Q(r − r(t))〉 (36)

+ 〈β̃(t) − β
∗,L+(β̃

(t−1) − β̃
(t)
)〉.
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We can rewrite (35) as:

〈β̃(t) − β
∗, 2Q(r − r(t)) + 2Q(r(t) − r(t+1))〉

+ 〈β̃(t) − β
∗,L+(β̃

(t−1) − β̃
(t)
)〉

+ 〈β̃(t) − β
∗,L+(2β̃

(t) − β̃
(t−1) − β̃

(t+1)
)〉

+ 〈β̃(t) − β
∗,L+(β̃

(t+1) − β
(t+1))〉

+ 〈β̃(t) − β
∗,L−(β̃

(t+1) − β
(t+1))〉

+ 〈β̃(t) − β
∗,

2

ρ
D(t+1) ⊗ IP (β̃

(t) − β̃
(t+1)

)〉. (37)

Now combining (37) with (36), and, using the fact that

Qβ̃
(t+1)

= r(t+1) − r(t), we obtain:

f(β̃
(t)
)− f(β∗)

ρ
+ 〈β̃(t)

, 2Qr〉 (38)

6
1

ρ
(||q(t−1) − q∗||2G − ||q(t) − q∗||2G)

− Φmin(L−)

2
||β̃(t) − β

∗||22 − ||β̃(t) − β̃
(t−1)||2L+

2

− 2〈Qβ̃
(t)
,Qβ̃

(t+1)〉
+ 〈β̃(t) − β

∗,L+(2β̃
(t) − β̃

(t−1) − β̃
(t+1)

)〉
+ ||β̃(t) − β

∗||2||L+ξ
(t+1)||2 + ||β̃(t) − β

∗||2||L−ξ
(t+1)||2

+ 〈β̃(t) − β
∗,

2

ρ
D(t+1) ⊗ IP (β̃

(t) − β̃
(t+1)

)〉

We use the inequality ||a||||b|| 6 m||a||+ 1
m
||b|| for m > 0

with m = Φmin(L−) that is indeed positive.

6
1

ρ
(||q(t−1) − q∗||2G − ||q(t) − q∗||2G) (39)

− Φmin(L−)

2
||β̃(t) − β

∗||22 − ||β̃(t) − β̃
(t−1)||2L+

2

− 2〈Qβ̃
(t)
,Qβ̃

(t+1)〉
+ 〈β̃(t) − β

∗,L+(2β̃
(t) − β̃

(t−1) − β̃
(t+1)

)〉

+
Φmin(L−)

4
||β̃(t) − β

∗||22 +
4

Φmin(L−)
||L+ξ

(t+1)||22

+
Φmin(L−)

4
||β̃(t) − β

∗||22 +
4

Φmin(L−)
||L−ξ

(t+1)||22

+ 〈β̃(t) − β
∗,

2

ρ
D(t+1) ⊗ IP (β̃

(t) − β̃
(t+1)

)〉.

Finally this leads to

f(β̃
(t)
)− f(β∗)

ρ
+ 〈β̃(t)

, 2Qr〉 (40)

6
1

ρ
(||q(t−1) − q∗||2G − ||q(t) − q∗||2G)

− 2〈Qβ̃
(t)
,Qβ̃

(t+1)〉 − ||β̃(t) − β̃
(t−1)||2L+

2

+ 〈β̃(t) − β
∗,L+(2β̃

(t) − β̃
(t−1) − β̃

(t+1)
)〉

+
4(Φmax(L−)

2 +Φmax(L+)
2)

Φmin(L−)
||ξ(t+1)||22

+ 〈β̃(t) − β
∗,

2

ρ
D(t+1) ⊗ IP (β̃

(t) − β̃
(t+1)

)〉.

APPENDIX E

PROOF OF THEOREM II

Proof. This proof follows the structure of [21, Th. 5]. The

theorem builds on the result of Lemma II, which is different

from the result of [21, Lemma 6]. For this reason, the compu-

tations are different, and the established result is insufficient to

establish convergence. Theorem III and IV build on the result

of this Theorem to do so.

We first take the sum of the result of Lemma II from t = 1
to t = T to obtain a bound given by

1

ρ
(

T
∑

t=1

f(β̃
(t)
)− f(β∗)) + 〈2r,

T
∑

t=1

Qβ̃
(t)〉 (41)

6

T
∑

t=1

(4(Φmax(L−)
2 +Φmax(L+)

2)

Φmin(L−)
||ξ(t+1)||22

− 2〈Qβ̃
(t)
,Qβ̃

(t+1)〉 − ||β̃(t) − β̃
(t−1)||2L+

2

+ 〈β̃(t) − β
∗,

2

ρ
D(t+1) ⊗ IP (β̃

(t) − β̃
(t+1)

)〉

+ 〈β̃(t) − β
∗,L+(2β̃

(t) − β̃
(t−1) − β̃

(t+1)
)〉
)

+
1

ρ
||q(0) − q∗||2G.

We decompose the last term inside the summation as:

T
∑

t=1

〈β̃(t)
,L+(2β̃

(t) − β̃
(t−1) − β̃

(t+1)
)〉 (42)

=

T−1
∑

t=1

〈β̃(t+1) − β̃
(t)
,L+(β̃

(t+1) − β̃
(t)
)〉

+ 〈β̃(1)
,L+(β̃

(1) − β̃
(0)

)〉 − 〈β̃(T )
,L+(β̃

(T+1) − β̃
(T )

)〉.

Since the computation stops at step T , we have β̃
(T+1)

=

β̃
(T )

, and, from the notations in Lemma II, we have

T
∑

t=1

〈β̃(t)
,L+(2β̃

(t) − β̃
(t−1) − β̃

(t+1)
)〉 (43)

=
T
∑

t=1

||β̃(t+1) − β̃
(t)||2L+

+ 〈β̃(1)
,L+(β̃

(1) − β̃
(0)

)〉.

After setting r = 0 in (41) we obtain:

1

ρ
(

T
∑

t=1

f(β̃
(t+1)

)− f(β∗)) (44)

6

T
∑

t=1

(4(Φmax(L−)
2 +Φmax(L+)

2)

Φmin(L−)
||ξ(t+1)||22

− 2〈Qβ̃
(t)
,Qβ̃

(t+1)〉 − ||β̃(t) − β̃
(t−1)||2L+

2

+ 〈β̃(t) − β
∗,

2

ρ
D(t+1) ⊗ IP (β̃

(t) − β̃
(t+1)

)〉

− 〈β∗,L+(2β̃
(t) − β̃

(t−1) − β̃
(t+1)

)〉
+ ||β̃(t+1) − β̃

(t)||2L+

)

+ 〈β̃(1)
,L+(β̃

(1) − β̃
(0)

)〉+ ||Qβ̃
(0)||22 + ||β̃(0) − β

∗||2L−

2

.
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By taking the expectation on both sides of (44) and using

Jensen’s inequality, we obtain:

E[f(β̂
(T )

)− f(β∗)] (45)

6
ρ

T

T
∑

t=1

(

−2〈Qβ̃
(t)
,Qβ̃

(t+1)〉 − ||β̃(t) − β̃
(t−1)||2L+

2

+ 〈β̃(t) − β
∗,

2

ρ
D(t+1) ⊗ IP (β̃

(t) − β̃
(t+1)

)〉

− 〈β∗,L+(2β̃
(t) − β̃

(t−1) − β̃
(t+1)

)〉

+ ||β̃(t+1) − β̃
(t)||2L+

)

+
〈β̃(1)

,L+(β̃
(1) − β̃

(0)
)〉

T

+
1

T

ρP4(Φmax(L−)
2 +Φmax(L+)

2)
∑K

k=1 σ
2(0)
k

Φmin(L−)(1 − τ)

+
ρ||Qβ̃

(0)||22
T

+
ρ||β̃(0) − β

∗||2L−

2

T
.
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