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ABSTRACT

Segment anything model (SAM), as the name suggests, is claimed to be capable of cutting out
any object. SAM is a vision foundation model which demonstrates impressive zero-shot transfer
performance with the guidance of a prompt. However, there is currently a lack of comprehensive
evaluation of its robustness performance under various types of corruptions. Prior works show that
SAM is biased towards texture (style) rather than shape, motivated by which we start by investigating
SAM’s robustness against style transfer, which is synthetic corruption. With the effect of corruptions
interpreted as a style change, we further evaluate its robustness on 15 common corruptions with
5 severity levels for each real-world corruption. Beyond the corruptions, we further evaluate the
SAM robustness on local occlusion and adversarial perturbations. Overall, this work provides a
comprehensive empirical study on the robustness of the SAM under corruptions and beyond.

1 Introduction

Foundation models |Bommasani et al.| [2021]] have made great strides in pushing the frontiers of modern Al In the
past few years, NLP has been revolutionalized by large language models (LLMs), which are trained on abundant text
corpora collected from the web. In contrast to BERT |Devlin et al.|[2018|] requiring finetuning on the downstream
tasks, GPT family models Brown et al.| [2020]], Radford et al.| [2018]2019]] demonstrate strong zero-short (or few-shot)
transfer performance on unseen data distributions and new tasks. The strong capability of zero-shot transfer of such text
foundation models contributes to the development of various generative Al|Zhang et al.|[2023a] tasks, including text
generation (ChatGPT Zhang et al.| [2023b] for instance), text-to-image |[Zhang et al.[[2023c], text-to-speech Zhang et al.
[2023d]], and text-to-3D |Li et al.| [2023]]. Despite some progress like CLIP Radford et al.|[2021]], Jia et al.[[2021], Yuan
et al.| [2021],the progress of foundation models in the computer vision Radford et al.|[2021], [Jia et al.[[2021], Yuan et al.
[2021] Iags behind. Very recently, the Meta research team released the "Segment Anything" project with the goal to
build a vision foundation model for segmentation.

With masked autoencoder |Zhang et al.|[2022] mimicking BERT Devlin et al.|[2018]] to provide a unified framework for
self-supervised framework in NLP and vision, the success of segment anything model (SAM) Kirillov et al.| [2023]] has
also been recognized by some researchers as the GPT moment for vision by using prompt |[Radford et al.|[2019]. In
other words, the vision community might follow NLP to go on a path of adopting the foundation model through prompt
engineering. Numerous projects have combined the SAM with other models for more complex tasks beyond mask
prediction, demonstrating its popularity and compatibility. Its interactive prompt design introduces greater flexibility to
segmentation tasks. However, while SAM exhibits impressive zero-shot transfer performance and high compatibility
with other models, concerns arise regarding its applicability to real-world scenarios. Particularly, its robustness against
various corruptions, occlusions, and perturbations (such as adversarial attacks) remains unclear.

*You are welcome to contact us through chaoningzhang1990 @ gmail.com
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Figure 1: The mask results of SAM in style transfer images. Figure (a) refers to the content image with the location of
the point prompt marked in a green star. Figure (b) refers to the style reference image. Figure (c) is the blended images
after the style transferred from Figure (b) to Figure (a). The white area in Figures (d) and (e) refer to masks predicted
by SAM based on images in Figures (a) and (c) with the given prompt, respectively. The results shown in Figure (e)
indicate that compared to Figure (d), SAM is more susceptible to the influence of style transfer images, even in cases
where the boundaries are visually clear and distinguishable to the human eye, as shown in Figure (c).

In this work, we conduct a comprehensive study on the robustness of SAM in the presence of various types of
corruptions. Prior work shows that SAM is more biased towards texture (style) rather than shape [Zhang et al.| [2023e],
motivated from which we first evaluate the model robustness against the style change. We observe that in most cases,
the robustness of SAM drops when applied to images with different styles after style transfer, even when the transferred
images retain clearly visible shapes to the human eye (a toy example in Figure[I)). By perceiving various real-world
corruptions as a new style [Benz et al.|[2021a], we further evaluate the robustness of SAM under various types of
common corruptions [Hendrycks and Dietterich| [2019]. We find that apart from zoom blur corruption, SAM maintains
relatively good performance on images corrupted by various common noises, blurring, and natural disturbances, which
indicates that SAM is capable of executing robustly on real-world data with most of the common corruptions. Beyond
corruptions, we further evaluate the robustness of SAM under local occlusion and adversarial perturbation. Our findings
indicate that SAM exhibits robustness under mild occlusion, where 10%, 20%, and 40% of pixel values are replaced
with Gaussian noise. However, when the occlusion ratio reaches 60% and above, SAM’s performance experiences a
significant decline across the majority of example images. For adversarial perturbation, we adhere to common practices
used in popular adversarial attack methods such as FGSM |Goodfellow et al.| [2015] attack and PGD Madry et al.| [2018]]
attack to assess the robustness of SAM against adversarial attacks. The results demonstrate that SAM has a moderate
level of resilience against FGSM attack, but not PGD attacks, even for perturbation with a very small magnitude.

2 Related works

In less than a month since the advent of SAM, there has been a surge in projects and papers investigating it from
different perspectives. These investigations can be roughly categorized as follows. A mainstream line of research has
focused on evaluating the capability of SAM to segment various objects in real-world situations accurately. Several
studies have investigated its performance on different types of images, including medical images Ma and Wang|[2023]],
Zhang et al.|[20231], camouflaged objects [Tang et al.|[2023]], and transparent objects |Han et al.| [2023]]. The findings
from these works consistently indicate that SAM frequently encounters difficulties in effectively detecting objects
in such challenging scenarios. Another significant research direction has focused on enhancing SAM to improve its
practicality. One notable approach in this line of work is Grounded SAM IDEA-Research|[2023]], which incorporates
text inputs to enable the detection and segmentation of various objects. This is achieved by combining Grounding
DINO [Liu et al.| [2023]] with SAM, resulting in a more versatile and capable system for segmenting objects based on
textual information. Due to the absence of label predictions in the generated masks by SAM, several studies (Chen et al.
[2023]], |Park| [[2023]] have sought to integrate SAM with other models such as BLIP|Li et al.|[2022] or CLIP|Radford et al.
[2021]]. The objective of these efforts is to leverage the strengths of these additional models to enhance the performance
and accuracy of SAM in object segmentation tasks. By combining SAM with BLIP or CLIP, researchers aim to address
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the limitation of SAM’s generated masks without labels and achieve improved segmentation results. In addition to its
applications in object segmentation, SAM has also been utilized in various other areas. Several works have explored the
use of SAM for image editing purposes, including image editing techniques Rombach et al.|[2022], as well as inpainting
tasks |Yu et al.| [2023]]. Furthermore, SAM has been employed in object tracking within videos |Yang et al.|[2023],
/xyang|[2023]], demonstrating its potential for visual tracking applications. Additionally, researchers have leveraged
SAM in the field of 3D object reconstruction from a single image |Shen et al.|[2023]], [ Kang et al.| [2022], highlighting
its utility in generating 3D models based on limited visual input. SAM has been reported in Tariq et al.|[[2023]] to
significantly improve semantic communication by only sending and receiving the foreground objects. For a survey of
SAM, please refer to[Zhang et al.|[2023g] where the robustness of SAM against Gaussian noise is provided. Another
work Zhang et al.|[2023h] has also attacked SAM with adversarial examples, showing that SAM can be vulnerable to
adversarial attacks. However, it remains to perform a comprehensive evaluation on the robustness of SAM under style
transfer, corruption, occlusion, perturbation and beyond.

3 Experiment Setups

3.1 Evaluation Metric

Mask prediction.

SAM is a model designed to perform promptable segmentation by generating masks using both images and prompts
as inputs, where the prompts are the necessary component for predictions. We denote a certain input image as x, the
necessary prompts as prompt, and the model parameters as w. It should be noted that the generated masks focus
on object segmentation without providing semantic labels for individual masks. Therefore, for a given image, the
prediction process as be formulated as follows:

mask; ; = SAM (x, promt;w), )

where mask; ; is the predicted mask with the shape of the original image size. The subscripts 7 and j indicate the
coordinates of each pixel in the predicted mask. The pixel x; ; in the original image x is marked as part of the mask
area if the predicted value mask; ; for x; ; is positive (greater than zero). Otherwise, it is marked as background. We
denote the final predicted masks as mask,.q, which is a binary matrix with the same shape as the original image.

Evaluation metric. To quantitatively evaluate the effects of various corruptions and other factors on SAM, we employ
the Intersection over Union (IoU) metric commonly used in segmentation tasks. Specifically, we calculate the IoU
between the predicted masks of a certain clean image, denoted as mask,jeqn, and the predicted masks of a certain
corrupted image, denoted as maskpredict. This allows us to assess the changes in masks caused by corruption and other
factors. It should be noted that since the SAM lacks class labels and can produce multiple binary masks, we focus
on regions with the highest similarity. The mlIoU is then obtained by averaging the IoU scores from N pairs of data
samples, as shown in Equation 2]

N
1
mloU = N Z IoU(maskciean, maskpredict ), 2)

i=1

where mask.y is a binary matrix indicating whether a pixel is predicted to be masked, and maskcieqn and maskpredict
are the masked region of content images and the images after corruptions or other factors, respectively. The maximum
of mloU equals 1.0 when no corruptions or other factors are applied. Note that we use Equation [2]to evaluate the
performance of SAM under style transfer, corruption, occlusion, and perturbation.

3.2 Implementation Details

Style transfer. Synthetic corruption, also interpreted as style transfer, is closely related to texture synthesis and
transfer[Huang and Belongie| [2017], [Elad and Milanfar|[2017]], which achieve style transfer through non-photorealistic
rendering techniques Kyprianidis et al.|[2012]] while preserving the overall global shape of the image |Geirhos et al.
[2019]. We perform style transfer by taking the style of an image from an arbitrary style image and transferring it onto
a content image to synthesize an output image. The resulting output image combines the style characteristics of the
former with the content of the latter. Note that we employ Adaln Huang and Belongie| [2017] as the style transfer
method to evaluate the robustness of SAM against style transfer images. We perform style transfer on each content
image using five different styles, with 45 randomly selected images for each style. This results in a total of 225 style
transfer images for each content image.
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Figure 2: One example from each style dataset.

Common corruptions. The image encoder of SAM is constructed using a pre-trained Vision Transformer (ViT)
vitskiy et al.[[2020] model. Here, we employ three different SAM backbones (ViT-B, ViT-L, ViT-H) to evaluate the
robustness of SAM under common corruptions. To generate the dataset for common corruption robustness, we follow
the methodology described inHendrycks and Dietterich| [2019]]. In detail, for robustness under common corruptions,
we apply various types of noise corruption, including Gaussian and shot noise, as well as corruptions such as glass and
motion blur. We also consider weather conditions like snow and fog, along with digital corruptions such as pixelation
and JPEG compression. Each type of corruption is evaluated at 5 different severity levels (the higher the level, the
greater the impact on the image), accounting for the expected diversity in both the variety and intensity of corruption
found in real-world data. This results in a total of 75 corrupted images for each original image in the dataset.

Local occlusion. Various methods can be considered to define occlusion. Here, we adopt a straightforward approach
to evaluate the robustness of SAM under local occlusion. We start with an image, denoted as x = {xi}yzl , where N
represents the total number of patches within the image. We then randomly select M patches (M < N) and replace
the pixel values of these patches with Gaussian noise. Subsequently, we evaluate how well SAM maintains mask
boundaries when provided with an occluded image at a specific occlusion ratio, % This empirical study yields valuable
insights into mask quality in occlusion-heavy scenarios, enabling us to evaluate the real-world reliability and utility of
SAM. Note that we evaluate the robustness of SAM at 5 different occlusion levels: 10%, 20%, 40%, 60%, and 80%,

and we employ three different SAM backbones (ViT-B, ViT-L, ViT-H) for evaluation.

Adversarial perturbation. We deploy PGD Madry et al.| [2018]] attack and FGSM [Goodfellow et al.| [2015] attack.
Following prior research [Benz et al/|[2021D] on attacking vision models in the white-box setting, we consider a range of
epsilon values, denoted as § = {d/255|d € {0.1,0.3,0.5,0.8,1, 3,5, 8}}, for images normalized to the range of [0, 1].
For the PGD attack, if not specified, we adopt the PGD-20 attack, which indicates that the number of iterations is set to
20.

Table 1: Style Transfer mIoU Results.

Style transfer | Cartoon Naturalism Painting Photorealism  Suprematism

Chair 0.5948 0.4319 0.5872 0.5824 0.6330
Bear 0.8867 0.6309 0.7715 0.8743 0.8766
Bottle 0.6764 0.6325 0.8040 0.6713 0.8535
Bicycle 0.7340 0.8051 0.6689 0.8258 0.6839
Car 0.6954 0.7497 0.6993 0.7164 0.7588
Airplane 0.5443 0.4222 0.5258 0.5591 0.6747
Average | 0.6886 0.6121 0.6761 0.7049 0.7468

4 Robustness of SAM Against Corruptions

4.1 Style Transfer

It has been found that SAM is more biased towards texture (style) rather than shape [Zhang et al.|[2023¢]. Motivated by
their finding, we first evaluate the model’s robustness against the style change. In contrast, to Zhang et al.|[2023¢] that
synthesizes an image with texture contrast on different regions, we change the texture of the whole image into a new
one. Specifically, we leverage style transfer to change the texture of the image while keeping the shape of the image
content. Style transfer is accomplished by combining the content of one image with the style of another, resulting in a
new image that preserves the underlying structure of the content image while incorporating the visual characteristics
and artistic style of the style image. For the content images, we utilize the dataset provided in|Geirhos et al.|[2019]],
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which serves as the source of content images for our style transfer experiments. For the style images, we follow the
work in |Westlake et al.|[2016] and select five different ones to use in our experiments.

Specifically, Figure [2] showcases an example from the aforementioned set of 5 different style images used in our
experiments. In addition, Figure [3|displays the content images, along with their corresponding mask results. These
masks can be considered as ground truth, serving as a basis for calculating the mIoU scores. Consequently, Figure 4]
illustrates the results of synthesized images generated from the same content image using different style transfers. These
images demonstrate the application of various styles to the content image. It should be noted that the objects in these
synthesized images in Figure ] are distinguishable and clear in human vision. Since the performance of SAM on such
images is currently unclear, we show the mask result in Figure [5] (additional results regarding style transfer and their
corresponding mask results can be found in Appendix [A.T). The masks highlight the regions affected by the style
transfer process, providing a visual representation of the changes to the performance of SAM. An overall illustration
can be observed that even visually perceivable objects exhibit varying segmentation performance under different style
transformations. Further, we investigate the mIoU under different style transformations, and the results are shown in
Table[I] On average, SAM achieves a moderate mIoU performance across all object categories and style transfers. The
highest mloU scores are observed in the Photorealism and Suprematism styles, while the lowest scores are seen in the
Naturalism style.

These findings emphasize the impact of style transfer on SAM’s segmentation performance, with certain styles yielding
better results than others. Although the average mIoU indicates a reasonable overall performance, there is room for
improvement in specific style transfer cases and adaptability to diverse visual styles.

b |
alh. ]

(a) chair (b) bear (c) bottle (d) bieycle (e) car (f) airplane

Figure 3: The content images used for style transfer. Figures (a) to (f) refer to the content image with the location of the
point prompt marked in a green star and their corresponding masked results. The masked results without style transfer
are used as the ground truth in the style transfer evaluation.

4.2 Common Corruptions

Various corruptions can be perceived as different new styles |Benz et al.|[2021a]. Style change caused by the technique
of style transfer in the above can be seen as a synthetic corruption that rarely occurs in practice. Therefore, we further
evaluate the generalization capability of SAM under common corruptions [Hendrycks and Dietterich| [2019].

To generate the dataset for assessing common corruption robustness, we start by randomly selecting 100 images from
the SA-1B dataset introduced in the SAM paper [Kirillov et al.| [2023]]. We evaluate the model’s robustness under 15
different corruptions, each with 5 severity levels. These corruptions are broadly categorized into 4 categories: digital,
noise, weather, and blur, as described in|Hendrycks and Dietterich|[2019]. In detail, the digital category of common
corruptions includes adjustments to brightness, contrast, pixelation, and jpeg compression. Figure[6|provides visual
examples of both the original and corrupted images, demonstrating the impact of the corruptions at severity level 5.
Further, Figure[7]showcases the resulting mask generated by the ViT-H model for each corresponding image. These
images are then subjected to the corruptions explained above. After perturbing the images, we feed them into the model
to generate segmentation masks. To report the result for a batch of a certain image, we take an average of IoUs for all
batches. Finally, the mIoU scores across all the selected images are reported in Table [2]and Table [3] respectively.

We find that the output of SAM on both the original images and the images corrupted with commonly occurring noise,
blur, and natural disruptions exhibit a remarkably high level of similarity. Notably, we observe an IoU of approximately
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Figure 4: The synthetic images after style transfer. Figure (a) refers to the original content image with the location of
the point prompt marked in a green star. Figures (b) to (f) refer to the synthetic images of the content image with styles
such as cartoon, naturalism, painting, photorealism, and suprematism, respectively.

Figure 5: The mask of images after style transfer.

0.8 at the higher severity level (level 5) for the majority of added corruptions except for zoom blur. These preliminary
results suggest that SAM possesses robust capabilities and is likely to perform well on real-world data that commonly
exhibit such corruptions. Consequently, these findings indicate the potential to reduce the efforts required for curating
datasets significantly, thanks to the SAM’s ability to handle common corruptions effectively. Moreover, it is generally
observed that as the severity levels of corruption increase, the robustness of the model tends to decrease, which is an
expected behavior. However, it is observed that the model performs poorly, even at the lowest severity level (level
1), for certain specific corruptions such as zoom blur. This observation may be attributed to the significant distortion
introduced by this corruption, which may be more severe compared to other types of corruptions. Obviously, significant
disruption becomes readily apparent at the maximum severity level for the zoom blur corruption, as depicted in Figure
[6](2). Our results are consistent with the findings in concurrent works [Huang et al.[ [2023]], Wang et al|[2023]] that have
reported the robustness of SAM in a similar setup.

S Beyond Corruptions

5.1 Local Occlusion

The robustness of models against occlusions is a pivotal and intricate aspect of computer vision research, with significant
consequences in practical applications|Naseer et al.|[2021]],|Guo et al.|[2023]],|Gunasekaran and Jaiman|[2023]], [ Kunhardt;
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Table 2: Common Corruption mIoU Results - Severity level 5.

Model Gaussian Noise ~ Shot Noise  Impulse Noise Jpeg Compression Snow Frost Fog
ViT-H 0.7311 0.7442 0.7351 0.6789 0.6950 0.7544  0.8334
ViT-L 0.7239 0.7341 0.7256 0.6527 0.6923 0.7500  0.8330
ViT-B 0.6709 0.6856 0.6756 0.5590 0.6430 0.7068  0.8070
Model  Defocus blur ~ Motion Blur Zoom blur Glass blur Brightness Contrast Pixelate
ViT-H 0.7454 0.7073 0.3739 0.6900 0.8171 0.6757  0.8835
ViT-L 0.7447 0.7077 0.3698 0.6902 0.8177 0.6779  0.8623
ViT-B 0.7166 0.6731 0.3556 0.6566 0.7843 0.6351  0.8285
Table 3: Common Corruption mIoU Results - ViT-H, All Severity Levels.

Level Gausian Noise  Shot Noise  Impulse Noise Glass blur Zoom blur Frost Fog

1 0.8871 0.8902 0.8693 0.8741 0.5097 0.8536  0.8890

2 0.8577 0.8589 0.8386 0.8414 0.4562 0.8146  0.8710

3 0.8207 0.8268 0.8187 0.7600 0.4227 0.7845  0.8585

4 0.7824 0.7793 0.7752 0.7389 0.3910 0.7841  0.8539

5 0.7311 0.7442 0.7351 0.6900 0.3739 0.7544  0.8334
Level Defocus blur  Motion Blur Snow Jpeg Compression  Brightness Contrast Pixelate

1 0.8966 0.8899 0.8334 0.8855 0.9430 0.8881  0.9469

2 0.8658 0.8442 0.7753 0.8528 0.9054 0.8613  0.9460

3 0.8185 0.7905 0.7521 0.8269 0.8760 0.8244 09150

4 0.7806 0.7382 0.6982 0.7588 0.8450 0.7544  0.9024

5 0.7454 0.7073 0.6950 0.6789 0.8171 0.6757  0.8835

(f) motion blur

(1) brightness (m) contrast (n) pixelate (o) jpeg compression

Figure 6: Original and corrupted images with severity level 5.
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(f) motion blur

(k) fog (1) brightness (m) contrast (n) pixelate (0) JPEG compression

Figure 7: The masks of SAM for original and corrupted images with severity level 5.

et al|[2021]), [Athalye et al|[2018]. Considering the frequent occurrence of occlusions in natural images, it is essential
to assess the performance of models under obscured conditions [Zeng et al.| [2021]], Ke et al.| [2021alb]. In this regard,
we aim to investigate the robustness of the SAM model in the presence of occlusions.

We use the same dataset for evaluation as introduced in common corruption Section In particular, for occlusion
robustness, we apply occlusion perturbations to these images, as described in Section to generate the occluded
dataset for further analysis and evaluation. Figure [§]showcases two example images and their corresponding mask
results. The results for local occlusion robustness evaluation are presented in Table [d]

An overall trend can be observed that as the occlusion ratio increases, the mloU values for all models gradually decrease.
This indicates that the model’s performance in terms of segmentation accuracy is negatively impacted by the presence
of occlusion. Among the models, ViT-H achieves the highest mIoU values across all occlusion ratios in most cases,
while ViT-B exhibits the lowest mloU values. However, it should be noted that when the occlusion ratio is around
40%, the models can achieve competitive performance. Overall, these results highlight the significance of occlusion
in challenging the robustness of the models. Higher occlusion ratios lead to a greater degradation in segmentation
performance, emphasizing the need for improved robustness in computer vision models when dealing with occluded
scenes.

Table 4: Occlusion mloU results.
Model 0.1 0.2 04 0.6 0.8
ViT-H | 0.8934 0.9234 0.6075 0.5655 0.2290

ViT-L | 09151 0.8950 0.5434 0.6012 0.1039
ViT-B | 0.8775 0.8996 0.5229 0.4696 0.2266

5.2 Adversarial Perturbation

It is widely known that deep recognition models can be fooled by adversarial attacks to change the predicted label with
subtle perturbations |Goodfellow et al|[2015]], Zhang et al.|[2020]. To assess model robustness, two commonly used
methods are Fast Gradient Sign Method (FGSM) (Goodfellow et al.|[2015] and Projected Gradient Descent (PGD)
[2018]. Note that we also use the same dataset as introduced in common corruption Section [4.2]to investigate
the robustness under adversarial perturbations. In detail, the FGSM attack is a single-step method that perturbs the
input image based on the gradient of the model. By calculating the sign of the gradient with respect to the input, the
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Figure 8: The example images under different levels of occlusion ratio. Figure (a) refers to the clean image without
occlusion and the location of the point prompt marked in a green star. Figures (b) to (e) refer to the random occluded
images with varying occlusion ratios. The pixel values of the occluded region are set to Gaussian noise with a mean of
0 and variance of 1.

FGSM attack introduces perturbations to the image. PGD can be seen as an iterative extension of the FGSM attack
and is sometimes referred to as [-FGSM [Zhang et al.| [2023h]]. It performs multiple iterations of the FGSM attack,
progressively refining the perturbations. At each iteration, the perturbation is updated based on the model’s gradient
with respect to the perturbed image while also constraining the perturbation within a specified range. Note that in this
work, we consistently refer to this method as PGD for the sake of consistency. When specifying the number of iterations,
the PGD attack is denoted as PGD-N, where N represents the iteration number. Here, we define F((x, y);w) as the
target model to be attacked where y represents the corresponding labels for the input image x.

0 = E(g;y)ep[max L(F(w; )5 y))], 3)

where D is the dataset consisting of the image pair (z;y), £(-) is the loss function (such as cross-entropy loss), and &
defined as @ + ¢ is the AE of @, which is generated by PGD as follows:

2 = Tpps (2 + asign(Vel(F((wiz):y)) @)

where « represents the step size, x* denotes the AE generated at step ¢, I1 s represents the projection function that
projects the AE onto the e-ball centered at x°, and sign(-) denotes the sign function. Additionally, to ensure that the
perturbation ¢ is imperceptible (or quasi-imperceptible) to the human eye, it is commonly constrained by an upper
bound € on the £, -norm, i.e., ||d]|c < €.

For the aforementioned adversarial perturbation tasks, their objective is to manipulate the images through subtle
perturbations at either the image or pixel level, leading to incorrect label predictions by the model. However, attacking
the model as in common tasks becomes nearly impossible due to the lack of semantic labels for the masks generated
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by SAM. We follow this work |Zhang et al.|[2023h] and adopt a direct approach to cause the model to be unable to
detect objects, thereby removing the generated masks under adversarial perturbations. Specifically, if the predicted
value mask; ; for pixel x; ; is positive, it signifies that the pixel is masked. Therefore, the objective of successfully
removing the mask is achieved when all the predicted values mask; ; within the designated region become negative.
Here, we redefine the loss function, and the Equation E] are as reformulated as follows:

§ = Ejj5/|.. <c[maz ||clamp(SAM (x + 6, prompt; w), min = 6) — 6||?], o)

where 6 is a negative threshold, clamp(+) is the clamp operation to restrict the predicted values’ range. Setting the
clamp operation in this way is because it makes no sense to increase the prediction values that are already below 6 to be
close to €. In other words, we can evaluate the robustness of SAM by performing these adversarial attacks.

Adyversarial robustness evaluation. To evaluate the robustness of SAM against FGSM and PGD attacks, we evaluate
the robustness of SAM against FGSM and PGD attacks. The visualization of the results includes clean images,
adversarial images, and predicted masks, as shown in Figure[9} Additional results can be found in Appendix Note
that for these two attacks, we set the 6 to be -10, which is also used in their work Zhang et al.|[2023h]]. Specifically,
the clean image is given a prompt indicated by a green star in Figure[9(a). The generated adversarial images through
FGSM and PGD attacks, as depicted in Figure[9(b) and Figure [9]c), respectively. Table 5| presents the mIoU results for
different perturbation magnitudes () used in the attacks. For the FGSM attack, we observe that as the perturbation
magnitude increased from 0.1/255 to 8.0/255, the mloU decreased from 0.8227 to 0.4406. This indicates a decrease in
the model’s performance as it becomes more susceptible to adversarial perturbations. In the case of the PGD-20 attack,
the mloU values are significantly lower compared to FGSM. Starting from 0.8254 at § = 0.1/255, the mloU decreased
sharply to 0.0019 at § = 8.0/255. This demonstrates a high vulnerability of the SAM model to more sophisticated
attacks, where the model’s segmentation performance deteriorates rapidly.

Overall, these results in both Figure [0]and Table 5| highlight the limited robustness of SAM against both FGSM and
PGD attacks, with the PGD-20 attack showing a higher impact than FGSM on the model’s robustness.

(8) Zotcan (b) xfgem (¢) &pga (d) maske, ;0n (e) mask

(f) mﬂ-sk‘-;ngd

T fgem

Figure 9: Robustness evaluation against FGSM and PGD-20 attacks with § = 8.0/255. Figure (a) shows the original
image with a green star indicating the location of the point prompt. Figures (b) and (c) display the adversarial images
generated using FGSM and PGD attacks, respectively. The white areas in Figures (d), (e), and (f) represent masks
predicted by SAM based on the provided prompt and the images from Figures (a), (b), and (c), respectively. The results
in Figure (e) and (f) demonstrate that SAM is susceptible to adversarial attacks, as indicated by the reduced white area
compared to Figure (d).

Table 5: Adversarial attack mIoU results.
) ‘0.1/255 0.3/255 0.5/255 0.8/255 1.0/255 3.0/255 5.0/255 8.0/255

FGSM | 0.8227 0.6091 0.5445 0.4968 0.4808 0.4513 0.4386 0.4406
PGD-20 | 0.8254 0.5745 03875 0.2190 0.1723  0.0068 0.0012  0.0019

6 Conclusions

In this work, we are among the early pioneers to evaluate the robustness of the segment anything model (SAM),
for which we provide a comprehensive evaluation. Specifically, we first explore the robustness of SAM to synthetic

10



How Robust is Segment Anything Model (SAM)? From Style Transfer to Common Corruptions and Beyond

corruptions using the style transfer method. We find that in the majority of cases, SAM is affected by style transfer,
even when the corruption is visually distinguishable to the human eye. Second, we investigate the robustness of SAM to
real-world corruption, such as common corruption. Our findings indicate that SAM is robust to 14 common corruptions
except for zoom blur. Third, we evaluate the robustness of SAM under corruption; we find that even when the occlusion
ratio reaches 40%, SAM still achieves competitive performance in this type of corruption. These findings suggest that
SAM is not necessarily capable of segmenting anything while also motivating the community to optimize SAM for
specific scenarios further. Finally, we further investigate the adversarial robustness of SAM and find that SAM exhibits
limited robustness against FGSM and PGD attacks.
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A appendix

A.1 Style transfer

In this section, we will show more style transfer results in Figure [T0]and their corresponding masks in Figure[TT} A
similar observation highlights that SAM is greatly affected by image style and still has some way to go before reaching
the level of human vision.

Figure 10: The synthetic images after style transfer. Figure (a) refers to the original content image with the location of
the point prompt marked in a green star. Figures (b) to (f) refer to the synthetic images of the content image with styles
such as cartoon, naturalism, painting, photorealism, and suprematism, respectively.

A.2 Adversarial attack

In this section, we illustrate more results after FGSM and PGD attacks as shown in Figure[I2] Similar results verify the
vulnerability of SAM to both FGSM and PGD attacks.
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Figure 11: The mask of images after style transfer.
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Figure 12: Robustness evaluation against FGSM and PGD-20 attacks with different values of 4. The § values
corresponding to the images from top to bottom are as follows: 0.1, 0.3, 0.5, 0.8, 1.0, 3.0, 5.0, and 8.0. The images
from left to right are as follows: clean images, images after applying FGSM, images after applying PGD, masks of
clean images, masks of images after applying FGSM, masks of images after applying PGD.
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