
ar
X

iv
:2

30
2.

05
32

3v
2 

 [
cs

.C
R

] 
 1

7 
Fe

b 
20

23

On Achieving Privacy-Preserving State-of-the-Art Edge Intelligence

Daphnee Chabal1*†, Dolly Sapra2, Zoltán Ádám Mann1
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Abstract

Deep Neural Network (DNN) Inference in Edge Comput-
ing, often called Edge Intelligence, requires solutions to in-
sure that sensitive data confidentiality and intellectual prop-
erty are not revealed in the process. Privacy-preserving Edge
Intelligence is only emerging, despite the growing preva-
lence of Edge Computing as a context of Machine-Learning-
as-a-Service. Solutions are yet to be applied, and possibly
adapted, to state-of-the-art DNNs. This position paper pro-
vides an original assessment of the compatibility of existing
techniques for privacy-preserving DNN Inference with the
characteristics of an Edge Computing setup, highlighting the
appropriateness of secret sharing in this context. We then ad-
dress the future role of model compression methods in the re-
search towards secret sharing on DNNs with state-of-the-art
performance.

Introduction

Deep Neural Networks (DNNs), the prominent tools used in
the field of Artificial Intelligence, are sought after in many
sectors of activities to optimize decision-making and im-
prove the quality of services (Lin et al. 2022). Specifically,
the amount of DNN deployments for commercial purposes
during a customer’s interaction with everyday objects is pro-
liferating (Wolf 2019).

Privacy-preserving Inference aims to protect the privacy
and security of data belonging to the multiple parties in-
volved in Neural Network Inference.

There is a global rise of smart services offered by internet-
connected devices (sometimes called the Internet of Things
or IoT), which are increasingly immersed in daily life (e.g.,
smartwatches, smartphones, personal digital assistants), and
recording confidential facts about our lives. The Interna-
tional Data Corporation estimates that in 2025 there will
be more than 55 billion IoT devices in the world (Reinsel
2019), compared to 12.5 billion in 2010 (Sivaraman et al.
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2018). The data these devices collect at the edge of the edge-
cloud computing continuum will, in many use cases, be
processed locally, through an emerging decentralized com-
puting paradigm called Edge Computing (Yu et al. 2017;
Shi et al. 2016; Davis 2018; Ayed et al. 2021).

The privacy risk in processing the data through DNNs is
two-fold. On one hand, Inference data is produced by indi-
viduals, institutions, businesses, and is held by the devices
they own or use, and may be shared with the businesses that
make those devices available. The data however needs to be
shared in full with parties that facilitate the ”intelligence”, as
is the case for the Machine-Learning-as-a-Service (MLaaS)
business model. On the other hand, DNNs are costly for
companies to develop. The DNNs architecture, inner param-
eters, as well as the sensitive features contained in the data
used during training are then deemed valuable confidential
proprietary data for the companies. The model however still
needs to be made available to third parties to generate mean-
ingful (i.e., accurate) Inference outputs.

In recent years, many techniques have been put forward to
solve the predicament of functional-yet-privacy-preserving
DNN Inference (Boulemtafes, Derhab, and Challal 2020;
Zhang, Xin, and Wu 2021). Most works however do not
consider the global context of secure and private AI de-
ployment for MLaaS, in terms of (1) the characteristics of
distributed systems that execute DNN Inference and (2) the
computational requirements of actual state-of-the-art DNNs
underlying commercial smart services.

Edge Computing offers several advantages over cloud
computing, including reduced latency for better user expe-
rience and increased agency over the data’s life cycle, as
data is redirected through fewer nodes, is less attainable to
unknown third parties, and risks of bottleneck in gateways
decrease (Xiao et al. 2019; Varghese et al. 2016). However,
a major drawback is that the devices involved, with In-
ference clients such as IoT objects or sensors, and DNN-
holders such as Edge servers or small data centers, have
less computational capacity than that offered on demand
by cloud platforms (Xu et al. 2021; Chen and Ran 2019;
Ayed et al. 2022). Moreover, methods of privacy-preserving
AI are assumed to be applied to systems already equipped
with ubiquitous security procedures existing in distributed
systems globally (e.g., access control, anomaly detection,
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encrypted communication) and that themselves add load
(Aqeel-ur Rehman et al. 2016; Lachner, Mann, and Dustdar
2021).

Some work (Huang et al. 2019; Baccour et al. 2020;
Yan, Pei, and Li 2019) has been proposed to bring privacy-
preserving DNN Inference to de-centralized Edge Comput-
ing. However, these methods were evaluated with outdated
DNNs that are less computationally complex than state-of-
the-art models we see in present-day AI applications. These
simpler models have little to no real-world application in
commercial MLaaS setups.

The aim of this paper is to present informed recommen-
dations for upcoming research to achieve privacy-preserving
DNN Inference in modern and commercially relevant Edge
Computing settings. While promising, works emerging in
this domain are still isolated efforts. The research avenues
we formulate, which we coin here as Privacy-Preserving
Edge Intelligence, are at the emerging intersection of two
very active research fields, privacy-preserving DNN Infer-
ence and DNN Inference in Edge Computing.

It is important to note that the training phase is out
of scope for this paper as training is impractical in Edge
Computing settings, especially in the context of MLaaS.
In particular, Federated Learning is a promising solution
already put forward for computationally-sensitive privacy-
preserving training in a collaborative setting and is actively
researched (Yin, Zhu, and Hu 2021; Mothukuri et al. 2021;
El Ouadrhiri and Abdelhadi 2022), but is not in our scope as
we focus on inference.

Privacy Requirements for Edge Intelligence

Devices and Edge servers have a high risk of ma-
licious tampering and interventions due to their ease-
of-access (Aqeel-ur Rehman et al. 2016). Solutions for
privacy-preserving Edge Intelligence must therefore be ef-
fective in providing information security (Mann 2022).
There are 4 main privacy requirements during the Infer-
ence phase in MLaaS: the client may not learn 1) the
model’s architecture and 2) the model’s trained parame-
ters, while the party holding the model, typically the server,
must not learn 3) the Inference input data nor 4) the In-
ference output. Here, we assume that standard system se-
curity methods (e.g., limiting the number of Inference re-
quests) are in place to protect a fifth piece of potentially sen-
sitive data, the training dataset (see model inversion attacks)
(Boulemtafes, Derhab, and Challal 2020).

General characteristics of Edge Intelligence are described
extensively in (Yu et al. 2017; Deng et al. 2020; Xu et al.
2021; Chen and Ran 2019), providing criteria for privacy-
preserving solutions applied in an Edge Intelligence context.
Solutions should allow practical implementations in a com-
mercial setting, and must provide accurate and timely Infer-
ence.

Edge intelligence setups may involve more than two par-
ties during DNN Inference. For example, in a smart home
sensor-actuator setup, computations offloaded to several
servers (operated by different companies) may receive In-
ference input from some sources, while sending Inference

output to other devices. Information should remain private,
even if parties are secretly colluding.

In an Edge setup, clients sending Inference inputs are of-
ten low-capacity devices with minimal compute capacity for
data collection, temporary storage, and transmission tasks,
while the model is held and evaluated by a nearby Edge
server.

Servers are capable nowadays of receiving and sending
more than a Gbps using LAN or other fast intranet net-
works. A potential communication bottleneck arises how-
ever, when network transmission is of type PAN (e.g., Blue-
tooth), WAN, MAN, or LPWAN, all common to Edge Com-
puting setups.

Client drop-out occurs mostly to mobile devices such as
smartphones, which can also easily turn off. In most cases,
client dropout is inconsequential: even if the client is as-
signed chunks of Inference computations, DNN Inference
can be paused until the client is within reach again. This cri-
terion is however important for cases where device drop-out
would disrupt task distribution (e.g., swarm intelligence with
drones, and mobile computing).

Lastly, to make IoT objects available to consumers at af-
fordable costs, they may lack state-of-the-art hardware spe-
cialized in DNN Inference. Additionally, when a device
drops out, Edge Computing algorithms aim to dynamically
re-assign tasks to the next available device regardless of
hardware. Solutions should therefore be applicable to most
types of hardware, without assuming that specialized hard-
ware is available.

Assessment of Privacy-Preserving Techniques
The main techniques that constitute the field of Privacy-
preserving DNN Inference are reviewed in several
comprehensive surveys (Boulemtafes, Derhab, and Challal
2020; Zhang, Xin, and Wu 2021; Pulido-Gaytan et al. 2021;
Ball et al. 2019). In this section, we assess the compatibil-
ity of each category of techniques with the requirements of
Edge Intelligence (summarized in Table 1).

Fully Homomorphic Encryption (FHE): a form of en-
cryption E performed by the client to input data x. E(x) is
sent to the server, which returns after Inference, the cypher-
text E(y), to the client. E(y) is the encrypted equivalent
of the correct Inference output y. Optionally, some param-
eters of the DNN can also be encrypted. FHE meets all
four privacy requirements, and the Inference task itself can
be completed in case of client drop-out. However, low-
end client devices cannot carry the heavy cryptographic
operations required. Despite promising recent advances
(Brutzkus, Gilad-Bachrach, and Elisha 2019; Reagen et al.
2021; Lee et al. 2022) since its inception (Gentry 2009),
FHE schemes are still too computationally demanding for
applications to Edge Intelligence. Additionally, FHE only
supports additions and multiplications, and thus require ad-
ditional processing for other non-linear operations (e.g.,
polynomial approximation of some activation functions).
Despite this, little to no loss in accuracy has been reported,
especially via re-training modified DNNs.

Garbled Circuits: 2-party protocol based on converting
a neural network to a Boolean circuit made of AND, XOR,



Table 1: Summary of our assessment of Privacy-Preserving techniques for Edge Intelligence.

Fully
Homomorphic
Encryption

Garbled
Circuit

Secret
Sharing

Model
Splitting
w/o noise

Model
Splitting
w/ noise

Secure
En-

clave

Edge
Intelligence
Requirements

fulfills the 4 privacy requirements ✓ ✗ ✓ ✗ ✗ ✓

can involve >2 parties ✗ ✗ ✓ ✓ ✗ ✗

Inference accuracy ✓ ✓ ✓ ✓ ✗ ✓

low latency expected ✗ ✗ ✓ ✓ ✓ ✓

minimal compute capacity (client) ✗ ✗ ✓ ✓ ✓ ✓

limited compute capacity (server) ✗ ✗ ✓ ✓ ✓ ✓

limited communication ✗ ✗ ✗ ✗ ✓ ✓

high drop-out rate (client) ✓ ✗ ✗ ✓ ✗ ✗

hardware independence ✓ ✓ ✓ ✓ ✓ ✗

and XNOR gates, where each gate corresponds to an oper-
ation. The architecture of the DNN is known to both par-
ties, but the input data and the weights of the DNN are
kept secret. As a sub-protocol, oblivious transfer is used,
a public-key cryptography-based scheme that enables one
party to send one of two inputs to a second party so that
the second party only learns one of the inputs and the first
party does not learn which input the second party learned.
Garbled Circuits support both linear and non-linear oper-
ations but are computationally costly (especially for AND
gates (Kolesnikov and Schneider 2008)). Moreover, creation
of the garbled circuit includes creation and permutation of a
truth table per gate, to further encrypt it (e.g., using AES-
based cryptography). As with FHE, this method is thus ill-
adapted for low-end clients.

Secret Sharing: n-party secure Multi-Party computing
protocols in which each value involved in DNN Inference
(i.e., input and model parameters) are divided into n shares,
such that individual shares do not reveal anything about the
secret values. Since originally introduced (Shamir 1979),
several different secret sharing schemes have been proposed.
Additive (Huang et al. 2019; Riazi et al. 2019) and repli-
cated (Ibarrondo, Chabanne, and Önen 2021; Wagh et al.
2021) secret sharing seem especially appropriate for DNN
Inference. For a complete Inference, the evaluation of the
layers of the DNN may be performed in several ways, de-
pending on various factors. In particular, different protocols
can be used for addition, multiplication (e.g., masking inputs
with Beaver Triplets), and non-linear operations (e.g., poly-
nomial approximation, garbled circuits). The protocols also
depend on the number of parties involved, as well as whether
colluding is accounted for or not. Servers can also send a
client shares to compute. Secret Sharing is not encryption-
based and therefore relatively cheap to add to DNN Infer-
ence tasks. DNN Inference however fails if devices holding
information on how shares are created (e.g., random number
generator) drop out. Secret Sharing is still a communication-
intensive privacy-preserving method, necessitating a high
number of communication rounds.

Model Splitting without noise: partitioning a DNN so
that each party receives unprocessed chunks of calculations,
including raw weights and inputs. Accuracy is therefore
preserved. The higher the number of devices recruited, the

higher the privacy as well as speed (with possibility of par-
allel computing), as no party may reconstruct the neural net-
work, nor infer the training nor input data from the parts
it receives (Baccour et al. 2020). This method requires the
client to perform the initial and last computations, but does
not need a powerful server. In case of colluding, model ar-
chitecture and parameter privacy are largely lost.

Model Splitting with noise: noise is added by the client
to the input data, intermediary results, and/or weights when
the client receives partial computations from a DNN. The
noise added must fulfill the requirements for Differential
Privacy, which mathematically guarantee that data is obfus-
cated sufficiently to conceal individual records (e.g., a per-
son’s identity) it may contain. This is necessary because raw
input data can be reconstructed from intermediary results af-
ter even 6 layers (He, Zhang, and Lee 2021). There is a pri-
vacy/accuracy trade-off based on the amount of noise added.
The client is responsible for noising and de-noising, which
can be computationally expensive depending on the scheme
used (e.g., auto-encoders and decoders for obfuscation).

Secure Enclaves: are dedicated portions of memory
which are designated by the CPU as inaccessible from
the operating system nor any other application, and within
which data can be secretly processed and encrypted/de-
crypted if necessary. A popular example of Secure Enclaves
is Intel’s SGX (Kuznetsov, Chen, and Zhao 2021). For DNN
Inference, two parties may send an encrypted model and in-
put data, respectively, which can then be decrypted and pro-
cessed within Secure Enclaves, finally returning the Infer-
ence output to the appropriate party, thus providing full pri-
vacy. Secure Enclaves are however costly and more memory
limited than traditional hardware.

This assessment indicates particular suitability of Secret
Sharing for Edge Intelligence, as it meets the most crite-
ria (7 out of 9), especially meeting all information privacy
and performance-related requirements. Therefore, we ded-
icate the rest of the paper to discuss secret sharing and its
applicability for Edge Intelligence.

Implications of State-of-the-Art Performance

Recent solutions for Secret Sharing in DNN Infer-
ence (Zhang, Xin, and Wu 2021), not only for Edge
Computing, all still use outdated Convolutional Neu-



Table 2: Summary of the impact of Model Compression techniques on Secret Sharing for DNN Inference

Less operations
in total

Less non-linear
operations

Reduced
message sizes

Less communication
rounds

Quantizing yes yes yes no
Pruning yes not purposefully yes not purposefully
Knowledge Distillation yes yes no yes
Low-rank approximation yes yes no yes

ral Networks (CNNs) as evaluative benchmarks (e.g.,
AlexNet (Krizhevsky, Sutskever, and Hinton 2017) trained
on MNIST (Deng 2012)). The performance of these CNNs
is humble compared to that of Transformers (e.g., answer
generation from multi-modal inputs (Li et al. 2019)), a state-
of-the-art category of DNNs now ubiquitous in the field of
AI (Zaidi et al. 2022).

The question then arises: would the solutions, as they are,
be applicable for fast Edge Intelligence in the context of a
real and state-of-the-art MLaaS task? The answer is proba-
bly ‘no’.

Primarily, larger DNNs have higher complexity (i.e., more
parameters to compute, more nodes in layers due to larger
inputs), leading to an increase in the number of secret shares
to produce and re-combine. The amount of non-linear oper-
ations during Secret Sharing, while manageable on smaller
DNNs, can become problematic as it increases, which may
necessitate more Garbled Circuits and/or Beaver Triplets,
and both methods are especially intensive in 2-party settings,
despite possibilities of some offline processing (Mann et al.
2022).

Furthermore, state-of-the-art DNNs have a higher diver-
sity in the types of layers, (e.g., Self-Attention, Recurrent)
than benchmark CNNs do which current Secret Sharing
schemes are not yet designed to handle (Mann et al. 2022).
New types of layers (e.g., Self-Attention) have more data
processing, such as parallel encodings of subsets of inputs
(e.g., a single word), as well as more operations to per-
form per layer than classic layers (e.g., ReLu, pooling), re-
quiring new protocols other than current ones which con-
sider a layer as a unit only taking in simultaneous inputs
(Zhang, Xin, and Wu 2021).

Model Compression and Secret Sharing

A first step towards bringing large Transformers to Se-
cret Sharing particularly for Edge Intelligence, is to tackle
the computation and communication bottleneck. Three
categories of solutions exist: 1) Hardware Acceleration
(Wang et al. 2020), consisting of a set of instructions to par-
allelize computational tasks into specialized hardware com-
ponents (e.g., Neural network Processing Units – NPUs
(Yao et al. 2022)) – similarly to Secure Enclaves, they may
be too expensive to integrate in commercial objects; 2)
Software Orchestration (Deng et al. 2022; Aghapour et al.
2022), consisting of developing data pipelines or algorithms
to optimize resource management to reduce latency of DNN
Inference – it is assumed to be applied to some extent in any
distributed system, and cannot reduce the rounds of commu-
nication required for Secret Sharing; and 3) Model Com-

pression (Xu et al. 2021; Cheng et al. 2018), reducing the
amount and complexity of the computations – typically re-
quiring re-training to retain accuracy.

Model Compression techniques, namely quantiza-
tion, pruning (Liang et al. 2021), knowledge distilla-
tion (Gou et al. 2021), and low-rank approximation
(Idelbayev and Carreira-Perpinán 2020), while increasingly
customary in Edge Intelligence, have yet to be compared in
the context of Secret Sharing. Table 2 provides a qualitative
comparison.

Quantization reduces the byte-size of each value, and con-
sequently the size of the secret shares communicated be-
tween parties, but leaves the total number of communica-
tion rounds largely unaffected. Particularly, solutions with
binary or ternary quantization to weights, and a limited
fixed-point size to activation functions, preserve the granu-
larity of input data while significantly reducing communica-
tion (Liang et al. 2021). Quantization can be combined with
other model compression techniques as well.

Pruning removes inconsequential computations in a
DNN. It offers no guarantees of effectiveness in address-
ing computational complexity specific to Secret Sharing. In
the best cases, however, Pruning may remove a significant
number of connections between the nodes of a DNN, thus
reducing computation and communication.

Knowledge Distillation (i.e., training a smaller network
off of a larger one) and Low-rank Approximation (i.e., re-
ducing the dimensionality of each layer via matrix decom-
position) are more promising candidates for secret shar-
ing. Firstly, they remove extra features from the input data
sooner, thus reducing the amount of input to propagate
throughout the network. Secondly, they both reduce the
amount of computations systematically throughout the DNN
(i.e., most layers are reduced in size). Consequently, less
rounds of Secret Sharing communication are necessary per
layer. Knowledge Distillation also reduces the number of
layers (Zaidi et al. 2022). Lastly, both Knowledge Distilla-
tion and low-rank approximation are actively researched and
have recently been successfully applied to state-of-the-art
transformers (e.g., BERT (Devlin et al. 2018) became Dis-
tilBERT (Sanh et al. 2019) and Ladabert (Mao et al. 2020)).
The accuracy of compressed versions of those model is also
improving (Zaidi et al. 2022).

Conclusion

Secret Sharing was deemed the most promising privacy-
preserving technique given Edge Intelligence characteris-
tics, but is not yet applicable to state-of-the-art Deep Neu-
ral Networks. Future research should address the new types



of DNN layers and computations that current Secret Shar-
ing schemes do not yet account for, while optimizing per-
formance for MLaaS in Edge Computing. We put forward,
pending experiments, Knowledge Distillation and Low-
Rank Approximation as promising means to further accom-
modate new Secret Sharing protocols, for practical Edge In-
telligence.
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