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mPSAuth: Privacy-Preserving and Scalable
Authentication for Mobile Web Applications
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Abstract—As nowadays most web application requests originate from mobile devices, authentication of mobile users is essential in
terms of security considerations. To this end, recent approaches rely on machine learning techniques to analyze various aspects of
user behavior as a basis for authentication decisions. These approaches face two challenges: first, examining behavioral data raises
significant privacy concerns, and second, approaches must scale to support a large number of users. Existing approaches do not
address these challenges sufficiently. We propose mPSAuth, an approach for continuously tracking various data sources reflecting
user behavior (e.g., touchscreen interactions, sensor data) and estimating the likelihood of the current user being legitimate based on
machine learning techniques. With mPSAuth, both the authentication protocol and the machine learning models operate on
homomorphically encrypted data to ensure the users’ privacy. Furthermore, the number of machine learning models used by mPSAuth
is independent of the number of users, thus providing adequate scalability. In an extensive evaluation based on real-world data from a
mobile application, we illustrate that mPSAuth can provide high accuracy with low encryption and communication overhead, while the
effort for the inference is increased to a tolerable extent.

Index Terms—Authentication, Machine Learning, Mobile Systems, Privacy, Scalability
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1 INTRODUCTION

IN today’s world, services offered as web applications has
become an indispensable part of most people’s everyday

lives. These include shopping, social media, banking appli-
cations, and many more. Most of these applications can
be accessed with mobile devices, making them available
anytime and almost anywhere. In many cases, the use of
these services is closely linked to the digital identity of the
user, which must be checked by the provider using a robust
authentication process [1], [2]. The success of a particular
authentication process depends on many characteristics,
such as the level of security provided, the protection of
the user’s privacy, compliance with legal regulations, but
also usability and scalability aspects. For these reasons, an
advanced authentication process is indispensable for mobile
web applications. In the context of this work, we define the
term mobile web application as an application that meets
the following criteria: (1) It is organized as a client-server-
based system [3]. (2) Clients are mobile devices, such as
smartphones, whose physical location can change dynam-
ically. (3) Application usage is bound to user identities,
which the server must be able to verify.

Currently, the landscape of authentication methods used
in mobile web applications is highly diverse. In general,
traditional passwords are still the most commonly used
method. Unfortunately, the passwords can fall into the
hands of an attacker in many ways [4]. Starting from this
problem, multi-factor authentication (MFA) emerged, which
requires users to provide multiple pieces of evidence (fac-

• D. Monschein and Oliver P. Waldhorst are with the Data-centric Software
Systems (DSS) Research Group at the Institute of Applied Research (IAF),
Karlsruhe University of Applied Sciences, Karlsruhe, 76133 Germany
E-mail: {david.monschein,oliver.waldhorst}@h-ka.de

This work has been submitted to the IEEE for possible publication. Copyright
may be transferred without notice, after which this version may no longer be
accessible.

tors) to confirm their identity [5]. However, the main prob-
lem associated with MFA is that additional factors, such as
sending a message to the user’s mobile phone number or
mail address, can significantly decrease the application’s
usability [6], [7]. This problem is exacerbated when con-
sidering continuous authentication scenarios [8], [9], where
users are periodically re-authenticated while using the ap-
plication. One approach to tackle these challenges is risk-
based authentication (RBA), which can be seen as a special
case of MFA [10]. It involves the determination of a risk
profile based on information about the user’s behavior
and device. Depending on the risk profile, the application
provider can decide the amount and type of factors the
user has to comply with. These are selected to minimize
the impact on the application’s usability while ensuring an
appropriate level of security [11]. As it is common for mobile
web applications to have high numbers of users, the risk
estimation process must scale adequately (P1). Moreover,
behavioral data tends to be highly sensitive, which puts
users’ privacy at risk [12] (P2) and requires compliance with
data protection laws, such as the GDPR [13] (P3).

Several approaches attempt to mitigate these problems
in the context of mobile web applications. The most recent
and promising of these rely on machine learning (ML) tech-
niques to analyze user behavior and thereby provide a basis
for authentication decisions, e.g., using data arising on the
user’s mobile device (frontend) [14], [15], [16], [17] or the
application servers (backend) [18], [19]. Popular data sources
include sensor data or locations of the mobile device, as well
as network addresses and browser information. However,
these approaches either do not provide sufficient privacy
protection, suffer from scalability issues as the number
of ML models to be trained increases linearly with the
number of users, or their architecture is not suitable for
mobile web applications. Established authentication mecha-
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nisms such as facial recognition or fingerprint recognition in
their traditional form are also inappropriate for continuous
authentication in mobile web applications. These require
special hardware and continuous scanning, which can harm
usability and privacy [2], [20].

As an approach that addresses these gaps, we intro-
duce mPSAuth: Privacy-Preserving and Scalable Authentication
for Mobile Web-Applications. It enables continuous RBA for
mobile web applications based on a novel authentication
protocol that puts user privacy first. The protocol uses ho-
momorphic encryption, which is applied to behavioral data
before it leaves the user’s device. As a result, strong security
guarantees can be given without degrading the accuracy of
the authentication. The data sources consulted for gathering
behavioral data are generic and can be customized depend-
ing on the use case. In addition, the models are reused across
all users, ensuring that the number of ML models to be
trained is constant concerning the user count. This provides
scalability for all types of modern applications.

The primary contributions of mPSAuth are as follows:

(C1) Protecting the users privacy by transferring and pro-
cessing behavioral data only in homomorphically en-
crypted form (P2). In this way, it is also much easier
to meet legal requirements, as the user’s personal data
does not have to be disclosed (P3).

(C2) Reasonable scalability characteristics due to a fixed
number of ML models that need to be trained, regard-
less of the number of users (P1).

(C3) Assurance of decent performance in terms of required
computational effort and network traffic involved in the
authentication protocol.

We constructed an extensive evaluation scenario using
data collected within a real-world mobile gaming appli-
cation called BrainRun [21]. We evaluated the accuracy of
the authentication, demonstrating that the architecture of
mPCAuth is suitable for continuous RBA of users in mo-
bile web applications. Subsequently, we investigated the
impact of the privacy-preserving authentication protocol
computational overhead and network traffic. It turned out
that homomorphic encryption causes the inferences to be
significantly more time-consuming and the network traffic
to increase. Nevertheless, the evaluation results showed that
mPSAuth can be applied in practical use cases and still
has considerable potential for improving performance in
the future, thanks to ongoing development in the field of
homomorphic encryption [22], [23], [24], [25].

The remainder of this paper is structured as follows.
Starting with Section 2, we describe the fundamental con-
cepts and approaches on which mPSAuth relies. Next, Sec-
tion 3 describes the threat model and related assumptions
that form the basis for security and privacy considerations.
Subsequently, Section 4 presents a detailed description of
the architecture of mPSAuth, the underlying authentication
protocol, and explains the functionality of the individual
building blocks. Section 5 outlines the structure of the eval-
uation, followed by Section 6, which shows and interprets
the evaluation results. Thereafter, Section 7 summarizes
related work and compares it to mPSAuth. Finally, Section 8
concludes the central findings and points out future work.

2 FOUNDATIONS AND BACKGROUND

In this section, we introduce concepts our work builds on.

2.1 Homomorphic Encryption
Homomorphic encryption [26] is practically an extension
of public-key cryptography that allows performing compu-
tations on encrypted data. There are various approaches
that differ in what operations can be performed on the
encrypted data. The schemes that support both additive
and multiplicative operations are called fully homomor-
phic encryption schemes [27]. These are of great interest
since arbitrary operations can be performed, making them
viable for many use cases. However, a challenge is the
performance of these systems because the operations on
the encrypted data are associated with high computational
effort [28]. This has prevented the widespread adoption
of homomorphic encryption. Nevertheless, homomorphic
encryption has regained popularity lately thanks to new
homomorphic encryption frameworks such as those offered
by IBM [29] and Microsoft [30]. These are still under active
development, which is promising for future improvements,
especially in terms of performance.

2.2 Privacy-Preserving Machine Learning
On top of fully homomorphic encryption schemes, several
approaches enable ML model inferences on encrypted data.
Typically, the ML model is trained on unencrypted data.
Then, the model is transformed to perform the computa-
tions on encrypted data, which is possible due to the prop-
erties of homomorphic encryption. The inference results are
encrypted and can only be decrypted by the entity which
possesses the private key. These properties are appealing for
use cases where the capabilities of an ML model are offered
as a service because the client does not have to fear that his
data will be misused. Both IBM [29], [31] and Microsoft [32]
offer tools with which ML model inferences can be realized
on homomorphically encrypted data. Depending on the
tool, neural networks, decision trees, and logistic regressions
are supported. However, there are considerable limitations.
For example, only specific layers are supported in neural
networks, and the complexity of the networks must be kept
relatively low to ensure a reasonable throughput.

3 THREAT MODEL AND ASSUMPTIONS

We consider three participating entities in the authentication
protocol of mPSAuth:
(i)) mobile device of user that should be authenticated and

which runs the application under observation
(ii) backend of the application under observation that

wants to authenticate users continuously
(iii) application server that manages the authentication
The backend (ii) can also coincide with the authentica-
tion server (iii), which is a common setting in practice.
Nevertheless, we separate the application backend and the
authentication server semantically. In this way, business
models such as authentication-as-a-service are supported.
Consequently, we expect that no trust relationships exist
between the mobile device (i), the backend (ii), and the
authentication server (iii).
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Threats originate from internal adversaries who actively
participate in the authentication process as an entity, which
means that one or multiple of the three mentioned partic-
ipants have malicious intentions. All other adversaries are
external and are not considered further because they can be
handled by conventional network security practices [33].

An adversary’s goal can be twofold. On the one hand,
he can aim to manipulate the authentication mechanism to
impersonate a legitimate user (A1). However, this is only
reasonable from the point of view of the mobile device (i)
that wants to authenticate itself. Because the backend (ii), as
well as the authentication server (iii), intend to authenticate
users correctly. Here, we do not address takeover scenarios
of the authentication server and the backend, as the au-
thentication process could be changed at will. This would
allow an attacker to modify the authentication decision as
required. On the other hand, the goal of a curious entity may
be to obtain sensitive data by applying the authentication
protocol (A2). All participating entities may be curious. For
example, a curious backend (ii) or authentication server (iii)
may be interested in using sensitive information for user
profiling. Similarly, a mobile client device may be interested
in mining behavioral data of other users.

The capabilities we consider for adversaries to achieve
their respective goals are as follows. Both attacker types (A1,
A2) will eventually not conform to the specified protocol
(malicious adversary [34]). This means that they can behave
actively and modify, add, or remove protocol messages.
Logically, the attacker can change the application’s code
on his device to achieve his goal. Of course, both attacker
types can also behave passively by carrying out the protocol
honestly, with the goal to bypass the authentication (A1)
or to gather sensitive details from the exchanged messages
(A2). Moreover, we include attackers who take over a legit-
imate user’s application session, e.g., by session hijacking
or stealing a device. However, we assume that the attacker
does not have detailed information about the legitimate
user’s behavior before the takeover and does not obtain
such information as a result. Otherwise, A2 would already
be successful by implication, as he obtained behavioral
information from one or more users. For A1, we explicitly
exclude attacks that involve substantial knowledge about
the behavior of other users (e.g., replay attacks). Actu-
ally, other biometric authentication methods, including face
recognition and fingerprint recognition, are also vulnerable
to this kind of attack [35], [36].

We analyzed the characteristics of our approach in Sec-
tion 4.3 based on the threats and associated assumptions
described in this section to show that potential adversaries
can be mitigated effectively.

4 THE MPSAUTH APPROACH

In this section, we present the architecture of our approach,
with descriptions of the underlying components.

4.1 Approach Overview

The mPSAuth approach is intended to provide continuous
and risk-based authentication of users within mobile web
applications. For this purpose, the user’s behavior within

the application is regularly investigated. We analyze various
data sources that reflect user behavior either separately or
jointly using machine learning techniques. To this end, we
compare whether the currently observed behavior matches
the known behavior of the user. We then base our authenti-
cation decision on the result of this comparison.

Because our approach requires information about the
user’s previous behavior, an enrollment phase is necessary.
During this phase, conventional authentication factors such
as passwords combined with SMS verification must be used.
Following the enrollment phase, the ML-based analysis of
behavioral data can serve as a stand-alone authentication
factor. Sporadic addition of further authentication factors
(e.g., SMS verification) is intended to cover exceptional
cases. For example, in the case that a legitimate user is mis-
takenly rejected repeatedly due to a significantly changed
behavior. The duration of the enrollment phase depends on
the extent of the baseline to be collected (see Section 4.4).

A key feature of our approach is scalability, as mPSAuth
trains the required models so that they can be applied
for all users. Consequently, the effort needed to establish
the models is constant for an increasing number of users.
Since behavioral data contains highly sensitive information,
mPSAuth uses a privacy-preserving authentication protocol
built on fully homomorphic encryption. This implies that
the inference of the ML models used must be able to work
directly on homomorphically encrypted data.

Figure 1 visualizes the architecture of mPSAuth, includ-
ing the data flows between the key components. Starting
on the left-hand side, we consider the ecosystem of the
mobile web application in the context in which mPSAuth is
applied. We distinguish between the frontend that provides
the application to the user (mobile device) and the backend
that provides the required services (server). In order to
authenticate users according to their behavior, it is necessary
to collect appropriate data sources. The collection of the
behavioral data is realized by means of a monitoring that
is integrated into the parts of the application that run in
the frontend and backend. The data sources we consult are
introduced in Section 4.2.

Additionally, mPSAuth introduces the privacy encoder for
integration into the frontend and backend. It is the central
element that ensures the privacy of the collected data. This
is achieved by homomorphically encrypting the behavioral
data that leaves the respective domain. Thus, the authen-
tication server can perform calculations on it but cannot
draw any conclusions about the underlying sensitive data.
Section 4.3 presents details on how the data is encrypted
and can still be used for authentication.

Subsequently, the privacy encoders transmit the en-
crypted data to the connection manager, which resides on the
authentication server. The connection manager passes the
received behavioral data of the users to the database man-
ager, which is responsible for storing it in a well-structured
way. Furthermore, the database manager is accountable for
providing the data in a suitable format for the preprocessors.

Each of the preprocessors prepares the data necessary
to investigate one aspect of the user’s behavior. mPSAuth
executes the authentication at regular intervals and/or
when the user performs a specific action that should be
explicitly authenticated (e.g., purchase completion). When
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Fig. 1. Overview of the main components and data flows that are part of the mPSAuth architecture

an authentication is triggered, the preprocessors fetch the
most recently collected data points (observation) and a base-
line of data points (history) from the database manager. The
combination of history and observation, called refined data, is
forwarded to the detectors, whose task is to check if they are
consistent. For checking the consistency of the observation
with the history, the detectors rely on ML methods. The
conceptual design of the input for the detectors enables a
single model to be trained per detector, which can be used
for all users, thus ensuring scalability for a high number
of users. However, the refined data is only available in ho-
momorphically encrypted form. Therefore, the ML method
used must be able to perform the inference on encrypted
data. It also follows that the inference result is encrypted,
which is why mPSAuth decrypts it by an exchange between
the connection manager and the respective privacy encoder.
For this purpose, verifiable decryption [37] is used to ensure
that the connection manager receives the correct value.
Section 4.3 describes this procedure and the methodology
for protecting privacy more closely.

The decryption of the final result is coordinated by the
decision manager, which also aggregates the values obtained
from the individual detectors. The goal is to determine an
overall risk level that reflects the likelihood of the current
user being illegitimate. Finally, the risk level is sent to the
application server as input for an authentication decision.
The interactions between the preprocessors, the detectors,
and the decision manager are described in Section 4.4.

4.2 Behavioral Data Collection
We consider data sources from both the frontend and the
backend of the application to obtain information about the
users’ behavior. The conceptual design allows data sources
to be added or removed easily, resulting in a high degree of
flexibility regarding the types of devices to which mPSAuth
can be applied. The following list summarizes relevant data
sources and explains their general structure. The selection
builds on existing work that has investigated and ensured
the suitability for behavior-based authentication.
• Frontend Data Sources:

– Touchscreen Data: Related work shows that the patterns
observed when the user interacts with the touchscreen
are highly individual, and therefore can be used for

user identification [14], [15]. For this reason, we capture
the general properties of the touchscreen (e.g., size and
pixel density) and the points at which the user performs
taps or swipes. Additionally, continuous recording al-
lows us to derive features such as the movement speed.

– Sensor Data: Sensors are an essential part of mobile de-
vices to enable intuitive handling. They also reflect how
users interact with their devices and can serve as an
authentication factor [15], [38], [39]. Motivated by this,
we consider common sensors such as accelerometers,
magnetometers, and gyroscopes as data sources.

– Location and Network Connection Data: In contrast to
conventional computers, mobile devices usually change
their location frequently, and the resulting movement
profiles are strongly dependent on the specific user.
Hence, both conventional [40], [41] and novel authen-
tication systems [15], [16] rely on the physical loca-
tions for authentication purposes. User locations can be
determined in several ways, the most common being
GPS [42], but information about the current network
connection can also approximate them [43].

• Backend Data Sources:
– Network Traffic: From the backend’s perspective, traffic

received at all layers of the network stack can indicate a
user’s identity. For example, HTTP request parameters
such as the user agent can reveal information about the
user’s device [44], or data from lower layers, such as
network addresses, can disclose the user’s location [18].

The list is non-exhaustive because the architecture of mP-
SAuth is designed to be flexible so that other data sources
can be incorporated. Therefore, it would also be possible
to include traditional biometric data sources, such as fin-
gerprints or facial data. Ultimately, a sound authentication
decision requires consideration of several data sources.

4.3 Privacy-Preserving Authentication

The core of mPSAuth is an authentication protocol that
allows the authentication server to analyze the user’s be-
havioral data collected in the frontend and backend without
exposing sensitive information. The adoption of homomor-
phic encryption can guarantee this feature, thus increasing
the user’s trust in the authentication procedure [45].
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4.3.1 Authentication Protocol
The prerequisite for our authentication protocol is a fully
homomorphic encryption scheme, where two different keys
are used for encryption and decryption (see Section 2.1).

Basically, we distinguish between four phases in the pro-
tocol: first, the phase in which behavioral data is collected,
followed by three phases that are carried out when the risk-
based authentication is triggered. mPSAuth continuously
performs the data collection, while the authentication pro-
cess is invoked at regular intervals or on explicitly defined
events. Figure 2 summarizes the messages exchanged be-
tween the entities within the phases (cf. threat model from
Section 3). In this context, we denote data D that has been
homomorphically encrypted with a key k by HEk(D). We
assume that the user possesses a key pair consisting of a
public key (pk1) and a private key (sk1). In addition, pk1
must be communicated to the authentication server once,
e.g., within the registration process. The same applies to the
backend, which also has its own key pair (pk2, sk2).

AppFrontend

(pk1, sk1) AuthServer AppBackend


(pk2, sk2)

 (1) Data Collection 
Enc. monitoring data
HEpk1(X1)...HEpk1(Xm)

Store
encrypted data

 (2) Inference and Aggregation 

ML-based
inference

Enc. inference result

Risk level

Enc. monitoring data
HEpk2(Xm+1)...HEpk2(Xn)

HEpk1(rfrontend+c1)

Dec. inference result
(rfrontend+c1)

Enc. inference result
HEpk2(rbackend+c2)

Dec. inference result
(rbackend+c2)

rfinal

HEpk1(I1)...HEpk1(Iy)

HEpk2(Iy+1)...HEpk2(Iz)

Inference results
aggregation HEpk2(ry+1+rz)

HEpk1(r1...ry)

 (3) Verifiable Decryption 

 (4) Authentication feedback 

Fig. 2. Message sequences involved in our privacy-preserving authenti-
cation protocol

In the phase of collecting behavioral data (1), data
sources introduced in Section 4.2 are monitored, and the
results (X1 . . . Xn) are homomorphically encrypted using
the respective public keys (HEpk1(X1) . . . HEpk2(Xn)).
Every Xi is a matrix reflecting the data collected from one
data source, whose rows contain one data point each, and
the columns store the related features. Next, the encrypted
data (HEpk1(X1) . . . HEpk2(Xn)) is transmitted to the au-
thentication server, which stores it.

Once an authentication process is triggered (2), the au-
thentication server retrieves the encrypted behavioral data
from the database and transforms it into matrices (I1 . . . Iz),
each of which encapsulates behavioral data to be analyzed.
It should be noted that the number of derived matrices
(z) may well exceed the number of existing data sources.

This is covered in the description of the analysis procedure
in Section 4.4. Next, the matrices (I1 . . . Iz) are used as
input to ML models that are capable of operating on the
homomorphically encrypted data and aim to determine
whether the currently observed behavior conforms to the
known behavior of the user. We elaborate on the conceptual
design of these models in Section 4.4. Thereafter, the authen-
tication server aggregates the encrypted inference results
(HEpk1(r1) . . . HEpk2(rz)), using an arbitrary function that
is supported by the encryption scheme (see Section 4.4). This
is done separately for the inference results obtained from
frontend data (HEpk1(r1) . . . HEpk1(ry)) and backend data
(HEpk2(ry+1) . . . HEpk2(rz)), as these are encrypted with
different keys. The outcome of the aggregations are two
values (HEpk1(rfrontend) andHEpk2(rbackend)), depending
on the origin of the underlying data.

The aggregated results are homomorphically encrypted
(HEpk1(rfrontend) and HEpk2(rbackend)) and cannot be de-
crypted by the authentication server because it lacks the
private key of both the frontend and backend. For this
reason, the authentication protocol of mPSAuth requires an
interaction with the frontend and the backend (3). Initially,
the authentication server adds random numbers (c1, c2) to
HEpk1(rfrontend) and HEpk2(rbackend), which is possible
due to the properties of homomorphic encryption. The
purpose of the random numbers is explained in the security
analysis. Then, the modified results (HEpk1(rfrontend + c1)
and HEpk2(rbackend + c2)) are sent back to the frontend
or the backend, respectively. These decrypt the results
((rfrontend + c1), (rbackend + c2)) and send them back to
the authentication server. To prevent the decrypting party
from manipulating the authentication by returning modified
values, we apply an efficient verifiable decryption based
on a zero-knowledge proof presented by Luo et. al. [37].
Finally, the authentication server subtracts the randomly
added values and aggregates the decrypted inference results
(rfrontend, rbackend) to calculate a final risk level (rfinal),
which is then transmitted to the application backend.

4.3.2 Security Analysis
In the following, we analyze the security characteristics of
the presented authentication protocol with respect to the
threat model defined in Section 3. Thereby, we substantiate
contribution 1 (C1) of mPSAuth.

First, we consider the situation when the frontend is
controlled by an attacker who tries to impersonate a user
(A1). As stated in the threat model, this objective is not
relevant for the other entities, as they are concerned with
correct authentication. The attacker can act either passively
or actively. As a passive attacker must comply with the
protocol, the only option is to imitate the behavior of the
legitimate user. As we assume that the behavior is unknown
to the attacker, he can either generate random data or
keep his behavior unmodified. Both cases are mitigated by
analyzing the behavior with ML techniques as described in
Section 4.4. We show the accuracy of the detection within
our evaluation (see Section 6.1).

An active attacker can perform non-honest decryption
of the aggregated inference result (HEpk1(rfrontend + c1))
requested by the authentication server. In other words, he
sends a forged inference result to the authentication server
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to distort the risk level calculation. In the proposed protocol,
this is prevented by verifiable decryption [37]. It ensures
that the frontend proves to the authentication server that
the value sent is the correct decryption (rfrontend + c1) of
the encrypted inference result.

Second, we analyze the attack scenario where a partic-
ipating entity wants to obtain sensitive data by applying
the protocol (A2). Initially, we consider the perspective of
the frontend. It is relevant whether an attacker can use
the authentication protocol to gain possession of behav-
ioral data from other users. The aggregated inference result
(HEpk1(rfrontend + c1)) comprises the only information
transferred from the authentication server to the frontend.
At this point, it must be distinguished whether the attacker
knows the private key of the user under attack. If he does
not know the private key, he cannot decrypt the inference re-
sults and thus gain any information. If he knows the private
key (e.g., by compromising the user’s end device), he can
interpret the inference result (rfrontend + c1) to determine
whether the behavioral data he sent to the authentication
server is consistent with that of the user. However, this
is mitigated by adding a random value (c1) to avoid that
the attacker can interpret the results. Logically, the only
information an attacker obtains is whether or not authen-
tication was successful. Due to the high dimensionality of
the behavioral data (cf. Section 5.3), bruteforce attacks that
exploit this are not efficient and can be easily mitigated by
blocking authentication requests after a certain number of
failed attempts. The same insights apply when considering
A2 from the backend perspective.

Finally, we analyze A2 from the perspective of a ma-
licious authentication server that aims to collect sensitive
user behavior data. The server explicitly receives behavioral
data from the frontend and the backend in encrypted form
(HEpk1(X1) . . . HEpk2(Xm)). Consequently, the protec-
tion of this data depends on the homomorphic encryption
scheme applied. In general, if the authentication server does
not know the private key of the user or the backend, it can-
not infer the content of the encrypted data (see Section 2.1).

An alternative attack is to modify the protocol and
send encrypted behavioral data instead of the encrypted
inference results (HEpk1(rfrontend),HEpk2((rbackend)). As
these are decrypted and sent back, the authentication server
can obtain parts of behavioral data. However, the number
of values for which the authentication server can request
decryption is limited to a fraction of the amount of behav-
ioral data sent. The experiment within our evaluation (see
Section 5) confirms that the amount of data that can be
decrypted by the authentication server is far smaller than
the amount of behavioral data involved in an authentication
process. By implication, the authentication server needs a
lot of steps to learn anything meaningful about the users’
behavior. Moreover, such a change to the protocol would
cause the authentication server to lose its ability to calculate
a proper risk level, as it can not interpret the inference
results without communicating them to the other parties.

4.4 Scalable ML-based Behavior Analysis

In this section, we review the mechanisms that enable the
use of machine learning techniques on homomorphically

encrypted data to check whether a user’s currently observed
behavior matches their past behavior. These are fundamen-
tal to the authentication protocol introduced in the previous
Section 4.3. We also highlight how mPSAuth keeps the
number of trained ML models constant regardless of user
count, thereby ensuring appropriate scalability properties.

4.4.1 Data Preprocessing

The preprocessors are responsible for converting the col-
lected data about a user into a structured form (refined data),
which can be used as input for the detectors (see Figure 1).
Every detector is linked to exactly one preprocessor, which
requests a number of data points observed in previous ses-
sions (history window) and a number of data points observed
in the current session (observation window). We refer to the
totality of history and observation as investigation window.
Figure 3 illustrates this procedure.

Pre- 
processors hsize

Refined Data

hsize2

Detectors

Detector 
Chain

osize

Databases

Database 
Manager

Fig. 3. Preparation of the behavioral data in order to analyze them on
the basis of ML techniques

The number of elements in the history window (hsize)
and the observation window (osize) are parameters that
may depend on the aspect of user behavior that should be
analyzed. The combination of a preprocessor and a detector
is called a detector chain and depending on the amount of
data that needs to be examined for consistency with the
known behavior of a user, it can be triggered multiple times.

4.4.2 ML-based Behavior Analysis

The detectors receive an investigation window as input and
are supposed to decide whether the user’s current behavior
is anomalous based on the history as a baseline. The formal
representation of the input for the single execution of a
detector looks as follows:

IW = [HEk(h1) ... HEk(ha) |HEk(o1) ... HEk(ob) ]

In this context, IW represents the investigation window,
h1 . . . ha and o1 . . . ob describe the data points within the
history window and the observation window, respectively.
Furthermore, a is the size of the history window (a = hsize),
and b is the size of the observation window (b = osize). The
execution of the detector leads to a homomorphically en-
crypted inference result (HEk(ri))), which is incorporated
into the risk level (see Section 4.3). mPSAuth relies on ML-
based detectors capable of operating on homomorphically
encrypted data as presented in Section 2.2. The method to
be used depends on the type of data to be analyzed and
the considered use case. For example, some methods may
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perform different depending on the behavioral data (e.g.,
sensor data) or application type (e.g., mobile games).

An advantage of mPSAuth is that the trained models
can be applied across all users. In other words, only one
model needs to be trained per detector, compared to related
approaches that train a custom model to detect the behavior
of a particular user. Our strategy incorporates the user’s
behavioral history into the input of the model, whereas
other approaches incorporate it into a model throughout the
training process. Although this may result in an accuracy
loss, it is compensated by combining multiple detectors
and an enormous scalability advantage in terms of training
effort. Recall that due to homomorphic encryption training
of the models must be carried out on the raw data (see
Section 2.2). Our models can first be trained with publicly
available datasets and then applied in production for all
users for privacy-compliant inference. This is a huge ad-
vantage over approaches that train one model per user,
which would require raw data from each user that cannot
be obtained without violating privacy.

4.4.3 Risk Level Estimation
The final step towards a summarized risk level is to merge
the encrypted inference results obtained from the execu-
tions of the detectors (HEk(r1) . . . HEk(rz)). The risk level
estimation is performed by the decision manager, which
was introduced in Figure 1. It receives an arbitrary number
of inference results from each detector, depending on the
amount of data and the size of the observation window.
It follows that the method used to aggregate the inference
results must handle varying input sizes and needs to be sup-
ported by the encryption scheme. Possible implementations
range from simple techniques, such as calculating means,
to more complex ones, such as ML models. Therefore, mP-
SAuth considers the method applied to be interchangeable
(strategy pattern). In the end, the calculated risk levels are
reported to the application server (cf. Section 4.3).

5 EVALUATION SETUP

We apply the Goal Question Metric (GQM) [46] approach to
investigate the accuracy and performance of mPSAuth.

5.1 Evaluation Goals and Research Questions
We focus on two key aspects of our approach. First, we
evaluate the accuracy of the risk-based authentication on
behavioral data collected by mobile devices (Goal 1). This
feature is fundamental for ensuring the security of an appli-
cation using the authentication system. Second, we analyze
the performance characteristics of mPSAuth in a realistic
scenario, as they are crucial in real-world applications (Goal
2). Accordingly, the study of these two goals is broken down
into the following research questions (RQs):
• Goal 1: Risk-based authentication accuracy:

– RQ-1.1: How well do different data sources perform as
bases for authentication with a single detector?

– RQ-1.2: How accurate is mPSAuth in a continuous
authentication setting when combining detectors oper-
ating on different data sources?

• Goal 2: Risk-based authentication performance:

– RQ-2.1: What is the computational effort for encrypting
the monitoring data homomorphically?

– RQ-2.2: How does the authentication protocol affect the
communication effort between the parties involved?

– RQ-2.3: How significant is the imposed performance
overhead associated with ML model inference on ho-
momorphically encrypted data?

RQ-1.1 intends to evaluate whether the data sources
used are generally suitable for behavior-based authentica-
tion. Together with RQ-1.2, which investigates the combi-
nation of different data sources and their applicability for
continuous user authentication, it is shown that mPSAuth
is a promising approach for risk-based and continuous user
authentication in mobile web applications (contribution 1).

The three research questions RQ-2.1, RQ-2.2, and RQ-
2.3, address the performance and scalability characteristics
of mPSAuth (contribution 2, contribution 3). These are essen-
tial with regard to practical use because disproportionately
high computational effort is reflected in the financial costs
incurred. Beyond that, it must be ensured that the perfor-
mance of mobile devices, which is generally limited in terms
of computational power and network speed, is sufficient.

5.2 Evaluation Metrics

All research questions that belong to Goal 1 can be re-
duced to a classification problem, namely whether a user
is successfully authenticated or not. For comparability with
related approaches, we base the assessment of the research
questions on the Equal Error Rate (EER), which is widely
accepted in the context of authentication systems [47]. It is
defined as the value of the false acceptance rate (FAR) and the
false rejection rate (FRR) when the acceptance threshold is set
to a value where both are equal. Here, the FAR describes
the percentage of authentications where an illegitimate user
is accepted, whereas the FRR describes the percentage of
authentications where a legitimate user is rejected.

The answers to research questions RQ-2.1 and RQ-2.3 are
based on time measurements that reflect the computational
effort required on different platforms. For RQ-2.2, we moni-
tor the absolute amount of data that needs to be transferred
when applying the authentication protocol.

5.3 Evaluation Experiment

We designed an extensive experiment using data from a
real-world application. Homomorphic encryption and infer-
ence on encrypted data uses Microsoft SEAL [30].

5.3.1 Dataset Overview
The data we use was collected in a mobile gaming ap-
plication called “BrainRun” [21] and has also been used
by related work to address similar questions. The goal
of BrainRun is to create a database to drive research on
authentication methods using behavioral data by recording
interactions of real users with a mobile game. Two data
sources were observed closely: touchscreen gestures (taps,
swipes) and sensor data (e.g., accelerometer, magnetome-
ter). In addition, metadata such as the type of device used
(e.g., operating system, display size) and personal informa-
tion about the user (gender, age) were collected. Moreover,
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the data collection did not take place in a controlled environ-
ment, rather the application was publicly available, and data
was collected from 2218 different individuals. Therefore, the
findings of the evaluation based on this dataset are more
meaningful, as the scenario considered is close to reality.

5.3.2 Dataset Preparation

In our experiment, we treat the data as if it was obtained
by the monitoring of mPSAuth. This allows us to simulate
authentication scenarios using our proposed architecture.
The data sources we utilize on the frontend side are swipe
gestures performed by users and data from three different
sensors: accelerometer, gyroscope, and magnetometer. Unfortu-
nately, the dataset does not contain any information col-
lected in the backend, and there is a general lack of publicly
available data sets in this area. Therefore, we synthesized a
minimal HTTP request log from the existing data. In doing
so, we proceeded as follows:
1) For each of the user’s touchscreen actions, we extracted

the name of the view on which they were performed.
We mapped this information to a fictional HTTP page
address, and each time the user navigates to a new view,
a HTTP request was created. For example, if the user
navigates to the view named HomeScreen, an associated
HTTP request is created with the page address “/home”.

2) Based on the metadata about the devices, we added a
user agent to the HTTP requests. In our case, however, it
consists only of the operating system.

3) We added a request parameter that indicates whether the
user has finished a game, and the score he achieved.

This gives us five data sources, four of which are captured
in the frontend, and one is artificially generated to represent
the backend view. Furthermore, we removed users from the
dataset who had very few interactions with the application
and could not be reasonably included in the experiment.

5.3.3 Authentication Setting

We assume a continuous authentication environment where
the identity of the users is regularly validated while they
interact with the application. Consequently, we divide the
behavioral data of each user into sessions (given by the
dataset) and further subdivide the sessions into fractions
of 5 minutes (referred to as slices). Every 5 minutes, the
data accumulated in the respective slice is used to make an
authentication decision. Initially, the data points of all data
sources are assigned to a slice, depending on the time they
were recorded. We also aggregated the sensor samples into
chunks of one second, i.e., ten elements per chunk, as the
sampling rate is 100 milliseconds (ms) [21].

5.3.4 Data Augmentation

The BrainRun dataset only reflects actions performed by
legitimate users and does not contain any labeled data
representing an attack scenario where a user was imperson-
ated. For this reason, we applied the ”one-vs-the-universe”
strategy [14] and artificially created slices where the actual
user behavior was replaced by that of other users. Figure 4
shows an example of this procedure for a given slice and the
touchscreen swipes as data source.

Dataset Other users'
swipes

Touchscreen
Swipes t1 t2 t3 t4 t5 t6 t7 t8 t9

Slice 1 (SL 1)

(EP)

Fig. 4. Artificial generation of attack scenarios

Note that the data elements used as a substitute must
be a consecutive sequence from a single user, as otherwise
inconsistencies in the behavior within a slice could mislead
the training process of an ML model. We replace a user’s
behavioral data with that of another user in a slice starting
from an entry point (EP). We vary the EP in each slice and
report the respective results separately (see Section 6).

5.3.5 Feature Extraction
For the data sources to be usable as input for ML pro-
cedures, suitable features must be selected and extracted.
These should be informative, avoid redundancies, and be
dimensionally reduced compared to the raw data [48]. The
feature sets used for the data sources are:
• Touchscreen Swipes: As there exists profound related

work in this area, our feature selection is based on the
work of Karanikiotis et al. [14]. Among other features, it
recommends the average acceleration, the length, and the
deviations from a straight line of the finger movement
during a swipe [14]. Additionally, we have extended
these features by the area covered by the swipe and its
curvature.

• Accelerometer, Magnetometer and Gyroscope: The fea-
ture extraction is the same for all types of sensor data
because the raw samples are equivalently structured and
contain the numerical values for the X, Y, and Z direction,
respectively. We included these in unchanged form as
features to be able to assess the movements precisely.

• Backend Requests: Regarding the backend data, we ap-
plied one-hot encoding [49] to the requested page address
and the operating system contained in the user agent. The
request parameters were kept unchanged as features.

After extracting the features from the raw data, these
were scaled appropriately to speed up the training of the
ML models and obtain models with higher fitness [50].

5.3.6 ML-based Authentication
In the next step, the detector chains of mPSAuth must
be established, i.e., the combination of preprocessors and
detectors as presented in Section 4.4. We analyze all five
available data sources separately with one detector chain
per data source. Therefore, the combination of the different
data sources takes place in the last step when aggregating
the results returned by the detectors.

To prepare the data for the detectors, the preprocessors
retrieve a history window of data points from the data source
under consideration and the data points of the respective
slice (observation window). When constructing the history
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window, we ensure that the data points are taken from
previous sessions. Depending on the observation sizes used
for the data sources, the data points in the slice are converted
into one or more inputs for the corresponding detector.

The ML models used within the detectors to analyze
the behavioral data are structured identically for all five
data sources. Due to the limitations of current frameworks
for ML inferences on homomorphically encrypted data, we
chose to use convolutional neural networks (CNNs) [51].
We use two convolutional layers with a consecutive average
pooling; which are followed by a fully connected layer and
a final one-dimensional output layer. We performed the
training of the models on 70% of the users (722) and the
measurement of the evaluation results on the other 30%
(310). The evaluation results are highly meaningful as they
demonstrate that our models work across users, even if the
user’s data was not seen in the training phase.

Lastly, the results of the individual detectors have to be
bundled into a single risk level. There can be an arbitrary
number of results per detector, depending on how many
inferences have to be performed, which in turn depends
on the encountered elements in the slice and the chosen
observation size. We used a rudimentary function to merge
the results: first, we calculate the mean of the outputs of
each detector and then form the average of the mean values.
The aggregated risk level can then be used as a basis for an
authentication decision for the respective slice.

6 EVALUATION RESULTS

In this section, we present and interpret the results obtained
by means of the experimental setup described above.

6.1 Authentication Accuracy

First, we examined the accuracy of single model inferences
depending on the data source used. We varied the history
(hsize) size and the observation size (osize) to see how these
affect the accuracy. To do so, we trained one model per
combination of the sizes of the history window and the
observation window and subsequently evaluated it. As a
dataset, we constructed the investigation windows of all
users and converted 50% of them into inputs representing
an illegitimate user using the procedure described in Sec-
tion 5.3. The size of the composite input for the models
ranged from 2535 to 11700 in our experiment, depending
on the sizes of the history window and the observation
window. The minimal input size of 2535 emphasizes that
the dimension of the behavioral data is sufficiently large
that the authentication server cannot gain any substantial
information (cf. Section 4.3 - Security Analysis). Accord-
ingly, a malicious authentication server could decrypt at
most 1

2535 = 0.039% of the received behavioral data, which
we consider to be not significant.

Figure 5 shows the EERs for gyroscope (20.35%-29.70%)
and accelerometer (11.24%-15.22%) data depending on the
history size when conducting four realistic observation
sizes. The EER tends to be reduced mainly by a larger obser-
vation size and slightly due to an increased history size. This
is confirmed by the remaining results: for the magnetometer
data we found an EER range of 27.40%-33.46%, for the

10 20 30 40 50
0

0.1

0.2

0.3

hsize

EER

(a) Gyroscope

10 20 30 40 50
0

0.1

0.2

hsize

EER

(b) Accelerometer

osize = 3 osize = 5 osize = 7 osize = 10

Fig. 5. EERs for a single inference depending on the history size (hsize)
and the observation size (osize)

touchscreen swipes a range of 24.71%-30.91%, and for the
request logs a range of 13.45%-20.55%. Still, the advantage
of larger observations is smaller than it would be expected
for two reasons. First, fewer training samples are available
as increased observation sizes result in less investigation
windows per slice. Second, the same model architecture
is used for all sizes, which may be insufficient for larger
inputs. However, an advantage of a bigger observation size
is that fewer inferences have to be performed, which are
costly due to homomorphic encryption.

These insights answer RQ-1.1: comparing the achieved
EERs to related work [39], all considered data sources are
suitable for behavior-based authentication, although some
approaches accomplish lower values. This is partly due
to the more complex scenario and the fact that we tested
our models on users that were not part of the training
process. Furthermore, recall that the applicable ML models
are limited by the homomorphic encryption framework.
In previous work, we have shown that lower EER values
can be obtained when more sophisticated authentication
models are used for unencrypted touchscreen motions [52].
We therefore expect that the results will improve as homo-
morphic encryption evolves.

Next, we focused on the accuracy of the risk estimation
on whole slices, depending on the scenario considered. We
vary the setting described in Section 5.3 as follows: in 50% of
the slices, the behavior of a non-legitimate user was injected
(invalid slices). For each invalid slice, the EP was set to
either 0%, 33%, or 66% of the slice’s size. When calculating
the risk level, all combinations of detectors were examined.

To limit the extent of the results, we fixed the size of
the history and the observation for each data source. We
decided to use values which fall in the middle of the previ-
ously considered ranges. Therefore, the history size (hsize)
was set to 30 and the observation size (osize) to 7 for all data
sources. We measured the EER values depending on the
attacker’s entry point (EP) and the data sources consulted.
In order to keep the table manageable, we have reduced
all possible combinations of data sources to the respective
number of data sources considered and calculated the av-
erage over the values of a group. Table 1 summarizes the
results. Note that the overall EER given includes slices that
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do not involve an attack scenario, which is why the value
does not equal the mean of the three preceding columns.

TABLE 1
EERs for whole slices depending on the attack scenario and the

number of considered data sources

Attacker Entry Point (EP)
#Data Sources 0% 33% 66% (Overall)

1 9.28% 10.91% 19.22% 14.19%
2 6.5% 7.77% 15.94% 11.72%
3 5.69% 6.74% 14.88% 10.92%
4 5.5% 6.55% 14.81% 10.32%
5 5.16% 6.28% 14.8% 9.57%

The results can be used to answer RQ-1.2: by combining
multiple detectors operating on different data sources, re-
markable improvements of the EER values (9.57%-14.19%)
can be realized in our scenario. Consequently, we conclude
that the architecture of mPSAuth is suitable for use in
continuous authentication environments.

6.2 Authentication Performance
We used five platforms to assess performance characteristics
(one laptop and four smartphones). The laptop (P1) has 16
GB RAM and a Intel Core i5 CPU with four cores. The
smartphones used are common devices: a Galaxy S21 (P2), a
Google Pixel 3 (P3), an iPhone 13 (P4) and an iPhone 7 (P5).

We first examine the effort required for homomorphic
encryption of the monitoring data. This task must be done
mainly by the frontend within the authentication protocol.
To estimate the effort required, we measured the actual time
needed to encrypt data arising in a single slice (5 minutes)
on all platforms. In the experiment, we used the browser-
based version of SEAL1 to establish cross-platform compa-
rability. Table 2 shows the aggregated results in milliseconds
(ms). It lists the first quartile (Q1), the median (Q2), the third
quartile (Q3), the mean (µ) and the standard deviation (σ).

TABLE 2
Times needed by the different devices to encrypt the behavioral data

arising within a 5-minute time frame

Device Q1 Q2 Q3 µ σ
P1 42.1ms 65.5ms 127.5ms 121.6ms 155.6ms
P2 49.4ms 83.5ms 152.6ms 147.3ms 186.7ms
P3 137.1ms 244.2ms 436.1ms 412.1ms 515.2ms
P4 61ms 130ms 224.5ms 213.7ms 267.8ms
P5 139.5ms 326ms 555.5ms 534.2ms 678.7ms

It can be seen that the results differ from device to device.
The iPhone 7 (P5) takes the longest, consuming around
534.2ms on average to encrypt the data. So in terms of
time, encryption takes less than 1% of the slice in all cases.
Furthermore, the encryption can be distributed over time
and performed in the background to minimize the impact
on the application under observation. Using the results, we
can answer RQ-2.1: the time required for encrypting data
that accumulates in a 5-minute frame is negligible, even for
devices with limited resources.

Next, we quantified the size of the data that the frontend
has to send to and receive from the authentication server.

1. https://github.com/morfix-io/node-seal

We measured both the size of the raw data and the homo-
morphically encrypted data. Looking at the encrypted data,
we found an average data size of 7.935 MB (minimum:
0.625 MB, maximum: 73.787 MB), whereas the raw data
averaged only 0.381 MB (minimum: 0.004 MB, maximum:
3.674 MB). The results correspond to a ratio of 20.83x, by
which the encrypted data is larger than the raw data on
average. Nevertheless, when looking at the absolute values,
the data volumes are reasonable, even for transmission over
a mobile network. Note that there is some overhead for veri-
fiable decryption. Since only one additional communication
is required and the volume of the exchanged data is limited
for proof of correctness [37], we neglected the associated
overhead. Also, we did not analyze the data amounts sent
and received by the backend, as it usually has a powerful
network connection. With the collected measurements, we
can answer RQ-2.2: The network traffic involved in the au-
thentication protocol is significantly increased (20.83x) com-
pared to behavior-based authentication atop unencrypted
data, but is nonetheless tolerable.

Finally, we examined how long the required model in-
ferences take per slice for the homomorphically encrypted
data. Here, we have only included P1, since the model in-
ferences are performed by the authentication server, which
usually has sufficient resources available. Figure 6 shows the
results as a cumulative distribution function (CDF), which
describes the percentage of slices for which a given total
execution time for the inferences is not exceeded.
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Fig. 6. Execution times for inferences on homomorphically encrypted
data within one slice

Based on these outcomes, RQ-2.3 can be answered. It
can be seen that the inferences on the encrypted data take
a considerable amount of time. On average, the processing
of one slice requires 5.16 seconds, whereas the same infer-
ences on the raw data only need 0.24 seconds on average.
This corresponds to an 21.5-fold overhead incurred by the
adoption of homomorphic encryption. However, these in-
ference times do not hinder the applicability of mPSAuth,
as they are remarkably shorter than the duration of a slice
(5 minutes). In practice, better performance can be expected
for two reasons. First, an authentication server will likely
run on much more powerful hardware than P1. Second,
recent work in the area of ML in conjunction with ho-
momorphic encryption shows clear potential in improving
performance [22], [23], [24].

https://github.com/morfix-io/node-seal
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7 RELATED WORK

Related work in the area of behavior-based authentication
can be divided into approaches that work with data that
originates in the frontend or the backend of the application.

The group of approaches that focus on the frontend
can be subdivided depending on whether or not they
incorporate privacy protection mechanisms. As examples
for approaches without privacy protection, Karanikiotis et
al. [14] analyzed touch traces and trained user-specific mod-
els based on Support Vector Machines (SVM) to authenticate
users continuously. FAR and FRR of less than 5% were mea-
sured for realistic scenarios. MultiLock [15] is an approach
that leverages data sources for authentication on mobile
devices, including sensors, touchscreen interactions, loca-
tion, and network information. Depending on the scenario,
EER values of well below 5% were determined. In addition,
many other efforts deal with behavior-based authentication
based on various data sources, such as location data [16],
[53], sensor data [54], [55], and network connection infor-
mation [56]. Besides, Acien et al. [39] summarized further
work in this area in a structured way. However, even though
many of these works achieve single-digit EERs, compared
to mPSAuth, they are mainly intended for authentication
directly on the mobile device and therefore not suitable for
use in mobile web applications. For this reason, they lack
a profound protection of privacy. Moreover, [14], [15], [16]
train user-specific models, which limits their scalability.

Govindarajan et al. [17] developed an authentication
protocol that uses touchscreen swipes as data source while
considering privacy protection based on homomorphic en-
cryption. The EER ranges from 22% to 38% and is compara-
ble to the values we achieved for the sole analysis of swipes.
In contrast to mPSAuth, the work adopts an honest-but-
curious attacker model [57], where the attacker is assumed
to comply with the protocol. For mobile web applications,
this is not sufficient. Research by Vassallo et al. [58] and Sun
et al. [59] also uses touchscreen interactions, despite taking a
different approach to privacy protection. They transform the
data so that sensitive information is removed or replaced.
These methods cannot provide security guarantees, which
is possible with homomorphic encryption. Furthermore,
the methodology of Vassallo et al. [58] indicates that the
accuracy of the authentication may be significantly reduced
by the application of privacy-protecting measures. There
are procedures based on cancelable biometrics [60] that
transform the behavioral data for privacy protection while
it remains comparable with baseline data. Hatin et al. [61]
use the “BioHashing” technique, a subtype of cancelable
biometrics, to authenticate users via their communication
behavior (phone calls and messages). Attacks on BioHash-
ing [62], [63] reveal weaker security than with homomorphic
encryption. Other privacy-preserving approaches to user
authentication are summarized in [64].

The last group of related work aims to authenticate users
based on information available on the backend. Freeman,
Jain et al. [18] presented a strategy to detect illegitimate
users based on request parameters such as IP address and
browser configuration. In an extensive evaluation using
real-world data from a social network, they reported an
FPR of 10%. Ongun et al. [19] describe a similar approach

operating on network traffic (e.g., timestamps and packet
lengths) to authenticate users of home-based internet of
things devices (accuracy of 86%-97%). Other works that
address user authentication based on backend information
are summarized in [65]. Due to the focus on the backend,
many types of attacks cannot be detected (e.g. device theft).
Moreover, we are not aware of any approach that involves
privacy protection, as the authentication server and the
backend often coincide in practice. In contrast, with privacy
protection in mPSAuth it is possible to support scenarios in
which the authentication is provided as an external service.

8 CONCLUSION AND FUTURE WORK

In this paper, we proposed mPSAuth, an approach to contin-
uously authenticate users of mobile web applications based
on behavioral data collected during usage. mPSAuth relies
on an authentication protocol that employs homomorphic
encryption to ensure that the user’s sensitive behavioral
data is not disclosed in the authentication process. The
behavioral data is gathered from both the frontend (e.g.,
touchscreen interactions and sensor data) and the backend
(e.g., request logs) of the application under consideration.
Finally, the homomorphically encrypted data is analyzed
using machine learning techniques to determine a risk level
that reflects the likelihood that a present user is an illegiti-
mate person. mPSAuth is designed for scalability, as only a
fixed number of machine learning models need to be trained
and then applied to all users. The contributions of mPSAuth
address challenges that have been inadequately addressed
by existing approaches. In particular, this concerns the pro-
tection of privacy and the scalable analysis of user behavior
based on machine learning techniques.

We evaluated mPSAuth in an extensive experiment de-
signed around a publicly available dataset collected in a
mobile gaming application. We analyzed the accuracy of
authentication using different data sources and determined
EER values in the range of 11.24%-33.46%. Subsequently,
we showed that combining data sources can reduce the EER
rates down to 9.57%. These values confirmed the suitability
of mPSAuth for behavior-based authentication, even though
they are slightly higher compared to some related work.
The main reason for this is the complex scenario consid-
ered and the limitations for building the machine learning
models inherent to the available homomorphic encryption
frameworks. Furthermore, the computational overhead for
encrypting the monitoring data and the inference on en-
crypted data was measured, as well as the network traffic
generated by the authentication protocol. We found a mod-
erate increase in traffic as well as a significant increase in
inference times. Nevertheless, the absolute values indicated
that the approach can still be applied in practice.

There is room for improvements and extensions in future
work. In particular, this concerns the incorporation of feed-
back from previous authentication processes as outlined in
previous work [52]. In this way, the authentication system
could adapt to users in the long run and achieve higher
accuracy. Moreover, we intend to extend mPSAuth so that
incidences where an attacker has knowledge about the
behavior of other users (e.g., replay attacks) can be miti-
gated efficiently. Besides, there is potential in terms of the
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performance of mPSAuth. As performance mainly depends
on the underlying homomorphic encryption scheme and a
lot of research is conducted in this area [22], [23], [24], there
is great potential for our approach to become more resource-
efficient. In addition, more sophisticated models could be
used, which could improve the accuracy. Finally, we plan a
end-to-end evaluation within a real-world environment to
validate the general applicability of our approach.
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