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At present, interfaces between users and smart devices such as smart phones rely

primarily on passwords. This has allowed for the intrusion and perturbation of the

interface between the user and the device and has compromised security. Recently,

Frank et al. have suggested that security could be improved by having an interface

with biometric features of finger swiping. This approach has been termed touchalytics,

in maintaining cybersecurity. The number of features of finger swiping have been large

(32) and have been made available as a public database, which we utilize in our study.

However, it has not been shown which of these features uniquely identify a particular

user. In this paper, we study whether a subset of features that embody human cognitive

motor features can be used to identify a particular user. We consider how the security

might be made more efficient embodying Principal Component Analysis (PCA) into the

interface, which has the potential of reducing the features utilized in the identification of

intruders. We compare the accuracy and performance of the reduced feature space to

that of having all the features. Embodying a robust continuous authentication system

will give users an extra layer of security and an increased sense of peace of mind

if their devices are lost or stolen. Consequently, such improvements may prevent

access to sensitive information and thus will save businesses money. Consequently,

such improvements may prevent access to sensitive information and thus will save

businesses money. If continuous authentication models become successful and easily

implementable, embodiment and co-adaptation of user authentication would inhibit the

growing problem of mobile device theft.

Keywords: Behavioral Biometrics, computer security, keystroke dynamics, machine learning, touchalytics,

embodiment, co-adaptation

INTRODUCTION

Communication between individuals has an inherent authentication problem to determine if
the sender is who he/she claims to be. This authentication problem has intrigued mankind
for millennia. One of the first authentication systems dealt with the problem of point-to-
point communication and addressed whether we could trust the person on the other end of a
conversation (Dooley, 2013). As society expanded, humans have developed increasingly better
systems for communicating over long distances. With each advancement, there exist unscrupulous
individuals who will exploit weaknesses in the communication link to prey upon and exploit
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unsuspecting users (Dooley, 2013). In fact, the wider the
communication links and the greater the distance they span,
the more likely that the communications medium will become
a target for impersonators. Thus, at each stage of advancement,
the need for verifying the identity of individuals far away and the
need for better authentication systems have become increasingly
important. One useful approach was the development of what has
been referred to as biometric authentication (Bhattacharyya et al.,
2009).

The idea of using biometric features, such as retinal
scanning, gait characteristics, EEG biometrics, ear biometrics or
combinations thereof have been a subject of investigation for
quite some time in order to identify an individual’s personal
identity (Horst et al., 2019; Ma et al., 2020; Olanrewaju et al.,
2020). These studies are based on the idea that every human has
a unique anatomy, resulting in unique behavioral characteristics.
For example, each human has a unique vocal tone because of
the size and shape of the mouth and throat (Bhattacharyya
et al., 2009). However, these techniques have described general
characteristics of human features. For example, gait characteristic
such as stride length, step frequency, and gait velocity, which are
features of human gait (Cho et al., 2006, 2010; Osaki et al., 2007,
2008; Raphan, 2020) are difficult to implement for continuous
monitoring by mobile handheld devices, which are generally
used to examine documents and may be used while sitting
or using transportation without walking. Neither is EEG an
adequate medium for implementing continuous authentication
of a user when these mobile devices are used in a wide range of
environments. Finger swiping on the other hand has become the
natural interface between humans and mobile devices and can
be used in a wide range of environments. Therefore a concerted
effort has been made to understand how the biometrics of finger
swiping can be incorporated into the user interface of mobile
devices (Frank et al., 2013).

The evolution of touch dynamics has progressed from the
time of the introduction of the telegraph system to the present
(Figure 1). The advent of the telegraph allowed messages to
travel across the Atlantic within hours. Accordingly, the telegraph
quickly became the information superhighway of its era and
governments around the world soon adapted this technology
(Telegraph, 2016). To ensure secure transmission of data,
telegraph operators realized that they could identify each other
by the timing patterns of their fellow operators over the medium.
That is, the character set of Morse Code is the language of the
telegraph and it consists of a series of dots and dashes. Telegraph
operators noticed that the timing interval between when a dot
and a dash is transmitted appeared to be unique to the user on the
other end. Therefore, a pair of telegraph operators can become
familiar with their counterpart’s timing intervals and thus could
identify each other and authenticate the transmission (Jenkins
et al., 2011).

During World War II, the American military intelligence
community developed the “FIST,” which attempted to improve
the security of Morse Code over wireless networks (Jenkins
et al., 2011). Rapidly moving army units needed to communicate
with their rear echelon commanders in real time. However,
the dynamic nature of a battlefield made it impossible to

erect telephone poles along the battle routes (Jenkins et al.,
2011). Therefore, field units used Morse Code over portable
two-way radios to communicate with each other. However,
the risk of enemy eavesdropping and intercepting the wireless
communications persisted and radio operators had to remain
anonymous. Consequently, the army further developed the
behavior biometric of identifying a radio operator by the gaps in
their taps on the radio (Jenkins et al., 2011).

The 1970’s saw the rise of computer terminals with
operators sitting at keyboards and entering commands and
typing messages. Consequently, IBM researchers considered that
keyboard typing rhythms can be used to distinguish typists.
Spillane asserted this in a bulletin, but did not mention any
experiments which were conducted (Spillane, 1975; Killourhy,
2012). However, Forsen et al. (1977) conducted several tests in
order to determine whether or not the typing patterns of one
typist can be determined. Among the experiments conducted was
one where a small group of subjects were asked to type their
own and each other’s names. The researchers presented findings
indicating that it was possible to identify the subjects typing their
own names from those who were not (Killourhy, 2012).

A more in-depth study was conducted by Gaines (Gaines
et al., 1980) using seven typists to transcribe three passages
of words and sentences while monitoring the time between
when a key was pressed and when it was released. From this
timing, they were able to analytically determine differences
among typing patterns. The researchers found that time between
two consecutive keystrokes follow a log-normal distribution.
Moreover, they were able to develop a statistical test which was
able to successfully distinguish which transcript was typed by
each of the seven typists. However, the authors acknowledged
that more research would be needed in order for their findings to
be conclusive, since their experiment was conducted on a small
population (Gaines et al., 1980; Killourhy, 2012). The 1990’s and
early 2000’s saw researchers endeavoring to use machine learning
algorithms to classify whether or not a series of keystrokes
belonged to a particular user. Brown and Rogers (1994) utilized
a neural network to identify imposters with a 0% miss rate and
a 12% false positive rate. Moreover, Azevedo et al. (2007a,b)
modified a Support Vector Machine classifier which utilized
genetic algorithms and particle swarm optimization and thus
achieved miss and false positive rates between 1.1 and 1.2%
(Killourhy, 2012).

The touch screen was developed in the 1960’s for air traffic
control systems (Ion, 2013). Today, they are found in ATM
machines, self-service kiosks, and most notably, the smartphone.
Moreover, the internet has replaced the letter, telephone,
telegraph, and desktop computers for communication. Today,
the smartphone is the most commonly used communication
device and is always connected to the internet. People
store a variety of personal and sensitive information on
their smartphones from credit card information, photographs,
fingerprints, emails, and text messages. Hence, this development
has provided the impetus for adversaries to conduct their
activities on a much wider scale. In fact, one in three mobile
phone users has experienced device theft (Norton, 2011).
Gaining access to a person’s mobile phone can allow a criminal
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FIGURE 1 | Evolution of touchalytics research [taken from Teh et al. (2016)]. The timeline of using finger strokes for identifying users has a history (see text for historical

perspective).

the opportunity to commit a variety of dangerous actions
such as impersonating the legitimate user and stealing that
person’s identity.

When a Personal Identification Number (P.I.N) is used
for identification, an intruder can possibly steal the PIN by
looking over the shoulder of a user logging into a system,
i.e., “shoulder surfing.” As a result of the greater use of the
touchscreen, biometric verification methods for mobile devices
are becoming an important tool to ensure security for usage of
the mobile devices (Trewin et al., 2012). Conventional sensors
are fingerprint sensors, retina scanners, and facial recognition
cameras, which are now embedded in a large array of devices
(Trewin et al., 2012). However, many of these biometric
verification methods are single use authentication schemes,
which can be compromised by other users and then be used
to access sensitive information. Fingerprint identification can be
compromised by activating the device while a person is asleep.
For example, a suspicious wife unlocked her sleeping husband’s
phone on an airplane and found information implicating her
spouse in an extramarital affair (Sky-News, 2017). Even retinal
and facial recognition systems can be compromised by malicious
or coerced intruders. In fact, hackers were able to trick the retinal
scanner on Samsung’s flagship Galaxy S8 phone within 1 month
of the phone’s release (Hern, 2017). Furthermore, attackers
are becoming more adept at using social engineering to elicit
passwords and other authentication means from unsuspecting
individuals such as seniors and teenagers. That is, attackers
utilize spear-phishing and are able to convince users to download
malware onto computers. This malware then grants the attackers
access to the victims’ machine (Ariu et al., 2017). In general,
once the device is compromised, it would allow the intruder
unfettered access to the phone’s contents, which could have
serious consequences.

Prior to the proliferation of the touchscreen smartphone,
mobile phones with physical keypads were the norm (Mcloughlin
and Naransamy, 2009). These devices were secured by P.I.N

codes which the user had to physically type on the keypads.
However, the keypad can only record the timing interval of
the keystrokes and thus this severely limits the ability of a
classifier to authenticate a user using this biometric feature
(Teh et al., 2016). In fact, while mobile keypad analytics
may result in lower accuracies than that of other biometric
methods, it has been asserted by Ali et al. (2017) that such an
approach is nevertheless economic, noninvasive, and provides an
opportunity for continuous authentication.

Recently, there has been a focus on co-adaptation and
Embodiment as a means for human interaction with robotic
systems (Beckerle et al., 2019). Co-adaptation is where the
machine adapts to the human operator, while the human adapts
to it. Embodiment is where the participants are equipped
with the investigated technical device and become part of the
human–machine system and its control loop. Due to the direct
interaction of both partners, such experiments can yield detailed
information during the usage, which might not be captured by
post experiment questionnaires or measures. This might even be
performed during development to guide the design in a user-
centered direction (Beckerle et al., 2019). It has been suggested
that Co-adaptation and Embodiment can have a more general
framework (Ziemke, 2003). One way to look at embodiment
is as a structural coupling (Ziemke, 2003). A system “X” is
embodied in an environment “E” if perturbatory channels exist
between the two. That means, “X” is embodied in “E” if for every
time “t” at which both “X” and “E” exist, some subset of E’s
possible states with respect to “X” have the capacity to perturb
X’s state, and some subset of X’s possible states with respect to “E”
have the capacity to perturb E’s state (Ziemke, 2003). From this
perspective biometric security methods in user interfaces would
be important for cybersecurity. Co-adaptation can be imagined
as a transformation of a “simple tool” to that of an “intelligent
tool.” As a result of this transformation, the new tool becomes
pivotal to the defining and accomplishing the user’s security goal
(Sanchez et al., 2009). An application of these ideas can be used
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FIGURE 2 | A touchalytics framework for identifying a user [taken from Teh et al. (2016)]. (1) The data is acquired from finger swiping of a mobile device. (2) The data is

pre-processed. (3) Features are extracted. (4) The data are classified. (5) A decision about whether the user is appropriate or not. The decision is fed back and the

template for the user is adapted and stored. Taken from Teh et al. (2016).

to build better security systems for user interaction with smart
devices. The user’s goal in communicating with a smart device is
to maintain security.

Saevanee and Bhatarakosol (2008) simulated a touch screen
by collecting finger stroke data from a laptop’s touchpad. Users
were asked to enter various 10-digit codes using the touch
pad entirely. The features extracted were the inter stroke time,
the hold time (time which a finger was on the keypad) and
the finger pressure. Finger pressure, according to Teh et al.
(2016) can be determined by the device’s operating system. A
user’s touch pressure value is directly related to the strength
of that user’s finger muscle. Therefore, the touch pressure is
unique to each user and is very difficult for a shoulder surfing
adversary to imitate by mere observation (Teh et al., 2016).
In fact, Saevanee and Bhatarakosol (2008) reported that when
finger pressure was used as the input to a KNN classifier,
99% accuracy was reported. Moreover, when all three of the
aforementioned features where considered the accuracy fell to
90%. Frank et al. (2013) endeavored to understand how many
finger swipes/strokes contributed to better performance rates.
They postulated that a series of strokes belonging to an individual
user resulted in better results than that of a single stroke. Their
experiments yielded a 13% equal error rate (EER) for a single
stroke and 2–3% for 11−20 (inclusive) strokes (Frank et al.,
2013). Miguel-Hurtado et al. (2016) presented findings which
indicated that it was possible to predict the sex of a mobile user
based on finger strokes. Their experiment utilized the SSD dataset

which consisted of 116 users (Guest et al., 2014). By utilizing
Naïve Bayes and Logistic classifiers, the researchers were able
to make predictions with ∼78% accuracy. Wang et al. (2017)
endeavored to utilize the same biometric method to augment
continuous authentication and cross device authentication by
conducting a similar study. That is, the researchers proposed
transferring a behavioral model from one device to others in
order to compare results. Subjects were tasked with interacting
with a News application on different devices and various
touch stroke characteristics were collected including the X, Y
coordinates of their fingers on the screen, timestamp, pressure,
and finger size. Consequently, an area under curve score of
80–96% was achieved by utilizing SVM and Random Forest
classifiers (Wang et al., 2017).

One way to have an extra level of security and protect the
system is to implement a continuous authentication method,
without imposing a burdensome requirement of having to
re-enter the identification. One such methodology has been
developed and is known as Touch analytics (Frank et al.,
2013). This technique is the process of user authentication
based on finger movements on a touchscreen. Each user has
a unique way in which he uses a mobile phone’s touchscreen.
For example, the way one user’s fingers swipe a touch screen
is different from that of another (Frank et al., 2013) and
could be the basis of devising continuous monitoring of user-
phone interaction and making it more secure. The swipe is
one of the most frequent methods in which a user interacts
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FIGURE 3 | The progression of touch dynamics research, which has evolved into what is presently called touchalytics. Taken from Ellavarason et al. (2020).

with a smartphone. In fact, research has proven the swipe to

be a reliable means of identifying users (Ellavarason et al.,
2020). In real time, the swiping can adapt to the touchscreen

while the touchscreen’s intelligent interface adapts to the

human swiping, implementing co-adaptation (Beckerle et al.,
2019).

The Intricacies of a Touch Dynamics
System
According to Teh et al. (2016), the schematic of any touch
dynamics system follows the diagram outlined in Figure 2. That
is, before any type of authentication can be done, there must be
data. In any smartphone, the touch-strokes are recorded using
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sensors embedded in the touchscreen. Next, the data needs to
be preprocessed or cleaned in order to remove error values
and outliers which can mislead the classifier during training.
Thereafter, feature extraction is done in order to reduce the effects
of dimensionality (Teh et al., 2016). Accordingly, the model is
then trained on the training data and then evaluated on the
test set. However, given the continuous nature of the proposed
authentication mechanism on a smartphone, there is an error
correction loop in the process. That is, after the model makes
a decision, it continues to collect data in the form of touch
strokes and attempts to retain itself and adapt using the new data
(Teh et al., 2016).

Motivations
The objective of our study is to investigate how the utilization
of a broad range and continuous monitoring of user interaction
with a device can be made fast enough to ensure that the
owner of the device is using it and the control of the
device has not been compromised. However, the number of
features defined are relatively large and could compromise the
performance of the system because the KNN algorithm used
by Frank et al. (2013) suffer from the curse of dimensionality
(Yiu, 2019).

All the major studies conducted on touch stroke dynamics
on mobile devices was outlined (Ellavarason et al., 2020;
Figure 3). From this table (Figure 3), we can see that the primary
classification algorithms used are Support Vector Machines,
Nearest Neighbors, Decision Trees Random Forests, Logistic
Regression, and Bayesian models. Touch strokes on a mobile
device often happen in a sequence of actions. That is, almost
everyone utilizes more than one touch stroke when interacting
with a smartphone. Therefore, the nature of this process makes
it a prime candidate for time series analysis. For example,
when given “n” consecutive touch strokes of a user, what is
the probability that the “n+1” stroke will belong to that said
user? From our review of the literature, we found no time series
approach taken to solve the authentication problem outlined by
Frank et al. (2013) and is a possible extension from that proposed
in this paper.

The purpose of this paper is to explore the present
effectiveness of Touch-analytics and consider how this might
be improved using Principal Component Analysis (PCA)
and compare the performance of the reduced feature space
to that of having all the features. PCA analysis computes
the eigenvectors of the covariance matrix of the defined
touchanalytics features. This covariance matrix is symmetric
and generates an orthogonal basis of PCA vectors, which
can be used to optimize the important features. There are
algorithms that can compute PCA in real time using Oja’s
rule in a neural net implementation of Hebbian learning (Oja,
1989). A robust continuous authentication system will give
users an extra layer of security and an increased sense of
peace of mind if their devices are lost or stolen. Consequently,
such improvements using PCA may prevent access to sensitive
information and thus will save businesses money (Lau, 2018). If
continuous authentication models become successful and easily

FIGURE 4 | The relationship between the False Reject Rate (FRR) and False

Accept Rate (FAR) as a function threshold sensitivity. FRR increases with

threshold sensitivity while FAR declines as function of threshold sensitivity. The

Equal Error Rate (EER) is the threshold sensitivity at the point of intersection of

these two functions. This is an accepted evaluation metric for biometric

authentication systems. Taken from Teh et al. (2016).

implementable, it would inhibit the growing problem of mobile
device theft (Norton, 2011).

Methodological Approach
One particular measure of the effectiveness of the authentication
procedure is to use Decision Theory to reduce the false
acceptance vs the false rejection of a user (Powers, 2020). One
suchmetric has been defined as the Equal Error Rate (EER) as the
intersection point of the false rejection and false acceptance (Kar-
Ann, 2008; Figure 4). In this paper, we develop and implement
a touch classifier that improves the EER of a single stroke
mobile authentication system. The research described in this
paper lends itself to further enhancement using neural network
authentication schemes.

The Frank et al. (2013) study implemented two classifiers in
order to determine if a series of stroke patterns belonged to
a particular user. These classifiers implemented the K-Nearest
Neighbors and the Support Vector Machines algorithm. Frank
et al. (2013) to identify a particular user.

RESULTS

The model of Frank et al. (2013) has postulated that there are
30 features, which can be derived from a single stroke by a
finger on a touch screen (see Appendix B for this list). As a
first pass, we implemented the KNN and PCA algorithms as a
basis for comparison to those of Frank et al. (2013). A python
implementation is given in Appendix A.

KNN Implementation
We first tested the efficacy of all the features by implementing a
K-Nearest Neighbors algorithm and compared it with the results
obtained by Frank et al. (2013) who used MATLAB in their
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FIGURE 5 | Equal error rate percentage that was achieved by our implementation of the KNN and PCA for finger swiping. This value was approximately equal to that

obtained by Frank et al. (2013), despite the fact that fewer features of the finger swiping were utilized.

implementation. This was used as a basis for comparing their
results with our implementation of this system and finding the
PCA components (Figure 5). We utilized the KNN clustering
algorithm because Frank et al. (2013), used it in their studies and
we wished to insure that the dimensionality reduction that we
found from the PCA analysis of the finger swiping data was not
affected by the clustering algorithm used. This was important for
comparison purposes.

We implemented a principal component (PCA) program
(Appendix A) to extract the dominant features from the given
30 features and compared the results to those using the K-nearest
neighbor algorithm.

PCA-Based Algorithm Design and
Implementation
It is possible to determine which features in a dataset are more
relevant when performing principal component analysis process.
Hence, the phone ID, User ID, and document ID fields were
removed from the dataset as (Frank et al., 2013) indicated that
such were not to be used for testing. Feature Scaling was then
performed on the data using the standardization technique. A
covariance matrix was then extracted from the dataset using the
scikit-learn library in Python (Pedregosa et al., 2011). This was
followed by an eigenvector decomposition from this matrix using
the scikit-learn Python library function.

The distribution of the variance among all the Principal
Components derived from the dataset with descending variance
shows that the first 15 principal components contain most of the
variance (Figures 6, 7). Among these principal components, we
consistently determined the following dominant features that can
be used in computing the equal error rate:

1. average velocity
2. largest deviation from end-to-end line
3. 50%-perc. pairwise acc

4. length of trajectory
5. start $y$
6. mean resultant length
7. up/down/left/right flag
8. start $x$
9. mid-stroke area covered
10. inter-stroke time
11. mid-stroke pressure
12. mid-stroke finger orientation
13. stroke duration
14. 20%-perc. pairwise velocity
15. phone orientation.

Therefore, we can conclude that these 15 features are most
helpful in uniquely identifying a user on a mobile device. The full
rankings of the features up to 23 can be found in Appendix C.

Performing Cross-Validation on
Touchalytics Dataset
The authentication problem which we are trying to solve can
be described as a two class classifier (Bishop, 2006). That is, the
classifier should determine whether the user is authorized to use
the device or is not authorized to use the devise using features
representing the touch patterns of 40 different users interacting
with five different documents on a mobile device. We start by
selecting all of the strokes belonging to a particular user and
recording a count of such. These strokes are given a label of “Class
One.” We then randomly select the same number of strokes
belonging to the other users. These are given the label “Class
Two” Hence, we have the same number of strokes belonging
to Class One and Class Two. The data was then cleaned by
removing the rows with missing and infinite values. In addition,
the class column was designated the target variable “Y” and was
removed. Furthermore, the doc id, user id, phone id, and class
were removed from the data set as these were deemed to not have
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FIGURE 6 | Variance as a function of principal component f(PC#) using the data from Frank et al. (2013). The variance orders the principal components. The

cumulative variance reaches a plateau and is a measure of the number of PC’s necessary to contain the information necessary to identify a pattern of finger swiping.

FIGURE 7 | The variance vs. the 30 principal components. The cumulative variance reached a plateau at close to 15 principal components. We found that 23 of the

30 principal components were the most prominent. See text for details.

any impact on the results by Frank et al. (2013). The remaining
columns were designated as the variable X.

Accordingly, we then split the dataset into training (80%) and
testing (20%) sets. Consequently, the data were rescaled using the
MiniMax Method. A KNN model was created utilizing a library
from Scikit learn (Pedregosa et al., 2011). We chose 3, 5, 7, and
9 neighbors respectively as the “K” parameter and trained our
model. Thereafter, we made predictions on the test data.

DISCUSSION

This study has shown that the main feature for characterizing
touch dynamics for touchscreen mobile devices (Frank et al.,
2013) is the average velocity of a finger stroke. The novelty in our
research is in our comparison of the effectiveness of the different
features toward the creation of a digital fingerprint of a mobile
phone user. Using the database established by Frank et al. (2013),
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FIGURE 8 | Classification done using all 30 features defined by Frank et al. (2013), derived from the first principal component result in stabilization of equal error rate.

These features are numbered according their order of importance: “average velocity,” “50%-perc. pairwise velocity,” “median velocity at last 3 pts,” “80%-perc.

pairwise velocity,” “20%-perc. pairwise velocity,” “direction of end-to-end line,” “average direction,” “80%-perc. pairwise acc,” “stroke duration,” “direct end-to-end

distance,” “stop $y$,” “20%-perc. pairwise acc,” “ratio end-to-end dist and length of trajectory,” “median acceleration at first 5 points,” “50%-perc. pairwise acc,”

“length of trajectory,” “largest deviation from end-to-end line,” “phone orientation,” “80%-perc. dev. from end-to-end line,” “stop $x$,” “50%-perc. dev. from

end-to-end line,” “20%-perc. dev. from end-to-end line,” “start $y$,” “mid-stroke finger orientation,” “up/down/left/right flag,” “mid-stroke area covered,” “mean

resultant length,” “mid-stroke pressure,” “start $x$,” and “inter-stroke time.”

FIGURE 9 | Classification done using the 23 features derived from the top 30 principal components result in a more pronounced stabilization of equal error rate.

These features are numbered according to their order of importance are: “average velocity,” “largest deviation from end-to-end line,” “50%-perc. pairwise acc,” “length

of trajectory,” “start $y$,” “mean resultant length,” “up/down/left/right flag,” “start $x$,” “mid-stroke area covered,” “inter-stroke time,” “mid-stroke pressure,”

“mid-stroke finger orientation,” and “stroke.”

we have expanded on this to suggest that by using co-adaptation
of user and finger swiping, we can incorporate continuous
authentication to enhance security. Similar behavioral biometric
features were used to characterized telegraph communication
(Jenkins et al., 2011), keyboard typing (Gaines et al., 1980), and
keypad typing (Teh et al., 2016) using ad hoc approaches. That is,
the speed at which the user’s fingers move on the touch screen
is what is most unique to each user. This is most consistent
with the “Behavioral Biometrics” theme of this paper, which is

based on the idea that each human being has a unique behavioral
identifiable characteristic when typing (Horst et al., 2019). As a
result, this feature would be integral in the building of any finger
stroke touch dynamics classification model.

History supports this observation. While the devices have
changed over time, the biological composition of a human being
has remained the same. That is, in most devices which requires
the user to utilize their fingers, the speed in which a human
press and releases a surface remained unique to that user. This
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FIGURE 10 | Four histograms of the number of users for a particular feature. “Average velocity” of finger swiping is the dominant feature across subjects. The next

dominant feature is “largest deviation from end to end line”. In all histograms (A–D), the distribution becomes flattened consistent with equal error rate decline across

all users. The feature designations were given in Frank et al. (2013), from whose database these features were extracted for this study.

is a result of the unique muscle composition, nerve organization
and electrical impulses connections among the brain, nerves, and
muscle connections that are learned over time (Bhattacharyya
et al., 2009). During the days of Morse Code and the telegraph,
operators were able to identify their counterparts by the rate of
the taps on the medium. Approximately, half a century later,
Gaines et al. (1980) observed that the intervals between a typist’s
keystrokes could be modeled using a log normal distribution.
More recently, Teh et al. (2016) reported that they could identify

users based on the intervals of key presses on the physical keypad
of a mobile device. Furthermore, and most relevant to our paper,
a plethora of research conducted on touch patterns on mobile
devices have come to a similar conclusion.

With the advent of touch screen devices, the user now has to
move his finger over a larger surface area. Consequently, the start
and end positions of the user’s finger strokes have become a set of
new features which can possibly be used to identify an individual.
However, it must be noted that the end positions of a finger stroke
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were not paramount in the top principal components. Therefore,
we can assert that the end position of a finger stroke should not
be used as the sole basis for identifying a user. However, when
these features are combined with the aforementioned velocity
measures, the results could be more beneficial and less prone
to intrusion.

We then sorted the principal components according to their
largest eigenvalue (variance) (Figure 7). We further sorted the
30 features (Frank et al., 2013) from the strongest feature to the
weakest in the first principal component. This showed a steady
decline in EER as we added features for each k in the KNN
algorithm all the way up to 30 features (Figure 8). KNN was
utilized as the clustering algorithm, since that was the one used
by Frank et al. (2013), so that there would be an adequate basis
for comparison.

However, by using additional principal components, we
discovered that there was a plateau such that strongest 12 features
resulted in similar or better results as when all 30 are used
with a decline in EER (Figure 9). There are repeats of seven
of the 30 most important features. Therefore, 23 features are
the most relevant in the top 30 principal components. This is
significant because it means that an authentication system can
remain effective using fewer features. That is, if the system has
to consider fewer features when performing a classification, less
sensors have to be used and thus energy is saved. In addition,
if the classifier has to consider less data, then it becomes more
efficient. What is surprising is the fact the K-value chosen for
the KNN classifier doesn’t seem to affect the Equal Error Rate.
This is depicted in the interwoven KNN curves (Figures 8, 9).
Furthermore, we can observe that the equal error rate continually
drops after each one of the top 15 features is considered and then
remains within a certain range or reaching a plateau (Figure 9).

We also plotted a histogram of the number of users for
a particular feature (Figure 10). The analysis indicates that
“average velocity” of finger swiping is the dominant feature across
subjects. The next dominant feature is the “largest deviation
from end to end line.” Four of these histograms (Figures 10A–D)
show that as we consider more features, the distribution becomes
flattened, consistent with the equal error rate decline across all
users. The equal error rate decline and stabilization indicate
that using a 15 dimensional feature vector well characterizes
each user.

It would be of interest to compare datasets from other
touch screens such as kiosks etc., which have larger screens
in order to learn if the start and stop positions are consistent

with that of users on a personal mobile device. Similar
to how the inter-stroke time and stroke duration were
consistently used to discern users among all touch-based devices
in the past, we expect that the stop and start positions
would also be consistent among all touch screen devices.
Thus, the application of the principles of embodiment and
co-adaptation could be important in the development of
secure and efficient ways of human interaction with mobile
communication devices.
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