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ABSTRACT 1In this paper, we consider a cooperative orthogonal frequency division multiple access
(OFDMA) system, where a source communicates with multiple users with the help of an untrusted
relay. Since we assume no direct links between source and users because of the shadowing effect, the
positive secrecy rate of the system cannot be obtained directly. Addressing this issue, we employ the user-
aided cooperative jamming method to improve the secrecy performance. With the aim of maximizing
the weighted sum secrecy rate, we formulate a joint resource allocation problem of power allocation,
subcarrier assignment and subcarrier pairing. By using the alternative optimization and the Lagrange dual
method, we solve this non-convex problem efficiently. Furthermore, to reduce the calculation complexity,
we propose two suboptimal algorithms. Numerical results are presented to demonstrate the advantage of the
proposed algorithms compared with the benchmarks on the secrecy performance. Moreover, we show that
our proposed algorithms are more sensitive to user priority weights than benchmarks.

INDEX TERMS Physical layer security, OFDMA, untrusted relay, cooperative jamming, resource

allocation.

. INTRODUCTION

APID development of wireless communication systems

has caused a lot of attention to the security issues
in it, because the broadcast characteristics of the wireless
communication system make the confidential signals vul-
nerable to be eavesdropped [1]. The traditional encryption
method uses cryptographic techniques to enhance the se-
curity of communication system. However, with the rapid
growth of computing power, this upper layer encryption
method becomes crackable and insufficient, which makes the
research in this field turn to achieve secure communication
in the lower layer of system [2]. Hence, the concept of
physical layer security came into being. Its basic principle
is to achieve secure communication by using the difference
between the legal channel and the eavesdropping channel [3].
Compared with traditional encryption methods, the physical
layer security method is regarded as the strictest security
method, not requiring any key exchange [1], [2].

Orthogonal frequency division multiple access (OFDMA)
is a potential physical layer technology that can be used for
next generation access networks, such as WiMAX, LTE and
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beyond [4], [S]. Therefore, physical layer security research
in OFDMA has gained considerable attention in recent years.
The research scenarios are mainly divided into three cases: 1)
Eavesdropper case: all users are assumed to be trustworthy
and there are one or more external eavesdroppers trying to
decode the confidential information for users [6]-[13]. 2)
Untrusted user case: all users are untrustworthy so each user
receives data with considering all other users as the poten-
tial eavesdroppers [14]-[16]. 3) Untrusted relay case: when
the source communicates with users by relay-assisted, there
exists another research scenario of physical layer security,
where the relay is assumed to be untrustworthy and act as
an eavesdropper [17]-[27].

In the untrusted relay case, the authors in [17] proposed a
signal-to-noise ratio (SNR) based power allocation scheme
to improve system secrecy rate using a single untrusted
relay node with single/multiple antennas, and artificial noise
emitted by source was employed to combat untrusted relay.
The full-duplex untrusted relay in multi-input multi-output
(MIMO) scenario was studied in [18] and the authors used
secure beamforming to enhance security performance. The
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authors in [19] considered the optimal power allocation for
secure transmission under an untrusted relay, where user-
aid cooperative jamming was employed to achieve positive
secrecy rate. Similarly, the user-aid cooperative jamming was
used in [20]-[24]. In [20], the authors proposed an optimal
power allocation for the relaying network with an untrusted
relay. The power allocation for non-orthogonal multiple ac-
cess (NOMA) system with an untrusted relay is studied in
[21]. In [22], the authors considered the power allocation
in untrusted relaying networks when multiple wardens ex-
ist. A light-weight jamming-resistant scheme for a two-hop
network with untrusted relaying was proposed in [23]. In
[24], the authors discussed the security-reliability trade-off
in cooperative systems with untrusted relaying. The authors
in [25] proposed a subcarrier power distribution and time-
domain design for a three-hop OFDM system with untrusted
relays. The authors in [26] investigated opportunistic secure
multiuser scheduling in energy harvesting untrusted relay
networks. In [27], the authors proposed a user-pair selection
scheme to improve the multiuser cooperative networks with
an untrusted relay. However, joint resource allocation in se-
cure cooperative OFDMA system with untrusted relay poses
new challenges which have not yet been investigated.

A. MOTIVATION

The study in [28] raised the feasibility issue of resource
allocation problem in a secure communication system with
untrusted relay, which indicated the resource allocation can
greatly improve the secure performance of the system.
Hence, we want to extend the research of resource allocation
under untrusted relay case to the OFDMA relaying system.
User-aid cooperative jamming method is employed in this
system to enhance security performance. Thus, the resource
allocation problem includes power allocation (source power,
relay power and jamming power), subcarrier assignment and
subcarrier pairing, which is very complicate and NP-hard.
Most previous related researches only considered power al-
location in single carrier case, such as [17]-[22]. Hence,
the solution cannot be applied to the OFDMA system with
multiple subcarriers. The research in [25] studied subcarrier
based power allocation in orthogonal frequency division mul-
tiplexing (OFDM) system, however, this study used a special
three-hop protocol and did not consider subcarrier pairing.
Effectively joint utilizing the resource in secure coopera-
tive OFDMA system with untrusted relay raises challenges,
which, to the best of our knowledge, has not yet been studied
in the literature.

In this paper, we study the joint power allocation, sub-
carrier assignment and subcarrier pairing for a secure co-
operative OFDMA system with an untrusted amplify-and-
forward (AF) relay. The object is to maximize the weighted
sum secrecy rate of this system subject to individual power
constraints of each transmit node.

B. CONTRIBUTION
The major contribution of this paper can be summarized as
follows:

(1) We formulate a new resource allocation problem for
secure cooperative OFDMA system with untrusted relay to
maximize the weighted sum secrecy rate, where the user-aid
cooperative jamming method is skillfully employed to com-
bat the untrusted relay and improve the secrecy performance
of the system. Unlike many of the previous works in the
literature which only explored partial resources, our formula-
tion includes the power allocation, subcarrier assignment and
subcarrier pairing altogether in a unified framework.

(2) We propose an effective joint resource allocation algo-
rithm based on alternative optimization and Lagrange dual
method to solve the formulated problem. For the problem
with individual power constraints, we show that it can be
solved by divided into four subproblems which are proved
to be convex. Moreover, the complexity of the solution is
polynomial in the number of subcarriers and users.

(3) Based on the experience derived from the joint resource
allocation algorithm, we further develop two suboptimal
algorithms for the problem. They have low complexity and
good performance close to the joint resource allocation algo-
rithm.

The rest of the paper is organized as follows. In Section II
we introduce the system model and describe the constraints
for resource allocation. In Section III, we formulate the
problem and present an associated joint resource allocation
algorithm. In Section IV, two low complexity suboptimal re-
source allocation algorithms are presented. In Section V, we
demonstrate simulation results to illustrate the performance
of the proposed algorithms. Finally this paper is concluded
in Section VL.

Il. SYSTEM MODEL

We consider a secure cooperative OFDMA system with an
untrusted relay as shown in Fig. 1, where a source com-
municates with M users via the help of an untrusted relay.
The relay operates in a time-division half-duplex mode using
the AF protocol. All communication nodes are equipped
with single antenna. To simplify the shadowing and block-
ing effect, we assume that there are no direct links be-
tween the source and the users. Source-to-relay and relay-
to-users channels are considered to be reciprocal, occupy-
ing same bandwidth and experiencing frequency-selective
fading. Since the system adopts OFDM modulation, each
channel is divided logically into N orthogonal subcarriers
with flat fading. A central controller, which can be embedded
with the source or the users, is assumed to have perfect
knowledge of all the channel state information (CSI). The
central controller utilizes this information for subcarrier allo-
cation, subcarrier pairing and power allocation.

Herein we assume the relay is service-level trusted but
data-level untrusted, which means it performs signal en-
hancement and forwarding based on AF protocol but acts
as an eavesdropper. In order to impair the untrusted relay’s
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FIGURE 1. Relay assisted cooperative OFDMA system model. Solid lines:
signal transmission in the first slot. Dash lines: signal transmission in the
second slot. Dotted lines: jamming transmission in the first slot.

eavesdropping ability, user-aid cooperative jamming method
is employed in this system. The users act as cooperative jam-
mers to emit artificial jamming signals, which can be fully
decoded and completely eliminated by themselves but cannot
be decoded by the untrusted relay. Specifically, in order to
avoid the interference among the users, each user only emits
jamming signals on the specific subcarriers assigned to itself.
We allow each user can use multiple subcarriers, while each
subcarrier is assigned to at most one user. The subcarriers
assigned to one user form the specific user’s sub-channel.

The transmission from the source to the users is on a time-
frame basis with each frame consisting of multiple OFDM
symbols. Each frame transmission is further divided into two
time slots. In the first slot, the source transmits the signals on
all subcarriers while the relay listens. Meanwhile, the users
emit the artificial jamming signals on their respective sub-
channels. In the second slot, the source remains silent while
the relay amplifies the received signals from the source and
the users on a subcarrier basis and forwards them to the users.
At the end of each transmission frame, the users combine
the received signal from their respective sub-channels and
remove the artificial noise before decoding the signals. More
specifically, suppose that the i-th subcarrier in the first slot is
assigned to the m-th user, the relay receives the confidential
signal transmitted from the source and the jamming signal
emitted from the m-th user on the ¢-th subcarrier, amplifies
them, and then forwards them to the m-th user on the 7'-th
subcarrier in the second time slot. Here, the subcarrier index
7/ may not be as same as ¢ and they form a subcarrier-pair
(i,4) and this subcarrier-pair is assigned to the m-th user. It
is noteworthy that since each subcarrier has different channel
condition, subcarrier pairing can utilize subcarrier diversity
to enhance system performance.

Denote the channel coefficients of the source-to-relay
channel, the channel from the relay to the m-th user and
the channel from the m-th user to the relay on the i-th
subcarrier as h; s, h; m r and h; g, U, respectively, for i €
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{1,...,N},m € {1,..., M}. Suppose that the subcarrier pair
(i,1") is assigned to the m-th user, we further assume that
the transmit powers of the source, the relay and the users
along this path are P; g, Py r and P; ., v, respectively. The
received signal at the relay on the i-th subcarrier in the first
slot can be given by

Yi1 =/ Pishisw; + /Pimuhimuz +vir, (1)

where w; and z; denote symbol of the source’s signal and
the user’s jamming signal on the i-th subcarrier, respectively.
v;,r denotes the additive white Gaussian noise (AWGN)
signal at the relay on the ¢-th subcarrier and the noise power
is of. The received signal at the m-th user on the i'-th
subcarrier in the second slot can be expressed as

Yit.m,2 = Biithir m RYi1 + Vir.m,U, ()

where vy, U denotes the AWGN signal at the m-th user on
the ¢’-th subcarrier and the noise power is U;’U. Bi.i» denotes
the ampliﬁcation coefficient of the relay on the subcarrier-

pair (4,4') and it is default to be
Py r
|his|?Pis 4 [him, 0P Pim,u +0R
Define the effective channel gains as o; 5 = |his|?/03,
Qirmpr = |himrl?/ohy and dimu = |himul®/ok

Since the z; is emitted by the m-th user, it can be completely
removed by the user. Thus, the achievable transmission rate
from the source to the m-th user on the subcarrier-pair (¢, ')
can be given by

1 h; [ Z‘Qi/ hi/ m 2
RV, =+ log, 1+|2’2 ’Sﬁ"Z ’ ’?'
2 O—R617i/|hi’,m,R| tonu
1
=3 log, (1 + nu), 3)

o; 5P sair m RPy R
where ny =

1+ O‘i,SB,S + O‘i/,m,RPi/,R + ai,m,UPi,m,U '
In (3), the constant coefficient — accounts for the two time
slots in each transmission frame.

The eavesdropping rate at the relay on the ¢-th subcarrier
can be expressed as

1
5 10g2 1 +

RR |his|*Pis )
’ o2 + |him,u|?Pim,u
;5P s )

14 ai,m,UP)i,m,U

“

1
5 log, (1 +

Therefore, the secrecy rate from the source to the m-th user
on subcarrier-pair (i, ") is formulated as

+
R7 i m (Ryz ,m RzR) ) (5)
where (2)* = maz(x,0).

In this paper, we jointly design power allocation, subcar-
rier assignment and subcarrier pairing to maximize the sum
secrecy rate of this system subject to a set of constraints in

3
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the following. Denote t = {t;; »} € {0,1} as the set
of binary variables for subcarrier-pair assignment scheme.
In particular, ¢; ; ,, = 1 indicates the subcarrier-pair (7,4)
is assigned to the m-th user. Since we assume that each
subcarrier-pair can be assigned to only one user, ¢ subjects
to the following constraint that

M
> tiim =1, Vi, i, 6)
m=1

Denote ¢ = {¢; i} € {0, 1} as the indicator for subcarrier
pairing. Specifically, ¢; ; = 1 indicates the ¢-th subcarrier
in the first hop is paired with the #'-th subcarrier in the
second hop. Since each subcarrier can be paired with only
one subcarrier, ¢; ;- satisfies that

N N
D b =1, i =1, Vi, i (7)
i=1 i'=1

Denote P = {P; s, Pi’ r, Pi,m,u} as the power allocation
scheme set, it satisfies the individual power constraint, which
can be expressed as

N

ZszS < Psc, 3
i=1

N

Z Py r < Pre, ©))
=1

N

> Pimu < Puuc, Vm. (10)
=1

As such, the total variables to be optimized in our problem
are: t = {t; ., } satisfying (6), ¢ = {¢;;/} satisfying (7),
and P = {P; g, Py r, P; mm,u} satisfying (8), (9) and (10).

lll. RESOURCE ALLOCATION FOR SUM SECRECY
RATE MAXIMIZATION

In this section, we discuss the joint resource optimization
problem for weighted sum secure rate maximization. The
problem can be formulated as:

N N M
(Pt} D20 D Imbiitii By, (1)
=1 4d'=1m=1

s.t. (6),(7), (8), (9) and (10),

where [,,, is the priority weight factor allocated by the higher
layers to the m-th user.

Proposition 1: The secrecy rate Rii/77rl over a subcarrier-
pair is a concave function of the source power P; g, the relay
power Py g and the jamming power P; ,, u, respectively.
More specifically, the secrecy rate over a subcarrier-pair is
monotonically increasing with the relay power and gets max-
imum when the source power equals P{fs and the jamming
power equals P?,, \;, respectively. P{g and P, ; can be

4

given as

1o3
Py = (ai’,m,RPi/,R\/(ai’,m,RPz”,R + @m uPimu+1)

“im UPimu — @it m RPy R — Qim, UPm,u — 1)

. ai,S(ai/,mj{Pi/,R + 1)’ (12)
Pf v = (i mRrPrry/(isPis +1)
. \/(ai,SPi,S + oy mrPrr) +aisPis+1)
. (13)

ai,m,U(ai’,m,RPL”,R - 1) )

Proof: See Appendix A.

Since the optimization problem in (11) is a non-convex
combinatorial problem belonging to the class of NP-hard,
there is no polynomial time optimal solution possible [29],
[30]. It can be observed that the secrecy rate per subcarrier-
pair is a concave function of the source power P; g for fixed
relay power and jamming power {P; g, P; .U}, a concave
function of the relay power P/ r for fixed source power and
jamming power {P; g, P; ,».u}, and also a concave function
of the jamming power for fixed source power and relay power
{P;s, Py r}, as shown in Proposition 1. This motivates us to
use the method of alternating optimization (AO) [31] for joint
power optimizations and the problem in (11) can be solved
by dividing it into one master problem (outer loop) and four
subproblems (inner loop) [14]. The first subproblem is the
joint allocation of the subcarrier assignment and subcarrier
pairing for fixed power allocation. The second subproblem
is the source power allocation for fixed other variables. The
third subproblem is the relay power allocation for fixed
other variables. The fourth subproblem is the jamming power
allocation for fixed other variables. In the following subsec-
tions, we discuss the four subproblems and solve them in
polynomial time complexity.

A. SUBCARRIER ASSIGNMENT AND SUBCARRIER
PAIRING FOR FIXED POWER ALLOCATION

The subproblem-1 can be stated as
N N M

gl&ag; Z Z Z lm¢i,i’ti,i’,mR§i/,m (14)

i=14'=1m=1

s.t. (6) and (7),

which is an integer programming problem.

1) Optimal Subcarrier Assignment for Given Subcarrier
Pairing

Define D as the set of all possible subcarrier pairings ¢ and
subcarrier assignment ¢ satisfying (7) and (6), respectively.
We first determine the optimal user for a given subcarrier-
pair. Suppose (i,i') is one of the valid subcarrier-pair in ¢,
i.e. ¢;» = 1. It can be easily seen that the optimal user for
the subcarrier-pair (7,:') should be the one maximizing the
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value of [,,, RS .,

’Ll ,T

in (14), which can be given by

RS,
7,2 ,m (15)

o { 1, m=m(i,i') = argmrgxlm
274 ,m

0, otherwise.

2) Optimal Subcarrier Pairing

Substituting (15) to (14), the optimal problem can be written
as

N N
i lm R 16
{gl}fg?;;@’l mAl; 575 (16)
where Rl o= Rfi,’m(iﬂ,,). Define an N x N matrix R =

[R7 ], we should pick exactly one element in each row
and each column of matrix R to maximize the objective in
(16). The subscript of each selected element in R is exactly
corresponding to a certain optimal subcarrier-pair (4, 7). This
selection is essentially a standard linear assignment problem
that can be efficiently solved by the Hungarian method,
whose computational complexity is O(N?). For more details
on the Hungarian method, see Appendix B [32].

Let 7(¢) denote the subcarrier index in the second hop
paired optimally with subcarrier ¢ in the first hop, for ¢ €
{1, ..., N'}. Then, the optimal subcarrier pairing variable can
be expressed as

@¢={Li_”@ (17)

0, otherwise.

After the above steps, we obtain the optimal solution
{¢*,t*} for the subproblem-1 in (14). The computational
complexity of solving the subproblem-1 is O(N?).

B. SOURCE POWER ALLOCATION

The subproblem-2 can be stated as

g%ZZZl%m (18)

i=14¢=1m=1

s.t. (8),

which is a convex problem because Rl #/.m 18 @ concave
function of P; g (cf. Proposition 1). We can easily solve the
optimization problem by using Lagrange dual method. The
Lagrange dual function of the problem (18) is

9(ns) = max Ly(Pys, pis)- (19)
i,S
The Lagrangian is

Ls(Pi Sa,us)
N N M

DI

IOg asPi,S + bs

2

Py ooy Pi2,S+CSPi,S+bs
N

Hs (PSC - Z Pi,S) R (20)
i=1
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where ps > 0 being the dual variable and

as = (o mrPir R + 1)(®m,uPimu+1)/a;s,
bs = (Oéz'/,m,RPi/,R + & m,uPim,u + 1)

(W muPimu + 1) /0 g,
cs = (i, mRPy R + 20 m,UuPim,u +2)/is.

Therefore, the dual optimization problem is expressed by
min 9(ps) @21

s.t. us > 0.

Since the dual function is inherently convex [33], the dual
optimization problem in (21) can be solved by subgradient-
based methods with guaranteed convergence. Let P/g de-
notes the optimal source power allocation in (19) at a given
dual point p, then a subgradient of g(us) can be derived as

A pg = PSC*Z s (fs)-

The dual variable can be updated as ,u( e+l _ é‘“") +e@ A
s, where the update size ¢(*) following the diminishing
policy in [34] and x indicates the number of iterations.
The subgradient method guarantees that the dual point can
converge to the optimal dual variable p} after sufficient
iterations, and the corresponding computational complexity
is polynomial in the number of dual variable [35].

Applying Karush-Kuhn-Tucher (KKT) conditions [33], we
can obtain the optimal source power allocation. After setting
the derivative of Lg in (20) equal to zero, we obtain a third-
order nonlinear equation in P; g having the following form

AP+ BsP’s + CsPis + Dy = 0, (22)
where
As = Qs

Imas

Bs = bs sCs P
st 21n 2pus

Cs = bs(as + ¢s) + bmbs

s — Us\Us s 21112#57

lmbs(cs - as)

Dy =02+ =2

s 21n 2,

Since the secrecy rate is a concave function of P; g (cf.
Proposition 1), depending on g, there exists a single positive
root P} ¢ of (21), which satisfies the source power constraint
in (8). Since the secrecy rate over a subcarrier-pair reaches
maximum when the P; s equals to Pﬁs (cf. Proposition 1)
without considering the source power constraint, the optimal
source power allocation P;'g can be written as

. _J PigPig < P
Pis = { P;?S, otherwise. (23)

Since the dual variable s contains only one optimization
variable, the computation complexity of the algorithm is

5
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fixed and is not affected by N and M. Therefore, the compu-
tational complexity of solving the subproblem-2 is O(1).

C. RELAY POWER ALLOCATION
The subproblem-3 can be stated as
N N M

[pax, ; 2 m; LRt m (24)

s.t. (9),

which is a convex problem because Ris,i’,m is a concave
function of Py r (cf. Proposition 1). We can solve the
optimization problem by using Lagrange dual method. The

Lagrange dual function of the problem (24) is

9(px) = max Ly (P g, fix)- (25)
Py v
The Lagrangian is
Lr(Pi’,vajfr)
N N M

3% 21, log, <arpi"'R ha br)
£ 2 abPyr+de
N
+ i (PRC -> Pi/,R> , (26)

where p, > 0 being the dual variable and

ar = & m r(; sPis + 1)(im,uPimu+1),
br = (5,8P;s + 0, uPim,u + 1) (Qim,uPimu + 1),
¢ = i mr(isPis + ®imuPimu+1),
dy = (i sPis + @imuPimu + 1)°.
Similarly, applying KKT conditions, we can obtain the op-
timal relay power allocation. After setting the derivative of

L, in (26) equal to zero, we obtain a second-order nonlinear
equation in P g having the following form

AP g+ B.Py g+ C: =0, (27)
where
Ar=a;sPis +1,
Br = (i sPis +2)(assPis + ®iym,uPim,u + 1)/ m R,
Cr = (8P s + Qim,uPimu +1)°/a}  r

—lmaisPs(isPis + @muPimu+1)/(2ln QMr%%,m,R)-

Since the secrecy rate is a concave function of Py g (cf.
Proposition 1), depending on p,, there exists a single positive
root P}, i of (27), which satisfies the relay power constraint
in (9). p, is updated using the subgradient method. Since
the secrecy rate over a subcarrier-pair is monotonically in-
creasing with Py r (cf. Proposition 1), the optimal relay
power allocation Pz = P, . Similar to subproblem-2,
the computational complexity of solving the subproblem-3

is O(1).

D. JAMMING POWER ALLOCATION
The subproblem-4 can be stated as
N N M

(P DD Rl (28)

i=14'=1m=1

s.t. (10),

which is also a convex problem because Ris,i/,m is a concave
function of P; ,,, y(cf. Proposition 1). Similarly, We can solve
the optimization problem by using Lagrange dual method.
The Lagrange dual function of the problem (28) is

g(p) = 15?3}; Ly(P;m, U, fiu)- (29)
The Lagrangian is
Lu(Pim,us fiu)
- i i i %Zm log, <?§WU 1au§i,m,U + bu>
st emu + Calimu + du

M N
+ D Hmu (Pm,uc -y Pi,m,u> , (30)
m=1 i=1

where fy, = (u1,U,..., uas,u) = 0 being the vector of the
dual variables and

ay =(a;,sPis + @it m R Py R
+ a; 8P st m Py R+ 2)/ i m,U,
bu =(isPis + airmrPir R
+ajsPisay m Py R + 1)/ozfym,U,
cu =20 5Pis + it m RPir R + 2)/tim,uU,
dy =(; P s + oy mr Py r +1)(aisPis + 1)o7, v
Similarly, applying KKT conditions, we can obtain the opti-
mal jamming power allocation. After setting the derivative of

L, in (30) equal to zero, we obtain a fourth-order nonlinear
equation in F; ,,, v having the following form

4 3
‘Pi,m,U + BUPi,m,U

= —(CuPlu + Dulimu + Bu), 31
where
Bu = ay + Cy,
lm
u — bu du uCu 51 o \lu — Cy),
C +dy +ayc +21D2Mm,U(a Cu)
lm

Du: udu bu u a1 a. bu_du ;

audy + bycy + QIHQHm,U( )

Eu = budu + lm

m(bucu — Cludu).

Since the secrecy rate is a concave function of P; ,,, y (cf.
Proposition 1), depending on p,,, there exists a single positive
root B, ; of (31), which satisfies the user power constraint
in (10). py is updated using the subgradient method. Since
the secrecy rate over a subcarrier-pair reaches maximum
when the P; ., u equals to P?,, ; (cf. Proposition 1) without
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Algorithm 1 AO based Joint Resource Allocation

Input: N, M, o3, Psc, Prc

{his} = {h1s,has, ..., hns}
{hirmr} ={hi 1R P12R, - AN MR}
{himu}={h11,u,h120U,- ... hn MU}
{lm}={l1,l2,.. ., I}

{U;,U} = {U%,U Ug,U ~-~a‘712\4,U}
{Pnuc}t={Pivc,Pouc,...,Puuct

Output: Optimum set { P*, ¢*,t*}
The outer loop:
1: Initialize Pi,S = Psc/N, Pi’,R = PRC/N; Pi,m,U =
Pyc-M/N ;
2: for x=1 to iteyyier do
3:  Assign subcarrier-pair:
4 obtain t* according to (15);
5:  obtain ¢* according to (17);
6:  Allocate source power:
7 for i=1 to ite;pne, do
8 initialize ps;
9: allocate P;"g(us) according to (23);
10: update pis;
11:  end for
12:  reallocate ;g based on {t*, ¢™}.
13:  Allocate relay power:
14:  for i=1 to ite;nner do

15: initialize pi;;
16: allocate Pj; g (y1r) = P} g (pr)according to (27)
17: update 1,;

18:  end for
19:  Allocate jamming power:
20:  for i=1 to ite;n e, do

21: initialize fi,;

22: allocate P/, 1;(fu)according to (32) ;
23: update fiy;

24:  end for

25: end for

26: Obtain {P* = { P, P g, P}, 6% 8 );
27: Calculate the weighted sum secrecy rate.

considering the user power constraint, the optimal jamming
power allocation P {; can be written as

T T >
* — Pi,m,U’ Pi,m,U S ‘Pi,m,U (32)
&m,U Py, u, otherwise.

Suppose the complexity of dual variable u, updates in the
order of M®, the computational complexity of solving the
subproblem-4 is O(M®).

E. SOLUTION OF THE MASTER PROBLEM

In the above four subsections, we solve the four subproblems
respectively. The master problem is solved by AO method. In
the outer loop, the AO starts with {P; g, Py r, P; m,u} allo-

VOLUME 4, 2016

cated equally, then we optimally solve the four subproblems.
This procedure continues either the weighted sum secrecy
rate saturates or the outer iteration count exceeds a threshold.
Since the weighted sum secrecy rate increases with every
inner loop and the function has an upper bound because of
the power constrains, the AO method converges, which is
also shown in [36], [37]. The whole joint resource allocation
(JRA) scheme is given in Algorithm 1. Suppose the iteration
count of the outer loop is v, then the complexity of the JRA
algorithm is O((N3M®)7).

Remark: Note that when the number of users approaches
infinity, the sum secrecy rate of the system will finally con-
verge to a certain value because the power and bandwidth
resource of the system is constrained. However, this value is
difficult to derive because the system is too complicated.

IV. TWO LOW COMPLEXITY ALLOCATION
ALGORITHMS

In section III we have proposed the AO based resource allo-
cation algorithm, which is not computationally efficient for
the large number of users and subcarriers. In this section, we
propose two suboptimal algorithms with reduced complexity.

1) Low Complexity Algorithm 1: Sequentially Resource
Allocation

The core idea of the Sequentially Resource Allocation (SRA)
algorithm is to sequentially optimize the variables of the
primal optimization problem in (11) instead of joint opti-
mization, thereby reducing computational complexity. The
primal optimization problem was divided into four subprob-
lems and solved by AO in section III. In order to reduce
the complexity, we solve the four subproblems sequentially
instead. Initially allocating the relay power and jamming
power {Py r, P, u} equally, we first obtain {¢*,t*} by
solving the subproblem-1, then we obtain P;g by solv-
ing the subproblem-2, then we obtain Pj i by solving
the subproblem-3, finally we obtain P}, {; by solving the
subproblem-4. The SRA scheme is equivalent to the JRA
scheme when the iteration of the outer loop is 1. Compared
with the JRA algorithm, this suboptimal SRA algorithm
does not need to do outer loop. Hence its complexity is
O(N3M®).

2) Low Complexity Algorithm 2: Suboptimal Joint Resource
Allocation

The core idea of the suboptimal joint resource allocation
(SJRA) algorithm is to decouple the source power allocation
and the relay power allocation with the other resource. The
complexity involved in JRA can be reduced by allocating
the source and relay power based on channel condition.
We assume that the source power and the relay power is
distributed proportional to the effective channel gains over

7
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Algorithm 2 Suboptimal Joint Resource Allocation

Input: N, M, o}, Psc, Prc

{his} ={h1s,has,....hngs}
{hitmr} ={Mir P12R, - AN MR}
{himu}t={h11,u,h12U,...,AnMU}
{ln}={l1,la,...; L}

{Uvzn,U} = {U%,U U%,U "'ﬂo—%d,U}
{Pnuc}={Piuc,P2uc,.-.,Puuc}

Output: Optimum set { P*, ¢*,t*}

1: Initialize IDi,S = Psc/N, Pi/,R = PRc/N;
2: for i=1 to ite do

3:  initialize piy;

4 allocate P, (pu) according to (32);
5. obtain £* (fiy);

6:  obtain ¢* (uy);

7. update p;

8: end for

9:

reallocate P}, ; based on {t*, ¢*}.
Obtain { P* = { s Prrrs P vt @556 1
: Calculate the welghted sum secrecy rate.

—_— =
—_ O

all subcarriers:
Q5. S

Pis=—x - Psc, Vi
i=1 Q4,8
> et it R
Pi’ R = m=1%i",m, . PRC,ViI.

’ Zv’ 1 Zm 1 @i’ m,R
Then, the optimization problem is to jointly allocate the jam-
ming power, subcarrier pairing and subcarrier assignment.
The problem can be stated as

N N M
max¢ t) Z Z Z lmd)z z’tz N m i,/ ,m (33)
Pi,m,u, i=1¢=1m=1

s.t. (6), (7) and (10).

The mixed integer programming problem can be solved by
Lagrange dual method. We first obtain P}, ; as in (32),
then determine subcarrier assignment as in (15) finally we
obtain subcarrier pairing using Hungarian method as in (17).
The whole SJRA scheme is shown in Algorithm 2. Since the
number of dual variable p,, is M, the complexity of SJIRA is
O(N3M®).

V. SIMULATION RESULTS

In this section, simulation results are presented to evaluate
the performance of the proposed JRA algorithm and the two
low complexity scheme (SRA and SJRA).

The Erceg channel model in [38] is employed in our
simulation, in which the central frequency is given at 2GHz
to emulate a broadband wireless network. We chose Cat-
egory B, which is hilly terrian with light tree density or
flat terrian with moderate-to-heavy tree density. The signal

8

User Region

Source Relay

FIGURE 2. User distribution for the setup in Figs. 3, 4, 5, 6 and 7.

TABLE 1. Some Parameters used for simulation

Value
1MHz
5.21 x 10~2'W/Hz

Parameter
Wireless channel band width
Noise spectrum density

Distance between source and relay lkm
Height of source 30m
Height of relay 10m
Height of users 2m

fading follows the Rayleigh distribution without considering
shadowing effect. Some of the simulation parameters are
summarized in Table 1. For simplicity, we assume the power
constraints of the source, relay and all users in (8), (9) and
(10) are same. The distribution of users is shown in Fig. 2,
where the users are randomly distributed in a square region
about 1km x 1lkm. The center of the square region is on the
line formed by the source and the relay and 1km away from
the relay.

The performance of equal power allocation (EPA) is pre-
sented as a benchmark. The EPA scheme obtain the sub-
carrier paring and subcarrier assignment with allocating the
source power, the relay power and the user power equally.
The subcarrier assignment is solved by (15) and the sub-
carrier pairing is solved by (17). The power refinement is
employed to equally allocated each user’s power by the
number of subcarriers assigned to it. The complexity of EPA
is O(N3).

The performance of SNR based allocation proposed in [17]
is also presented as another benchmark. The SNR based allo-
cation (SBA) scheme defines a SNR threshold . According
to [39]-[41], when the eavesdropping SNR of the relay is
less than 4, the relay can not decode the received signal and
the eavesdropping rate is zero. Then the primal non-convex
problem can be simplified to a convex problem, which can
be solved by the dual method. The complexity of SBA is
O(N3(M +1)*).

Fig. 3 compares the weighted sum secrecy rate achieved
by different schemes. The results are based upon average of
200 Monte-Carlo simulations of user distribution. From Fig.
3, we can see that our JRA scheme has the best performance
and significantly outperforms the two benchmarks: EPA and
SBA. The two low complexity schemes: SRA and SJRA have
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Weighted sum secrecy rate(b/s/HZ)

5 10 15 20
Transmit power per node(dBm)

FIGURE 3. Weighted sum secrecy rate versus transmit power per node when
N=32 and M=8.
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Weighted sum secrecy rate(b/s/HZ)
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FIGURE 4. Weighted sum secrecy rate versus number of users when N=32
and transmit power per node is 20 dBm.
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FIGURE 5. Weighted sum secrecy rate versus number of users when N=4
and transmit power per node is 20 dBm.

better performance than benchmarks and their performance
is close to JRA. Among the two schemes, the SRA performs
slightly better the SJRA with the same complexity, because
SRA performs all power optimization while SJRA only per-
forms the jamming power optimization.

Performance of different schemes with number of users
M is presented in Fig. 4 and Fig. 5. It indicates that the
gap between JRA and other suboptimal schemes increases

VOLUME 4, 2016

—5—JRA rd

12 F [——SRA ~ 1

Weighted sum secrecy rate(b/s/HZ)

. . . . .
4 6 8 10 12 14 16 18 20
Number of Subcarriers

FIGURE 6. Weighted sum secrecy rate versus number of subcarriers when
M=8 and transmit power per node is 20 dBm.

with number of users, because when there exist more users,
the subcarrier assignment diversity increases and the optimal
JRA scheme performs better. Fig. 4 also shows the perfor-
mance of SBA increases more slowly when the number of
users exceeds 4. This is because the eavesdropping SNR
increases as the number of users increases, which requires
more performance costs to control it below the threshold.
This defect does not exist in our proposed algorithms. Fig.
5 shows that when the number of users approaches infinity,
the sum secrecy rate of the system will finally converge to a
certain value because the power and bandwidth resource of
the system is constrained.

Fig. 6 compares the weighted sum secrecy rate achieved by
different schemes with respect to the number of subcarriers
N. It can be seen that JRA significantly outperforms other
schemes and the two low complexity schemes: SRA and
SJRA have better performance than benchmarks when the
number subcarriers becomes large. Furthermore, due to the
limited power and bandwidth resource, the sum secrecy rate
of the system will first increase with the growth of the number
of subcarriers and finally converge to a value. Therefore, the
slope of Fig. 6 will gradually decrease.

Then, the impact of the priority weight of user is discussed.
By setting the priority weight of other users to 1, we change
the weight of one user and observe the secrecy rate achieved
by different algorithms. The simulation result of the weighted
secrecy rate of the single user and the weighted sum secrecy
rate of the OFDMA system are shown in Fig. 7 and Fig. 8,
respectively. It can be seen from Fig. 7 that as the priority
weight increasing, the weighted secrecy rate of the single
user achieved by JRA increases faster, which indicates that
JRA is the most sensitive to the priority weight of user. Under
this evaluation standard, the two low complexity schemes are
better than the two benchmarks, and SRA is slightly better
than SJRA. This is because SJRA only performs the jamming
power optimization while SRA optimize all power resources.
Fig. 7 shows that the weighted secrecy rate of the user
achieved by JRA is lowest when the priority weight of user
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is relatively low, because JRA allocates the secrecy rate to
other users with higher priority weight in this case. However,
the weighted system secrecy rate achieved by JRA is still the
highest, as shown in Fig. 8, which indicates the superiority
of our algorithms will not disappear as the priority weight
of users changes. More Specifically, from Fig. 8, we can see
that as the priority weight of one user increases, the weighted
sum secrecy rate achieved by different algorithms increases
slowly, or even decreases. This is because we allocate a lot of
resources to users with higher weights, which may lead to a
decrease in the sum rate.

Finally, we discuss the running time of different algo-
rithms, which is shown in Fig. 9. It can be seen that the run-
ning time of JRA is the highest and about 9 times the running
time of the two low complexity schemes: SRA and SJRA.
The extra running time of JRA is brought by AO method
and power refinement. The running time of SRA, SJRA and
SBA is close because of their calculate complexity is almost
the same. EPA has the shortest running time. Particularly,
the running time of the fives algorithms are approximately
proportional to the third power of the number of subcarriers,
which is consistent with the computational complexity we
derived.

VI. CONCLUSION

In this paper, we have formulated the subcarrier-pair based
resource allocation problem in secure cooperative OFDMA
system with untrusted relay, where user-aid jamming method
has been employed to enhance system security. We have
proposed an effective JRA algorithm based on AO and La-
grange dual method to solve the NP-hard resource alloca-
tion problem and the complexity is in polynomial time. To
reduce the calculate complexity, we further proposed two
suboptimal algorithms: SRA and SJRA. The SRA algorithm
reduces complexity by allocating resource sequentially while
the SJRA algorithm reduces complexity by decoupling the
source power allocation and relay power allocation with other
variables. Simulation results have been presented to evaluate
the algorithms we have proposed. In simulation, We have
shown the performance of JRA is always best. SRA and
SJRA significantly outperform the benchmarks with reduced
complexity. Specifically, the performance of SRA is slightly
better than SJRA.

For the future extension, we will focus on the security-
reliability trade-off (SRT) of the cooperative OFDM system
with untrusted relays. The SRT shows the trade-off between
the security and reliability of the system, which is a very
important indicator in secure system. Studying the SRT in
the considered OFDMA system with untrusted relaying is an
interesting and important problem.

APPENDIX A PROOF OF PROPOSITION 1
For simplicity, we replace R}, . by R®, P;g by P, Py

by P, Py by Py, avis by @, @irm,r by ar and o m,u
by «, in the proof, respectively.
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FIGURE 7. Weighted secrecy rate of user versus priority weight of user when
N=32, M=8 and transmit power per node is 20 dBm.

Weighted sum secrecy rate(b/s/HZ)

. . . . . .
0.4 0.6 0.8 1 1.2 1.4 1.6 1.8
Priority weight of one user

FIGURE 8. Weighted sum secrecy rate versus priority weight of user when
N=32, M=8 and transmit power per node is 20 dBm.
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FIGURE 9. Average running time versus number of subcarriers when M=8
and transmit power per node is 20dBm.

1) RS is a concave function of P,

For fixed P, and P,, the secrecy rate RS over a subcarrier-
pair can be rewritten as a function of F:

as Py + by

1
S —
R@*am%@+gﬁm

) Ps=0. (34
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where
as = (P + 1)(an Py + 1)/,
bs = (P 4+ o Py + 1) (an Py + 1) /a3,
¢s = (a Py 4 2004 Py + 2)/ as.
Then the first derivative of RS (P,) is
ORS 1 —asP? — 2by Py + by(as — c5) (35)
OP;  2In2 (asPys + bs)(P2 + csPs + by)

Equating (35) to zero, we obtain

—bg + 2b, — agbscs + b2

P = V/03bs — asbscs + 8 (36)
Qg

_bs 2bs - sbs S b2
Since Ps > 0, P? = + \/as 8s55Cs + 0% . It can be
Qe
. ORS ‘.

easily seen that when Py < P?, 9P P > 0, R” increases
S

with Ps, when P, > P2, P, decreases with

P. Specially, RS get maximum when P, = P°. Since our

target is to maximize RS, the domain of P, can be reduced to
[0, F3].
The second derivative of RS(P) is
9’ RS 1
P2~ 2In2(asPs + b3)2(PZ + csPs + by )?
’ {_Q(GSPS + bs)Q(Ps2 +csPs + bs)
+[asP? 4 2by P, — by(as — )]
- [3as P2 + 2(bs + ascs) Ps + bs(as + )]} . (37)

0’RS
CS) S 0, W S 0.

When P, < P2, as P2 +2bs P, — by(as

S
Thus, we prove RS is a concave function of P, when P, €
[0, P?] and gets maximum when Ps = F;.

2) RS is a concave function of P,

For fixed P; and P, the secrecy rate RS over a subcarrier-
pair can be rewritten as a function of P;:

1 P+ by
~log, <H>,Pr>o. (38)

R(P) =3 P+ dy

where
ay = ar(asPs + 1) (ay Py + 1),
by = (asPs + oy Py + 1) (g Py + 1),
Cr = ar(asps + auPu + 1)7
dy = (P + ay Py + 1)2,
Then the first derivative of RS(P,) is
ORS - 1 a,d, — bec,
0P, 2In2(a,P +b.)(c; P +dy)’

Since a,d; —byc; = a0 Ps(ay Py+1) (o Ps+ oy Py +1)2
0, RS increases with P;.

(39)
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The second derivative of RS(P,) is

RS 1 —(axdy — bey) (20, P + apdy + becy)
9Pz ~ 2mn2 (@ P, + b)2(G P 1 db)?
(40)
2 pS
Since a,d, — by, > 0, 8P2 < 0. Thus, we prove RS is a

concave function of P, and is monotonically increasing with
P, when P, > 0.

3) RS is a concave function of P,

For fixed Py and P, the secrecy rate RS overa subcarrier-pair
can be rewritten as a function of P,:

aUPU+bU
41
2+duPu+eu>’ (41)

1
RS(P,) =3 log, (1 + .
where

ay = ayasPs(an P — 1),

by = —asPy(as P + 1),

cu=a?,

dy = ay (205 Ps + o Py + 2),

eqw = (sPs + 1)(asPs + o Py + 1).
When a, < 0,ie. o, P <1, RS(P,) <0, the system cannot
perform confidential communication. So the a, > 0 must

by
be satisfied. We observe when P, < ——, RS(P,) < 0, so
a

the domain of P, can be reduced to [——, +-00
Qu

]. The first

derivative of RS(P,) is

ORS —aycy P5 — 2bycy Py + ayey — budy
0P, 21n2[cuP§ (ay + du)Py + by + €4]
1
) . 42
cu P2+ dyPy + ey 42)
Equating (42) to zero, we obtain
by 2e wbudy + b2cy
Pfji\/a — Gubuly T 0 43)
an aey,
b, 2e budy + b2
Since P, > 0, PS = _1+\/a au21 .+ Cu
au aZe,
. dR® S
It can be easily seen that when P, < P?, op. >0, R
ORS
increases with P, when P, > P¢, P, decreases

with P,. Specially, RS get maximum when P, = P¢. Since
our target is 20 maximize RS, the domain of P, can be
reduced to [——, P°].

a

u
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The second derivative of RS(P,) is

82RS _ _2Cu(auPu + bu)fu + guhu
OP2  2In2[cy P2 + (ay + dy) Py + by + ey)?
1
(P2 + dyPy + €y)?’
where f, = [cuP? + (ay +dy) P+ by +eu)(cu P2 +duy Py +
eu) >0, gu = _{46121P1§ + 3Cu(au + Qdu)Pf + 2[(au +
dy)du~+(by+cutey)cn] Pot(an+dy)en+ (by+ey)d } <0,
hy = —aucy P? —2bycy Py+ayey—bydy > 0,YP, € [0, P?]
by
When P, € [——, PS], —2¢y(ayPy+by) <0, hy > 0,50
62RS a‘ll
OP?

bu .
when P, € [——, P¢] and gets maximum when P, = PS.
a

(44)

< 0. Thus, we prove RS is a concave function of P,

Combined the;1 above three subsections, the Proposition 1
is proved.

APPENDIX B THE HUNGARIAN METHOD
The assignment problem deals with assigning machines to
tasks, workers to jobs, soccer players to positions, and so
on. The goal is to determine the optimum assignment that,
for example, minimizes the total cost or maximizes the team
effectiveness. The Hungarian algorithm is an easy to under-
stand and easy to use algorithm that solves the assignment
problem.

Step 1: Subtract row minimum

For each row, find the lowest element and subtract it from
each element in that row.

Step 2: Subtract column minimum

Similarly, for each column, find the lowest element and
subtract it from each element in that column.

Step 3: Cover all zeros with a minimum number of lines

Cover all zeros in the resulting matrix using a minimum
number of horizontal and vertical lines. If n lines are re-
quired, an optimal assignment exists among the zeros. The
algorithm stops.

If less than n lines are required, continue with Step 4.

Step 4: Create additional zeros

Find the smallest element (call it k) that is not covered by
a line in Step 3. Subtract k from all uncovered elements, and
add k to all elements that are covered twice.
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