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ABSTRACT

Cybersecurity advocates attempt to counter the tsunami of cyber
attacks by promoting security best practices and encouraging
security technology adoption. However, little is known about the
skills necessary for successful advocacy. Our study explores the
motivations, characteristics, and practices of cybersecurity
advocates. Preliminary analysis of 19 interviews reveals that
effective advocates must not only possess technical and soft skills,
but also customer service orientation and context awareness.
However, little cybersecurity training is available to develop these
non-technical skills. Additionally, the cybersecurity profession
neglects to frame the field as service-oriented, a theme identified
repeatedly in our interviews. We discuss implications of these
findings for recruitment and greater workforce diversity.

1. INTRODUCTION

Cyber attacks are on the rise, and companies, government
agencies, and individuals are being exploited at an alarming pace
[38] [39]. A 2016 survey conducted by a major
telecommunications provider found that over 60% of the
businesses surveyed had an information technology security
breach in 2015, with 42% of those reporting that the breach
resulted in significant negative impact [1]. Despite real and
evolving cyber threats, organizations and individuals are falling
behind in defending their systems and networks [7]. They often
fail to implement and effectively use basic cybersecurity practices
and technologies.

Further contributing to the problem is the shortage of
cybersecurity professionals to address these challenges. Despite
significant government and industry partnership efforts to increase
the quantity and quality of the pipeline for future security
professionals, there will be an estimated gap of 1.8 million
information security workers by 2022, a 20% increase from the
1.5 million shortfall forecasted in 2015 [10].

How, then, can we make the most of the workforce we have? We
argue that a critical role and force-multiplier in security adoption
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is the security professional who not only has technical skills, but
also possesses the ability to promote best practices, educate,
persuade, and serve as change agents for cybersecurity adoption.
We call these professionals cybersecurity advocates.

Cybersecurity advocates promote security to a variety of
individuals, including home users, office workers, students and
faculty, technical staff and developers, and executives. They are
rarely identified as advocates by their official job title, although
some have more explicit titles such as “security evangelist.” Many
find themselves having to perform advocacy tasks in parallel to
their information technology (IT) or security-related jobs. A
complicating factor is that while some advocates have formal
education in computer and security-related disciplines, others may
come into the profession from non-technical disciplines such as
policy, legal, business, and the humanities. This makes it difficult
to establish a clear career track for these advocates.

There is an abundance of training, education curriculum, and
skills assessment resources for traditional security professionals
[8] [19] [23] [25] [32]. A quick review of these resources reveals
that much of cybersecurity education is viewed through a
technical lens, with little to no mention of “soft skills” such as
communication, teamwork, and relationship building. These skills
are critical to the work of cybersecurity advocates who have a
social and organizational focus and impact. Currently, there are
few resources for educating professionals on how to be good
cybersecurity advocates. In addition to the bias towards technical
skills, this gap is likely due in part to the fact that we have little
understanding of the work practices and characteristics that lead
to successful advocacy.

In this paper, we present preliminary findings from an in-progress
interview study of 19 participants in which we explored the
characteristics and motivations of cybersecurity advocates. By
examining these characteristics, we begin to discover a set of
skills and dispositions rarely emphasized in traditional and
continuing information security education. By revealing the
characteristics of these professionals, we hope to begin a dialogue
about how the cybersecurity community can augment current
security and education efforts to develop these advocates. We also
see an opportunity to rebrand cybersecurity as a people-oriented,
service profession, perhaps increasing the currently under-staffed
security workforce by attracting a new demographic of individuals
who may otherwise not consider cybersecurity as a career.

2. RELATED WORK

Limited research has been dedicated to the study of security
professionals. Efforts have aimed to define needed security



professional skills [35][37] and to understand personality
characteristics of those drawn to cybersecurity competitions [5].
Two significant field studies sought to illuminate the
characteristics and challenges of security professionals to inform
the design of more effective tools. The HOT Admin project
[6][15] identified security practitioner skill sets and challenges in
security practitioner work such as having to continually promote
security and having to balance security and usability. IBM’s study
[14] focused on how the work of security administrators differs
from non-security IT administrators, for example, the need to
address greater technical and organizational complexity and
having to be both proactive and reactive in their approach.

Hoffman et al.[16] recognized the importance of building a multi-
disciplinary cybersecurity workforce. Bagchi-Sen et al. [4]
identified a gap between purely technical training geared towards
early career professionals, and the interpersonal, communication,
and business-oriented skills required to progress in the field.

Although not cybersecurity specific, other studies echoed these
findings by identifying essential skills for related information IT
and information systems (IS) professions. Huang et al. [18]
categorized IT job skills into three groups: technical, business,
and humanistic. Noll and Wilkins [27] proposed a skills matrix
and development model to guide IS curriculum based on study
results indicating that soft skills, such as teamwork, collaboration,
and presentation and writing skills, were important success factors
within the field. Multiple research efforts focused on
understanding the impact, roles, and characteristics of change
agents who play an important role in information technology
adoption [22][31][41].

This body of related work illuminates a need for technical
personnel to possess non-technical skills and a void within current
curricula to support this. Other than elements of one industry
training program [33], we have yet to find comprehensive training
resources that specifically supports the work practices of security
professionals whose primary task is the promotion of security
practices. This is a gap our study begins to address by identifying
the skills and qualities that effective security advocates possess.

3. METHODOLOGY

We conducted 19 semi-structured interviews lasting on average 45
minutes. Interview questions addressed several areas: work
practices, professional motivations and challenges, characteristics
of successful advocacy, and communication approaches.
Participants also completed a short, online demographic survey
that collected information about years of experience in the field,
current position, and sectors in which they have worked.

Using researcher contacts, internet searches, and snowballing, we
recruited a purposeful sample of participants based on their roles
as cybersecurity advocates. Interviews were audio recorded and
transcribed. We then performed iterative, inductive coding and
analysis on the data to identify core concepts [12].

4. FINDINGS

We focus here on a subset of our preliminary findings that
describe the characteristics and skills of cybersecurity advocates.
We start with an overview of participant demographics. We then
progress from the technical credibility that the advocates must
have to the soft skills and service-orientation noted as
requirements of success by our participants.

4.1 Diverse Backgrounds and Roles

Our participants had diverse educational and career backgrounds.
See Table 1 for a subset of participant demographic information.
To avoid uniquely identifying any participants, we generalized
some position titles and categorized formal education into
technical (e.g., computer science, information systems,
engineering, cybersecurity) and non-technical fields of study.

Interestingly, nine participants had at least one degree in a non-
technical field, with six of those having no formal degrees in a
technology discipline, but rather in areas such as policy,
communications, history, law, business, English, and philosophy.
These individuals often remarked about how they brought
different perspectives and talents to the cybersecurity field. For
example, one participant who had a law background found her
niche within cybersecurity:

“They needed a translator to translate law to
geek...And I learned that I sort of have a unique
aptitude in this area where law and information
security policy intersect.” (P15)

Our participants clustered in age from 35-44 (5 participants), 45-
54 (6), and 55+ (7). They were a veteran group, with all but two
having more than 10 years in the security field. Participants had
worked in a variety of government, private industry, higher
education, and non-profit organizations, most having experience
in more than one of these sectors.

4.2 Technical Skills

Cybersecurity is most often viewed from a technical perspective,
with innovative technology and highly technical workers seen as
the path to solving to security problems. Not surprisingly, our
participants confirmed that effective cybersecurity advocates must
possess strong technical knowledge to gain credibility with their
target audiences. One participant, who is a veteran in the field,
emphasized the need for an advocate to have a solid
understanding of the technical aspects:

“This is a business that is very technology oriented,
and full of people...who want to one-up you. So if you
can’t kind of deal with that, it’s going to be hard for
you to be an effective advocate because people will
kind of eat you up unless you're pretty convincing.”

(P04)

4.3 Soft Skills

Technical knowledge is important, but those trained only in
traditional computing disciplines may not have all the skills to be
an effective advocate. The interviews clearly revealed that having
a well-rounded approach and addressing social and organizational
factors may be more imperative than the technical solutions alone.
One of our government participants summed up this sentiment:

“If you're a computer scientist, and all you know is
the computer science, and you don’t have the empathy,
you don’t have the skills to listen,...you don’t have
that psychological side, I don’t think you can make it
work.” (P03)

The remainder of our findings focus on the less conventional,
non-technical skills identified as important for security advocacy.



Table 1. Participant Demographics

Current & Past Sector(s)

Formal Degrees

Gender S:Iceli‘;iy' Current Position G=Government, T=Technical,
Experience E:Educaiff:{dif;g]on-proht, N=Non-technical

P01 M 10+ Cybersecurity Expert G T,N
P02 M 10+ Professor E,G,1 T,N
P03 F 10+ Computer Scientist G T
P04 M 10+ Security Evangelist N, G T
P05 M 10+ Cybersecurity Researcher I.G T
P06 M 10+ Non-profit President N, G,E, 1 N
P07 F 10+ Senior Technologist, Professor E G,1 T
P08 M 5-10 Attorney, Consultant 1 N
P09 M 10+ Training Program Director E,G N
P10 M 10+ Instructor, Consultant E .G T
P11 M 10+ Non-profit Director N, 1 N
P12 M 10+ Security Engineer LEG T
P13 M - - 1 -
P14 M 5-10 Security Awareness Director E, G N
P15 F 10+ Non-profit Director N E,1 N
P16 M 10+ Computer Scientist G E 1 T,N
P17 M 10+ Researcher 1 T
P18 M 10+ Vice-President IT E

P19 F 10+ Senior Architect 1 T

Many of these skills are often referred to as “soft skills.” These
consist of personal attributes such as likeability and a positive
attitude; career and collaborative attributes such as critical
thinking, adaptability, and teamwork; people skills such as
empathy and relationship building; and communication skills [30].
Unfortunately, these soft skills are not typically associated with
cybersecurity professionals even though participants felt these
were critical for effective security advocacy. One participant in a
non-profit security advocacy group lamented this weakness within
the security community, saying, “We are terrible at soft skills.
We 're very mono-cultured and bring technical solutions.” (P11)

In this section, we discuss the soft skills our participants
recognized as critical in their roles as advocates. We observe that
while communication skills are typically recognized as an
essential business skill, the soft skills needed by security
advocates extend far beyond these.

4.3.1 Communication Skills

Our findings support past research on the importance of
communication skills within related business, information
systems, and IT fields [18][27]. As several participants remarked,
they must be able to “sell” security. They use a variety of
communication approaches tailored to their audience, for

example, newspaper or television interviews, videos, training
classes, presentations, or blogs. They attempt to engage and
motivate their audiences, sometimes using imagery, metaphors, or
pop culture references to explain technical concepts to less-
technical audiences and overcome commonly held, negative
perceptions of security.

A good advocate also must frame her communications for diverse
audiences. For example, one participant who has extensive
experience communicating security to both the general public and
within organizations remarked, “Being able to translate
complicated things very simply is crucial to...advocating

security.” (P02)

4.3.2 Personal Attributes

Arrogance among highly technical people was commonly
observed by our participants and noted as an ineffective way to
promote good security decision-making. Effective security
advocates must exhibit humility, which was reflected in
comments by P10, a consultant and security educator, who stated,
“Whenever I walk in the room, I assume I'm the stupidest one
there, and everything works out great.” (P10)

Despite the challenges in the field, participants emphasized the
need to portray a positive attitude. PO1, who has worked as an



advocate within the U.S. federal government for over a decade,
echoed this sentiment when he commented, “One of the things I
read and believe to be true...is...walk in smiling.” (P01)

Participants also talked about the need to maintain optimism that
they could make some traction towards solving security problems.
When asked what he finds most rewarding about his role as a
security educator, P02 expressed this as:

“Probably the hope...Hope that I can leverage my
lessons learned and recent internet history to help
educate people about the technology society we live in
and the risks there inside, so they don’t make the same
mistakes we made. So, sometimes it's a futile act,
exercise in futility, but I do have hope.” (P02)

4.3.3 Career and Collaborative Attributes

Career attributes repeatedly mentioned by participants include
critical thinking, adaptability, and innovativeness. The ability to
be flexible in the face of changing circumstances and new
information was emphasized by one participant:

“I have a base set of things that I know to be
true...and a base set of procedures and policies that 1
have to follow. But once we get above that baseline,
then...my every move is guided by constant course
corrections based on what I'm seeing and what I'm

feeling.” (P01)

Another recurring topic was that security advocacy cannot be an
individual effort due to the diversity and interconnectedness of
technologies, networks, and organizations. Our participants
especially recognized the importance of cultivating partnerships
and building consensus. In a complex, dynamic field, they
themselves do not have all the answers, so they often must rely on
collective expertise and the establishment of shared security goals.
P11, who works with non-tech industries, recognized the need to
come to common understandings before his clients would be
receptive to security change: “The goal is to surface beliefs,
combine them with other beliefs, come to a set of shared beliefs.”

(P11)

4.3.4 People Skills

Advocacy work requires an alignment towards people: an
understanding of human behaviors, biases, and limitations and an
ability to build relationships, in other words, “people skills.” This
idea of being people-oriented was repeatedly referred to in our
interviews. When asked about the qualities or characteristics that
make security advocates successful, several participants noted the
ability to build relationships with others by establishing rapport
and gaining trust. P12, a consultant who has worked with many
different customers over his long career, commented,

“To me, trust is the most important thing that I have.
If they trust that what I'm telling them and what I'm
doing is the right thing, then I am much more
successful.” (P12)

Empathy was specifically mentioned by several participants as a
critical component in relationship building. P18, a vice president
of IT at a university, commented:

“l think people have to have a high emotional
intelligence and especially empathy. Part of being

successful in this is being able to have a conversation
and put yourself in the place of the person that you're
working with, and then be able to give effective advice
that is not preaching, is trying to be helpful, and is
letting them know that they 're not stupid because they
may not know how to do certain things.” (P18)

4.4 Context Awareness

In addition to technical and soft skills, successful cybersecurity
advocates must be context aware, recognizing that unique groups
will have different sets of values, challenges, and strengths. One
participant said quite simply, “context is king” (P02).

Our participants had experience advocating to diverse audiences,
both internal and external to their own organizations. Multiple
participants commented that a good advocate needs to be aware of
the environment, including the technology, people, and social and
cultural structures. One participant who regularly performs
security consultation discussed this importance:

“You need to translate technical findings into the need
for business action. And to do that, you have to
understand the business at some level.” (P10)

Participants said that successful cybersecurity advocates must also
understand and communicate the “why” behind security
recommendations and how security can be beneficial rather than
detrimental. P02, who is a former Chief Information Security
Officer, supported this focus on security being framed not as an
obstacle, but as a contributor to the organization’s success:

“When advocating for security funding or more
authorities internally, I always framed in the context
of ‘We're here to help you. We’'re mission enablers,
not mission constrainers.’” (P02)

Several participants also specifically commented that they felt the
responsibility to look at the bigger context and provide accurate
and sensible technical guidance. P07, who has experience in
higher education, government, and private industry, commented,

“I think in the security area there’s a lot of mythology
and a lot of things we do because we heard it’s the
right thing to do, and we have no idea why, but
everybody else seems to be doing it, so we should do
it, too. And so, trying to get people to stop and think it
through, and figure out what’s actually going to be
effective and look at the threat models.” (P07)

An important aspect of context awareness is a recognition and
understanding of the barriers customers face when trying to make
decisions about implementing security practices. These barriers
may come from any number of economic, social, political, or
structural issues. For example, in cybersecurity, as opposed to
other technology areas, the economic value can be difficult to
calculate. P05, a security researcher and former government
security professional, discussed this difficulty:

“It’s hard to prove that [security is] working for you.
Is it working because you’ve done such a good job and
you 've invested in all the right places, or is it working
because you re just not the target today?” (P05)

However, emphasizing the impacts of poor security is critical.
Advocates must maintain a delicate balance of eliciting enough



concern to motivate, but not enough to overwhelm and paralyze.
They also try to devise ways to overcome these barriers while
remaining oriented towards the concerns of the organization. For
example, P10 described his approach when consulting for
financial service companies:

“Their biggest concern is compliance and regulatory
scrutiny by government agencies. So you talk to them
about that. ‘You know, you've got this vulnerability,
and if somebody hacked this...there’s going to be an
investigation by the government, and from a
regulatory and compliance perspective, then you have
issues.”” (P10)

4.5 Service Orientation

While technical and soft skills may be expected competencies of
advocates within the cybersecurity realm, our most surprising
finding was the participants’ strong sense of service orientation in
helping others to protect themselves, safeguard their information,
and ultimately work towards a “common good” (P15). Hogan, et
al. [17] defined service orientation as the willingness to treat
customers with courtesy, consideration, and tact; perceptiveness
to customer needs; and the ability to communicate accurately and
pleasantly. Although prior service orientation research has been
mostly conducted in a commercial customer service business
context, our data leads us to believe it has implications for
cybersecurity advocacy as advocates’ audiences can ultimately be
viewed as “customers” of security information and guidance.

Service orientation was exhibited by our participants not only in
how they approached and performed advocacy-related tasks, but
also in their own reflective perceptions of themselves and their
work. For example, P06, the head of non-profit security advocacy
group, simply stated, “I think we’re making the world a better
place.” (P06)

Accompanying this sense of service was a deep passion for the
work. Even though security problems may seem intractable in the
midst of dynamic and often sophisticated threats, participants
reflected that the job has too much importance, and that the
economic, physical, and national security consequences may be
too dire for them not to do something. One participant
commented,

“It’s important because of the implications of not
doing it... the significance and the potential of loss of
dollars, of information, of man hours, of intellectual
property, sensitive information.” (P01)

Passion did not just originate from the service component, but
also from the intellectual stimulation of addressing hard problems.
One participant, who has had diverse professional experience
across multiple sectors, echoed this finding:

“Security is like a puzzle. It’s like a puzzle that never
goes away. And unlike the crossword puzzle...there’s
positive societal benefit for doing it.”” (P16)

Participants saw a gap in security knowledge among individuals
and organizations and were doing their best to remedy that by
serving in education and awareness roles. Our participants also
felt they have a responsibility to serve as mentors to the current
and next generations of security professionals. P12, who teaches
at local colleges in addition to his consulting job, commented,

“I’'m not going to be in this forever, so I really want to
make sure that I kind of bring in that education piece
and try to help the next group.” (P12)

5. IMPLICATIONS

The strong evidence of the importance of non-technical skills for
cybersecurity advocacy accentuates the lack of explicit emphasis
of those skills within cybersecurity education curricula. We
discuss potential implications of our findings toward improving
educational resources for advocates to enhance the workforce we
have now. Additionally, rebranding cybersecurity towards non-
technical proficiencies and motivations may serve to attract a new
cohort of individuals to the cybersecurity field in the future.

5.1 Cybersecurity Advocate Education
Advocates tend to be more advanced in their careers, having built
on prior real-world experience. Therefore, we contend that there
should be continuing education efforts to aid in the progression
from security technologist to advocate. Some of these efforts
might encourage the development of a change agent skill set.
Change agents work to convince their intended audience that there
is a need for change, build a solid information exchange
relationship, aid in the deployment of the technology, and attempt
to ensure long-term adoption of the technology [31]. In 1996,
Markus and Benjamin [22] suggested an information systems
change agent course that includes units on change agent
approaches, personality characteristics, how to cope with
challenges, ethical considerations, and awareness of
organizational and structural conditions. Building on this
foundation, future work may include modernizing and tailoring
this course to the specific needs of cybersecurity advocates.

Additionally, as evidenced by the diversity in our participants’
formal training, there appears to be a need for educational
opportunities to facilitate the transition from working in non-
security professions to cybersecurity advocacy. Several
participants commented that more discipline diversity would be
beneficial to augment proficiency gaps, such as business acumen
and soft skills, among security professionals. Furthermore,
security applies to all industries and sectors, but the security
contexts of these may vary widely. Individuals working within a
particular work setting have an intimate knowledge of that
environment that an external advocate may not. Change agents are
more successful with their clients when they exhibit homophily,
the tendency of an individual to bond with others who have
similar characteristics [31]. Therefore, it’s logical to increase the
reach and effectiveness of security advocacy by encouraging the
development of cybersecurity advocates who are trusted insiders
within diverse fields, for example, law, policy, finance, banking,
and health.

5.2 Reframing Cybersecurity

To enhance the future cybersecurity workforce pipeline, we call
on the cybersecurity education community to consider
incorporating and emphasizing non-technical skills as critical
components of the advancement and success of security
professionals. Current curricula are largely technology-focused,
and fail to include many of the soft skills highlighted in our study.

Additionally, our interviews suggest that there is a failure of the
cybersecurity community as a whole to market security as a



service profession versus a technology-dominated field. U.S.
Government organizations seem to do a better job of this, for
example U.S. Army Cyber Command [39] encourages prospective
employees to “Join the team that makes a difference.” Yet there is
opportunity for improvement in other sectors, including outreach
programs for youth and college students.

Reframing cybersecurity may aid in attracting currently under-
represented populations, such as women, and reducing the current
workforce shortfalls. Despite rising numbers of women in STEM
fields such as social sciences, mathematics, and engineering,
women’s participation in the U.S. computer technology field has
been falling [20]. Women now make up only 24% of the overall
computing workforce [1] and only 14% of the North American
and 11% of the global cybersecurity workforce [10]. This
population is often deterred by the perception of security as a
male-dominated hacker culture, a lack of mentors, and the belief
that only those with highly technical skills can work in the field
[13][36].

According to the National Science Foundation [26], Hispanics
make up 17% and African-Americans, 13% of the U.S.
population; however, they are only 6% and 5% of STEM workers,
respectively. Minorities make up an increasingly larger segment
of the younger U.S. generations, often referred to as “Millennials”
and “Generation Z” [2][9]. These generations are the largest
potential source of new cybersecurity professionals, as they are
close to 50% of the U.S. population [9][10]. The portrayal as a
service profession may be critical in appealing to the values of
these generations. Millennials want to positively impact their
organization and have a job with meaning and purpose [24][29].
Generation Z are digital natives, having been exposed to
technology from a young age. They self-identify as
compassionate, open-minded, and determined, also with a desire
to positively impact the world [34]. These are all important
qualities identified by our study participants. Additional research
needs to be conducted to investigate whether framing security as
service and people oriented might be more appealing to under-
represented groups and younger generations, as well as
professionals in other disciplines.

6. CONCLUSION

Cybersecurity advocates serve as force-multipliers in security
adoption. However, little has been done to encourage
development of additional advocates or attract individuals with
the interests and skills to be effective in this role. Our study
suggests that a paradigm shift in cybersecurity education and
branding may be necessary to keep pace with the dynamic nature
of the field, foster more effective advocacy, and help address the
workforce shortage. We recommend moving away from a
predominantly technical emphasis toward a more holistic view,
with the security community supporting non-technical
competencies and discipline diversity in both professional
development and recruitment efforts.
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