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ABSTRACT 
Authentication is using one or multiple mechanisms to show that you are who you claim to be. As 
soon as the identity of the human or machine is demonstrated, then human or machine is authorized 
to grant some services. The modern research study reveals that fingerprint is not so secured like 
secured a password which consists of alphanumeric characters, number and special characters. 
This model proposes instead of password iris of the user, which is also one of the strongest 
physiological biometrics recognition systems. The iris is absolutely fashioned by way of eighth 
month of adults, and remains stable throughout the life span. In recent years, the usage of Iris for 
human identification has substantially grown due to the tremendous advantages with traditional or 
usual or normal authentication techniques based on private identity numbers (PINs) or passwords. 
In fact, given that iris is intrinsically and uniquely related to a character, they can't be forgotten, 
without difficulty stolen or reproduced. But, the use of Iris may additionally have some drawbacks 
related to viable safety breaches. On the grounds that iris traits are limited and immutable, if an 
attacker has gets access to the database where they are saved, the system security may be 
irreparably compromised. To deal with this hassle, an iris structure with template protection 
becomes very much essential. In this paper the different methods of iris recognition are studied 
with its features. This paper also discusses about multifactor authentication model.  

Keywords: Fingerprint Recognition, Fingerprint Hash code, Iris Recognition, Multifactor 
Authentication Model, Template Protection.. 

1. INTRODUCTION 

Biometrics is an investigation of checking and 
setting up the identity of an individual through 
physiological components or behavioural 
qualities. Even though biometric technologies 
differ in complexities, capacities and 
performance parameters, still all offer a few 
regular or similar components like biometric 
sensor module, feature extractor module, a 
matching module, decision-making module and 
system database [1]-[2]. System makes use of 
different capturing devices with an intention to 
acquire biometric traits to an automated system. 
These include camera and scanning devices to 
capture images, speakers for recording voice, the 
special type of sensors to capture behavioural 
traits, computer hardware, and software to 

extract, purify or enhance, store and compare the 
characteristics or features of biometric traits [3]-
[5].   
Cell phones have become important electronic 
device or equipment in human life. Clients get to 
their messages, informal organizations, financial 
balances, and different sites by means of cell 
phones. Portable equipment makers, working 
framework and application engineers take a 
collection of safety efforts because of the 
individual, private as well as the touch sensitive 
nature of the data move away in cell phones. The 
utilization of biometric authentication on cell 
phones began with cameras. Initially, cell phone 
producers have included biometric validation or 
identification frameworks like the increasingly 
well known unique fingerprint recognition 
system [6]-[10]. This is a more secure and handy 
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answer for recognizable proof on cell phones. 
The unique fingerprint traits of a man are 
exceptionally exact and are special to a person. 
Authentication frameworks in light of unique 
fingerprints have demonstrated to create low false 
acceptance rate and false rejection rate, alongside 
other favourable circumstances like simple and 
easy usage strategy [11]-[15].  
Fingerprint Hash code is not used for full security 
or authentication purpose but it can be combined 
with other security elements like password or 
OTP in order to enhance security. Fingerprint 
Hash code acts as a key, which can uniquely 
identify every person. So, it can be replaceable 
with user-id or username and can work along with 
text-based or picture based or pattern based 
passwords [16]-[20].   
The iris is absolutely fashioned by way of the 
eighth month of adults and remains stable 
throughout the lifespan. Statistically extra 
accurate than even DNA matching since the 
opportunity of irises being same is 1 in 1078. In 
this paper, we develop a conceptual model for 
user identification using fingerprint Hash code 
and Iris. This paper has seven sections. Section 1 
describes introductory theory related to 
fingerprint, Hash code and Iris recognition. 
Section 2 explains about brief literature review of 
Multifactor Authentication Model developed by 
many researchers. Section 3 narrates Objectives 
of the study. Section 4 describes methodologies 
used for fingerprint Hash code generation using 
Euclidean distance. Section 5 describes a 
conceptual model for user identification using 
fingerprint Hash code and Iris. Section 6 makes 
an analysis of new model using ABCD analysis. 
Section7 concludes the paper. 

2. BACKGROUND STUDY 

Usually, in the literature, there is three 
universally recognized or accepted method of 
authentication, which is already known (for 
example password) or what is known, what you 
possess (For example token or ATM card), what 
you are throughout a lifetime or lifelong (For 
example Biometrics). Brainard et al., (2006) [21] 
proposed, one of the modern types of 
authentication is through somebody user knows, 
which is mainly based on the concept of 

confirmation. If more than one factor are used for 
authentication, which gives more security and is 
referred as Two-factor authentication. Two-
factor authentication can be by combining any of 
the two factors which is mentioned above like 
password and One Time Password (OTP) or 
Password and Biometrics. Usually ATM makes 
use of two factor authentication model as ATM 
and Personal Identification Number (PIN).  
Passwords alone are recognized to be one of the 
simplest goals of hackers. Therefore, most 
companies are looking for greater rigid strategies 
to defend or secure their clients and users. 
Biometrics is regarded to be very secure and are 
used in special organizations, however, they are 
not frequently used in online transactions or 
ATM, due to high cost required for hardware. As 
an alternative, banks and corporations are making 
use of tokens as a mean of two-factor 
authentication.  
A security token is used for the purpose of 
authentication and to provide some services to the 
user and is usually physical device and 
sometimes also referred as the cryptographic 
token. Token usually comes in two forms which 
are software token and hardware token. Hardware 
tokens are small gadgets which are small and may 
be easily portable. Some of those tokens having 
hash or cryptographic keys or biometric data, at 
the same time as others display a PIN that 
changes with time. At any precise time, a 
consumer or user desires to log-in, i.e. 
authenticate, he makes use of the PIN displayed 
at the token further to his regular account 
password. Software program tokens are programs 
that run on computers and offer a PIN that also 
changes with time. Such programs put in force a 
One Time Password (OTP).  
OTP algorithms are very important in employing 
security of the underlying system because 
unauthorized user or intruder cannot able to guess 
or find the next password in the sequence. The 
collection must be random to the most feasible 
extent, unpredictable, and irreversible. Elements 
that can be utilized in OTP generation consist of 
names, time, seed, random numbers etc.  
Bemmel, V., & Mian, S. (2009) US patent states 
that a biometric identification method is used at a 
point of sale counter with a system and a method 
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is provided for authorizing payment through 
customer mobile phone [22]. Aloul, F. et al., 
(2009) [23] explains that two-factor authorization 
gives more security for mobile- based financial 
transactions other than usual username and 
password, by utilization biometric identification 
mechanism. They develop One Time Password 
(OTP) which is valid for the only short duration 
of time which is generated based on IMEI 
number, IMSI number, username, hour, pin, 
minute etc and can be effectively used for online 
banking, ATM or mobile banking services. 
Jakobsson, M. et al., (2009) [24], introduced a 
new concept implicit authentication which is 
based on some actions carried out by the mobile 
user. They developed a model to implement 
implicit authentication and their preliminary 
investigation found that the approach is 
meaningful for usability or security purposes.  
Angulo, J., & Wästlund, E. (2011) studied a lock 
pattern dynamics as a secure and user-friendly 
two-factor authentication method for giving 
security to user mobile phone's private and secret 
information. They modeled this on the Android 
mobile phone based on user lock pattern and used 
Random Forest machine learning classifier and 
achieved an average Equal Error Rate (EER) of 
approximately 10.39% [25]. Delac, K., & Grgic, 
M. (2004, June) [26] surveyed different biometric 
recognition methods and found that unimodal 
biometrics more vulnerable to attacks compare to 
multimodal biometrics. Biometric recognition 
system provides a consistent personal 
identification schema either to confirm or decide 
the distinctiveness of a person, which can be 
effectively used on any computer or mobile 
systems. Seo, H. et al., (2012) [27] proposes a 
very special method of biometrics for intelligent 
mobile devices for which existing physical and 
behavioral biometrics are unsuitable, by 
analyzing users input patterns. They found using 
an empirical method that the new method 
identifies the user with 100% efficiency.  
De Marsico, et al., (2014) [28] suggested a new 
method of biometrics for mobile engagement, 
using face and iris recognition, multimodal 
biometrics referred as "FIRME" which is 
specially designed and embedded in mobile 
devices using the Android operating system. Both 

design and implementation of face and iris are 
considered as a separate module, whose flow of 
work separate and finally two modules are fused. 
They claim that this multimodal authentication 
can be effectively used to find the identity of the 
user. Kumar, D., & Ryu, Y. (2009) [29] surveyed 
biometric payment system used for various kinds 
of payment systems, in contrast to username and 
password no need of remembering anything. 
They also suggest in their study that when more 
and more customer use the biometric system, cost 
of biometric reader will decrease and even small 
business firms also can use biometric systems 
[30]-[31].  
Yoo, J. H. et al., (2007, December) [32] describes 
the design of an embedded biometric system that 
authenticates the person by using face-fingerprint 
or iris-fingerprint multimodal biometrics 
technology which is a new system compared to 
an existing embedded system that time. The 
existing embedded system had problems like low 
computational resource and memory space. They 
implemented the system and also found execution 
time and also found the equal error rate for face, 
iris, and fingerprint as 1.50%, 1.68%, and 4.53% 
respectively. Xi, K., & Hu, J. (2009, June) [33] 
proposed a new fingerprint fuzzy vault based on 
multiple or composite features which are 
effective, reliable, distortion tolerant and 
registration free. They modeled and tested their 
results on the public database and found that the 
new schema can improve verification 
performance considerably. 

3. OBJECTIVE OF THE STUDY 

Literature review reveals that there are already 
many studies are made on Multifactor 
Authentication Model. But this study focuses on 
Multifactor authentication model by making use 
of Fingerprint Hash code and Iris recognition. 
Fingerprint alone not gives full security; in order 
to improve the security of the system fingerprint 
hash code is combined with iris of the user. The 
main objectives of this study are given below.  

 To propose an alternative approach for 
User Authentication using Multifactor 
with Fingerprint Hash code and Iris.  

 To analyze the new model using ABCD 
analysis.  
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4. FINGERPRINT HASH CODE 
GENERATION USING EUCLIDEAN 
DISTANCE 

Fig.1explains the methodology used in this 
research work to generate Fingerprint Hash  
code. Here initially FVC ongoing 2002 
benchmark dataset is considered for testing the 
hash code. The benchmark dataset image is 
binarised and Euclidean distance of the image is 
calculated for each pixel. The distinct values of 
the Euclidean distance matrices values are 
considered and 32-bit length hash code is 
generated. Distinct Euclidean distance value 
summation, mean value and standard deviation 
values are considered for generating Hash code. 
 

 
 
The step by step procedure to develop Hashcode 
by making use of Euclidean distance matrix on a 
binary fingerprint image is explained below. The 
algorithm also shows the pseudo code [13]. 
Step 1: Input Grayscale fingerprint imageread 
(input_image) 
Step 2: Convert input image into 256 × 256 
sized two-dimensional image 
resized_image=  image_resize (input_image, 
[256, 256]) 
Step 3: Convert 256 × 256 sized grayscale image 
into binary image 
binary_image = 
convert_to_binary(resized_image) 

Step 4: Perform One’s complement of the 
binary_image 
Binary_image = One’s 
complement(binary_image) 
Step 5: Find the Euclidean distance of the image 
euclidean_image = 
Euclidean_distance(binary_image) 
Step 6: Find the distinct value of the Euclidean 
distance 
distinct_eucllidean_value = 
distinct_value(euclidean_image) 
Step 7: Find the distinct value summation 
For i=1 to size(distinct_eucllidean_value) 
euclidean_sum = distinct_eucllidean_value (i) 
end for 
Step 8: Find the mean of the distinct Euclidean 
euclidean_mean = 
mean(distinct_eucllidean_value) 
Step 9: Find the standard deviation of the 
distinct Euclidean value 
std_deviation = 
standard_deviation(distinct_eucllidean_value) 
Step 10: Combine the value of Step-7, Step-8, 
and Step-9 combine_value=  
combine(euclidean_sum, euclidean_mean, 
std_deviation) 
Step 11: Pass the value of Step-10 as parameter 
for MD5 Hash function 
hash_value = MD5_DataHash(combine_value) 
 
5. MULTIFACTOR AUTHENTICATION 
MODEL USING FINGERPRINT HASH 
CODE AND IRIS RECOGNITION 

Fig. 2 shows Dataflow Diagram of Multifactor 
Authentication model used in this study. Initially 
on the client side using an interface user loads 
fingerprint image into the system. First, using 
Euclidean distance fingerprint image features are 
extracted, which is explained in Section 4. These 
features are encrypted and sent to the server. As 
soon as these features arrive at a server in 
encrypted form, the server receives that and 
request for One Time Password from OTP 
generator. OTP generator is a module or function, 
which is located at server machine. Time 
synchronized OTP is sent to the registered mobile 
phone user. Client system prompts a message to 
enter OTP, which is received to the registered 
mobile phone of the user.  
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The client mobile phone automatically takes this 
OTP and is compared with server generated OTP 
at the server side. If OTP is verified, server 
requests for the Iris of the user. The server 
verifies the iris image using neural network with 
the already stored iris template in its database. 
Since Iris image is stored in encrypted format, it’s 
not possible to recover original information so 
easily. So if an intruder gets stored hash codes 
from the database, still authentication cannot 
become successful. If both Iris image and 
Fingerprint Hash code match then user is 
considered as an authenticated user. In other 
words authentication process successfully 
completes when OTP, Iris image, and Fingerprint 
Hash code matches. If anyone out of Fingerprint 
Hash code or Iris image does not matches user is 
considered an unauthorized user. If OTP not 
matches then the user is blocked from further 
steps in the authentication process. In this 
research study, this is not implemented as server 
and client in different machines. This model is 
used in Smart mobile phones for authentication 
purpose.  

6. ABCD ANALYSIS OF MULTIFACTOR 
AUTHENTICATION MODEL 

Multifactor Authentication Model used in this 
research work can be analyzed using its predicted 
Advantages, Benefits, Constraints, and 
Disadvantages [34]-[36].  
Advantages 
 Fingerprint Hash code used in Multifactor 

Authentication model acts as identity-key or 
index-key to uniquely identify individual 
persons. 

 Fingerprint Hash code, combined with Iris 
image and OTP makes authentication 
process robust or highly secure. 

 The fingerprint image s hashed through the 
double folded layer and salted enough. 

 The modern study reveals that fingerprint 
images are not secret, not revocable but in 
this model, because fingerprint Hash code is 

used as index-key, securing of the 
fingerprint image is not essential. 

 Changes in finger depending on weather 
condition or a cut or wound in finger does 
not affect the system performance in this 
model. 

 The database makes use of SHA-256 
algorithm for Hash generation, which makes 
hash code very robust. 

 The user Registered Mobile number is stored 
separately in another table. Fingerprint hash-
id can be used to identify the user mobile 
number stored in the registration table.  

Benefits 
 Multifactor Authentication Model can be 

effectively implemented in Mobile banking 
or any other mobile based secured 
authentication systems. 

 This model does not require any fingerprint 
sensor device to capture user fingerprints. It 
uses a static image of the fingerprint. 

 Cost and memory utilization is less 
compared to similar biometric fingerprint 
recognition systems 

 Multifactor authentication model is 
effectively implemented in smartphones 
compared to any other platforms because 
smartphone already will be having one level 
of security through pattern lock or using 
password lock. 

 In the worst case, if an intruder gets 
fingerprint image, it just acts as an identifier 
and not as security information. So intruder 
cannot break the system only with the 
fingerprint image. 

 No need of remembering the User-id and 
Fingerprint Hash code just acts like email-id 
means even if public or intruder gets it, 
he/she cannot break the system.  

 User does not need to remember anything; 
Fingerprint hash code and Iris recognition 
system automatically does verification. 
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Constraints 
 The user should have good configuration 

mobile camera or high resolution and pixel 
based mobile camera embedded in heir 
smart phones. 

 While capturing Iris image user should focus 
and see the mobile camera straight and in 
fixed angle to capture right Iris image for 
recognition purpose. 

 Lower mobile network coverage makes a 
denial to the system because of not getting 
the OTP in time. 

 Iris recognition system makes the system 
costlier. 

Disadvantages 
 Biometric Fingerprint is less emphasized in 

verification or authentication process in 
Multifactor Authentication model. 

 The User cannot be verified or authenticated 
without proper Iris image. 

 Multifactor Authentication Model used in 
this study is not suitable for a system which 
does not utilize a mobile phone like a 
biometric attendance system. 

 Multifactor Authentication Model used in 
this study requires client-server architecture 
and not helpful for a standalone system. 
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7. CONCLUSION 

Authentication frameworks in light of multiple 
factors have demonstrated to create low false 
acceptance rate and false rejection rate, alongside 
other favorable circumstances like simple and 
easy usage strategy. At the same time fingerprints 
are not full secret and secured, if passwords are 
leaked or hacked, it easily revocable using 
another password. But in a biometric security 
system, which uses only biometric features, is not 
easy to change fingerprint key or fingerprints and 
are static biometric, which never change much 
throughout the lifespan. 
In this paper, we have discussed fingerprint Hash 
code generation using Euclidean distance.  
Fingerprint Hash code used in this Multifactor 
Authentication model acts as identity-key or 
index-key to uniquely identify individual 
persons. Fingerprint Hash code, combined with 
Iris image with the aid of the neural network and 
OTP makes authentication process robust or 
highly secure. The fingerprint image is hashed 
through the double folded layer and salted 
enough. Multifactor Authentication Model used 
in this study is not suitable for a system which 
does not utilize a mobile phone like a biometric 
attendance system. Multifactor Authentication 
Model used in this study requires client-server 
architecture and not helpful for the standalone 
system. 
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