
This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI
10.1109/ACCESS.2021.3126715, IEEE Access

 

Date of publication xxxx 00, 0000, date of current version xxxx 00, 0000. 

Digital Object Identifier 10.1109/ACCESS.2017.Doi Number 

An Enhanced Blockchain-based IoT Digital Forensics 
Architecture using Fuzzy Hash 
Wael A. Mahrous1 , Mahmoud FaroukP

2 
P, Saad M. DarwishP

3 
1Higher Institute for Tourism, Hotels and Computer, Al-Seyouf - Alexandria, Egypt. 
2Management Information System Department, Agami Higher Institute of Administrative Sciences, Alexandria, Egypt 
3Department of Information Technology, Institute of Graduate Studies and Research, Alexandria University, Alexandria, Egypt  

Corresponding author: Saad M. Darwish (saad.darwish@alexu.edu.eg). 

This paragraph of the first footnote will contain support information, including sponsor and financial support acknowledgment. For example, “This work 
was supported in part by the U.S. Department of Commerce under Grant BS123456.”  

ABSTRACT Due to businesses' growing use of IoT services in their day-to-day operations and the increased use of smart 
devices, digital forensic investigations involving such systems will need increasingly sophisticated digital evidence 
collection and processing. The majority of IoT systems are composed of disparate software and hardware components, which 
may pose security and privacy concerns. Recently, blockchain technology was presented as one of the options for achieving 
IoT security via the use of an immutable ledger, a decentralized architecture, and strong cryptographic primitives. Integrating 
blockchain platforms with IoT-based applications, on the other hand, poses a number of difficulties owing to the 
trustworthiness, integrity, and real-time responsiveness of IoT data. However, certain IoT devices may be incompatible with 
existing blockchain-based IoT forensic methods for additional digital evidence processing owing to their usage of 
conventional hash. A critical feature of cryptographic hash functions is that even if just one bit of the input is altered, the 
output acts pseudo-randomly, making it impossible to identify identical files. However, in the field of computer forensics, it 
is essential to locate comparable files (e.g., various versions of a file); therefore, we need a hash function that preserves 
similarity. It is getting more difficult to establish how forensic investigators might utilize traces from such devices. To 
effectively deal with IoT digital forensics applications, this article presents an improved blockchain-based IoT digital 
forensics architecture that use fuzzy hash to construct the Blockchain’s Merkle tree in addition to the conventional hash for 
authentication. Fuzzy hashing enables the identification of potentially damning documents that might otherwise remain 
undiscovered using conventional hashing techniques. By comparing blocks/files to all nodes in the blockchain network using 
fuzzy hash similarity, the digital forensics investigator will be able to verify their authenticity. To support the proof of 
concept, we simulated the suggested model. 
 
INDEX TERMS Blockchain, Internet of Things, Fuzzy Hash, IoT Forensics, Digital Examination. 
 
I.  INTRODUCTION 

Digital forensics is getting increasingly difficult to 
perform as a result of the exponential growth of computing 
devices and computer-enabled paradigms, posing new 
difficulties for remote data processing. The Internet of 
Things (IoT) is the network of individually identified 
embedded computing devices that are connected to the 
current Internet infrastructure. With billions of new and 
growing devices, the IoT expands the security risks. While 
the IoT inherits the same monitoring needs as cloud 
computing, the associated difficulties are exacerbated by 
the volume, diversity, and velocity of data [1]. Current 
digital forensic tools, investigative frameworks, and 
procedures are incapable of addressing the IoT 
environment's heterogeneity and dispersion characteristics. 
These features provide significant difficulties for digital 
forensic investigators and law enforcement agencies. The 
complexity of the IoT system and the absence of an 

integrated standard complicate the collection of forensic 
evidence by security and law enforcement authorities. 

As a forensic analyst, this presents challenges since we 
must devise new methods for collecting and securing this 
data while ensuring that no evidence has been tampered 
with. The aim is to identify solutions to these issues by 
examining how these various types of evidence may be 
properly seized, kept, extracted, and evaluated. At the 
moment, there is a defined technique for collecting 
evidence from hard drives and mobile phones, but no clear 
protocol for investigating IoT-based devices [1]. While 
standards for dealing with electronic or digital evidence are 
being developed, additional supporting disciplines must 
adapt to help investigators in this new realm and ensure 
they are educated about appropriate crime scene behavior 
[2]. 

From an investigator's viewpoint, the primary 
difficulties presented by an IoT-based crime scene are as 
follows: (1) the size of objects of forensic relevance; (2) 

VOLUME XX, 2017  



This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI
10.1109/ACCESS.2021.3126715, IEEE Access

 

location - impacts on ease of access, potential connection to 
other devices, local or cloud-based, etc. (3) The 
significance of the devices discovered and collected (4) 
Legal/jurisdictional considerations (5) Ambiguous network 
boundaries/edgeless networks, i.e. no perimeter or a 
perimeter that is less clearly defined. (6) Are the tools 
available sufficient for the tasks? Is the data secure? Is the 
device a data storage device or is it just middleware? [3]. 

Existing methods are built for a different generation of 
evidence sources, with the premise that items of forensic 
interest would always be available and accessible — while 
objects of forensic interest in the IoT may not always be 
available or accessible [3]. Cloud forensics will also be 
critical in enforcing cybersecurity best practices since all 
data produced by IoT components will be kept in the cloud 
for scalability, capacity, and ease. As the number of IoT-
connected devices continues to increase, it has become 
necessary to create a new procedure for investigating IoT-
related events. To address security issues, a new era of 
digital forensics and best practices will be required to 
authenticate and utilize physical and digital evidence 
concurrently in a changing regulatory environment [4]. 

Numerous businesses and academics are increasingly 
interested in blockchain technology because it 
offers solutions to the issues connected with traditional 
centralized architecture. Whether public or private, a 
blockchain is a distributed ledger that is capable of 
preserving transaction integrity by decentralizing the ledger 
across participating users [5]. While the centralized IoT 
system offers many advantages, it also introduces some 
difficulties. Integrating IoT and blockchain technologies 
may help address these issues. Numerous studies utilize the 
blockchain as a data integrity preservation technique in the 
digital forensics process since it makes the ledger and 
internal information visible to all parties, allowing for the 
verification and preservation of the information's integrity. 
Current data integrity verification techniques in digital 
forensics are usually used to gather digital evidence via 
legal processes and image the disk using professional 
digital forensic tools [6]. A central authority verifies digital 
evidence in this manner. However, this centralized 
approach of preserving evidence's integrity introduces the 
danger of evidence being tampered with by malevolent 
insiders or attackers. 

In general, the primary constraints of blockchain for 
IoT [5] [6] are as follows (1) Resource consumption: to 
secure the blockchain network from attack, the 
conventional consensus method consumes a large number 
of resources, which is too expensive for resource-
constrained IoT devices. (2) Throughput limitation: 
Because a new block's capacity is restricted, transactions 
per second are generally limited to a few dozens, making it 
unable to keep up with the exponential development of IoT 
devices. Finally, (3) Confirmation delay: The confirmation 
delay is too long for IoT applications because of the low 
access rate of new blocks [40]. As a consequence, there is a 
need for a lightweight algorithm(s) with trade-offs amongst 

cost and performance and security. For resource-
constrained IoT devices, lightweight –based blockchain 
technology is an effective way to force evidence integrity 
[41].  

Fuzzy hashing enables the identification of potentially 
damning documents that might otherwise remain 
undiscovered using conventional hashing techniques. The 
fuzzy hash is similar to the fuzzy logic search in that it 
looks for documents that are similar but not identical, 
referred to as homologous files. While homologous files 
contain similar binary data strings, they are not exact copies 
[7]. Additionally, fuzzy hashing may be used to compare 
incomplete files, such as sliced papers, to other documents 
of interest. Carving may enable the recovery of fragments 
of documents that may be linked to the original. Fuzzy 
hashes may also be used to connect a document to a suspect 
when the document implicating the suspect does not exist in 
the current file system. If the investigator has access to the 
original or suspected document, it is possible to hash it 
fuzzily [7]. It may then be compared to carved objects 
extracted from the image to ascertain if it was ever in the 
system.  

A. PROBLEM STATEMENT 
Due to a lack of security mechanisms, evidence in IoT 

devices can be altered or destroyed; this can have a 
detrimental impact on the quality of evidence and possibly 
render it inadmissible in court. Vendors may not update 
their devices on a regular basis or at all, and they frequently 
discontinue support for older devices when releasing new 
products with new infrastructures. As a result, hackers can 
attack newly found weaknesses in IoT devices. An 
investigator must identify and gather evidence at a digital 
crime scene during the identification phase of forensics. 
One problem is identifying all IoT devices present at a 
crime scene, many of which are tiny, harmless, and perhaps 
switched down. Furthermore, due to the variety of devices 
and manufacturers' varied platforms, operating systems, and 
hardware, collecting evidence from these devices is a 
significant problem. Current digital forensic techniques are 
not intended to deal with the heterogeneity that exists in an 
IoT context. Massive volumes of diverse and dispersed 
evidence created by IoT devices found at crime scenes 
significantly increase the difficulty of forensic 
investigations [8-12].  

Recently, the benefit of blockchain technology in 
digital forensics is that the examiner may self-verify digital 
evidence by using the hash function to efficiently create a 
chain of verifiable evidence. However, the conventional 
hash method used to ensure data integrity inside blockchain 
networks is inefficient at dealing with identical files that 
may arise from benign or malicious alteration of the IoT 
sensors examined by the forensic investigator. 

B. CONTRIBUTION  
The article proposes a fuzzy-enabled blockchain 

framework for IoT forensics investigation. The proposed 
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framework provides forensic investigation with high levels 
of authenticity, traceability, and distributed confidence 
among evidentiary entitles and examiners to deal with the 
heterogeneity that exists in an IoT context. Within the 
suggested framework, the evidence items are hashed into a 
Merkel tree and written into the block using a fuzzy hash. 
Merkle trees provide a way to prove both the integrity and 
validity of data and significantly reduce the amount of 
memory needed to do the above. Furthermore, the required 
proof and management only needs small amounts of 
information to be transmitted across networks. Utilizing 
fuzzy hash functions enables forensic investigators to 
successfully deal with permissible alteration to digital 
evidence while using conventional hash methods is 
ineffective in this situation. The suggested model is feasible 
for implementing in low power and low memory IoT 
devices through utilizing a simplified Proof of Work (PoW) 
consensus (lightweight –based blockchain).  

The remainder of this article is structured as follows. 
Section II provides a thorough overview of current research 
on IoT forensic analysis, and Section III proposes a 
blockchain-enabled IoT forensic chain architecture. Section 
IV covers IoT blockchain forensic applications and a use 
case; Section V summarizes the paper's research difficulties 
and trends. 

 

II RELATED WORK 
In recent years, IoT-related research efforts have focused 

on IoT forensics [13-17], which includes the identification, 
collection, storage, analysis, and dissemination of digital 
evidence in IoT environments [16], which is very distinct 
from traditional computer forensics. IoT systems include a 
varied range of smart devices, heterogeneous networks, and 
different applications, where massive data volumes and 
disparate technologies provide new difficulties for forensic 
investigation [18]-[20]. Since 2017, Digital Forensics (DF) 
has used developing blockchain technology to record 
evidence objects, interaction activities, and evidence 
preservation [21]–[26]. 

Numerous forensic investigation techniques and 
analytical models have been suggested based on the 
knowledge and experiences of forensic investigators and 
practitioners [20], [27]. However, there are presently no 
internationally recognized standards that codify these 
established forensic investigative procedures. Specifically, 
current forensic investigation techniques have many 
difficulties in complex digital settings such as IoT, cloud 
computing, and the networked digital cyber-physical 
environment. Cebe et al. [21] created a blockchain 
architecture that is optimized for lightweight application 
that integrates DF procedures and data privacy to enable 
effective digital examination of vehicles. 

Zhang et al. [28] recommended a provenance process 
model for digital investigations using blockchain 
technology in a cloud environment, intending to increase 
stakeholder confidence in cloud forensics. Al-Nemrat et al. 
[29] examined the feasibility of incorporating blockchain 
technology into the investigation of financial fraud in e-

governance, and their findings indicate that blockchain 
technologies may effectively fund fraudulent online product 
evaluations. In untrusted software development, blockchain 
technology can guarantee integrity, trust, immutability, and 
authenticity. 

The blockchain is utilized in [30] to offer auditability and 
traceability during software development, and a role-based 
access control system is created to prevent illegal data 
access. Hossain et al. [31] presented a blockchain-based 
forensic investigation framework for identifying criminal 
events in IoT environment and gathering interactions 
between various IoT entities. Although the suggested 
framework is effective at modeling interaction transactions, 
it is inefficient in collecting and analyzing data in large-
scale IoT systems. Lone and Mir [32] developed a DF chain 
based on the widely used Ethereum blockchain technology. 
The recommended forensic chain concept was implemented 
on Ethereum, which may offer data gathered from various 
sources with integrity, transparency, and authenticity. 
Numerous studies have been conducted on the digital 
investigation in a heterogeneous environment [20], on 
lightweight security solutions for IoT devices [26], and 
digital witnesses [33]. 

In [10], the authors presented a fog-based IoT forensic 
framework for early detection and mitigation of intrusions on 
IoT devices. With the proliferation of IoT devices, the 
number of security breaches and cyber-attacks is expected to 
grow. Regrettably, existing forensic techniques are 
insufficient for collecting forensic evidence in the event of a 
cyber-attack involving an IoT device. The authors addressed 
significant difficulties connected with cloud computing and 
IoT forensics, as well as alternative computing paradigms 
such as fog computing that may aid in resolving these issues. 

In [12], the authors established the blockchain-based 
forensic investigation framework by taking into account the 
variety of devices, evidence items, data formats, and more in 
the complex IoT context. The primary objective is to recover 
artifacts from IoT devices and then publish them to a 
blockchain-based IoT forensic chain after evaluating the 
relationships between evidence items, their provenance, 
traceability, and auditability. 

In [13], the authors described a novel similarity hashing 
method for use in digital forensics. Their hash is based on the 
information retrieval concept of TF-IDF (Term Frequency - 
Inverse Document Frequency). The TF-IDF is a statistical 
metric that is used to determine the significance of a word in 
a collection or corpus of documents. Their hash function 
takes advantage of this concept to determine the most 
significant pieces (features) of a text. The contribution of a 
file fragment to the final similarity score is determined by its 
significance or relevance in this metric.  

In [43], the authors provided a comprehensive survey of 
various frameworks and solutions in all branches of digital 
forensics with a focus on cloud forensics.  Many issues arise 
as a consequence of the application of digital forensics in 
crimes committed in a smart environment with IoT devices, 

VOLUME XX, 2017  



This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI
10.1109/ACCESS.2021.3126715, IEEE Access

 

since the increased number of digital devices linked to the 
internet results in an ever-growing amount of data. Based on 
these issues confronting forensics in the age of new 
technology, a new integration between forensics processes 
and new technologies such as mining algorithms, security 
algorithms, data integrity and authentication algorithms was 

proposed to address all of these issues. In other more 
sophisticated cases, new frameworks were proposed to 
address issues that can be resolved through integration.   
Table 1 shows the main DF frameworks and solutions that 
were suggested for the IoT environment. 

 
TABLE I 

MAIN FRAMEWORKS AND SOLUTION THAT SUGGESTED IN IOT BRANCH OF DIGITAL FORENSICS 
 

Framework   Comments and Limitation Contribution and Comments 

Generic Digital Forensics for 
IoT [44] 

 

 
This framework includes the fundamental phases of the 

digital forensics process, but it lacks a strategy for 
feedback and assessment, and it makes no reference to 

privacy or integrity. 
 

It is significant because it incorporates the different 
safety concepts provided by the ISO standard. 

IoT Forensics Framework 
for Smart Environment 

[45] 

This framework is a privacy-conscious framework that 
incorporates a set of privacy principles capable of 

enhancing data privacy but is insufficient for IoT devices 
with low resources. 

The primary objective is to provide a new 
lightweight version of the IoT forensics framework 

that can be used to investigate crimes that 
happened in the IoT environment and is 

compatible with the nature of IoT devices. 

IoT Forensics Meets Privacy 
Towards Cooperative Digital 

Investigations 
[46] 

The author presents an adaptive Model for the study of an 
IoT environment that incorporates a number of privacy 

and security issues. 

The suggested model's concept is to offer a digital 
witness strategy and methodology that enables 
citizens to submit sensitive information with 
investigators through the PROFIT technique. 

Application Specific Digital 
Forensics Investigative Model 

in IoT [47] 

The suggested model comprises of the fundamental 
phases of the forensic process and does not include any 

security concepts like as privacy, integrity, or 
confidentiality. 

A forensically significant artifact in three widely 
accepted IoT application scenarios: smart house, 

smart city, and wearable. 

Privacy Aware IoT Forensics 
Process Model [48] 

This is a privacy-conscious framework that includes a set 
of privacy principles capable of improving data privacy 

but is inadequate for low-resource IoT devices. 

The suggested framework incorporates all of the 
fundamental phases of any forensic process model, 

as well as additional stages such as review, 
initiation, and feedback. 

 
From the literature, it is apparent that the most recent 

DF analysis and research efforts fall into two categories: 
(1) those aimed at helping law enforcement, and (2) those 
aimed at particular forensics applications. The purpose of 
this study is to create a distributed ledger architecture that 
may be utilized in complicated cyber settings (such as IoT 
and cyber-physical systems). The primary difference 
between the proposed model and the previous blockchain-
based IoT digital forensics framework is that the 
proposed model analyzes the Blockchain validity 
(evidence items) using fuzzy hashing rather than 
traditional hashing in order to extend the ability of related 
work to deal with evidence item modifications caused by 
benign or malicious IoT environment attacks. When the 
resemblance between two blocks exceeds 95%, the block 
is recognized as original evidence.  

 
III METHODOLOGY 

 

In general, the blockchain can increase transparency at 
each stage, for example, by assisting the examiner in 

accurately identifying data sources during the early 
investigation stage, reducing data storage, and increasing 
transactional analysis efficiency, all of which can help 
reduce the investigation's costs. All the studies that 
discussed the IoT digital forensics [1][3][5][8] confirmed 
that utilizing blockchain technology provides security 
against attacks as the IoT forensic investigation 
framework is built on private blockchain network. 

The suggested approach, which incorporates fuzzy 
hashing into the IoT Blockchain’s digital forensic 
architecture, primarily accomplishes the following goals. 
(1) Forensic examinations. (2) Continual integrity: critical 
evidence data was lost or corrupted as a result of insecure 
evidence systems. A continuous integrity check or 
validation method is now lacking for the whole evidence 
chain; the fuzzy hash will be able to resolve this issue. (3) 
Due to the nature of blockchain technology, it is capable 
of providing DF immutability and audibility, which are 
critical characteristics of a DF chain of evidence. (4) The 
blockchain may be used to track flaws and offer 
convenient traceability from the scene to the court 
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throughout the evidence chain, thus restricting access to 
all recorded data (i.e., evidence items, examiners, 

timestamps, and tools) on the blockchain [12]. Fig. 1 
depicts the suggested model's major schematic. 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
FIGURE 1. Fuzzy hash-based blockchain of IoT evidence management. 

A. EVIDENCE IDENTIFICATION AND ACQUISITION 
In an IoT context, the vast majority of data is 

recorded digitally at the point of collection, with proof in 
the form of digital assets gathered from sensors, devices, 
cloud storage, and other sources. Restriction of access to 
a digital asset is problematic in the context of criminal 
evidence. This stage consists of three major steps: 

- The suggested approach identifies and fingerprints digital 
evidence using a one-way hash algorithm (SHA256). If 
several versions of digital assets are discovered, each 
claiming to be definitive, a digital fingerprint is created 
for each piece of digital evidence; the contents and 
inspection events are specified as TE records. Fig. 2 
illustrates a JavaScript Object Notation (JSON) script for 
a piece of evidence. 

-  

 
FIGURE 2. JSON script for evidence blocks. 
 

- Along with additional metadata and timestamps, the 
fingerprinted records will be uploaded to the blockchain, 
as will any identification events/findings throughout this 
step. 

- Each member in the peer-to-peer blockchain network will 
have a full copy of the evidence blockchain. Once an 
evidence block is added to the blockchain, each 
participant may be certain that the data will be accessible 
and traceable. Each piece of evidence will have an 
extremely high degree of provenance. For instance, if an 
evidence item consists of several parts from various 
sources, each component and its source will be 
fingerprinted using a hash function to create a TE item in 
the blockchain [34]. Similarly, the blockchain will be 
used to create the whole of the complete evidence chains. 
When TEs need to be "transferred" from one party to 
another, new records will be generated and added to the 
blockchain using digital signatures. 
 

B. FORENSIC-CHAIN FRAMEWORK 
The proposed model is a blockchain-based forensic 

chain of custody solution for digital investigation. It 
enables the system to establish a distributed ledger for 
recording and storing TEs (examining events/findings, 
and other information). These TEs will be distributed 
through the blockchain network to all authorized 
participants. The framework is comprised of the essential 
components listed below. 

- Users and IoT Devices: The term "users" refers to those 
who are involved in this investigation as users, owners, or 
examiners [35]. All devices, sensors, and IoT 
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infrastructures involved in the case are included in this 
framework. 

 

- Merkle Tree: A Merkle tree is a hash tree that enables the 
investigation's TEs to be verified efficiently and securely 
[12]. It can aggregate all TEs, examine other information 
in a block, and generate a digital signature for the whole 
collection of objects, allowing a user to verify whether or 
not a transaction is included in a block. Fig. 3 illustrates a 
Merkle tree of nodes, where the TE is a file in this 
instance (it could be folder or memory). A hash tree may 
be constructed by continually hashing transactional 
evidence or its hash value until it aggregates into a single 
root hash; in this work, HT indicates the evidence's hash 
value. 

 

HT1=Hash (Transactional_Evidence#1)                (1) 
HT2=Hash (Transacrional_Evidence#2)               (2) 

HT12=Hash (HT1|HT2)                                             (3) 
Hroot=Hash (H12|…)                                                 (4) 

 
This phase reads all block information and applies the 

Merkle tree method to get the Merkle root using the fuzzy 
hash to validate the transactions across all blocks. Finally, 
this node creates the new block as a new file using the 
Merkle tree algorithm. Algorithm 1 outlines the stages 
involved in the construction of a Merkle tree. 

 
 
FIGURE 3. Merkle tree structure. 
 

Algorithm 1 : MERKLE_TREE 
Input  Mined Block Header H : Block payload P 
Output  Similarity, Boolean valid  
 H = Extract_nonce_value ( ) 

B=Calculate_Merkle_Tree ( ) 
V=Create header_verify(H,P,B) 
R=verify(H,B,V) 
Similarity= calculate_ssdeep_hashed_value(R) 

if (similarity >=90) then  
      Valid TRUE; 
else 
      Valid FALSE; 
end if 
return  Valid; 
End 

 

 
FIGURE 4. Chained blocks. 
 
 

- Block: In the proposed model's blockchain network, the 
evidence item's signature may be validated. Each block's 
header includes the following attributes: the pre-block 
hash, the version, the nonce, the timestamp, the block 
state, and the Merkle root (see Fig.4). The TE item is 
used to represent the record of the evidence item and is 
hashed into a Merkle tree. 

- Smart Contract: A smart contract, also known as a 
blockchain contract, is a computer-executable digital 
contract. Typically, the smart contract is kept on the 
blockchain network and is overseen by the nodes of the 
blockchain network. It enables users to exchange 
information, data, and business processes automatically 
and without the need for a middleman. Smart contracts 
may execute, verify, and make decisions automatically in 
a secure and immutable manner on the decentralized 
ledger [12]. The following features of the smart contract 
may help the DF investigation. (1) Autonomy—it may 
specify the criteria for autonomously locating linked 
evidence items. (2) Trust evidence item may be encrypted 
and stored on a distributed ledger. (3)  Security—items 
may be encrypted cryptographically. (4)  Speed—when 
compared to manual processing, smart contracts may 
substantially decrease examination time. (5) Cost 
savings—smart contracts eliminate the need for 
intermediaries such as notaries and witnesses. (6) 
Accuracy—the automated smart contract operates in a 
more efficient, accurate, and cost-effective manner. 

In our approach, a smart contract begins when the node 
receives transaction evidence; the node then calculates the 
nonce using Proof of Work (PoW) consensus and 
broadcasts it to the blockchain network; it then constructs 
a Merkle tree depending on the validity of prior blocks. A 
fuzzy hash of all previous blocks is utilized inside the 
Merkle tree, and if it is valid, the node will add the new 
block to the current blockchain in the form of a file. 

In our case, reducing the complexity of PoW is needed 
in IoT. Using a simplified PoW will decrease the time to 
achieve the consensus between nodes in an IoT network 
and this is the most used business scenario. For Bitcoin 
and Ethereum applications, PoW  is attributed  with high 
complexity as it requires high computer resources, such 
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as memory and processor as each  node  requires to 
generate a hash value that starts with ‘0000’, which will 
take a long time until finding the required hash. In an IoT 
network, we should reduce the PoW complexity due to 
IoT resource-constrained. In the suggested model, to 
achieve the consensus between nodes in an IoT network, 
we used a simplified PoW algorithm so that the generated 
hash started with ‘00’ instead of ‘0000’, which will 
reduce the time required to create the new block and 
consequently reduce the complexity. 
 

- Fuzzy Hashing: To ensure that the blockchain is not 
tampered with at any node, the digital forensic 
investigator will utilize SSDEEP [36] as a fuzzy hash 
method to compare file similarities. In security analysis, 
fuzzy hash methods are used to try to identify file 
tampering while examining the integrity and similarity of 
files of interest [36]. The file of interest is split into 
several blocks and a hash value is computed for each 
block, with the last step being the concatenation of all 
block hash values to create the fuzzy hash value 
illustrated in Fig. 5. Numerous variables influence the 
length of the fuzzy hash value, including the block size, 
the file size, and the output size of the hash algorithm 
chosen.  

Herein, SSDEEP is utilized to build fuzzy hash 
[36][37]. SSDEEP is a program that computes context-
sensitive piecewise hashes (CTPH). CTPH, also known 
as fuzzy hashes, is capable of matching inputs that share 
homologies. These inputs include sequences of identical 
bytes in the same order, but the bytes between these 
sequences may vary in content and length.  This technique 
splits a file into a number of chunks according to its 
content. A rotating hash technique is used to identify the 
endpoints of these blocks. A rolling hash algorithm 
generates a pseudo-random value from the input's current 
context. The rolling hash algorithm operates by preserving 
a state 6 entirely on the basis of the last few bytes of the 
input. Each byte processed is added to the state and deleted 
after a certain number of additional bytes have been 
processed [38]. 

 

 
FIGURE 5.  Generation of Fuzzy Hash Value  
 

C)  ANALYSIS 
The smart contract will be utilized to generate the 

analysis results at this step. The digital investigator will 
analyze the block information to ensure that the similarity 
rate is more than 90%, ensuring that the blockchain is not 
tampered with. Utilizing fuzzy hash functions enables 
forensic investigators to successfully deal with 
permissible alteration to digital evidence while using 
conventional hash methods is ineffective in this situation. 
The digital forensic investigator will pick any node with a 
random block in the concurrent blockchain, create the 
fuzzy hash signature. and then compare the signatures to 
the blocks of other nodes using SSDEEP. The result is 
100, indicating that the whole block conforms to the 
block signature and the block data is unaltered. 
 
D) PRESENTATION  

As stated before, this step will be based on the 
analysis stage's results; all evidence can be readily 
tracked back to its source. All reports and presentations 
will be built on top of the blockchain and will be added to 
it. 
V. EVALUATION AND DISCUSSION  

In this section, we assess the suggested model by 
conducting several experiments in terms of throughput, 
response time, and the delay-incurred performance metrics. 
Our model is implemented using python. For developing 
Python programs, Atom IDE is used. All the experiments 
are simulated on Intel Core i5 CPU 2.4 GHz, 4 GB 
memory, Windows OS. Herein, the miner is deployed for 
validating the blockchain and the Proof-of-Work concept is 
used. The proposed model started with building a Merkle 
tree, validating the blockchain, creating root hash using 
fuzzy hash, implementing the proof-of-work then creates 
the text file containing the block information.  In our case, 
the fuzzy hash is used to encode the Merkle tree and this 
step comes after applying SHA256 to encode the TE 
records. 

The first set of experiments was conducted to compare 
fuzzy hash and traditional hash for creating root hash of 
created Merkle tree in terms of response time. The 
response time is the time taken by the node to receive the 
transaction, mining the new block, and creating a text file 
with the mined block information. Fig. 6 shows the 
response time as a function of the number of minded 
blocks.  The results reveal that the response time is 
gradually increased with the increase in the number of 
mined blocks.  

The results reveal that the suggested model that utilizes 
fuzzy hash reduces the response time by an average of 2% 
compared with the same model that utilizes traditional hash 
to encode TE records. This confirms that the suggested 
model can be implemented in real-time digital 
investigation applications.  One possible explanation of 
these results is that fuzzy hash operates based on the MD5 
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algorithm and the complexity of the MD5 algorithm and 
SHA256 is equal but the running time of MD5 is faster 
than SHA256. MD5 produces 32 chars hash while 
SHA256 produces 64 chars hash. The results shown in  
Fig. 7 confirm the same fact that was concluded previously 
but in the case of a large number of mined blocks. The 
results confirm the feasibility of the suggested model to 
deal with a large number of blocks in terms of response 
time for mined blocks.  

 

FIGURE 6. Response time for the mined block using SHA256 vs Fuzzy 
Hash (in case of a small number of blocks) 

 

FIGURE 7. Response time for the mined block using SHA256 vs Fuzzy 
Hash (in case of a large number of blocks).  

The second set of experiments was implemented to 
assess the overall average CPU usage against the number 
of generated blocks. As expected, from Fig. 8, more CPU 
resources are needed to mine more blocks. However, as the 
number of blocks to be mined increased, the amount of 
CPU usages does not increase with a large amount.  
According to the computer resources and the number of 

transactions, services, the CPU utilization varies during 
producing the new blocks. 

 

FIGURE 8. CPU utilization with respect to the number of blocks 
 
In order to asses our model performance, a modern 

load testing framework called Locust [39] was used to test 
the system infrastructure along with the various APIs. It 
allows to simulate users’ behavior using Python scripts. 
Three scenarios were designed to stress all the Model APIs. 
They involve a variable number of concurrent users (50, 
100 and 150) with a fixed hatch rate of 5 users/sec. Each 
scenario is run for a duration of 2 minutes during which 
users perform multiple operations, including GET chain to 
get the available used blockchain status, POST transaction 
to the available node, and GET the mined block status. Fig. 
9 through 11 depict the percentage of requests completed 
in a given time interval for the three scenarios. We observe 
that the completion time increases with the increase in the 
number of concurrent users, it is also observed that 
GET/mine  requests incur longer service time, this is 
because the mining process uses computer resources to do 
the POW consensus and applying Merkle tree root hash. 

FIGURE 9. Completion time with respect to the percentage of the 
various completed requests (50 users) 
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FIGURE 10. Completion time with respect to the percentage of the 
various completed requests (100 users) 

FIGURE 11. Completion time with respect to the percentage of the various 
completed requests (150 users). 

 
The final set of experiments was conducted to confirm 

the ability of the suggested model for execution on IoT 
devices with low configurations such as The Raspberry Pi 
that is a low-cost, credit-card- sized computer. Raspberry 
Pi is widely used in many areas, such as for weather 
monitoring, because of its low cost, modularity, and open 
design. It is typically used by computer and electronic 
hobbyists, due to its adoption of HDMI and USB devices 
[42]. In our case, the employed Raspberry Pi has the 
following configuration: Processor type: 32-Bit, Max CPU 
Speed: 700 MHz, Operating System: Raspbian 5.6.12, 
Model: 3B, Memory: 512 MB. In this case, was considered 
Raspberry Pi as a node on our blockchain network. Two 
important factors for IoT devices are considered during the 
experimentation: time consumption and power 

consumption. We used a wall outlet power meter to 
measure the power consumption.  

The results in the Table 2 and Table 3 show the time and 
power consumption that are required to run the proposed 
model on two devices with different configurations ( one 
for  IoT device  with  low configuration and the other for 
IoT device  with  high configuration ) respectively. The 
larger value of time for Raspberry Pi device is due to the 
complexity of operations needed to be performed. 
Moreover, the Raspberry Pi needs less resources as 
compared to a laptop. According to the above comparison 
in terms of time and power consumption, the suggested 
model is feasible for implementing in low power and low 
memory IoT devices. 

TABLE 2 
TIME NEEDED TO GENERATE THE NEW BLOCK AND ADDED IT TO THE 

BLOCKCHAIN NETWORK (SECONDS)  
 Laptop 

High configuration  
Raspberry Pi 

Low configuration 
Average 

Time 3 13 

TABLE 3 
POWER CONSUMPTION NEEDED TO GENERATE THE NEW BLOCK AND 

ADDED IT TO THE BLOCKCHAIN NETWORK (MW) 
 Laptop 

High configuration  
Raspberry Pi 

Low configuration 
Average 
Power 4 12 

VI.CONCLUSION AND FUTURE WORK 
Preservation of data integrity is carried out 

independently by central authorities in the present digital 
forensics investigation. This method is sufficiently 
efficient and convenient procedurally, but the integrity of 
prospective evidence may be jeopardized if the central 
authority is attacked by a malevolent attacker. 
Additionally, human and material resources are expended 
to maintain the chain of custody and ensure the 
investigation's integrity. Unlike today, the existing chain 
of custody method must include a more robust approach to 

integrity preservation and streamlined processes in order to 
conduct a thorough digital forensic investigation in large-
scale IoT settings. 

This article performed preliminary forensic study on the 
blockchain-based forensic investigation framework, taking 
into account the variety of devices, evidence items, and 
data formats found in the complex IoT environment. We 
propose a blockchain-based digital forensic framework for 
the IoT environment in this article to address the 
heterogeneity and dispersion of the IoT environment, as 
well as the centralization of current forensic investigations. 
Additionally, we show the updated block structure and 
workflow of the suggested framework for investigation by 
encoding Merkle trees with fuzzy hash to cope with 
evidence similarities (different version document). In the 
future work, we will investigate ways to enhance the 
suggested digital forensic investigation model's execution 
time and its complexity and apply it to real digital 
investigations. 
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