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SYNOPSIS/ PREPHASE

A Study on Multiple Methods of Fingerprint Hash Code Generation Based
on MD5 Algorithm using Modified Filtering Techniques and Minutiae
Details

In this information and communication technology era, human beings are every now and
again requested checks of their identity. Regularly, this is done using passwords while
seeking activities like public security, access control, surveillance, and application sign on,
and so on. In an organization, educational institutions, political and government offices,
security has become crucial aspect and more and more research is carried out for the purpose
of verification or identification. The issue of normal framework security involves the
assurance of framework components. Therefore, this security can be easily breached when a
password is divulged, a card is stolen or through social engineering. Besides, a great many
people utilize a similar password crosswise over various applications; an impostor, after
deciding or accessing a single password, would now be able to get to different applications.
Basic passwords can be effortlessly speculated while troublesome passwords might be
difficult to review, and passwords can likewise be broken by dictionary attacks. The
requirement for solid client validation procedures has expanded in the wake of uplifted
worries about security and quick development in systems administration, correspondence,
and portability. These constraints related to the utilization of passwords can be improved by
the joining of better strategies for client confirmation.

Biometrics innovation has ended up being a precise and proficient response to the security
issue. Biometrics is a developing field of research as of late and has been dedicated to the
distinguishing proof or authentication of people utilizing one or multiple inherent physical or
behavioral characteristics. Among these biometric innovations, hand based biometrics,
including unique finger impression or fingerprint, two-dimensional and three-dimensional
palm prints, hand geometry or hand shape, hand vein, finger-knuckle print and so forth., are
the most mainstream and have the biggest offer in the biometric identification methods.
Biometric has increasingly become popular due to its nature of universality and uniqueness in
human identification or verification. This is due to the advantages of these traits such as low
cost, low-resolution imaging, and stable features. Because of this advancement, a new type of
biometric-based verification and identification techniques or methods are developed, which

are unique for individuals.
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A large portion of the work found in the literature in connection with biometric traits utilizes
highlights like iris, face, voice, palm prints, hand geometry, and fingerprints. The biometric
fingerprint is one of the most normal and generally utilized biometric attributes throughout
the world for recognition purpose.

The recent innovative researchers significantly concentrate on cell phones. Cell phones have
turned into a critical gadget of human life. Clients get to their messages, informal
organizations, financial balances, and different sites by means of cell phones. Mobile
manufacturers or developers and application engineers take an assortment or mixture of
safety efforts because of the individual, private as well as the touch sensitive nature of the
data put away in cell phones. The utilization of biometric authentication on cell phones began
with cameras. From the last few years, cell phone producers have included biometric
validation frameworks like the increasingly well known unique fingerprint recognition
highlight. This is a more secure and handy answer for recognizable proof on cell phones. The
unique fingerprint traits of a man are exceptionally exact and are special to a person.
Authentication frameworks in light of unique fingerprints have demonstrated to create low
false acceptance rate and false rejection rate, alongside other favorable circumstances like
simple and easy usage strategy. Additionally, the unique fingerprint ordinarily stays unaltered
from birth until death. Aside from being extraordinary and constant, fingerprints can be
accumulated in a non-obtrusive way with no symptom.

The current fingerprint technology is quite mature to identify or verify human using various
diverse types of matching or comparing the process with already stored features or templates.
One of the potential threats in a biometric framework is the compromise of the biometric
template, which may prompt genuine security and protection dangers. The greater part of the
fingerprint template protection methods neglects to meet all the coveted necessities of a
viable biometric framework like revocability, security, protection, and high coordinating
precision. Specifically, ensuring the fingerprint formats has been a troublesome issue because
of huge intra-client varieties (e.g., turn, interpretation, nonlinear twisting, and partial
fingerprint image). So there is a huge necessity of building a highly secured and not
reversible or revocable fingerprint template protection and recognition system, which can
serve the need of diverse applications in information, communication, surveillance and
security fields. The most alluring properties of high exactness, low error rate and greatest
speed or execution time are yet to be accomplished with Automatic Partial Fingerprint

Recognition System (APFS). Consequently, the present research means to build up an
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Automatic Partial Unique Fingerprint Recognition System, which also takes care of template

protection to validate a person.

Fingerprint Hash code is not used for full security or authentication purpose but it can be

combined with other security elements like password or OTP in order to enhance security.

Fingerprint Hash code acts as a key, which can uniquely identify every person. So it can be

replaceable with user-id or username and can work along with text-based or picture based or

pattern based passwords. The main objective of this research is;

To study multiple methods of Fingerprint Hash code generation based on MD5
Algorithm using modified filtering techniques and minutiae details and the extracted
feature are unique features of the fingerprint such that there are no collisions in hash
code.

To propose an alternative approach for User Authentication using Multifactor, which
includes, Fingerprint Hash code, Password and time synchronized One Time
Password (OTP) based on different methods used in this research study.

The sub-objectives of this research work include the study of six methods, which are

mentioned below.

To Study, a Fingerprint Hash code using a different process like Preprocessing,
Thinning and Minutiae Extraction, and Minutiae table formation and generating Hash
code from these minutiae table (Method-1).

To Study a Fingerprint Hash code using Gabor filter which includes techniques like
Contrast adjustment filtering, Binarisation, Segmentation and generating Hash code
from the Gabor filtering details (Method-2).

To Study a Fingerprint Hash code using Gabor filter with techniques like
Binarisation, and Segmentation and without including Contrast adjustment (Method-
3).

To Generate a Fingerprint Hash code as like Method-1 but without storing its location
or pixel positions while forming Minutiae Table (Method-4).

To Produce a Fingerprint Hash code using Freeman chain code and its first difference
value for every 8-connected boundary points by making use of different process like
enhancement and binarisation (Method-5).

To Study a Fingerprint Hash code generation using Euclidean distance value by

making use of different process like enhancement and binarisation (Method-6).
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e To study and analyze Fingerprint Hash code, OTP, and Password-based Multifactor
Authentication Model using ABCD Analysis Framework and also compare this new
model with existing almost similar systems.

All the six methods of Hash code generation are evaluated using fingerprint recognition
performance evaluation matrices. This is to ensure that all these methods generate unique
Hash code for even different fingers of the same person using FVVC ongoing 2002 benchmark
datasets.

The proposed work is implemented using MATLAB2015a. FVC ongoing 2002 benchmark
dataset is used for training and test purpose. To develop the proposed fingerprint Hash code
matching system based on an MD5 algorithm using modified filtering and Minutiae details
various techniques, algorithms, and methodologies are combined. The different Methods for
Fingerprint Hash code generation are explained below.

Method-1:

This is the main Method of this research work. Other methods are subsidiary methods which
are obtained by removing or adding few techniques. The different phases involved in
Method-1 are mentioned below.

1. Preprocessing Phase: Raw fingerprint image of FVC ongoing 2002 dataset is input for
this phase and initially this input image is filtered using t-tuning based contrast
adjustment method. Filtering is used for removing noise from the input image,
whereas enhancement is applied to improve contrast and enhancing fingerprint
pattern.

2. Segmentation Phase: Segmentation consists of approaches or algorithms which
separates foreground or Region of Interest (ROI) from the background image. ROI is
ridge and valley structure of fingerprint or simply real fingerprint structure. For
segmentation, in this research work surfeit clipping method is utilized.

3. Skeletonization Phase: This is actually further extension of preprocessing phase. Here
the output of the segmented image is converted into fingerprint skeleton using the
edge prediction based method. Skeleton image is obtained by doing series of
operation, which includes preprocessing, segmentation, and binarization.

4. Minutiae Identification and Extraction Phase: The skeleton image is again processed
with the aid of crossing number based method, which considers eight windows of the
ridge flow pattern. This processing is done here again on skeleton and minutiae table
to remove background region which is located either outside the foreground or within

it. Here ridge ending and ridge bifurcation are considered as minutiae. Again after
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extracting minutiae it is post-processed to remove spurious minutiae. The minutiae
table consists of four columns, which stores ridge ending, ridge bifurcation, and
crossing number and some of first three columns. Finally, in this phase feature are
extracted in a format which is easily transformable into hash code by adding salt to
hash code in order to make hash harder and which is hard to decrypt.

5. Hash code creation Phase: The extracted features are combined and hash code is
generated using md5 hashing technique. The MD5 hash algorithm generates 32-bit
long hash code. The goal is to perform key for identification by simultaneously hiding
or keeping the fingerprint information secretly or noninvertible way. Even though
fingerprint is compromised intruder should not get original features of the fingerprint
image.

6. Hash Matching Phase: Hash code is stored in the database. Here WampServer is used
for database construction. In WampServer MY SQL database package is utilized for
creating database and table. Here two process are involved one is training process and
test process. For training purpose FVC ongoing 2002 benchmark dataset is considered
and trained and finally stored in database table. As a test sample, one fingerprint
image is considered and all the six phases are repeated and finally hash code is
compared against already stored hashed code of database.

Each of the phases is dealt separately and usually, an output of one phase acts as an input for
next phase. The entire approach is tested using different performance evaluation matrices,
which includes, False Match Rate (FMR), False Non Match Rate (FNMR), False Match Rate
(FMR), Receiver Operating Characteristic (ROC), Equal Error Rate (EER), Failure to Enroll
Rate (FTER), Failure to Capture Rate (FTCR) and elapsed time. In this research work, many
existing techniques are combined and one alternative approach is proposed for filtering.

There are another five methods are proposed for Fingerprint Hash code generation, which
varies in terms of few procedures and methods. But all these methods produce exact
matching or similar hash code for static or already taken and preserved fingerprint image.
These Hash codes are having applications in authentication as one factor for identity purpose
and can be used for authentication or security purpose along with password or OTP.
Method-2:

This is almost similar to Method-1 in terms of first few steps, from first step-enhancement to
segmentation. Unlike Method-1, here thinning or Skeletonization process is not performed.

Instead of that from the Segmentation image fingerprint features are extracted using 64 x 64
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sized Gabor filtering techniques by considering variations in frequencies and angle and
finally, Hash code is generated using an MD5 hash algorithm like Method-1.

Method-3:

This method is exactly similar to Method-2, but here initial Contrast Adjustment filtering and
conversion of the image from integer data type to double type is discarded or ruled out. Like
Method-2 here also fingerprint features are extracted using Gabor filtering techniques and
finally Hash code is generated using an MD5 hash algorithm like Method-2. Due the
elimination of two steps compare to Method-2, this will be faster than Method-2. The
minutiae features are extracted directly from the segmented image with the help of Gabor
filtering technique.

Method-4:

This method is almost similar to Method-1. In Method-1 we extract the ridge ending and
bifurcation along with its location details. The location details are nothing but pixel position
in the pre-processed thinned image. Here we skip post processing because in fingerprint hash
code post-processing does not affect performance of matching efficiency

Method-5:

Method-5 is based on Freeman chain coding. Freeman chain code extracts all possible
boundaries for an image. Which gives starting x and y positions as x0 and y0. This works
based on 8 or 4 connected points with respect to a central pixel. The 8 points are represented
from O to 7 with is a particular format. In order to generate Hash code, we use x0 and y0
position and chain code value for all boundaries of the image. These values are unique to
each fingerprint. This method makes use of segmentation process. This method is invariant to
translation. If we translate the image also hash code does not change. Initially, the fingerprint
is resized to 256 x 256 sized images and then normalized.

Method-6:

Method-6 is based on Euclidean distance matrices of a binary image. In this, it calculates the
distance from each pixel to its nearest neighbour pixel with value 1 or not equal to zero. The
unique distance value, mean and standard deviation are combined to form hash code. This
method also makes use of segmentation process.

Euclidean distance is distance as like measured on a scale from every pixel to next nearest
neighbor pixel with value 1. It is effectively used in the binary image. The binary image
contains only bi values or two-pixel values as 1 or 0. The different processes used in this

Method are as follows.
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e Fingerprint image enhancement through contrast adjustment with the aid of proposed
1-tuning based Filtering Method

e Binarisation of the fingerprint image

e Euclidean distance for binary image

e Finding unique values of Euclidean distance without any repetition or duplication
Proposed Multifactor Authentication Model using Fingerprint Hash code, Password,
and OTP:
Based on the six Methods of Fingerprint Hash code generation a simple and fast method is
selected for a hash generation, which acts as Identity Key in Multifactor Authentication
model. Initially, fingerprint hash code is generated using Gabor filtering techniques and
stored in the database along with one password for each registered user. This process is
referred as Registration. User personal details are stored in the separate database including a
mobile number. In Authentication test stage, the first user loads his fingerprint image to the
Multifactor authentication system, which just acts as a key or user identifier just like email-id
in an email. On receiving a request from the client, the server sends an OTP to the client
registered the mobile phone.
If the user entered and server generated OTP are matched, then OTP verification completes
and server again requests for the password. If both Password and Fingerprint Hash code are
verified then that user is considered as Authenticated user otherwise as the non-authenticated
user.
The thesis consists of seven chapters. The Chapter 1 is Introduction to Biometrics &
Fingerprint Recognition System, which consists of elaborative introduction to Biometrics
technology, Basic principles of fingerprint technology, Application areas of biometrics,
Types of fingerprints, Fingerprint image preprocessing, Fingerprint features- Level 1, Level
2, and Level 3 features, Fingerprint matching algorithms, Template protection, Fingerprint
acquisition methods, Performance matrices of fingerprint recognition, Multifactor
Authentication, Problem specification, Motivation for the research and Ideal Authentication
System. The proposed Ideal Authentication Model Authentication Model consists of different
components like Ideal Security, Ideal User-Friendly, Ideal Input, Ideal Process, and ldeal
Performance Evaluation Matrices.
An extensive literature survey on Fingerprint biometric recognition is depicted in Chapter 2
and is Review of Literature. This includes a review on Biometric security, Fingerprint

recognition system-past to present, Fingerprint sensing technology, Fingerprint filtering,
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Fingerprint Enhancement techniques, segmentation techniques, Minutiae based recognition
system, hash Functions, MD5 hash algorithm. This chapter also includes Research gap of the
existing study.

Chapter 3 is Methodology and Fingerprint Image Preprocessing Techniques, which
explains the concept of research objectives, scope, methodologies and fingerprint image
preprocessing techniques. Fingerprint image preprocessing techniques consists of
Enhancement phase, Segmentation phase, and Skeletonisation phase. Here Segmentation,
Filtering algorithm, and Skeletonisation process are discussed including its theory and
pseudo-algorithm. In this Chapter Enhancement phase, Segmentation phase, and
Skeletonisation phase output are also discussed by considering input from FVC ongoing 2002
benchmark dataset.

Chapter 4 is Fingerprint Feature Extraction and Hash Code Creation Phase. The
existing methods or algorithms theoretical aspects are discussed in detail. This covers
Minutiae Identification and Extraction Phase, Hash Code creation Phase, and Hash Matching
Phase. Workflow for each phase is discussed and flowcharts are drawn if required. The
Feature identification and Extraction consist of many sub phases-pre processing skeleton,
minutiae identification, and Minutiae table formation, post-processing minutiae table, Final
minutiae table formation and feature extraction in the form required for hash function. All
these process theories are discussed in detail. If necessary, the workflow for all sub-phases
and main phase is discussed and flowcharts are drawn and discussed. Here the necessary
output of Skeletonisation and minutiae extraction are discussed by considering input as FVC
ongoing 2002 benchmark dataset. This chapter also includes Hash code creation, Database,
and hash matching. The theory related to hash code creation using MD5 hash algorithm is
also discussed.

Chapter 5 is Performance Evaluation of Fingerprint Hash Code Generation Methods. In
this chapter, benchmark dataset and all six methods are discussed and analyzed. Input for the
system will be FVC ongoing 2002 benchmark dataset. Here different performance matrices
like False Match Rate (FMR), False Non-Match Rate (FNMR), Receiver Operating
Characteristic (ROC), Equal Error Rate (EER), Failure to Enroll Rate (FTER), Failure to
Capture Rate (FTCR) and elapsed time are discussed and analyzed. Time complexities of all
the six methods are discussed and analyzed using asymptotic Big-Oh notation and the result
is shown using the graphical image. A Multifactor Authentication Model is proposed based
on combined Fingerprint hash code, Password, and OTP. This model is mainly focused on

internet-based online transactions and mobile-based safe transactions. This method is not
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suitable for ATM machines and Ordinary attendance maintenance system which does not
make use of client-server architecture.

Chapter 6 is Factors and Elemental Analysis of Multifactor Authentication Model
through ABCD Framework. This chapter discusses ABCD Framework. The new approach
of Multifactor Authentication Model using Fingerprint Hash code, OTP and Password are
analyzed using ABCD analysis framework. As per ABCD analysis various determinant issues
related to Multifactor Authentication Model for Verification/Authentication purpose are (1)
Security issues, (2) User-friendly issues, (3) Input issues, (4) Process issues, and (5)
Performance Evaluation matrix issues. The new model is compared with already existing
almost similar Multifactor Authentication systems.

Chapter 7 is Summary, Conclusion, Limitations and Future Scope. This chapter lists out
the summary, conclusion, limitations, and findings of this research work. The future research

directions are also identified and discussed.
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1.1 INTRODUCTION

In this information and communication technology era, human beings are every now and
again requested to verify their identity. Regularly, this is done using passwords while seeking
activities like public security, access control, surveillance, and application sign on, and so on.
In an organization, educational institutions, political and government offices, security has
become essential aspect and more and more research is carried out for the purpose of
verification or identification (Maltoni, Maio, Jain, & Prabhakar, 2003). The issue of normal
framework or traditional security involves the assurance of framework components.
Therefore, this security can be easily breached when a password is divulged, a card is stolen
or through social engineering (Mitnick & Simon, 2003). Besides, a large group of people
utilize a similar password crosswise over various applications; an impostor, after deciding or
accessing a single password, would now be able to get to different applications. Basic
passwords can be effortlessly speculated while troublesome or rigid passwords might be
difficult to review, and passwords can likewise be broken by dictionary attacks. The
requirement for solid client validation procedures has expanded in the wake of uplifted
worries about security and quick development in systems administration, correspondence,
and portability. These constraints related to the utilization of passwords can be improved by
the joining or combining of better strategies for client confirmation.

Biometrics innovation has ended up being a precise and proficient response to the security
issue. Biometrics is a developing field of research and has been dedicated to the unique proof
or authentication of people utilizing one or multiple inherent physical or behavioral
characteristics. Among these biometric innovations, hand based biometrics, including unique
a finger impression or fingerprint, two-dimensional and three-dimensional palm prints, hand
geometry or hand shape, hand vein, finger-knuckle print and so forth., are the most
mainstream and have the biggest offer in the biometrics showcase. Biometric has increasingly
become popular due to its nature of universality and uniqueness in human identification or
verification (Cuntoor, Kale, & Chellappa, 2003). This is due to the advantages of these traits
or characterstics such as low cost, low-resolution imaging, and stable features. Because of
this advancement, a new type of biometric-based verification and identification techniques or
methods are developed, which are unique for individuals (Toledeno et al., 2006).

A large portion of the work found in the literature in connection with biometric traits utilizes

iris, face, voice, fingerprints, palm prints, and hand geometry. The biometric fingerprint is
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one of the most normal and generally utilized biometric attributes throughout the world for
recognition purpose. As a proof for this, Chinese utilized unique mark for marking records
since 1000 years (Ali & Hassanien, 2003). As indicated by the examination and study led by
BCC Research on biometrics acknowledgment or recognition  framework
(http://www.bccresearch.com/report/biometrics-technologies-markets-ift042e.html), the
overall market for biometric developers totalled $14.9 billion out of 2015 and is depended
upon to reach $41.5 billion by 2020 growing at a compound yearly improvement rate
(CAGR) of 22.7% from 2015 to 2020. Automatic Fingerprint Identification System (AFIS)
and fingerprint system as a section came to $8.8 billion of each 2015 and $24.4 billion by
2020, with a CAGR of 22.8% through the time period. The face, iris, vein, and a voice
biometrics trait will increase from $4.2 billion out of 2015 to $11.9 billion by 2020, a CAGR
of 22.9% for the season of 2015-2020. These statistical figures point out that the fundamental
client authentication of biometric innovation will incorporated by government divisions, legal
requirement, and military, transport and aviation management system.

The recent innovative researchers significantly concentrate on cell phones. Cell phones have
become important electronic device or equipment in human life. Clients get to their
messages, informal organizations, financial balances, and different sites by means of cell
phones. Portable equipment makers, working framework and application engineers take an
assortment of safety efforts because of the individual, private as well as the touch sensitive
nature of the data move away in cell phones. The utilization of biometric authentication on
cell phones began with cameras. Initially, cell phone producers have included biometric
validation or identification frameworks like the increasingly well known unique fingerprint
recognition system. This is a more secure and handy answer for recognizable proof on cell
phones. The unique fingerprint traits of a man are exceptionally exact and are special to a
person. Authentication frameworks in light of unique fingerprints have demonstrated to
create low false acceptance rate and false rejection rate, alongside other favorable
circumstances like simple and easy usage strategy. Additionally, the unique fingerprint
ordinarily stays unaltered from birth until death (Mahajan et al., 2009). Beside from being
extraordinary and constant, fingerprints can be accumulated in a non-obtrusive way with no
symptoms (Schmeh, 2003). The current fingerprint technology is quite mature to identify or
verify human using various diverse types of matching or comparing the process with already

stored features or templates. One of the potential threats in a biometric framework is the
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compromise of the biometric template, which may prompt genuine security and protection
dangers. The major part of the fingerprint template protection methods does not meet all the
desirable necessities of a biometric traits or features like revocability, security, protection,
and high matching precision (Jain A.K., et al., 2013). Specifically, high matching accuracy in
the fingerprint biometrics has been a difficult issue because of huge intra-client varieties (e.g.,
turn, interpretation, nonlinear twisting, and fractional prints). So there is a huge necessity of
building a highly secured and not reversible or revocable fingerprint template protection and
recognition system, which can serve the need of diverse applications in information,
communication, surveillance and security fields. The most attractive properties of high
exactness, low error rate and greatest speed or execution time are yet to be accomplished with
Automatic Partial Fingerprint Recognition System (APFS). Consequently, the present
research means to a build up an Automatic Partial Unique Fingerprint Recognition System,
which also takes care of template protection to validate a person.

Fingerprint Hash code is not used for full security or authentication purpose but it can be
combined with other security elements like password or OTP in order to enhance security.
Fingerprint Hash code acts as a key, which can uniquely identify every person. So it can be
replaceable with user-id or username and can work along with text-based or picture based or

pattern based passwords.

1.2 BIOMETRIC TECHNOLOGY

Biometrics is an investigation of checking and setting up the identity of an individual throu gh
physiological components or behavioral qualities. Even though biometric technologies differ
in complexities, capacities and performance parameters, still all offer a few regular or similar
components like biometric sensor module, feature extractor module, a matching module,
decision-making module and system database. Biometric frameworks are basically patterned
recognition or matching systems. Usually diverse of application areas get benefited by the
biometric system which includes login for computer and network, access for physical
devices, security in mobile phone devices, government-related identification cards, transport
systems, medical records, etc.

Biometric system makes use of different capturing devices with an intention to acquire
biometric traits to an automated system. These include camera and scanning devices to

capture images, speakers for recording voice, the special type of sensors to capture behavioral
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traits, computer hardware, and software to extract, purify or enhance, store and compare the
characteristics or features of biometric traits. The biometric sensor module is utilized for
acquiring or recognizing data from clients.

The sensor module as a rule embodies or combines a quality check module. Quality
estimation is performed to guarantee that the secure biometric can be dependable or
adequately handled by a feature extractor. At the point when the information test does not

meet the qualification criteria, this module asks for the client to give the biometric input once

more.
Authentication Phase
Biometric Feature
Sensor :b Extraction
Template
Conversion
Enrolment Phase < b
Matching Phase
Biometric N Feature : :
Sensor Y| Extraction Matching / Comparing
Stored (1: 1) in the
J\/L Template || verification process
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dL

Decision—Making Phase
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Figure 1.1: Biometric Verification or Identification System
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The feature extractor module extracts an arrangement of remarkable components or simply
features of the secured biometric information. The list of capabilities is another depiction of
the first or original biometric information. These features are called as a template and stored
in a database or files for future matching or comparing process. A matching module
compares the new input biometric features called as a sample with the already existing
template. The yield is a coordinating or matching score, which is the level of similarity
between the sample and template. Decision-making module is a module that chooses the
identity of the client in light of the coordinating or matching score. System database is
utilized for storing client templates caught in the course of the enrolment process. The size of
the database relies upon the application. Templates are usually stored in remote places or
central server or in a local system like mobile device (Vacca, 2007). Biometric recognition is
made of two modes, called verification and identification (Maltoni, et al., 2003). Verification
can also refer to authentication is used to confirm the person’s identity, means grant the
system to a person who their claims to be and they are already known to the system.
Identification refers to knowing the person from the group of many suspected members.
Verification does one-to-one matching and identification does one-to-many matching or
comparisons. In a verification system, after enrolment process enrolled person provides
identity through biometric features, which can be any type of biometrics, the systems
captures the biometric traits and process it and generates a template, which can be called a
test template. The system then compares test template with the already stored template, to
determine whether the system template and test template matches or differs. The verification
process is frequently referred as 1:1 (balanced) matching. As shown in figure 1.1 biometric
verification system consists of four phases of Enrollment phase, Authentication phase,
Matching phase, Decision-Making phase. In Enrollment phase, Biometric data are captured
using biometric sensors or any other types of capturing devices. These data are processed and
features are extracted and which are converted to a unique format called template. This
template is stored in the databases or files for future matching or comparison process.

In Authentication phase, the same process of enrolment phase is repeated for one sample
biometric data of the enrolled person, except that the template is not stored in the database. In
Matching phase, this sample template is compared with the stored template. Based on the
matching process score is calculated and a high score reveals that the sample template or

biometric data is an authenticate person or else imposter person. The biometric identification
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system is similar to a verification system, but here in matching phase instead of 1:1
comparison 1: N comparisons are made in order to identify the person rather than
authenticate the person. Unlike verification process, sample template is compared with all
reference templates to find a match. The identification process is mainly used to find
criminals. Each time a biometric is caught, the template is probably going to be one of a kind
or unique. In view of a threshold that sets up the satisfactory level of similitude between the
trial and reference template, biometric frameworks can be arranged to make a match or no-
coordinate choice. The score representing the level of closeness is produced, and this score is
compared with the threshold to make a coordinate or no-coordinate choice. Contingent upon
the setting of the threshold in the identification, infrequently a few reference templates can be

considered matches to the trial template, with the higher scores relating to best matches.

1.2.1 Types of Biometric Technologies

A human body has a few physiological attributes that can fill in as biometric highlights.
Additionally, a person builds up a few special behavioral qualities, which can likewise fill in
as biometric highlights. A growing number of biometric advancements have been proposed in
the course of the last several years, but in an automatic biometric identification system, only a
few years back leading biometric came into front line (Adnan et al., 2004). In light of the
attributes, biometrics falls into two classes, to be specific, physiological biometrics and
behavioral biometrics (Ross, Nandakumar, & Jain, 2006). Any human physiological or
behavioral traits can act as biometric characteristics, if and only if it serves some basic
properties as universality, distinctiveness, Permanence, and collectabil ity.

Every human being can be recognized through observation of particular characteristics,
which mainly involves different types of visual biometrics, chemical biometrics, auditory
biometrics, behavioral biometrics, and Olfactory or odor biometrics. Physiological attributes
are identified with the state of the body and incorporate unique fingerprint image, face, DNA
structure, ear structure, palm print, hand geometry pattern, iris recognition, retina pattern and
odor/scent. Behavioral qualities are identified with the conduct of a man like a mark,
keystroke dynamics, gait behavior and voice biometrics. A few specialists have begun the
term behavior metrics to represent the last class of biometrics.

More conventional methods for access control incorporate token-based or object-based

authentication frameworks, for example, a driver's license or passport and knowledge-based
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identification frameworks, for example, a password or personal identification number (Jain et
al., 2000). Since biometric identifiers are special and unique to people, they are more solid in
checking identity than token and information-based strategies. In any case, the gathering of
biometric identifiers raises protection about a definitive utilization of this data (Weaver,
2006; Sahoo et al., 2012). Today many biometric technologies such as the face, iris, voice
print and hand-based biometrics traits (palm print or fingerprint) can be used to identify
persons. Each biometrics has its advantages and defects; no single biometric can effectively
meet all requirements like accuracy, practicality, and cost of all applications (Maltoni, Maio,

Jain, & Prabhakar, 2003). Some of the most frequently used biometric systems are shown in

figure 1.2.
Biometrics
—  Physiological Behavioral
| | | I
Face DNA Ear Shape Signature Voice
M pattern biometrics
ool
D« O
I I I Keystroke d i
Finger Hand-geometry Iris eystroke dynamics
Geometry pattern recognition =
v ©® 8

I I I Gait behavior

Fingerprint Retina Vein Pattern
image Scanning Analysis

[
(7

Figure 1.2: Examples of Biometrics
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Table 1.1 gives comparison of different types of physiological and behavioural biometric
based on different factors, which includes (1) Universality, (2) Uniqueness, (3) Permanence,
(4) Collectability, (5) Performance, (6) Acceptability, (7) Circumvention, (8) Cost, (9) Size of
template, and (10) Security level. In table 1.1, the different abbreviations H, M, L, and S
represents High, Medium, Low and Small measures respectively.

Face Recognition (Li and Jain, 2005) identifies user or people by analyzing the unique
features of the face, which are not changed during the lifespan of the person unless and until
some real wound or damage occurs. The features include the color of the eye, the color of
skin, and nose shape and the upper outlines of the eye sockets (K. Krishna Prasad and Aithal
P. S., 2017). The primary part of Deoxyribonucleic acid (DNA) molecules is the long-term
storage of the information without affecting to its structure or behavior (Arya et al., 2011).
DNA structure is extensively used in the forensic lab for crime detection by utilizing DNA
found in blood, semen, skin, salivation or hair, which is scientifically referred as DNA
matching and it is a solid technique for recognizing or matching DNA.

Table 1.1: Comparison of various Biometric Techniques
Source: (Saini & Narinder, 2014; Jain et al., 1997)

Biometrics 1 2 3 4 5 6 7 8 9 10
Fingerprint M H H M H M H L S L

image

Faceimage H L M H L H L H L L

Hand M M M H M M M M L M
Geometry

Keystrokes L L L M L M M M M L

Dynamics

Dorsal M M M M M M H M M H

Hand Veins

Iris H H H M H L H H S M
recognition

Retinal H H H M H L H H S H

Signature L L L H L H L H M M
Voice M L L M L H L M S L

Human ear structure (Kus, Kacar, Kirci, & Gunes, 2013) do not change radically over time
and easily extractable biometric feature, which contains some characteristics like universality,
distinctiveness, permanence, and collectability. Palm prints biometrics (Parashar et al., 2008)
refers an image captured at palm region of the hand is most promising to identify an

individual based on unique palm properties. Iris (Daugman, 2006) is an automatic strategy
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for biometric authentication that utilizations numerical or mathematical procedures on video
pictures of either of the irises of a person's eyes, whose confounding patterns are exceptional,
stable, and can be seen from some separation. Retina (Dowling, 2007) is one of the
physiological biometric features which usually never changes and takes into consideration
unique patterns in retinal blood vessels and sometimes perplexed with iris biometrics. Out of
these iris and retina are more accurate because of some micro unique details.

Hand geometry biometrics (Jain et al., 2008) system can be used for authentication or
verification purpose for an individual by measuring nearly 96 measures of the hand like
width, height, and length of the fingers, the distance between joints and shape of the knuckles
etc.

Usually, natural living beings are made out of concoction components, some special specious
produces scent or odor that is a trademark of that life form. Along these lines, the odor can be
utilized as a particular trademark crosswise over species (Wongchoosuk et al., 2011). The
investigation of odor for human confirmation is under scrutiny both in the scholarly and in
the business. Since this is an extremely complex assignment, practical gadgets to capture this
are as yet not available.

Signature recognition belongs to behavioral biometrics with two forms as static and dynamic
with the signature written on the paper and signature is drawn in the digitized sensor
respectively and this sample template is compared with already stored signature template and
score is calculated and based on the score level user will be authenticated or rejected
(Faundez-Zanuy, 2007). Keystroke progression or dynamics is identified with the way
individuals sort characters on consoles. Its consideration as a developing biometric trademark
is supported by mental examinations, which exhibited that human dreary or routine activities
are unsurprising and understandable and along these lines, an individual could be described
by their keystroke flow (Nauman & Ali, 2010). Gait is a budding feature for behavioral
biometrics which works based on walking style or habit of the human beings (Ailisto et al.,
2005; Méntyjarvi et al., 2005). Most of the gait recognition approaches are based on machine
observation techniques and it’s not well suited for sophisticated or dedicated high-security
systems.

Voice biometrics is yet another type of behavioral biometrics which extracts information
from the stream of speech signals by measuring its properties pitch, amplitude and frequency
(Woodward et al., 2003).
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Fingerprint identification is one of the most important biometric technologies compared to
other biometrics due to its popularity and widely available technologies since early 1975
(Halici et al., 1999), which has drawn a considerable amount of interest recently. A
fingerprint is a physiological feature of an individual that uniquely identifies the person based
on fingerprint ridge and valley pattern (Jain and Maltoni, 2003). As fingerprint is the main
focus of this research, it is discussed elaborately in following sections.
Although, the entire previously mentioned biometric framework gives off an impression of
being the evident innovation for individual verification, it is not yet a perfect method, with
the accessibility of reasonable, compact biometric sensors and quick handling processor.
Fingerprint identification is ending up progressively obvious that a more extensive utilization
of biometric innovation would require better answers for conquering four basic boundaries
(Dharchaudhuri, 2010):
I.  Security of System: How to ensure that biometric frameworks are definitely not
vulnerable to damage or attacks.
Il.  Privacy concern: How to ensure that the biometric framework is being only utilized
for the authentic reason.
1. ldentification purpose: How to adequately identify or recognize a user or person with
more accuracy (e.g., how to perceive a man with 99.999% precision).
IV.  Preserving features: How to effectively store and preserve the biometric template as
safe and nonreversible.
This research work endeavors to address these four challenges. With a specific end goal to
join biometric framework security (that is, to ensure that fraudsters don't penetrate the
framework), protection issues (that is, to ensure that trusted framework managers don't abuse
the system), and preserving issues (that is to ensure that the template is revocable) the
biometric type chosen must have associated with following qualities.The physical features
should not change through the span of the individual's lifetime.
e The physical features must distinguish the distinctive individual exceptionally.
e The information must be effectively checked against the genuine individual in a
straightforward, automatic way.
e Enough technologies are required to capture, process, and store.
These attributes are completely upheld by the fingerprint biometric. The fingerprint is one of

the most established types of biometrics that has been ended up being exceptionally solid.
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The fingerprint of every individual is unique or not changeable and does not change in the
course of their lifetime. In addition, the semsor or acquasition devices and programming or

technoogy for fingerprint biometrics are progressively getting to be plainly less expensive.

1.2.2 Challenges of Biometric System

Despite the fact that biometric methods have been effectively connected in a vast number of
true applications, outlining a decent and robust biometric system is still a testing or
questionable issue. The four fundamental factors that expansion the many-sided quality
furthermore, challenges of system configuration are accuracy, scalability, security, and
protection (Nandakumar 2008; Jain et al., 2004).

An ideal or error-free biometric system should make an accurate and correct decision on
every test sample regardless of any performance degrading factors like variation or
differences in inter-class, similarities in intra-class, different representation for enrolled and
sample data, and extreme noise and low sample data quality. Error in different performance
evaluation factors of biometrics like false acceptance rate, false rejection rate also influences
on the overall performance of biometrics system. Biometrics system precision can be
improved by discovering invariance, unambiguous, robust and fault tolerance features or
models to extraordinary represent the high biometric quality. Scalability is nothing but the
size of the database. In a biometric verification system, it will be small and only a few users’
data will be stored in the database and each time in matching process only one sample
template is compared with only one reference template. But in a Biometric identification
system, a sample template is compared with all stored reference template and also the size of
the database is extremely huge. For instance, in an identification system like crime detection,
one sample template data may be compared with millions of stored template to identify the
crime person. In these scenarios, indexing and filtering techniques (Ratha et al., 2007) can be
effectively applied to reduce the burden of searching the large-scale database and the
searching process becomes extremely complex and time consuming when the matching
template exists as the last record and sequential search is enforced.

The issue of guaranteeing the security and trustworthiness of the biometric information is
critical and unsolved. There are two main drawbacks of biometric innovation, which are
biometric features are not recoverable. In wrost case, if the user biometric fingerprint has

been stolen, it is difficult to replace unlike a stolen smart card, ID, or resetting a password.
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Along these lines, building up the credibility and security of biometric information itself turns
into a challenging research issue. Biometric information gives uniqueness but does not give
full security. A man leaves his fingerprints on each surface he touches and a face image can
be watched anyplace by anybody.

As like password based system security threats or attacks, even biometrics system faces
security threats, but compare to the password-based system, in biometric-based system more
intelligence is required. We can identify nearly 8 basic types of attacks in biometric-based
recognition system and these attacks prove that biometric features are also vulnerable to
security threats (Ratha et al., 2001). It also depicts to researchers security of biometrics
information is new and challenging research problem especially in forensic and defense
system and should be emphasized more and more. A few solutions are given by different
researchers; few of them are Uludag et al., (2004) and Brin (1998).

1.2.3 Vulnerabilities in a Biometric System

Unlike Knowledge-based and token or object-based security system, the biometric system not
easily vulnerable to security attacks, but imposter or intruder will try to attack the system by
identifying and getting into the root of the weaknesses of biometric systems (Maltoni et al.,
2003; Uludag and Jain 2004). Some of the common vulnerabilities of biometric system are
listed below;

* Circumvention

» Covert acquisition

* Collusion

» Coercion

* Repudiation

* Denial of service

Circumvention: An impostor will act as legitimate or authenticated user by means of
technical measures and will gain access to the protected data of the authenticated user. The
examples are access the medical related data, bank account details or any personal details of
legitimate user etc.

Covert acquisition: An impostor may surreptitiously acquire the crude biometric information
of a client to get to the biometric system. The latent fingerprint of a client or template stored

in the database can be used as a source to regenerate legitimate user biometric information
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and used for accessing the protected data by the intruder. The intruder will not only access
the data but also modify some sensitive data and will end up with the non recoverable loss for
the authenticated user.

Collusion: A person with wide user privileges like system administrator or chairman will
intentionally modify the system protection parameters and will indirectly invite the intruder
to access the secret data of the legitimate user is called Collusion.

Coercion: In coercion, an intruder may constrain the authenticated user to reveal the
biometric secret key in an unethical way to access the biometric system (example using
gunpoint).

Repudiation: A corrupt user will access the biometric information and uses all facilities of the
system and finally denies accessing the system. A bank clerk may modify the financial
records of a customer and then deny responsibility by claiming that an intruder could have
possibly stolen the biometric data.

Denial of service: An intruder may overpower the system assets or resources to the point
where authenticated clients desired access will be denied benefit. This results in slow down
or stoppage of the system or simply degrade the system performance. Example for system
degrading in automated fingerprint identification system an intruder will enroll many noise
samples to test image, which will affect the system capable of recognizing the authenticated
user.

Ratha et al., (2001), identified multiple types of attacks that can be initiated against a
biometric system is shown in figure 1.3: (a) a fake biometric feature, for example, a false
fingerprint image might be introduced at the sensor, (ii) unlawfully trapped information
might be resubmitted to the system, (iii) the feature extractor might be replaced by a wrong
software or virus program that produces pre programmed traits sets, (iv) Genuine feature sets
might be replaced with artificial feature sets, (v) the matcher might be replaced by a
predetermined program that dependably yields high scores in this way opposing system
security, (vi) the template put away in the database might be adjusted or evacuated, or new
template might be presented in the database, (vii) the information in the correspondence
channel between different modules of the system might be modified and (viii) an overall
result yield by the biometric framework might be superseded or simply altered. In this thesis,
template security of the biometric system is considered as cancellable template and templates

are even if compromised, the intruder will not get original biometric traits.
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Figure 1.3: Vulnerabilities in a Biometric System
(Adopted from Ratha et al., 2001)

1.3 FINGERPRINT BIOMETRICS

A fingerprint is an influence or lines of an impression from the friction ridges, from the floor
of a fingertip of a person's finger. A friction ridge is a raised part of the epidermis on the
fingers and includes one or extra linked ridge units of friction ridge skin. These are every so
often regarded as "epidermal ridges”, which might be because of the underlying interface
between the dermal papillae of the dermis and the inter-papillary (rete) of the epidermis.
Those epidermal ridges serve to enlarge the vibrations brought on, for example, at the same
time as fingertips brush across a choppy floor, higher transmitting the alerts to sensory nerves
concerned in nice texture perception (Kwok, 2009). Those ridges additionally assist in
gripping rough surfaces, as well as clean wet surfaces. Impressions of fingerprints may be left
behind on a floor with the aid of the herbal secretions of sweat from the eccrine glands which
can be present in friction ridge pores and skin, or they will be made via ink or other materials
transferred from the peaks of friction ridges at the pores and skin to a pretty easy floor
including a fingerprint card (Olsen, 1972). Fingerprint statistics commonly incorporate
impressions from the pad at the remaining joint of fingers and thumbs, although fingerprint
cards also commonly record portions of lower joint areas of the hands.

The distinctiveness of fingerprint is added forward by using ridge patterns and it has been

proved that the information in small regions of friction ridges is in no way repeated. These
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friction ridges broaden in a human system all through the fetus level itself (https://
barcode.ro/tutorials/biometrics/fingerprint.html). They are continual for the duration of life
and therefore fingerprint-primarily based biometric structures are utilized by more than fifty
52% of the biometric marketplace as an authentication device based totally on biometric
trends (Maltoni, Maio, Jain, & Prabhakar, 2003).
The usage of fingerprints for authentication is a universally prevalent solution and a majority
of the population has legible fingerprints. This is more than a number of humans who have
passports, license and identification cards. It has fairly one of the maximum accurate forms of
biometrics available. Apart from the above benefits, the following benefits have additionally
been diagnosed.

e The capturing process is simple and requires no training.

e Fingerprint biometrics is a most low-cost biometric user authentication method.

e Fingerprint biometric template occupies very low memory space.

e For capturing processing and matching advanced technologies are readily available

1.3.1 Basic principles of Fingerprint Technology

The basic standards of fingerprint generation were scientifically mounted by Sir Francis
Galton, a British scientist referred as the father of fingerprint technological advances and are
given below.

Permanency or Persistence: This first fundamental principle of fingerprints describes their
area of expertise. In keeping with this principle, a fingerprint is a human being feature and no
two fingers are observed to have identical ridge styles. This characteristic is valid for even
equal twins, who share same genetic code, do not have similar fingerprint ridge pattern.
Fingerprints are believed to be formed during the growth of the human embryo and by the
point, it is six months old, fingerprints are formed.

Consistent and Constant: This essential property states that a fingerprint, all through the
lifetime of an individual, remains unchanged. They may extend with bodily growth, but the
patterns remain the equal, just like inflating a balloon doesn’t alternate what’s revealed on it.
This is the most generous characteristic of fingerprints that make them useful for identity
management, authentication, and biometric packages. Even the signature of someone, that's
taken into consideration a behavioral biometric, may change beyond regular time, but

fingerprints remain unchanged throughout someone’s lifetime. Fingerprints by no means
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change themselves however in some cases, because of wound or harm (as an example,
excessive burn or working in positive industries) they will distort or disappear. Being on
fingertips, they have usually the first point of physical contact, but, they are no longer broken
via superficial injuries. A few clinical conditions also can purpose fingerprints to vanish.
Uniqueness: Two person fingerprints at the outset might look like similar, but every person
fingerprint ridge patterns are unique. These ridge patterns can be used for systematic
classification in diverse applications.

As a result, it may be understood that fingerprints are perfect in the course of human life and
consequently, are most dependable, unchangeable and reliable in setting up the identification

of a person.

1.3.2 Applications Areas of fingerprint Biometric

Fingerprint biometric has been utilized in numerous areas together with entrance
management and door-lock programs, smart cards, vehicle ignition control framework and
fingerprint controlled access control system. Because the superior technology allows even
extra compact fingerprint sensor size, the variety of application is expanded to the cellular
market. Thinking about the developing segment of the existing mobile marketplace, its ability
is the best of all utility markets. The fingerprint markets are categorized as given in Figure
14.

The fingerprint is one of the most frequent and most dependable assets utilized in
criminology to pick out criminals and fraudulent persons. It is also used within the
identification of unidentified body wherein fingerprint facts are compared with current
databases. They may be an increasing number of users in many crucial carrier oriented
industries like banking, licensing and passport, in which usage of fingerprint reduce the
incidence of forgery, impersonation, and frauds to a brilliant volume. They have utilized in
assets and civil instances in which the usage of historical records of the registration
department and on files allows to solve important cases.

Presently, fingerprints captured from newborn toddlers are used in hospitals to avoid
oversight of interchangeability in a safe manner to keep the print of mother and toddler
together. It is also used by old age pensioners and many commonplace services like railway,
electricity board, in which temporary laborers are fingerprinted to keep away from intelligent

frauds. Nowadays, fingerprints are used to open computer systems. Software program geared
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up locking system is supplied for robust rooms of banks and even doors of houses thereby
heading off unauthorized access. Consequently, with its wide usage, fingerprint popularity

systems are of excessive demand.

Figure 1.4: Application Areas of Fingerprint Biometrics
(Source Maria etal., 2012)

1.3. 3 Types of Fingerprints
From olden days, three styles of fingerprints may be obtained, namely, exemplar prints, latent

prints and plastic prints. Exemplar prints, or recognized prints, is the name given to
fingerprints intentionally accumulated from a topic, whether for functions of enrollment in a
system or at the time of arrest for a suspected criminal offense. Exemplar prints may be
accumulated the use of stay experiment or by way of using ink on paper cards. An example is

shown in Figure 1.5.
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Patent prints are friction ridge impressions which might be obvious to the human eye and
which have been due to the transfer of remote places material from a finger onto a surface.
Some obvious examples might be impressions from floor and moist clay. Due to the reality
they're already seen and have no want of enhancement they may be commonly photographed
as opposed to being lifted inside the way that latent prints are. Patent prints can be left on a

floor by way of using materials conS|st|ng of ink, dust, or blood.
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Figure 1.5: Example of exemplary fingerprint
(Source: http://images.google.com)
Plastic prints are obvious, stimulated prints that happen when a finger touches a delicate,
pliable surface bringing about a space. A few surfaces that may contain this kind of unique
mark or fingerprint are those that are newly painted or covered, or those that contain wax,
gum, blood or whatever other substance that will diminish when hand held and afterward

hold the finger edge impressions. These prints require no enhancement with a specific end

goal to be viewed, and are effectively noticeable.
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(1) Patent print (2) Plastic rint

Figure 1.6: Example for patent and plastic print
(Source: http://images.google.com)
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A plastic print is a grating or harsh edge impression left in a material that holds the state of
the edge detail. Although not very many criminals would be reckless enough to leave their
prints in a chunk of wet dirt, this would make a great plastic print (Lee, 1973). Regularly
experienced illustrations are melted candle wax, putty expelled from the border of window
sheets and thick oil stores on auto parts. Such prints areas are already readable and viewable
condition and require no enhancement further. Examples for patent and plastic print are

shown in figure 1.6.

Irrespective these types, fingerprints are generally classified into three types as rolled, plain
and latent fingerprints based on the procedure, how they are captured or collected. In rolled
fingerprint image is captured from one end of the finger to another end by rolling and
mounting on capturing device in order to obtain complete ridge and valley details of the
fingerprint. The plain fingerprint is directly captured using a fingerprint capturing device by
pressing a finger tip onto a flat surface. Rolled and plain fingerprints are acquired in a
sophisticated attended mode; they will be having good visual quality at the time of training
and performance quality at the time of matching one to one or one to many for verification or

identification purpose.

Latent prints are unique finger impression buried in a surface and are normally unnoticeable
to the naked eye. These prints are the consequence of sweat which is gotten from sweat pores
found in the edges of fingers. At the point when fingers touches other body parts, oil or other
small particles adhered for example, a light or a film of these substances might be exchanged

to that object.

(@) Rolled (b) Plain (c) Latent

Figure 1.7: Types of Fingerprints
(Source: http://images.google.com)
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The impression left on the particle leaves a particular pattern of the ridges of that finger.
These fingerprints must be upgraded upon gathering and, in light of the fact that they fill in as
a method for distinguishing the source of the print, they have ended up being to a great

degree significant throughout the years in the identification of its source.

1.4 FINGERPRINT FEATURES

The fingers are blanketed or covered with a special type of skin which includes minute
accelerated traces, known as ‘papillary ridges’ or ‘friction ridges’. The depressions found in
between the elevated ridges are called ‘furrows’ or ‘valleys’. Except ridges and furrows, a
few white traces, known as, ‘creases’ can also be present. The friction skin region of a finger
is not occluded by way of hair or glands. A fingerprint is the reproduction of the friction
pores and skin surface of the primary phalange of the finger. In an influence excited by black
printers ink, these ridges are represented as ‘black lines’ and the furrows are represented by
‘white strains’. The individuality characteristic of the fingerprint is determined by the local
ridge characteristics known as minutiae, which is one of the most important characterstics
utilized in fingerprint identification systems (Newham, 1995; Moenssens, 1975). There are
more than one hundred fifty minutiae characteristics are diagnosed in literature. These local
ridge characteristics aren't similarly distributed. Minutiae are labeled into two forms
primarily based on trivialities factors as ridge ending and bifurcation. Ridge ending starts off
grow at a point and results in every other point all at once (Lee et al., 2006). Bifurcation is the
feature wherein ridge starts from an arbitrary point and actions in a direction and at any other
arbitrary point splits into paths or clearly becomes ridge forks. A good exceptional fingerprint
picture accommodates the least 50-100 minutiae.

Ridge ending and ridge bifurcation superimposeed in fingerprint image. Computerized
fingerprint matching algorithm compares these local ridge traits (minutiae) and their
association to achieve rankings on the time of identification and verification process. Yet
another trait of minutiae is called delta which is a point on friction ridge, at or nearest to the
point of divergence of ridge ending and ridge bifurcation and looks like the shape of delta.

From the core ridge ending, ridge pattern, and ridge bifurcation originates.
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(a) Ridge ending  (b) Bifurcation  (c) Short Ridge (d) Delta and Core

Figure 1.8: Basic Fingerprint Features
(Source: http://images.google.com)

The diverse features that may be accumulated from a fingerprint are categorized into 3 groups
(Maltoni, et al., 2009), specifically,

Level 1 Features - Includes widespread outlier shape of ridges like ridge flow and ridge
pattern configurations (Figure 1.9 (a))

Level 2 Features — Ridge ending and ridge bifurcation or minutiae points (Figure 1.9 (b))
Level 3 Features-Consists of micro details like ridge pore and ridge contours which are

usually difficult to extract and process. (Figure 1.9 (c))
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(@) Level 1 (b) Level 2 (c) Level 3
Figure 1.9: Three Levels Features of Fingerprint
(Source: Krishna Prasad, K., & Aithal P. S. (2017a); http://images.google.com)

1.4.1 Level 1 Features

Level 1 feature incorporates macro information and encompasses the overall ridge flow and
pattern configuration. Level 1 feature includes these features. Fingerprint pattern is mainly
classified into three as Loop pattern, Whorl Pattern, and Arch pattern deviates. In the loop,
pattern ridges starts from either surface of the impression or pattern, re-curves or touch an
imaginary line drawn from Delta to the middle and terminates at the equal facet from where
it's originated.

In arch pattern ridges start from one side of the fingerprint sample runs to another side
without doing backward turn. Whorl pattern includes series of circles which starts from a

random point and ends at the same point. Only level 1 feature is not enough to uniquely
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identify the fingerprint image, whereas level 1 feature is used for classification or image
enhancement purpose. Some examples for the level 1 feature are simple arch, tented arch, left
loop, right loop, composite whorl, concentric whorl, Imploding whorl, press whorl, spiral
whorl, peacock’s- eye whorl, and variant whorl are shown in Figure 1.10.

In arch pattern ridges start from one side of the fingerprint sample runs to another side

without doing backward turn. Whorl pattern includes series of circles which starts from a
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random point and ends at the same point.
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Figure 1.10: Examples of Level 1 Features
(Source: http://dermatoglyphics.org)

Only level 1 feature is not enough to uniquely identify the fingerprint image, whereas level 1
feature is used for classification or image enhancement purpose. Some examples for the level
1 feature are simple arch, tented arch, left the loop, right loop, composite whorl, concentric
whorl, Imploding Whorl, press whorl, spiral whorl, peacock’s- eye whorl, and variant whorl

are shown in figure 1.10.

1.4. 2 Level 2 Features (Minutiae Based Features)
The evaluation of fingerprints for matching process requires the comparison of several
capabilities of the print sample (Pathak, 2010) which consists of patterns that are meticulous

exclusive capabilities determined within the fingerprint. A fingerprint has numerous features,
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which might be island (a line that runs or flows by itself without touching different strains or
regions), dot (an unbiased ridge which looks like a dot and same in duration and width),
bridge or crossover (a small ridge which connects parallel ridges), core (center of the
fingerprint pattern) and delta (a point from which fingerprint pattern alters or deviates). The
exclusive features of a ridge, from which one-of-a-kind pattern occurs, are known as
minutiae. Ridge ending or finishing and ridge bifurcation are the two styles of minutiae. A
ridge ending is nothing however wherein ridge terminates or discontinue. Ridge bifurcation is
a characteristic wherein a ridge splits or diverges, like a fork. From ridge ending and
bifurcation, we can outline numerous different functions. The lake or enclosure is a
characteristic of this ridge diverges and soon converges and turns into the single ridge. Spur
is yet every other function wherein quick ridge branching off a protracted ridge. Still, some
other functions like line unit, line fragment, eye, and hook additionally can be extracted and
studied, which might be referred as fingerprint low-stage functions. The low-level functions

are shown in figure 1.11.

crossover
core
bifurcation
ridge ending

island

Figure 1.11: Low- level Features of Fingerprint image
(Source: http://images.google.com)

Level 2 features display various ways ridge points may be abnormal. Minutiae are most
reliable functions, which can be everlasting and unique for each individual except and until
some wound or permanent harm happens. The number of minutiae factors collected ought to
be extra to get excessive performance. Examples of Level 2 feature are shown in figure 1.12.
In this research work Ridge ending and ridge bifurcation or simply Minutiae features or

points are used for feature extraction.
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Figure 1.12: Examples of Level 2 features of fingerprint
(Source: http://images.google.com; Krishna Prasad, K., & Aithal, P. S., 2017a)

1.4. 3 Level 3 Features
Level 3 functions are commonly considered as excellent ridge details and include all

dimensional attributes of a ridge, along with ridge path divergence, breadth, outline, pores
shape, edge outline, just beginning ridges, breaks, creases, scars and other permanent
information (Mieloch et al., 2008). Out of the various fingerprint traits, pores and ridge
contours are often used level 3 features. Ridge contours also incorporate precious level 3
traits and consist of ridge width and part shape. The shapes and relative role of ridge edges

are considered as everlasting and precise. Examples of level 3 feature are shown in figure

1.13.
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Pores Line shape Incipient ridge Creases Warts Scars

Figure 1.13: Examples of Level 3 Features

(Source: http://images.google.com)

1.5 FINGERPRINT TEMPLATE AND PROTECTION

In biometrics, a fingerprint template is a term used to describe a saved document in a
fingerprint scanning machine. When a fingerprint is entered into the gadget or sensing or
capturing device, only a template of the fingerprint is stored, not an entire image of the
fingerprint. A fingerprint template is smaller than the actual fingerprint picture and using the
template as opposed to a picture makes for faster processing time. Usually, the fingerprint
image is obtained by filtering and preprocessing process. Especially, protecting the
fingerprint templates has been a hard hassle due to massive intra-user variations (e.g.,

rotation, translation, nonlinear deformation, and partial prints). There are two fundamental
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challenges in any fingerprint template security scheme (Jain et al., 2013). First, we need to
pick the ideal representation scheme that captures a maximum of the biased or discriminatory
data’s or features but is sufficiently invariant to changes at the time of finger capturing or
enrollment process and can be effectively protected or secured with the aid of already
available template protection algorithms. Secondly, we need to automatically align or sign in
the fingerprints acquired at some stage in enrollment and matching without using any
information that might reveal the features, which uniquely signify a fingerprint. The
biometric machine can be compromised in many ways. One of the doubtlessly detrimental
attacks is the leakage of biometric template statistics. The compromise of this template leads
to unauthorized access to data by different people and ends up with nonrecoverable and huge
loss of private information. The threat mainly occurs due to following two reasons;

Intrusion Attack: If an intruder accesses the secured fingerprint recognition system’s
database or template illegally, then intruder can easily reconstruct the original image from the
template details. Using reverse engineering from the minutiae details fingerprint image can
be reconstructed (Ross et al., 2007; Feng, J., & Jain, A. K. 2009, June; Cappelli et al., 2009).
The figure 1.14 shows how fingerprint image can be reconstructed using reverse engineering
process from minutiae details.

Function creep: An intruder can make use of the biometric template features for unintended
functions (e.g., secretly follow a person throughout diverse applications by matching the

templates from the associated databases), compromising the privacy of the person.
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Minutiae Orientation filed Fingerprint
Figure 1.14: Reconstruction of fingerprint image from the minutiae template
(Source: Feng, J., & Jain, A. K. 2009)
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A fingerprint template protection schema should focus on following aspects while
constructing stringent system (Jin et al., 2006).

Diversity: The secured template should not permit matching diverse applications, which
allows protecting user private information.

Revocability: A new protected template can be regenerated and issued to user instantaneously
when it is compromised.

Noninvertible: Using reverse engineering or anyway an intruder should not able to get
original image from the template image. The intruder will use many strategies or different
computational methods, but practically it should become impossible to retrieve original
features.

Performance: The fingerprint recognition system should able to show good performance in

terms of False Acceptance Rate or False Rejection Rate.

1.6 STUDIES ON FINGERPRINT SENSING METHODS

Automatic Fingerprint Identification System requires fingerprint image in particular format.
Usually, it cannot accept and process the photographic image or image taken from digital
camera or mobile camera. There are many unigque acquisitions or sensing techniques to gain
the fingerprint ridge and valley shape of finger skin or fingerprint (Xia and O’gorman, 2003).
Traditionally, in many legal applications fingerprints had been specially obtained offline.
Fingerprint acquisition can be mainly categorized into two groups as an offline and live scan.
An offline acquisition method gets input through the process of ink spraying on a fingertip
and tranferring it into on paper and then digitized with the aid of the paper with an optical
scanner or video digital camera. The live acquisition is obtained through the sensor that is
having the ability to directly digitize the sensing tip of the finger. As the fingerprint sensing,
image processing, signal processing, and communication technology advance more and more
new technologies are arriving at the leading edge.

Now, most business-related and forensic related applications or programs directly makes use
of live dynamic digital fingerprints acquired by directly sensing the finger surface with a
fingerprint sensor using optical, solid-state, ultrasonic, and other fingerprint image acquiring
or sensing methods (Krishna Prasad, K., & Aithal, P. S., 2017b). Fingerprint sensors are
available numerous sizes and styles but generally fall into two classes; region experiment (or

contact) sensor and swipe sensor. With a touch sensor, the user places and holds the finger on
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the sensor surface and impact transferred from the pad of the final joint of finger or thumb.
Touch sensors are used typically in constant systems because of their size and form (Memon
et al., 2008). Usually, touch sensors are square in shape and occupy more space and also
weighs more; used in passport or immigration based applications. In swipe sensor, the user
glides a finger vertically over the surface. The size and shape of the swipe sensors make it
suitable for portable electronic gadgets like laptop computers and mobile phones (Galley et
al., 2007; Memon et al., 2008). However, swipe sensor technology intrinsically restricts their
appropriateness for a few programs. These sensors require customer education and practice to
work consistently and they frequently fail to capture the fingerprint image. However, in each
type of sensors, there are some common problems exist, like direct exposure to the
surroundings, damage from mechanical results, electrostatic discharge (ESD), thermal

surprise, discrimination between liveness and spoof.

1.6.1 Fingerprint Acquisition Methods

This section narrates different fingerprint acquisition method, which acts as an input or raw
image for Automatic Fingerprint Identification System.

Optical: Optical fingerprint scanners are the oldest technique for capturing and evaluating
fingerprints. This technique mainly depends on capturing an optical picture, basically a
picture, and the use of algorithms to come across unique patterns on the surface, which
include a ridge. Optical sensor comprises of the specialized digital camera, touch surface, the
light-emitting phosphor layer, and solid state pixels. The specialized digital camera is used to
acquire an image of the fingerprint ridge and valley pattern. A digital camera is located on the
sensor and it captures the digital image using visible light. The touch surface is nothing but
where the finger is kept, which is situated in the top layer of the sensor. Under the touch
surface, where the user keeps his finger is phosphor layer, which emits light. The light
emitted from the finger reaches to an array of solid state pixels with the aid of phosphor layer.
Wound, scratch and dirty finger will cause a negative effect on the quality of the acquired
image. The flaw encountered in this type of sensor is that user finger or skin requires high
quality, dry or weather conditions can cause user finger unrecognized.

The disadvantage of this kind of sensor is the reality that the imaging abilities are suffering
from the high-quality of skin on the finger. This sensor has a capacity of acquiring only two-

dimensional images, synthetic or good quality image can be used to fool this acquisition
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device. Live finger detector mechanism should fuse along with this technology to attain more
security.

Ultrasonic: Ultrasonic sensor works on the theory of medical ultrasonography with an
intention to develop a visual image of the fingerprint. An ultrasonic sensor utilizes sound
waves which are having characteristics of high frequency with an intention to enter the inner
or layer of the skin. The sound waves are generated with the aid of piezoelectric transducers
and also in order to measure reflected energy piezoelectric transducers are used. Image of the
fingerprint can be generated by the reflected wave measurement due to reason that dermal
skin layers show same features of the fingerprint. Due to this fact even though the skin is
damaged and dirty it will exhibit same features of the fingerprint or which will not affect the
quality of the input image (Meghdadi and Jalilzadeh 2005, October).

Capacitance: Capacitance sensor utilizes the technology of capacitance to shape fingerprint
image. To generate ride and valley structure of the fingerprint capacitance sensor uses electric
current. Capacitance sensor comprises a tiny array of cells with one or more semiconductor
chips (Setlak, 2005). Every cell includes two conductor plates with parallel plate capacitor
and dermal layer and epidermal acts as a dielectric, which is a nonconductor.

Passive Capacitance: This sensor having slight variations from capacitance sensor, in which
on the dermal layer of the skin fingerprint image are formed. At every point of the array, the
capacitance is measured with the help of sensor pixels. An air gap bridges the volume
between the dermal layer and sensing element in valleys, which creates capacitance variance
in ridge and valley structure of fingerprint. Two values are already known, which are a
dielectric constant of the epidermis and area of the sensing element. Ridge and valley of the
fingerprint are differentiated with the help of measured capacitance value (Setlak, 2005).
Active Capacitance: In this type of sensor, initially before measurement of the fingerprint
takes place, a voltage is applied to the skin with the help of charging cycle. Effective
capacitor charges as an application of voltage. The blueprint of the fingerprint ridge is
identified at in the dermal skin through the electric field between finger and sensor. A
reference voltage is maintained in discharge cycle in order to calculate the capacitance, by the
cross-comparing voltage across the dermal layer and sensing element. Later to form the
image of the fingerprint the distance values are mathematically calculated. Like the ultrasonic
sensor ridge pattern of the dermal layer are taken into considerations for measurement

purpose. So this process overcomes the need for a clean surface and undamaged epidermal
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skin of the fingerprint (Setlak, 2005). Table 1.2 shows assessment of optical and nonoptical

Sensors.
Table 1.2: Comparison of optical and nonoptical sensors

Optical Nonoptical

Measurements | Light Pressure, Heat, Capacitance and

Ultrasonic wave.

Advantages Specially-strong Mass production leads to low cost.
performance, Compact and low size makes it
Physical or electrical | appropriate in low power applications
durability, Excellent image like mobile phone or laptop computers.

Benefits Oldest and  well-known | Positive competition leads to mass
method, production, which in turn leads to cost
Good technology support, | reduction. Similar to optical can be used

Applications in the area of
Attendance control, entry
control, banking service etc.

for various applications.

Constraints

Difficult to build spoof free
or highly secured system

Complex structure, Lack of technical
knowledge leads to capture false points

of fingerprint.

Disadvantages | Reduction in size of the | Performance variations with respect to
image is too costly, | outer changes in temperature and
Relatively easy to | dryness of a finger

compromise the security

1.7. MATCHING ALGORITHMS

Fingerprint matching algorithms are used to compare formerly or already stored template of
the fingerprints with a reference or sample fingerprint for authentication purpose. For this
purpose, either original or initial image should be directly compared with reference
fingerprint image or certain features of the fingerprint are extracted and compared. Feature
extraction is the just earlier step or process of matching in automatic fingerprint identification
system (Subhra & Venkata, 2008). In fingerprint recognition system, there exist two types of
matching algorithms one is minutiae based algorithm and another one is non-minutia or
pattern based algorithm. Majorities of the research work carried out are based on minutiae
points or ridge ending and bifurcations or some low level details of minutiae, these minutiae
details are extracted from both sample and template image and are compared and evaluated
for better scores.

Pattern-based algorithm focuses on fingerprint primary patterns like Whorl pattern, Arch

pattern, and Loop pattern. These patterns are part of Levell features between a previously

Chapter 1: Introduction to Biometrics & Fingerprint Recognition System



stored template and a candidate or sample fingerprint image. Here alignment of ridge pattern
in same orientation is a necessary condition. In order to achieve this central point or core
point of the fingerprint pattern is identified and centered on that. Usually, in the pattern based
algorithm the type, size, and orientation of the fingerprint pattern will be seeded in the
template. The sample fingerprint image is graphically compared with reference image or
template using attributes like size, orientation, and type to find the better matching score. The
concept of machine learning and neural network are efficiently used in order to learn or train
the various features of the enrolled fingerprint. This trained information can be used by the
system later to make better decisions for authentication processes or matching process.

Table 1.3: Tabular comparison of Fingerprint image Minutiae and Pattern based Matching

Minutiae Based Matching Pattern Based Matching

Commonly uses features like Ridge | simple arch, tented arch, left loop, right loop,
ending, Bifurcation, Hook, Dot, | composite  whorl, concentric  whorl,
Enclosure, Delta, bridge, Ridge | Imploding Whorl, press whorl, spiral whorl,
Crossing peacock’s- eye whorl, and variant whorl
Makes use of local features Makes use of both local and global features.

1.8 PERFORMANCE MATRICES OF FINGERPRINT BIOMETRIC SYSTEM

Every new biometric algorithm has to be tested in order to know efficiency in differentiating
decision between authenticated person and imposter. Before implementing the algorithm or
new approach in real-time applications, we need to evaluate its performance using different
factors (Ross et al., 2006). The performance factors vary from algorithms to algorithm. But
the most common or general matrices used to quantify the fingerprint biometric system are;

e False Match Rate (FMR)

e False Non-Match Rate (FNMR)

e Receiver Operating Characteristic (ROC)

e Equal Error Rate (EER)

e Failure to Enroll Rate (FTER)

e Failure to Capture Rate (FTCR)

False Match Rate (FMR) or False Acceptance Rate (FAR)
FAR is the likelihood of the Automatic Fingerprint Identification System incorrectly suits the

input pattern to a non-matching template inside the database. It measures the percentage of
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invalid inputs, which might be incorrectly classified. In case of similarity scale, if the
individual is an imposter in fact, but the matching score is higher than the threshold, then
he/she is treated as authentic. This way it increases the FAR rate and threshold value plays a
crucial role in FAR rate. An FMR of 0.001% indicates that on an average of one lakh
(100000) fraud or imposter attack one will get access to the system.

False Rejection Rate (FRR) or False Non-Match Rate (FNMR)

FRR is the probability that the fingerprint biometric framework unable to identify a match
between the authentic person and a coordinating template in the database. An estimation of
the percent of substantial valid information sources or valid users are erroneously dismissed,
is assessed by this parameter. A 100% FNMR depicts that by and large, 1 in every 100
authentic users is not able to get permission to access the system.

Receiver Operating Characteristic (ROC)

The ROC plot is a visual representation of the exchange off between the FAR and the FRR.
Normally all matching algorithm makes a decision based on the threshold value. Threshold
value indicates how close the difference in score value of the template and sample should be.
This threshold sometimes called as sensitivity. When threshold reduces FNMR also reduces
but FAR may increase. On the other hand when threshold increases FAR decrease but FRR
increases.

Equal Error Rate (EER)

EER is the ratio at which both acceptance and rejection mistakes are identical. The value of
the EER can be easily generated from the ROC curve. The ERR is a short way to compare the
accuracy of the system with exceptional or different ROC curves. An ideal system considers
a system with very lowest EER rate.

Failure to Enroll Rate (FTER)

FTER is the unsuccessful attempt made to enroll in database or template of an Automatic
Fingerprint Identification System by the input. FTER occurs due to low quality or
substandard input.

Failure to Capture Rate (FTCR)

Inside programmed frameworks or Automatic system, the likelihood that the system neglects
or unable to distinguish a biometric input when introduced accurately is referred as Failure to

Capture Rate.
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Speed or Response Time

The speed refers the time taken by the system to enroll as well as authenticate or reject. In
technology term, this can be referred as execution time or time utilized by the new algorithm

or model in to enroll and match.

1.9 DIFFERENT TECHNIQUES USED IN AUTHENTICATION PROCESS
By definition, authentication is using one or multiple mechanisms to show that you are who
you claim to be. As soon as the identity of the human or machine is demonstrated, then
human or machine is authorized to grant some services. Three worlds wide referred
authentication process is as follows

e Token supported authentication

e Biometric supported authentication

e Knowledge supported authentication
Token supported authentication makes use of key cards, bank cards, and smart cards. Token
supported authentication system sometimes uses knowledge supported techniques to improve
security.
Biometric supported authentication strategies, together with fingerprints, iris scan and facial
reputation aren't yet extensively adopted. The essential flaws of this technique are that such
systems can be costly, and the identification process may be slow and regularly unreliable.
However, this form of technique presents the highest level of protection.
Knowledge supported authentication is most commonly and widely used authentication
technique and encompass both text-based and image-based passwords. The image-based
techniques can be further subdivided into two classes: recognition-primarily based and recall
based graphical techniques. The use of recognition based strategies, a person is provided with
a set of images and the user is authenticated through recognizing and identifying the images,
which is registered at the time of registration process. In recall based techniques it’s essential
that user has to reproduce something like a pattern, which is created or drawn at the time of
registration process. The two methods of generating One Time Password are Time-
Sychronized OTP and Counter-sychronized OTP.
Time-synchronized OTP: In time-synchronized OTPs the person has to enter the password
within a time frame or within a stipulated time, in other words, OTP having lifespan only for

few amount of time after that time it will get expired and another OTP will be generated.
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Counter-synchronized OTP: In Counter-synchronized OTP, instead of regenerating OTP after
the stipulated time, a counter variable is coordinated or synchronized between client device

and server.

1.10 PROBLEM SPECIFICATION AND MOTIVATION

In this Twenty-first century, especially last four to five years mobile communication
technology has undergone drastic changes due to the invention of fast and ubiquitous services
and wireless technologies. But still, the mobile system faces, security and authentication
challenges. There are wide technology or mechanisms are available in the literature for
wireless and mobile devices or internet based applications with the aid of password, one-time
password (OTP), and smart cards to provide network and device security or authentication.
But these traditional security mechanisms face a lot of shortfalls. Some of the problems of
these security systems are as follows.

e Traditional or conventional authentication mechanisms are not always reliable in all
circumstances.

e Majority of the template protection strategies unable to accomplish all of the template
protection requirements like revocability, protection, privateness and high matching
accuracy.

e Drawing shape or pattern on the screen also easily observable or identifiable to
imposter using special spy cameras.

A template is a compact representation of the raw input fingerprint image that is usually
stored in a database. If the template stored in the database is hacked by the intruder then
easily reconstruct original image through physical spoof samples and can get access to
diverse applications (Adler 2004, Ross et al., 2007; Feng & Jain, 2009). The stolen template
can be used for a variety of applications like unauthorized access to bank details or
transactions or illegal access to heath-related information or unauthorized access to
intelligence information.

One of the dangerous and vital attacks in the biometric system is an attack towards the
biometric templates. Attacks at the templates can cause grave vulnerabilities where a
template may be restored with the aid of fraudulent template to gain unlawful access entry to,
or a physical spoof may be long-established from the template to obtain unethical access to

the system or framework (Alder, 2004; Cappelli et al., 2007). Hence there is a great need and
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necessity that biometric data should not be stored in plain text in the database and many
foolproof method and technologies are adopted such that not the security of the application
but also user privacy and integrity should be maintained or not compromised at any
circumstances by the imposter.

Today numerous biometric innovations, for example, fingerprint, face recognition, iris, voice
print and hand-based biometrics attributes (palm print or unique finger impression) can be
utilized to recognize people.

As mentioned in advance, fingerprint identification technology era has various blessings like
imparting excessive protection, much less price and non-invasive manner of acquisition and
therefore is one of the maxima frequently used mechanisms. In this research work
fingerprint’s high individualism and permanent nature motivated us to choose this biometric
feature as identity key, which is not fully secured and can be made fully secured by
combining with passwords or OTP.

Fingerprint image filtering or pre-processing is one of the crucial factors in deciding or
maintaining the quality and efficiency of the Automatic Fingerprint ldentification System.
Preprocessing involves filtering, segmentation, binarization and thinning or skeleton creation.
Fingerprint segmentation refers to the process of separating the image into two distinct
regions as the foreground and background. The foreground is also called as Region of Interest
(ROI) because only the region which contains ridge and valley structure is used for
processing, while the background contains noisy and irrelevant content and that will be
discarded in later enhancement or orientation or classification process. The image has to be
converted into binary before extracting features. In order to extract low-quality features or
level 2 and level 3 features image has to convert into more specific form is called as skeleton
process or thinning.

There are great necessity and requirement for filtering and pre-processing, robust technique
otherwise false minutiae are extracted and that leads to incorrect matching and increase in
false acceptance rate. So robust pre-processing is especially important for the Latent and
partial fingerprint. Template protection is another high demanding requirement for biometric
applications in Mobile applications and all other secured applications.

Fingerprint unique Hash code and template protection are motivating force for this research
Study. Fingerprint hashing is the new technique which combines biometrics and

cryptography. The goal is to perform identification based on fingerprint simultaneously
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hiding or keeping the fingerprint information secretly or noninvertible way. Even though
fingerprint template is compromised intruder should not get original features of the
fingerprint image.

The modern study of fingerprint technology reveals that fingerprint is not so secured like
secured passwords which consist of alphanumeric characters, number and special characters.
Fingerprints are left at crime places, on materials or at the door which is usually class of
latent fingerprints. We cannot keep fingerprint as secure like rigid passwords. Using some
modern technology with copper and graphite spray it’s easy to mimic fingerprint image.
Fingerprints are not fully secret if passwords are leaked or hacked, it easily revocable using
another password. But in a biometric security system, which uses only biometric features, is
not easy to change fingerprint key or fingerprint are static biometric, which never change
much throughout the lifespan. Fingerprints are left at car, door or anyplace where every
person goes and places his finger (https://security.stackexchange.com/questions/42384/is-
there-any-way-to-cryptographically-hash-a-human-thumbprint).

Fingerprint Hash code is not used for full security or authentication purpose but it can be
combined with other security elements like password or OTP in order to enhance security.
Fingerprint Hash code acts as a key, which can uniquely identify every person. So it can be
replaceable with user-id or username and can work along with text-based or picture based or
pattern based passwords. The fingerprint hash code is not constant with biometric sensors or
reader (https://hackaday.com/2015/11/10/your-unhashable-fingerprints-secure-nothing/).
There are many types of research are carried out translation and rotation invariant fingerprint
hash code generation but even small or pixel changes cause a difference in Hash code. So
this research does not concentrate on developing fingerprint hash code which is translation
and rotation invariant. Keeping all these advantages and flaws of fingerprint biometrics, this
study makes use of fingerprint Hash code as a unique key for human identification and can be

combined with Password and OTP for authentication or Security purpose.

1.11 AN IDEAL AUTHENTICATION SYSTEM

It is well known that we can improve the performance of any system by comparing it with a
hypothetical, predicted system of that kind called Ideal system, which is explained by Aithal,
P. S., and Aithal, S., (2015), Aithal, P. S., (2015, March), Aithal, P. S. (2015, July), Aithal, P.
S. & Aithal, S. (2015, March), and Aithal, S. (2014). The word Ideal system refers to the
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system which has utmost characteristics, which cannot be improved further. It is what our
mind tells ultimately and which reached the pinnacle of success in the respective field, which
can be compared to all other systems of similar type, which lacks in some qualities, explained
by Aithal, P. S. (2016a), Aithal, P. S. (2016b), Sridhar Acharya P. and Aithal P. S. (2016),
Aithal, S., & Kumar, S. (2016), Aithal P. S. (2016c). The less-efficient system can be
converted into the ideal system with the aid of research and continuous innovation in that
field. Many objects we can consider as ideals like an ideal gas, ideal fluid, ideal engine, ideal
switch, ideal voltage source, ideal current source, ideal semiconductor and ideal
communication technology and all of these are considered as standards to improve the quality
and performance of similar type, which is explained by Krishna Prasad, K., & Aithal, P. S.
(2017¢).

Table 1.4: List of Ideal components with respect to Authentication System

Sr. Ideal System Components | Definition of Ideal Systems/Components
No
1 Ideal Speed The time taken by the Automatic Verification or

Authentication System to authenticate the registered
user will be very minumum or zero.

2 Ideal Data Transfer Rate Any amount of data can be transferred from source
to destination without any delay or with in null unit
of time duration (In client Server Model)

3 Ideal Signalling efficiency | The quality of signal is 100% efficient in all
aspects.

4 Ideal Security 100% protection of Registered user means no
intruder can able to break the system anyway.

5 Ideal Availability Service can be available any part of the world
anytime.

6 Ideal Bandwidth The volume of Information per unit of time that a
system can handle is unlimited or uncountable.

7 Ideal False Acceptance Rate | The percentage of system incorrectly classifies the
input pattern to an unregistered user is zero.

8 Ideal False Rejection Rate The probability that the Authentication framework

unable to identify a match between the authentic
people is always zero.

9 Ideal Equal Error Rate Acceptance and rejection mistakes are identical in
the system and which is equal to zero.
10 Ideal Failure to Enroll Rate | The unsuccessful attempt made to enroll in database

or template of an Automatic Fingerprint
Identification System by the input is zero.

11 Ideal Accuracy Rate Because of False Rejection Rate and False
Acceptance Rate is zero, the accuracy of the system
becomes high.
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The ideal system of any kind can be placed in mind, while improving the characteristics of
practical devices/ systems and reach ideal system or considered to be a pinnacle of success.
Some of the ideal systems with respect to Authentication System are listed in Table 1.4.

Ideal Authentication System is a system which has properties like highly user-friendly,
ubiquitous services, always available, very cheaper and 100% efficient in all aspects. An
ideal or error-free biometric system should make an accurate and correct decision on every
test sample regardless of any performance degrading factors like variation or differences in
inter-class, similarities in intra-class, different representation for enrolled and sample data,
and extreme noise and low sample data quality. As shown in Figure 1.15, we have proposed
an ldeal Authentication Model, which consists of different components like Ideal Security,
Ideal User-friendly, Ideal Input, Ideal Process, and Ideal Performance Evaluation Matrices.
1.11.1 Ideal Security

In Ideal Authentication System, ldeal Security refers a system, which is impossible for an
intruder to break the system or impossible for the unregistered user to access the system.
Ideal Security model improves or makes the system robust by maintaining security

mechanism at various levels like user level, network level, template or database level.

Ideal Security Ideal User-
friendly Ideal Input

Ideal Authentication System

Ideal

Process
Ideal Performance

Evaluation Matrices

Figure 1.15: Ideal Authentication System Model
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Security can be enhanced to maximum or optimal level by the use of multifactor

authentication model. Table 1.5 shows Ideal security various component’s technologies and

benefits.
Table 1.5: Description of various characteristics of Ideal Security
Sr. | Characteristics Benefits
No
1 | High User level | Minimum data is remembered by the user for the
Security authentication process. To realize this use Physiological or

Behavioral biometrics

2 | High Network level | Difficult to get original data or information.

Security Decrypting of the message by the unknown user becomes
impossible.

3 | ldeal Template level | Nonrevertible template or impossible to get actual
or Database level | information.

security

4 | Multifactor Use more than one factor for authentication like
Authentication Biometrics, One Time Password (OTP), and Password.
Security

1.11.2 Ideal User-friendly

The goal of the Ideal User-friendly component is that user should able to get access to the
system effortless or easily without remembering anything or very minimum amount of data.
Ideal user-friendly system should have some characteristics, which are listed in Table 1.6 to
call itself as Ideal.

Table 1.6: Description of various characteristics of Ideal User-friendly

Sr. | Characteristics Description
No
1 | High Response Time | User should get Authenticated as early as possible or
with least amount of time

2 | High Access Time User should get access to the system with least amount
of time
3 | Automatic Process User should able to get authenticated automatically

without entering anything on the screen or just by
standing in front of the system

4 | High speed The execution time for authentication should be very
minimum

5 | High Availability Anytime, Anywhere, Anyplace or simply ubiquitously
available

6 | Effort free User should able to work with the system effortless or
freely.
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1.11.3 Ideal Input

Ideal Input ensures that registered user should able to get access to the system or
authenticated with very less or no input. In an Ideal Authentication system, the Ideal input
having different characteristics, which are listed out in Table 1.7.

Table 1.7: Description of various characteristics of Ideal Input [Source: Aithal, P. S. & Pai T,

Vaikunta]
Sr. | Characteristics Description
No
1 Minimum Users will be carrying only one data or no data along with
pOSsessions them to get authenticated
2 Least input The number of data or instruction to the system is as least
as possible
3 Input Selectivity Select input data rather than remembering and entering
4 Ubiquitous Data Any time, Anywhere, and Anyplace able to input or feed
data
5 Reliability The input should not have any imperfections. It should not
fail during execution
6 Usability The input should have infinite usability for various
applications.
7 Efficiency The provided input should have 100% efficiency with an
intention to get accurate results.
8 Input Security The input should be protected from intruder
9 Short execution The input provided to the system should execute with a
time minimum amount of time

1.11.4 1deal Process

In an ldeal Authentication system, Ideal process refers user should able to complete
authentication process without any fault, fastly and completely. The different characteristics,
of the Ideal process, are listed out in Table 1.8.

Table 1.8: Description of various characteristics of Ideal Process

Sr. | Characteristics
No

Description

1 High Atomicity The Authentication process should complete fast without

any errors or should not abort in between if it has started.

2 Ideal Consistency | After the authentication process system should end up

with the consistent state.

3 Maximum Isolation | The intermediate state of Authentication process should be

invisible to other users.

4 High Availability | Anytime, Anywhere, Anyplace or simply ubiquitously

available

5 Effort free Authentication process should be effortless.

6 High durability After a transaction completes, the changes made should
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persist even in the case of unexpected system failure.

If user credentials like password or biometric are changed,
it should persist, if that process completes just before the
failure.

1.11.5 Ideal Performance Evaluation Matrices
In Ideal Authentication System, Ideal Performance Evaluation Matrices refers all the
performance evaluation matrices normally used for the authentication system. This
component is having scope in the biometrics based authentication system. The different
characteristics, of Ideal Performance Evaluation Matrices, are listed out in Table 1.9.

Table 1.9: Description of various characteristics of Ideal Performance Evaluation

Matrices

Sr. | Characteristics Description
No
1 Ideal False Acceptance Rate | The percentage of system incorrectly classifies
the input pattern to an unregistered user is zero.

2 Ideal False Rejection Rate The probability that the Authentication
framework unable to identify a match between
the authentic people is always zero.

3 Ideal Equal Error Rate Acceptance and rejection mistakes are identical
in the system and which is equal to zero.

4 Ideal Failure to Enroll Rate The unsuccessful attempt made to enroll in
database or template of an Automatic Fingerprint
Identification System by the input is zero.

5 Ideal Accuracy Rate Because of False Rejection Rate and False
Acceptance Rate is zero, the accuracy of the
system becomes high.

6 Ideal Execution time Automatic  Verification or  Authentication
process should complete as early as possible for
the registered user.

1.12 ORGANIZATION OF THE THESIS

The Chapter 1 is Introduction to Biometrics & Fingerprint Recognition System,
which consists of elaborative introduction to Biometrics technology, Basic principles of
fingerprint technology, Application areas of biometrics, Types of fingerprints, Fingerprint
image preprocessing, Fingerprint features- Level 1, Level 2, and Level 3 features, Fingerprint
matching algorithms, Template protection, Fingerprint acquisition methods, Performance
matrices of fingerprint recognition, Multifactor Authentication, Problem specification,

Motivation for the research and Ideal Authentication System. The proposed Ideal
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Authentication Model consists of different components like Ideal Security, Ideal User-
Friendly, Ideal Input, Ideal Process, and Ideal Performance Evaluation Matrices.

An extensive literature survey on Fingerprint biometric recognition is depicted in Chapter 2
and is Review of Literature. This includes a review on Biometric security, Fingerprint
recognition system-past to present, Fingerprint sensing technology, Fingerprint filtering,
Fingerprint Enhancement techniques, segmentation techniques, Minutiae based recognition
system, hash Functions, MD5 hash algorithm. This chapter also includes Research gap of the
existing study.

Chapter 3 is Methodology and Fingerprint Image Preprocessing Techniques, which
explains the concept of research objectives, scope, methodologies and fingerprint image
preprocessing techniques. Fingerprint image preprocessing techniques consists of
Enhancement phase, Segmentation phase, and Skeletonisation phase. Here Segmentation,
Filtering algorithm, and Skeletonisation process are discussed including its theory and
pseudo-algorithm. In this Chapter Enhancement phase, Segmentation phase, and
Skeletonisation phase output are also discussed by considering input from FVC ongoing 2002
benchmark dataset.

Chapter 4 is Fingerprint Feature Extraction and Hash Code Creation Phase. The
existing methods or algorithms theoretical aspects are discussed in detail. This covers
Minutiae Identification and Extraction Phase, Hash Code creation Phase, and Hash Matching
Phase. Workflow for each phase is discussed and flowcharts are drawn, if required. The
Feature identification and Extraction consist of many sub phases-pre processing skeleton,
minutiae identification, and Minutiae table formation, post-processing minutiae table, Final
minutiae table formation and feature extraction in the form required for hash function. All
these process theories are discussed in detail. If necessary, the workflow for all sub-phases
and main phase is discussed and flowcharts are drawn and discussed. Here the necessary
output of Skeletonisation and minutiae extraction are discussed by considering input as FVC
ongoing 2002 benchmark dataset. This chapter also includes Hash code creation, Database,
and hash matching. The theory related to hash code creation using MD5 hash algorithm is
also discussed.

Chapter 5 is Performance Evaluation of Fingerprint Hash Code Generation Methods. In
this chapter, benchmark dataset and all six methods are discussed and analyzed. Input for the

system will be FVC ongoing 2002 benchmark dataset. Here different performance matrices
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like False Match Rate (FMR), False Non Match Rate (FNMR), Receiver Operating
Characteristic (ROC), Equal Error Rate (EER), Failure to Enroll Rate (FTER), Failure to
Capture Rate (FTCR) and elapsed time are discussed and analyzed. Time complexities of all
the six methods are discussed and analyzed using asymptotic Big-Oh notation and the result
is shown using the graphical image. A Multifactor Authentication Model is proposed based
on combined Fingerprint hash code, Password, and OTP. This model is mainly focused on
internet-based online transactions and mobile-based safe transactions. This method is not
suitable for ATM machines and Ordinary attendance maintenance system which does not
make use of client-server architecture.

Chapter 6 is Factors and Elemental Analysis of Multifactor Authentication Model
through ABCD Framework. This chapter discusses ABCD Framework. The new approach
of Multifactor Authentication Model using Fingerprint Hash code, OTP and Password are
analyzed using ABCD analysis framework. As per ABCD analysis various determinant issues
related to Multifactor Authentication Model for Verification/Authentication purpose are (1)
Security issues, (2) User-friendly issues, (3) Input issues, (4) Process issues, and (5)
Performance Evaluation matrix issues. The new model is compared with already existing
almost similar Multifactor Authentication systems.

Chapter 7 is Summary, Conclusion, Limitations and Future Scope. This chapter lists out
the summary, conclusion, limitations, and findings of this research work. The future research

directions are also identified and discussed.

1.13 CHAPTER SUMMARY

In this chapter, all the introductory theories related to Biometric system, its principles,
application, fingerprint technology, biometric template protection, fingerprint sensing
technologies and lIdeal Authentication System are discussed. The detailed theories and
research contribution made by other researchers to the different phases mentioned in this
research framework like image filtering, enhancement, segmentation, Skeletonisation,
minutiae identification, extraction and hash functions and, OTP are discussed under the title

Review of Literature in the next chapter.
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2.1 INTRODUCTION

The drastic changes in mobile and wireless based technologies and increasing number of
applications and users demanded high security concern, which leads to research on
biometrics with a purpose to increase the security aspects and to minimize security threats.
The current global security threat has prejudiced people and their administration to take some
special actions and extra precaution in safety or security threats. The security or protection is
important not only for the nation but also for individual persons, their property, surroundings,
and belongings and for all assets. Due to this reason every now and then new advents are
invented in biometrics with an ultimate aim of improving security. In biometrics, new
technologies are introduced. But out of which fingerprint identification biometrics technique
considered to be the most effective approach for utmost security authentication.

As industrial incentives boom, various new devices for user identification or verification are
being highly developed, each with its very own benefits and constraints. Even though
biometric systems are not so easily vulnerable to security threats but some intelligent intruder
can compromise the system using the information of biometric templates. So it’s essential
and necessary to develop noninvertible, revocable and highly robust biometric templates.
Advances in cryptographic and hashing techniques can be efficiently used to make the
biometric system more secure and robust. In this chapter already conducted researches and
some important theory related to the biometric system are discussed under the title as a

review of the literature with special reference to fingerprint biometrics.

2.2 REVIEWS ON BIOMETRIC TECHNOLOGY AND SECURITY

The term biometrics is formed initially using two words as bio means life and metrics means
to measure, which is taken from Greek language (Rood and Hornak, 2008). Automated
biometric systems, which is processed and decided by the computer, have best turn out to be
available over the previous decades due to drastic development in diverse applications and
fields. Although Automated Biometric identification System is having only 50-75 years of
history, the history of biometric systems is thousands of years back. The face is one of the
simple examples of a biometric characteristic used for recognition. Since from the
civilization, people have used faces to discover recognized and unknown (unfamiliar) people.
This simple undertaking became more and more challenging as populations improved and as
more convenient methods of journey delivered many new individuals into- as soon as small

communities. The idea of human-to-human reputation is also visible in behavioral-most
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important biometrics which includes a speaker and gains popularity. Individuals use those
characteristics, truly unconsciously, to recognize acknowledged people on a day-to-day basis.
The role of Egyptians and Chinese are very crucial in the history of biometrics system.
Today, biometric face recognition, iris recognition, retina recognition and many more new
biometrics technologies are used for the security purpose. This section gives a brief history of
biometric security and fingerprint recognition.

The William Herschel hand printed on the back of each worker with an intention to make a
differentiation between worker and employee. Late 1858 only the organized imprison of hand
and fingerprint are used for identification and verification purpose and same is inspired by the
William Herschel and made him develop handprint technology (Komarinski, 2004). At some
stage later in 1870, Alphonse Bertillon generated a method to figure out individual persons
based on précis information of their bodily descriptions and snapshots and are usually termed
as bertillonage or anthropometrics and this has become outdated in 1903 for the reasons that
some bodily measurements are not unique. In 1892, Sir Francis Galton proposed a new type
of fingerprint biometrics based on the usage of minutiae characteristics and is used by many
scientific and research communities even today. Later in 1896, Sir Edward Henry,
contributed new principles or methods to the success of fingerprint popularity with the aid of
Galton’s theory to find out prisoners with the help of their fingerprint impressions. He
adopted classification system that bifurcated plenty of fingerprints of mankind easily and also
helped in searching the prisoners. He assisted and guided for the establishment of fingerprint
bureau in the year 1986 and the new method got good popularity for crime detection all over
the world.

In the beginning, the concept of the usage of iris styles or patterns for user identification was
at the start proposed in 1936 by ophthalmologist Frank Burch (Iradian Technologies, 2017).
In 1987 two other ophthalmologists, Aran Safir and Leonard Flom patented this concept, and
in 1989 they requested John Daugman to try and create actual algorithms for iris popularity.
But now, this technology is additionally being used in numerous different applications such
as entry control system for high safety installations, credit score card usage verification, and
employee identification (Medien & Burghardt, 2002). Woodrow w. Bledsoe used biometrics
traits like eyes, ears, nostril, and mouth for human recognition at around 1960 and this was
considered as the first step for the initial partial automatic and partial face recognition system.

Gunnar Fan, a Swedish professor, produced a replica of speech recognition in around 1960
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(Woodward et al., 2003). This invention has become the foundation of real automated speech
recognition system at a later stage.

Initially, automatic signature verification system-a digital form of the signature having the
ability to identify the person uniquely is developed by North American aviation at some point
of 1965 (Mauceri, 1965). The investigation team of the federal bureau (FBI) used the same
approach by changing a little bit to investigate the extensive man-hours invested for the
purpose of analysis in 1969. In 1970 authentication system based on face recognition are just
initiated. Goldstein et al. (1971) used 21 precise markers of human organs like hair
coloration, the thickness of lip to computerize the recognition process. The main flaws of
such a machine or system were that all those features have been not computed automatically
and which are done manually.

In around 1970, Dr. Joseph Perkell introduced the speech recognition based on behavioral
components of speech (Woodward et al, 2003). The year 1974 witnessed initial hand
geometry framework for controlling some applications like entry control system, schedule
and attendance management system and user identification system. The success of this first
biometric automatic system, inspired the numerous investment businesses for the
improvement of hand scanner and feature extraction technique-the unique features of the
hand geometry (Ratha & Bolle, 2004), with an ultimate goal to improve or build an excellent
human recognizer. The result of the above system influenced the initial model of speaker
reputation system in 1976. In 1996, the hand geometry changed into applied correctly on the
Olympic Games and the machine-implemented became capable of cope with the registration
of over 65,000 human beings.

In the year 1988, the primary semi-automatic facial recognition system was developed by
Lakewood-section of Loss Angele’s country sheriffs department for finding out thief’s or
suspects. The facial recognition or identification system was further studied and analyzed by
several series of discoveries by a panel of researchers, they are Sirovich and Kirby (1989),
Turk and Pentland (1991), Philipis et al. (2000).

The capacity of the human ear for personal identity turned into diagnosed and encouraged as
early as 1890 via the French criminologist Alphonse Bertillon. Bertillon made use of the
outline and a few measurements of the ear as a part of the bertillonage system that changed
into used to perceive recidivists. One of the first ear reputation systems is Iannarelli’s system
which becomes at first advanced in 1949 (lannarelli 1989). This is a manual machine based

on 12 measurements of the ear. Vertical, horizontal, diagonal, and anti-diagonal strains are
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drawn from that center point to intersect, the internal and external curves on the exterior of
the pinna. The 12 measurements are derived from these intersections and used to represent
the ear. Fields et al. (1960) made an endeavor to recognize infant babies in hospitals. They
visually measured 206 units of ear snapshots and concluded that the morphological fidelity of
the ear can be used to set up the identity of the newborn.

Hand geometry is an authentication generation with a prolonged history of use. Historic
paintings in Chauvet Cavern have been carbon dated to be 31,000 years vintage. A few say
that the handprints left with those artworks are the artist’s particular signature. The first
industrial hand geometry scanner changed into the Identimat introduced via Identimation in
the early 1970’s. This device used a 1,000 watt light bulb to spark off mechanically scanned
photocells for measuring the hand form. Within the mid-1960’s Robert Miller of New Jersey
became analyzing a navy clothing procurement report wherein he came upon the remark that
hand sizes have been so various that they might be used to pick out people. This led this avid
inventor to develop the primary automatic hand geometry identity device.

Of all of the biometric identity structures, DNA affords the most reliable form of
identification. DNA is intrinsically digital and unchangeable during a human’s existence or
even after demise. DNA differs from other normal biometrics patterns in several aspects as
DNA calls for a tangible bodily pattern rather than an impression, image, or recording. DNA
matching isn't always carried out in actual-time, and presently now not all stages of contrast
are automated. DNA matching does not rent templates or feature extraction but instead
represents the contrast of actual samples.

The human genome incorporates only 20,000-25,000 genes (Collins et al., 2004; Lander et
al., 2001; Venter et al., 2001). Consequently, most of the genome, approximately 75%, is
extragenic. These regions are called junk or less emphasis DNA.

The research into keystroke dynamics as an authentication technique is predicated on
growing a method that is sturdy, inexpensive, and has the capability to be obvious to the
person. It was researched as early as 1975 (Spillane, 1975) and has been the concern of
numerous patents (Brown, & Rogers, 1996; Garcia, 1996; Young, 1989). keystroke dynamics
are not expected to be specific to every man or woman seeing that there are probably to be
similarities among individuals’ typing style, particularly on cellular gadgets, but it is
recognized to be sufficiently one of a kind among users to be useful as a method of verifying
a person’s identification. Gafurov & Snekkenes (2009) studied gait behavior, which is

gathered from the acceleration signals collected from sensors attached to the man or woman’s
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leg. This gait record is used to understand or recognize persons. It has been shown that
impostors who know their closest man or woman in the database or the genders of the users
can be a threat to gait primarily based authentication.

The succeeding level in fingerprint computerization happened at the give up of 1994 with the
included Automatic Fingerprint Identification System (AFIS) competition. The competition
found three principal challenges as (1) digital fingerprint possession (2) local ridge
characteristic or feature extraction and (3) ridge characteristic prototype matching (David et
al., 2005).

The primary Automatic Fingerprint Identification System (AFIS) changed into advanced
through palm machine in 1993. For the duration of 1995, the irises biometric become
formally launched as a business authentication device by way of defense nuclear corporation
and iris scan. The year 2000 visualized face recognition dealer take a look at (FRVT 2000)
subsidized by means of the US authorities organization and at the same year vascular pattern
is initiated for recognition system (Im et al., 2001). In the around the year 2003, ICAO
(International Civil Aviation Organization) used biometric identification/verification
information into different travel document verification like passport and which is readable by
a machine (MRTDs). In 2004, US started first statewide palm print database and in the same
year, face recognition system also tried to improve the recognition difficulties. In 2005, iris
biometric identification system just evolved and iris snapshot is collected from individuals
taking walks through a portal.

In the year 1998 only, biometric system stepped into mobile applications but faced a lot of
challenges and which resulted in significant adoption rates. Yildirim, N., & Varol, A. (2015,
May) explained the importance of fingerprint security and stages of their fingerprint web
login authentication. They developed authentication application using fingerprint security
feature for Samsung device. The proposed system consists of two stages of the framework,
in 1st web service based authentication and 2nd stage is developed in the Android application
side, which generates a random password. Authors used only the predefined fingerprint SDK
for fingerprint registration and verification. They used the mobile IMEI number for
secondary registration and verification for mobile. Moreover, this paper proposed two levels
of authentication using finger and IMEI number, but here not exactly meet the function
procedures of fingerprint recognition. It is still questionable lack of accuracy and complexity

in authentication.
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2.3 REVIEWS ON FINGERPRINT RECOGNITION SYSTEM

Fingerprint image and identification technology have been in life for hundreds of years.
Archaeologists have exposed proof suggesting that interest in fingerprint dates to prehistory.
In Nova Scotia Petroglyphs-from the time of pre-historic native people, displaying a hand
with exaggerated ridge patterns has been discovered. In historic Babylon and China, the
fingerprint has been impressed on clay pills and seals. Using fingerprint is a completely
unique human identifier dates returned to 2™ century B.C. China, where the identity of the
sender of a critical report will be validated by way of his fingerprint influence within the wax
seal. In fourteenth-century Persia fingerprints have been inspired by numerous professional
papers. At that point, a governmental legitimate located that no fingerprints have been exactly
alike (Malathi, 2012).

By means of the recently invented microscope, Professor Marcello Malpighi at the college of
bologna cited ridges at the surface of palms in 1686. He defined them as loops and spirals,
however, did no longer note their fee as a way of personal identification. Later, in 1823
professor John Evangelist Purkinje posted his thesis presenting a device type based on nine
distinctive fingerprint patterns at Breslau University. This was the first step closer to the
current study of fingerprints. Hermann Welcker an anthropologist of the college of Halle
from German, analyzed friction of ridge pores and skin permanence-which is considered in
the present study as features of fingerprints, by printing his private hand in 1856 and once
more in 1897, then written and published a book in 1898.

The primary, modern, and current use of fingerprints happen in 1856 while Sir William
Herschel, the leader magistrate from India, had a nearby businessman, Rajyadhar Konai;
provoke his handprint at the back. Later, the right index and center palms were printed next to
the signature on all contracts made with the locals. The reason was to frighten the signer of
repudiating the agreement because the locals believed that non-public contact with the file
made it greater binding. As his collection of fingerprint grew, Sir Herschel started out to
realize that fingerprints could prove or disprove identification. No matter his lack of medical
know-how in fingerprinting he turned into satisfied that fingerprints are unique and
everlasting at some point of lifestyles.

In 1863 professor Paul-Jean Coulier, of Val-de-grace from Paris, published his observational
study that fingerprints may be advanced on paper through iodine fuming, explaining the way
to maintain (restore) such evolved impressions and mentioning the capability for figuring out

suspects' fingerprints with the help of use of a expand or magnify glass. In modern fingerprint
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recognition system, these types of fingerprints are called as Latent fingerprints. Adding more
information to latent fingerprints, in 1877, American microscopist Thomas Taylor found that
unknowingly left prints of finger or palm item might be used to resolve crimes.

The Alphonse Bertillon, a French anthropologist, devised the primary widely customary
medical technique of biometric identification in 1870. The Bertillon machine, bertillonage, or
anthropometry became not primarily based on fingerprinting however relied on a systematic
mixture of bodily measurements. Bertillon's gadget included measurements inclusive of the
head period, head width, duration of the middle finger, the left foot’s period; and the forearm
period from the elbow to the end of the center finger. Bertillon in 1888 changed into the made
leader of the newly created branch of judicial identification where he utilized anthropometry
as the good method of identity. He later added fingerprints image but demoted them to a less
important function within the class of unique marks. Through grouping, the statistics of any
single individual will be located into one in every of 243 distinct classes. For the next thirty
years, bertillonage becomes the number one method of biometric identification (Malathi,
2012).

In the 1870s, Dr. Henry Faulds, health care provider-superintendent of Tsukiji sanatorium in
Tokyo, Japan, who has received the examination of skin-furrows and after becoming aware
of finger grades on a sample of prehistoric pottery. Dr. Faulds, now not most effective
diagnosed the significance of fingerprints as a way of identity, however, devised a method of
a class as well. In 1880, Faulds forwarded an evidence of his class machine and designed a
pattern for recording inked impressions. Apart from that in the year 1880, Dr. Henry Faulds
posted a piece of writing in the clinical magazine. He stated fingerprints as a way of personal
identity and using printers ink as a technique for obtaining such fingerprints. He is likewise
credited with the number one fingerprint identity of a greasy fingerprint left on an alcohol
bottle. The method of classification proposed by way of Dr. Faulds is known as Henry type
classification and is primarily based on patterns together with loops and whorls, which is still
used nowadays to arrange fingerprint card files.

In 1882, Gilbert Thompson, worn his personal thumbprint on a file to assist prevent forgery,
which is considered as the first identified application of fingerprints image in the U.S.A.
Continuing the research contribution work of Dr. Faulds, Sir William Herschel and Sir
Francis Galton set up the uniqueness and solidity of fingerprints. This e-book, fingerprints
from 1892, includes the first fingerprint class gadget containing three fundamental sample

types: loop, arch, and whorl. The system changed into based on the distribution of the sample
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sorts on the ten fingers. The machine worked, but there was a necessity to be progressed with
a type that changed into simpler to administer. Sir Galton diagnosed the traits used for user
identification, the specific ridge traits called minutiae, which are frequently called “Galton’s
information”.

In 1892, Juan Vecetich, an Argentine police respectable, made the first crook fingerprint
identification. He became capable of identifying a female, who had assassinated her two sons
and tried to suicide in an attempt to avoid blame. The bloody print remained on a doorpost,
provided her identity for the assassin.

On 12 June 1897, an authority and committee in India approved a committee record that
fingerprints ought to be used for the type of criminal statistics by a body headed by a
governor. Later anthropometric bureaus situated in Kolkata of India have become the sector’s
first fingerprint bureau in the same year. Haque and Bose followed the Henry machine of
fingerprint classification from India and became very successful. The Henry category device
continues to be used in English-speaking international locations like England. Table 2.1
explains the summary of literature survey with Author name, Year and their
findings/inventions/Results.

Table 2.1: Fingerprint recognition system Milestone from 1800-1899

Sr. | Authors Year Inventions/Findings/Results

No

1 | Professor 1686 Cited ridges at the surface of palms.
Marcello
Malpighi

2 | Professor John | 1823 Analyzed nine distinctive fingerprint patterns.
Evangelist
Purkinje

3 | Hermann 1856 Studied friction ridge pores and skin permanence.
Welcker

4 | Sir William | 1856 That fingerprints could prove or disprove identification.
Herschel

5 | Professor Paul- | 1863 Fingerprints may be advanced on paper through iodine
Jean Coulier fuming, explaining the way to maintain (restore) such

evolved impressions and mentioning the capability for
figuring out suspects' fingerprints with external
apparatus to view the image like magnifying capability

glass.
6 | Thomas Taylor | 1877 Found that palm prints and fingerprints exist on any item
might be used to resolve crimes.
7 | Alphonse 1870 Devised the primary widely customary medical
Bertillon technique of biometric identification. Bertillon's gadget

included measurements inclusive of the head period,
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head width, duration of the middle finger, small portion
of the left foot etc.

8 | Dr. Henry | 1870 Examined skin-furrows after become aware of finger
Faulds grades on a sample of prehistoric pottery. Even though
not effectively diagnosed the significance of fingerprints
as a way of identity, but planed a method of a class as

well.
9 | Gilbert 1882 Used his personal thumbprint on a file to assist prevent
Thompson forgery, which is considered as the first identified real
application of fingerprints in the U.S.A region.
10 | Juan Vecetich | 1892 Made a real attempt for a crook or criminal fingerprint

identification.

2.3.1 Henry Classification era of Fingerprint Recognition

Throughout the 1890’s, Sir Edward Richard Henry, a British reputable in Bengal believed
that a fingerprinting system changed into the solution to his hassle of verifying the identity of
criminals. He studied the works of Sir Galton and Sir Henry and proved that they might be
used to produce 1,024 primary classifications, which was instituted in Bengal in 1897. The
system is described in his e-book, which includes applications of fingerprint images. In June
1897, bertillonage was changed and the Henry type device became the official approach to
figuring out criminals in British India. In 1903, the Henry category machines become used to
distinguish prisoners who had been equal twins. The Bertillon machine changed into now not
able to make out the difference between equal twins and therefore Henry type device turned
into in addition strengthened (Malathi, 2012).

Juan Vucetich additionally Laboured on a category system based totally on the findings of Sir
Galton and used in fingerprint forensics. His systems become posted in his e-book, named as
Dactiloscopia Comparada (comparative fingerprinting) in 1904. His gadget, the Vucetich
machine, continues to be utilized in maximum Spanish-speaking international locations.
Throughout the first 25 years of the 1900s, an increasing number of companies within the
U.S. began to send copies of their fingerprint cards to the national bureau of criminal identity.
These files fashioned the nucleus of the FBI fingerprint files even as the detection division of
the FBI become hooked up to 1924. By 1946, the FBI had processed more than 100 million
fingerprint cards in manually maintained documents. By 1971, this variety had elevated to
two hundred million playing cards. The primary United States to adopt a national
computerized form of fingerprint imaging turned into Australia in 1986, which applied

fingerprint imaging era into its regulation enforcement gadget.
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On the worldwide symposium on latent fingerprint detection and identification, performed by
way of the Israeli countrywide police organization, at Neurim, Israel, June 1995, the Neurim
declaration become issued. No clinical basis exists for requiring that a pre-determined
minimum number of friction ridge functions need to be resent in two affects in order to set up
a fantastic identity. The assertion has unanimously accredited all present, and later, signed
through 28 individuals from the subsequent eleven nations: Australia, Canada, France,
Holland, Hungary, Israel, New Zealand, Sweden, Switzerland, UK, and United States.

With the creation of AFIS era (Automatic Fingerprint Identification System), the documents
have been breaking up into automatic crook documents and manually maintained civil
documents. Many files had been found to be duplicated and the information truly represented
somewhere between 25 and 30 million criminals and an unknown quantity of individuals
within the civil documents.

In 2012 INTERPOL's Automatic Fingerprint Identity System repository exceeds one lakh and
fifty thousand of fingerprints for vital international criminal statistics from one hundred
ninety member countries. Over 170 international locations have 24 x 7 interface ability with
INTERPOL expert fingerprint offerings.

The most important AFIS repository in America is operated via the Department of Homeland
security's US visit program, containing over one hundred twenty million men and women'
fingerprints, many inside the form of -finger records. The US visit program has been
migrating from flat (not rolled) fingerprints to ten flat fingerprints considering that 2007.
Speedy capture generation currently enables recording of ten simultaneous fingerprint
impressions in as low as 15 seconds according to man or woman. The largest criminal
fingerprint AFIS repository in the USA is the FBI's subsequent technology identification
(NGI) in Clarksburg, WV. NGI has extra than 60 million person automatic fingerprint
records (both crook and civil applicant records). NGI is the FBI's maximum treasured
provider to American regulation enforcement, providing accurate and fast fingerprint
identification offerings.

The Unique Identity Authority of India is the world's biggest fingerprint (and largest multi-
modal biometric) machine the use of fingerprint, face and iris biometric records. India's
unique identity task is likewise referred to as AADHAAR, a word meaning the foundation in
several Indian languages. AADHAAR is voluntary software, with the purpose of finally
offering dependable national id documents to most of estimated India's 1.25 billion residents.

With a biometric database many times large than every other within the global, AADHAAR's
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capacity to leverage computerized fingerprint and iris modalities (and probably automatic
face recognition) allows fast and dependable computerized looking and identification not
possible to perform with fingerprint technology alone, in particular, while looking kids and
aged citizens' fingerprints. As of January 2017, the authority has issued more than 1.11
billion (more than 111 crores) AADHAAR numbers.

2.4 BASIC STRUCTURE OF FINGERPRINT

The skin at the palm and palms of the human hand along with the skin on the sole and feet of
the foot has the precise and unique belongings of being ridged by way of a pattern of slender
or narrow ridges and valleys, additionally called furrows or ravines (Cummins, 1961). These
skin ridges have several useful functions. For instance, they enhance the friction between the
pores and skin and different surfaces, thereby lowering slipping. Because of this the pores
and skin is often known as friction skin. Because of the huge kind of ridge orientations on the
surface, the ridges are capable of increase the drag in all guidelines.

The friction additionally blessings the experience of contact by means of increasing
sensitivity and helping to differentiate extraordinary texture. The ridges on human pores and
skin become elevated for the duration of fetal improvement with the help of across the
eighteenth week of being pregnant, and the sample of ridges remains unchanged throughout
an individual’s existence. This is called permanence. The overall pattern of ridges and valleys
is essentially decided by genetic elements. But, in the course of their formation minor
developmental disturbances create neighbourhood ridge irregularities. Those disturbances are
effects of the fetus unique improvement environment in the womb, so all ridge valley styles
are particular while examined sufficiently closely. That is even real for twins who share the
exact same DNA. The worldwide ridge patterns for twins are regularly very similar, but
minute irregularities may be used to differentiate the individuals (Jain et al., 2002). Figure
2.1a suggests a sample fingerprint and Figure 2.1b includes a magnified view of the ridges
and valleys from a small location of a fingerprint. Due to the permanence or never changing
or unique traits mentioned above, fingerprints may be used to uniquely become aware of
individuals during their existence. There are 3 levels of shape or features in a fingerprint.
The first level of structure is the global pattern of ridges and valleys. As an example, some of
the ridges in Figure 2.1 (a) input from the lowest-left of the photo, loop around a not unusual
or same centre point, and go out on the left. That is the global pattern of the fingerprint

ridges, and maximum fingerprints fall sincerely into one in all numerous sample or pattern
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classes. The most common class scheme is known as Henry’s classification (Henry, 1900)

and is shown in Figure 2.2.

(a) A Fingerprint image (b) A magnified image of
fingerprint ridge and valley

Figure 2.1: Fingerprint image with its ridge and valley
Henry’s classifications (and others primarily based on it) are known as exclusive due to the
fact they partition fingerprints based on mutually exclusive property. The most important
application of fingerprint classification is indexing. The distribution of fingerprint classes in
nature isn't always uniform. Central pockets, Twin loops and Accidentals are very

exceptional so they may be regularly unobserved for type purposes.
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(e) Central Pocket (f) Tented Arch (9) Twin Loop (h) Accidental

Figure 2.2: Henry’s Fingerprint Classes
The probabilities of the remaining class types are approximately 0.037 (arch), 0.338 (left
loop), 0.317 (right loop), 0.029 (tented arch) and 0.279 (whorls) (Wilson, 1994). Observe that

left loops, right loops and whorls are the most commonplace, making up 93.4% of all
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fingerprints. Consequently, fingerprint instructions have a totally limited capability to
distinguish individual prints from each other. The second level structure or Level 2 happens
in neighbourhood or local fingerprint regions. In Figure 2.1 (b) one of the ridges splits into
two awesome ridges. Also in same Figure, word that close to the bottom right of the image
there is a totally brief ridge. These neighbourhood ridge discontinuities, called minutiae (or
minutia inside the less commonplace singular form), shown in Figure 2.3, have little impact
on the global ridge-valley pattern. But, it's being and locations of those minutiae that
encompass a good deal of a fingerprint’s individuality. For this reason, they are the essential
and common discriminating feature utilized by human experts. There are fundamental
varieties of minutiae: ridge termination and bifurcations. Ridge endings are locations in
which ridges terminate and bifurcations are places wherein a single ridge separates into two
ridges. There are other types of minutiae, but they're combos of ridge termination and
bifurcations. A typical fingerprint carries as much as 80 minutiae; however, far fewer might

be present in a latent print or a print captured from a small scanner.

v &

{a) A Ridge Ending (b} A Bifurcation

Figure 2.3: Fingerprint Minutiae
(Source: Yager and Amin, 2004)

The Level 3 structure or type of fingerprint consists of low level capabilities or features
inclusive of sweat pore and ridge shapes. However, they're rarely used in automatic structures
because they require very excessive decision scans or high quality for dependable feature
extraction. Singularities are every other important fingerprint shape which has each global
and local characteristic. Globally, a singularity is a location of a fingerprint wherein the ridge
pattern makes it visually outstanding. In literature two types fingerprint singularities are
available: cores and deltas. Locally, a core is the turning point of an internal-most ridge and a
delta is a place where in two ridges are running side by side or parallel diverge and then run
for a while as if single ridge. Singularities are helpful for determining fingerprint’s class. The

singularities with core and delta is shown in Figure 2.4.
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Delta

Figure 2.4: Fingerprint singularities with core and delta (Yager and Amin, 2004)

Pankanti et al., (2002) have conducted a study on the uniqueness of fingerprints based on
minutiae features. They presented a model of fingerprint individuality that is particularly
suitable for computerized matching as it takes under consideration some of the challenges
faced through matching algorithms. Pankanti et al., (2002) presented a variety of results
based on the number of minutiae features present in a fingerprint and the wide variety of
correspondences required to consider two fingerprint matching or similarities. As an
example, a framework whose prints include 36 minutiae on an average should have the
ability to differentiate about sixteen million fingerprints primarily based on 12 corresponding
minutiae pairs.

The first Research work on the Automation of Fingerprint matching seemed in 1963
(Trauring, 1963). From there next subsequent four decades there has been a huge attempt by

using regulation enforcement, private, and academic institutions to expand green AFISs.

2.5 FINGERPRINT INDIVIDUALITY PROBABILITY MODELS

The early fingerprint individuality research usually targeted on minutiae-based
representations; a few studies explicitly factored in fingerprint class which includes right
loop, loop at left, whorl structure, arch pattern, tented arch pattern, and so forth statistics. The
kind, direction, and region of minutiae were the maximum normally used features in those
individuality researches. The sort of minutiae used varies from one examine to different: a
few research used two minutia varieties as ending and bifurcation. Whereas others used as

many as, 13 types of occasions (Osterburg et al., 1977). Later models taken into consideration
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additional capabilities like ridge counts sweat pores to decide the chance of incidence of a
specific fingerprint configuration (Stoney & Thornton, 1986; Roddy & Stosz, 1997). Ridge
ending and ridge bifurcation features are collectively called as minutiae features.

The fingerprint individuality problem turned into first addressed by Galton in 1892 (Galton,
1892) who taken into consideration a square place spanning six-ridges in a given fingerprint.
He assumed that, on an average, a complete fingerprint may be blanketed by 24 such six-
ridge huge independent rectangular areas. Galton estimated that he have to effectively
reconstruct any of the areas with a probability of %2 looking at the encompassing ridges. As a
consequence, the chance of a specific fingerprint configuration, given the surrounding ridges
is(1/2)?*. He accelerated this conditional (on surrounding ridges) possibility with the
probability of finding the surrounding ridges to acquire the possibility of the prevalence of a
fingerprint as (1/16) x (1/16) x (1/2)?* = 1.45 x 10 (i.e., 1 in 68 billion). Where in 1/16 is
the chance of prevalence of a specific fingerprint type (consisting of arch style, tented arch
style, left loop style, right loop pattern, double loop pattern, whorl pattern, and so on.) and 1/
256 is the possibility of prevalence of an appropriate number of ridges getting into and
exiting every of the 24 regions.

The Henry model (1900) the 2™ version, proposed by Sir Edward Henry, turned into a drastic
deviation from Galton’s method. Henry proposed that each minutia was an unbiased,
identically distributed event (every occurrence of minutia has the equal possibility and is not
established or prompted by means of every other minutia). The chance of a minutia
occurrence was 1/4 (.25). The possibility of locating 12 matching minutiae was then (1/4)12
=6 x 108 (i.e., about 1 in 17 million). To account for pattern type, consistent with Henry’s
model, sample kind became deemed equal to two more minutiae (multiplying the preceding
results for minutiae by 1/sixteen). As a result, if given a whorl print with 12 minutiae, the
possibility of finding a whorl print with 12 matching minutiae is (1/4)14 = 4 x 10° (i.e.,
approximately 1 in 270 million).

The Balthazard model (1911), which is the usage of Henry’s method, Dr. Victor Balthazard
also used the probability of a minutia event same to 1/4, however at the same time as Henry’s
became arbitrary, Balthazard primarily based his use of 1/4 on whether or not a bifurcation or
ridge finishing pointed to the left or to the proper. He proposed that each of those four
opportunities (bifurcation left or right, ridge finishing left or right) is equally possible to arise,
and thus he arrived at a chance of 1/4 for a minutia event. His model did no longer include a

thing for pattern type. His version founded 17 matching minutiae had a probability of (1/4)17
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= 6x10%. He then reasoned that, in order for his model to meet the expectation of best one
person on the earth to have a matching configuration to the print, 17 minutiae in the
agreement would want to be located (i.e., 1 in 17 billion). He additionally conceded that if
one was certain the donor turned into confined to a certain geographical place, then an
advantageous identification can be set up with a decreased variety of minutiae (e.g., 10 to 12
minutiae). In effect, Balthazard proposed the primary minimum factor threshold.

The Bose model (1917) used the Henry version and also used a chance of 1/4 for a minutia
event; but, he actually did so with a bad assumption. He chose 1/4 as a chance on the basis of
his contention that there are 4 kinds of minutiae events, all equally probably to arise: a dot,
bifurcation, finishing ridge, or non-stop ridge. Surely, there are many more continuous ridge
occasions than trivialities and surely more ridge endings and bifurcations than dots disbursed
in a normal fingerprint.

The wilder and Wentworth model (1918) used the Henry version as well, however in
preference to an assumed possibility of minutia incidence of 1/4, they used 1/50. They
haven't any definite statistics for understanding the in step with the percentage of occurrence
of minutiae and they took as small as a ratio of 4 to one, for the percentage of prevalence of
any one of these details; it would be rather 1 in 50 or 1 in a hundred. The Pearson Model
(1930) did not create a separate fingerprint model. The Pearson model (1930) did no longer
create a separate fingerprint version. Pearson advised that an extra suitable estimate of the
possibility of a minutia event was 1/36, in place of 1/2 as Galton had used.

The Roxburgh model (1933) integrated several modern standards. First, it blanketed an aspect
for the number of intervening ridges from a minutia to the starting place, the use of a polar
coordinate framework. All preceding models used rectangular areas or Cartesian coordinate
structures. Second, Roxburgh protected a clarity thing, recognizing that clarity can be low
because of smearing or bluring and every now and then the kind of trivialities found in a print
may be ambiguous. The element, termed “Q” for superiority, allowed for the adjustment of
chances based totally on the high-quality of a minutia. The Roxburgh model also
incorporated elements for sample or pattern kind and minutiae kind.

The Cummins and Midlo model (1943) is identical to the wilder and Wentworth model, with
the exception of a factor for sample or pattern type. They reasoned that the probability of
acquiring the maximum common fingerprint sample (an Ulnar loop) with comparable ridge
counts (based totally on 11 ridges) was 1/31. Consequently, as a top sure, this issue is

improved with the probability of a minutia arrangement.
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The Amy model (1948) included two essential factors of individuality: the wide variety and
count and location of minutiae. Amy first derived facts for the variety of minutiae from
gazing frequencies of occurrence in a hundred fingerprints. All preceding fashions either
arbitrarily assigned frequencies or assumed same frequencies. Amy used the Balthazard
standards of bifurcation to the left or right and ridge ending but observed that these minutiae
types have been no longer uniformly distributed. From these distributions, Amy calculated a
component for trivialities type (which includes orientation). Amy then calculated the whole
range of viable minutiae preparations, given some of the minutiae. He did so the use of a
binomial distribution. This type of probability distribution and modelling might be
comparable to calculating how many distinct methods you could arrange a positive wide
variety of motors in a parking lot with a set quantity of areas, in which each automobile
would be parked in an area, however no longer all areas packed full, and sooner or later, the
lot itself having a fixed, given length.

Kingston’s (1964) model, which is very much like Amy’s model, computes the possibility of
a fingerprint configuration based totally at the probabilities of the located wide variety of
minutiae, observed positions of minutiae, and determined minutiae kinds.

Gupta (1968) anticipated the probability of P (fingerprint configuration probability) as 1/10
for bifurcation and endings, and 1/100 for the less commonly taking place minutiae kinds,
primarily based on 1,000 fingerprints. He extensively utilized a fingerprint-kind-factor of
1/10 and correspondence-in-ridge-count number-aspect of 1/10.

Osterburg et al. (1980) divided fingerprints into discrete cells of size Imm x 1mm. They
computed the frequencies of 13 forms of trivialities activities (together with an empty cell)
from 39 fingerprints (8591 cells) and estimated the chance that 12 ridge endings will in shape
between two fingerprints based totally on a median fingerprint area of 72 mm2 as 1.25 x 10-
20.

Trauring (1963) become the first to pay attention explicitly on measuring the quantity of
element needed to establish a correspondence between two prints from the identical finger
(intra-class variant) the usage of an AFIS and determined that corresponding fingerprint
capabilities in impressions of the same finger can be displaced from every different by as a
great deal as 1:5 times the inter-ridge distance. He similarly assumed that (i) Minutiae are
allotted randomly, (ii) There are most effective kinds of minutiae (ending and bifurcation),

(iif) The two sorts of minutiae are similarly in all likelihood, (iv) The two viable orientations
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of minutiae are equally in all likelihood, and (v) Minutiae type, orientation, and position are
impartial variables.

Stoney et al. (1986) severely reviewed earlier fingerprint individuality fashions and proposed
a detailed set of fingerprint features that should be considered. These capabilities covered
ridge shape and description of minutiae area, ridge counts between pairs of minutiae,
description of minutiae distribution, orientation of minutiae, variation in minutiae type,
variation among fingerprints from the identical supply, number of positions (distinctive
translations and rotations of the input fingerprint to fit with the template), and wide variety of
comparisons finished with different fingerprints for identity. Table 2.2 shows tabular

comparisons of the features used in fingerprint individuality models by different authors.

Table 2.2: Fingerprint features used in different individuality Models
(Source: Pankanti et al., 2002)

Author Fingerprint Features
Galton (1892) ridges, minutiae types
Pearson (1930) ridges, minutiae types
Henry (1900) minutiae locations, types, core-to-delta ridge count
Balthazard (1911) minutiae locations, two types, and two directions
Bose (1917) minutiae locations and three types
Wentworth & Wilder (1918) | minutiae locations
Cummins & Midlo (1943) minutiae locations and types,
core-to-delta ridge count
Gupta (1968) minutiae locations and types, fingerprint types, ridge
count
Roxburgh (1933) minutiae locations, two minutiae types, two

orientations, fingerprint and core types, number of
possible positioning, area, fingerprint quality

Amy (1948) minutiae locations, number,
types, and orientation
Trauring (1963) minutiae locations,
two types, and two orientations
Kingston (1964) minutiae locations,
number, and types
Osterburg et al. (1980) minutiae locations and types
Stoney et al. (1986) minutiae locations, distribution, orientation, and

types, variation among prints from the same source,
ridge counts, and number of alignments
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2.6 FINGERPRINT ENHANCEMENT TECHNIQUES

In fingerprint recognition system the quality of the image acts an extremely significant role
while matching two fingerprints. Most of the fingerprint recognition systems result in poor
matching due to impurity or noisy images (Krishna Prasad, K., & Aithal, P. S., 2007d). So
there is high necessity and scope for image preprocessing and enhancement techniques with
the purpose of enhancing or improving the superiority of fingerprint image and to obtain high
accuracy in the matching process. The best fingerprint input is decided by using many
elements, which sometimes can be difficult to manipulate; consequently a fingerprint
machine has to be able to handle additionally the image input of medium and occasional
high-quality (recoverable). In some cases, it's far feasible to enhance considerably the image
best by way of making use of a few image enhancement techniques. The primary reason for
such system is to develop the image by way of improving the clarity of ridge shape or
growing the consistency of the ridge orientation. In noisy areas, it's very difficult to define a
common or similar orientation of the ridges. The technique of improving the image before the
feature or characteristics extraction is likewise called pre-processing. The reason for
degradation lies inside the reality that image received from sensors or different media aren't
constantly assured of ideal pleasant. The primary purposes of fingerprint image preprocessing
operations are noise reduction and evaluation enhancement which complements the contrast
between darker and brighter curves in a fingerprint image. There are many filtering
techniques and enhancement methods are available in the literature, which is examined in this
part.

Hong et al. (1998) proposed a rapid fingerprint enhancement or improvement algorithm,
which depended on ridge orientation pattern and frequency pattern and through that, they can
able to obtain more clear ridge and valley structure of the initial fingerprint image. They have
evaluated the performance of fingerprint enhancement algorithm using goodness index and
found that incorporating enhancement algorithm improves verification accuracy. Chikkerur et
al. (2005) anticipated a new concept for fingerprint improvement based on Short Time
Fourier Transform (STFT) Analysis, mainly used for non-stationary properties. The
algorithm evaluated all inherent features of the fingerprint image and found that performance
of the algorithm improved slightly better. The Three inherent features are foreground or
interested region mask, local ridge orientation pattern, and local frequency orientation
structures. Sepasian et al. (2008) proposed an algorithm for fingerprint minutiae based on

CLAHE (usually referred as Contrast Limited Adaptive Histogram Equalization). Their
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primary intention was to know the performance of combining Clip Limit, standard deviation,
and sliding neighborhood, three techniques for the fingerprint enhancement. Through a
simulated investigation, paper stimulates developing thinning process and enhancement of
the image.

Greenberg et al. (2000) compare the detection and analysis of minutiae through fingerprint
image binarization and direct extraction of minutiae from grayscale fingerprint images. They
used Histogram equalization concept, Wiener filtering method, and image binarization as first
method and unique anisotropic method of filtering for direct grayscale enhancement or
improvement as the second method in order to compare binarisation and direct extraction of
minutiae from grayscale image techniques with an ultimate goal to achieve image
enhancement. They found that both methods show significant improvements in terms of
efficiency and execution time.

He et al. (2003) studied, analyzed and proposed a new algorithm based on orientation fields
for image enhancement. In order to reduce noise and to obtain a high-quality image and to
obtain better matching results, image enhancement and minutiae matching are two important
steps in auto computer-assisted fingerprint recognition system. Misra et al. (2012) developed
a method for fingerprint image enhancement based on Fourier cosine transform and matching
of fingerprint image based on region and line structure that live between minutiae pairs.

Yang et al. (2002) improved the existing algorithm for fingerprint feature extraction by
extracting minutiae directly from an original gray level image without undergoing steps of
binarization and thinning and obtained considerable better performance efficiency. Yang et
al. (2003) introduced novel filter design method for fingerprint image enhancement using
Traditional Gabor Filter (TGF) of the invention to overcome drawbacks in image-dependent
parameter selection strategy. They have modified existing Traditional Gabor Filter as
Modified Gabor Filter (MGF). Their algorithm achieved a remarkable advantage in
preserving fingerprint image structure and in image enhancement consistency.

Lee et al. (2006) studied recognition of fingerprint image captured by a mobile camera. They
proposed a robust regression method to overcome the drawbacks of gradient-based filtering
inability to remove outliers. In the pre-processing stage, they divided the fingerprint images
into small blocks and verified blocks quality using good or bad quality regions. Their pre-
processing algorithm and experimental results showed good performance compared to

conventional ones.
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The accuracy of the test datasets image directly depends on the quality of the image in
training dataset. Because of this purpose, the good quality image is an essential and basic
requirement for the improved results of matching. But this is not so easy or possible to obtain
a good quality image almost all the time due to skin problems, scars on fingers. These
wounds or cuts may end up with false minutiae results even in the good quality image. The
error or noisy fingerprint image cannot able to provide all features at the time of feature
extraction, either it may give wrong data or may not give required features only. Looking into
all these aspects, fingerprint image pre-processing or enhancement becomes necessary and
essential. There are many fingerprint enhancing techniques are available in the literature,
overviews of these few techniques are explained below (Saini, 2012).

2.6.1 Contrast Adjustment: It is part of the noise filtering or smoothing process, which is
essential in automatic identification or recognition systems like a fingerprint or any other
biometric-based recognition systems to get higher efficiency.

2.6.1.1 Histogram Modelling: The histogram of the fingerprint image represents, how often
or number of times a gray level occurs in a group of total gray levels of the image. The output
image produced by the histogram contains noisy in terms of intensity levels (Gonzalez, 2002;
Jain, A. K., 1989; Zimmerman et al., 1988; Kim, Y. T., 1997
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Figure 2.5: Fingerprint Image and its Histogram (a) Original image (b) Histogram of original
image (c) Histogram equalized image (d) Histogram of equalized image (Krishna Prasad, K.,
& Aithal, P. S., 2007)

Chapter 2: Review of Literature



Histogram equalization is a special technique to adjust intensity or brightness and to enhance
the contrast (range of value between dark black to heavy white) of the image pixels. By using
histogram equalization, we can get a uniform or identical histogram for the output image.
This technique is mainly used for improvement in contrast of an image by adjusting the
individual gray level of the image. There are many variations of Histogram equalization by
modifying the logic of Histogram equalization. The results of the histogram are shown in
Figure 2.5.

2.6.2 Filtering Methods

In fingerprint image recognition system, many filtering methods are available in the
literature. These filtering methods ultimate purpose is to remove all types of error
encountered in input or initial image and to improve the image recognition capacity in all
aspects. Few methods are discussed below;

2.6.2.1 Median Filtering: Median filtering considers statistical median of the pixels
contained in a window around the pixel and it is a nonlinear filtering process used to remove
impulsive noise and to improve the fingerprint image excellence (Cao et al., 2010). Median is
calculated as follows

V(m, n) = median {y (m-k, n-1), (k,1) eW}

Where W is the chosen Window. As like statistical figures, median filtering requires pixel
values of the window should be arranged in order.

2.6.2.2 High Pass filtering: High pass filtering is basically used to extract edges of the
images (O'Gorman and Nickerson, 1989). High pass filter helps to enhance the superiority of
the image by sharpening the edges of the fingerprint image. Due to this reason its always
good practice to do High passes filtering for the original image. The high pass filtering
simply removes or the blurred image from the original image.

2.6.2.3 Weiner Filtering: Weiner filtering produces a good quality image by removing
additive noises even when the image is having blur or low intensity (Greenberg et al., 2000).
It minimizes maximum error in the process of noise smoothing, to enhance the superiority of
the image.

2.6.2.4 Gabor Filtering: Gabor channel is a linear channel whose impulse reaction is
characterized by a harmonic function and the result is multiplied by a Gaussian function
(Hong et al., 1998). Gabor filter ideally catches both local orientation pattern and frequency
details from a fingerprint image. Once the ridge orientation and ridge frequency are

calculated, at that point they are utilized to build the Gabor filter. In fingerprint enhancement,
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Gabor filter can be aligned to a particular frequency and orientation values. Gabor filter can
improve the ridges towards local orientation.

2.6.3 Binarisation and Thinning: Binarisation is one of the preprocessing stages in
automatic fingerprint recognition systems. If the input image is a color image, first it should
be converted into a grayscale image (V. Espinosa, 2002). From the grayscale image, a binary
image is obtained by considering only two states as zero for ridges, which are represented by
black color and one for the valley, which is represented by white color. In binarisation, we
present some threshold for pixels and pixel which is lower and higher than is threshold is
represented by white and black color respectively. Thinning is a special process that
consecutively wears away the foreground pixels and finally produces lines that are the almost
one-pixel width (Ahmed & Ward, 2002; Patil et al., 2005). The first and foremost condition
for thinning is input image should be a binary image and produces output as a binary image.
Thinning is a final prior step to minutiae extraction in automatic fingerprint recognition
system. Thinning is not achieved in a single step but it achieved through an iterative process.
The connectivity of ridges and bifurcation can be reproduced from the thinning, means it

preserves the basic structure of the image without affecting its original structure.

2.7 FINGERPRINT SEGMENTATION TECHNIQUES

An essential and important step in order to obtain high quality and performance rate at all
types of image is through accurate segmentation. Fingerprint segmentation is the one of the
main process involved in fingerprint pre-processing and it refers to the process of dividing or
separating the image into two disjoint regions as the foreground and background. The
foreground also called as Region of Interest (ROI) because only the region which contains
ridge and valley structure is used for processing, while the background contains noisy and
irrelevant content and that will be discarded in later enhancement or orientation or
classification process.

In literature, a good number of papers are available for fingerprint segmentation, which can
be roughly categorized under two classifications as block-wise methods and pixel-wise
methods (Krishna Prasad, K., & Aithal, P. S., 2017e). In the block-wise method, the
fingerprint images are classified into different equal sized nonoverlapping blocks and further
organize blocks into foreground and background region based on the extracted block-wise
features. On the other hand, pixel-wise methods emphasis on pixel and classifies the

fingerprint image based on pixel-wise features of the image. The most common types of
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features used in segmentation algorithms are gray-level features, orientation features, ridge
pattern and ridge frequency features, ridge intensity features, and frequency domain features.
Some of the most common types of segmentation al