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Abstract

Cloud offers flexible and cost effective storage for big data but the major
challenge is access control of big data processing. CP-ABE is a desir-
able solution for data access control in cloud, but CP-ABE has some
drawbacks that in CP-ABE, the access policy may leak users private
information as the access policy attached with ciphertext with plain
text format. So, there is possibility that adversary can obtain user’s
personal information. To address this issue, several Hidden Policy CP-
ABE schemes has been proposed but those schemes still causing data
leakage problem because the access policies are partially hidden and
create more computational cost.

— In this project, we propose a New Hidden Policy Ciphertext Policy
Attribute Based Encryption (HP-CP-ABE) to ensure Big Data Access
Control with Privacy-preserving Policy in Cloud. In our method, We
applied mask technique on each attribute in access policy and embed
the access policy in ciphertext to protect users private information from
access policy. We used Multi Secret Sharing Scheme(MSSS) to reduce
the computational overhead, while encryption and decryption process.
Thus, our scheme provides fully hidden policy and preserves privacy
from access policy. The security analysis shows that HP-CP-ABE is
more secure and preserve the access policy privacy. Performance eval-
uation shows that our schemes takes less computational cost for encryp-

tion and decryption than other existing schemes.
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Chapter 1

Introduction

1.1 Big Data

A large amount of exponentially increasing data sets refereed as Big
Data. In daily life data generated from different sources like social
media, sensor devices, machines, digital videos, pictures etc. Big data
is a large volume of data collected to store and analyze for the ben-
efit of the organization to make better decision making and increase
efficiency. The voluminous Big Data also refereed the collection of
structured and unstructured data. Big data sets are voluminous with
complex in nature. These data set analyzed and computed according
to human behavior, interactions to reveal the associations among data
sets. Big data technology makes economically and technically feasible
for big data management to store and collect large data sets along with
analyzing them to get the valuable sagacity between data sets. This big
data term frequently used to describe the procedure of serious comput-
ing power that is trending in machine learning and artificial intelligence.
Presently big data used technologies like Hadoop, NoSQL, Mongo, Cas-
sandra etc. Big data is not only about analytics, it is about the driving

experience for customers to develop a real-time application.
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1.1.1 Big Data Characteristics

Before data scientists described big data with three characteristics, vol-
ume, velocity, and veracity, later more Vs added to the list that is va-
riety and value. Now Big data characteristics referred with 5Vs. Big

data characteristics described as follows:

e Volume: The huge amount of data generated in each and every
second defines a volume. Big data itself understand the large vol-
ume of data. These data created from different sources like social
media platforms, machines and sensor networks etc and that data
analyzed in massive. It is difficult for huge amounts of data pro-
cess in the traditional database system, storing of huge data also

difficult in the traditional database.

e Velocity: Velocity of big data is the speed at which data generated
from different sources like social media, machine, sensor networks
etc and collects and analyze. Big data technology can analyze data

at the time of generation, not putting the data into a database.

e Veracity: Veracity says the quality and accuracy of data. This
referred to as the abnormality, noise in data. This huge amount
of data have less control over accuracy and quality. For example
just take one scenario, the hashtags, abbreviations etc, collecting
a large amount of data no use if there is no accuracy. Now big
data technology allow us to work with these type of data. Many

times, the large volume makes lack of accuracy or quality.

e Variety: It refers to the different type of data can be used. Now,
we are no longer using only structured data like phone no, contact
information, name, address etc, which can fit into tables or tradi-
tional database. Now a day’s world full of unstructured data like

digital images and video, text, voice data etc.

e Value: Accessing a large amount of data no use unless we can

be turned it into value. The important part is to understand the
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actual cost and benefit of collected and analyzed data that ensures
ultimately the data, which is gather can be converted to the desired

value.

1.1.2 Benefits and Issues

Big data has lots of benefits in the Business world. It does not bother
that how much a company collecting data, it is important the way data
used. Increasing efficiency depends on the way data used efficiently.

Benefits:

e Cost Reducing: Big data tools like Hadoop and some cloud-based
analytics. These tools bring advantage in cost while storing a
large amount of data and with the help of these tools companies

can identifying the efficient ways for business.

e Time Reductions: Because of using big data tools, it’s easy to
know data sources. That helps a business organization to analyze

data and to take quick decision.

e New Product Development: You can know the customer needs
and satisfaction by using Big data analytics. So that, products

can be created according to users need.

e Understand the market conditions: By analyzing on big data, you
can get the current market condition. Like analyzing customer’s
purchase transaction, a company can know, which products having
trends and according to that they can plan and can get ahead of

competitors.

e Control online reputation: In Big data analytics, you can get feed-
back that that who is saying what about your company. Big data
tools can help to improve your business presence in online through

sentiment analysis.

Issues:
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e Big data itself understands the huge amount of data. Traditional
database systems do not enough huge data set processing and also

has a problem in storing.

e One measure issue in big data is the privacy breach. Where data
can be accessible to unauthorized peoples. Weather, it can be done

mistakenly or intentionally.

e Big data does not ensure 100 percent level of accuracy analysis.
Because of the involvement of a large amount of data, checking
analysis manually not possible. So, can ensure that your data
analytics can not give inaccurate data for that can use analytics

tools, which are most trusted and can ensure best level accuracy.

e With big data now E-discovery becomes expensive. E-discovery
is the search for electronic data for the use in legal activities like
Court, Government orders for E-discovery for critical evidence.
But because of lots of data, now it is difficult to search digital

evidence. Hence difficult to take action with legal restriction.

1.2 Cloud Computing

Cloud Computing deliveries different resources and services such as
applications, storage, network over the internet. In cloud computing,
users can access resources and services from anywhere and any time.
Delivery of services and resources cost relies on pay per use basis. Vital-
ization is related closely to cloud computing improvements according to
NIST (National Institute of Standards Technology) cloud model consist
of five essential characteristics,three service models and four deploy-

ment models.

1.2.1 Essential Characteristics

1. On demand self service: In cloud computing, whatever consumer

needed either server time or network storage, they have the capa-
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bilities to get it without their interaction needed with the service

provider.

2. Broad network access: Cloud Computing has broad network access
that consumer can access cloud by thin or thick platforms for Ex.

different android phones, tablets, PCs etc.

3. Resource pooling: Cloud Computing has characteristic of resource
pooling, where the provided computing resources pools together.
So that, multiple consumers can use the resource through different
physical and virtual assigned resources based on the consumer’s

demand.

4. Rapid elasticity: Cloud computing has characteristics of scale up
and scales down. The resources can be scale up or scale down
rapidly based on consumer demand. There are capabilities that
consumers can get quantity needed resources and services at any

point of time.

5. Pay per use: Cloud system follows measured service that the re-
sources used like electricity. Cloud can monitor resource usage,
and according to the usage, the consumer pays. Hence, the use
of the resource can be a monitor. Control and the report provide

transparency for both consumer and provider.

1.2.2 Service Models

1. Software as a Service: Saas provides the facility for consumers to
run the application of provider on a cloud platform. Users can use
these applications at any time from anywhere through the different

interface of clients like the web browser, UPI etc.

2. Platform as a Service: PaaS has the facility for consumers can
build, test or deploy an application on cloud infrastructure. Con-
sumer need not manage or control network, server, storage and

operating system, which are underlined in cloud infrastructure.
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Still, the consumers have control over their application. Also,
consumers have control over the configuration of settings of their

application environment.

3. Infrastructure as a Service: IaaS gives facility to users for stor-
age networks along with resources. So that consumer can able for
deployment and running the software, which also includes appli-

cations along with OS.

1.2.3 Deployment Models

1. Public Cloud: The General public can access the public cloud.
This cloud environment may be managed, operates by any third
party like an educational academy, business corporate or govern-
ment organization or combination of them. Public cloud IT re-
sources provides to consumers with chipper cost. Public cloud

placed a cloud provider on premises.

2. Private cloud: Private cloud exclusively used by only one orga-
nization. This cloud manages, operates and owns by only one
organization. The IT resources of private cloud can be accessible
by different departments, parts of the organization. This cloud

may be placed on or off premises.

3. Hybrid cloud: This cloud is a combination of more than one cloud
infrastructure. Like the mix of private and public or private and
community etc. Although, every cloud have their own qualities

mix of both, provides portability of data and application.

4. Community cloud: This cloud is similar to a public cloud but it has
limited access to an only particular community of an organization.
This cloud environment manages, operates and owns by more than
one organization belongs to the same community. It may be placed

on or off premises. Membership in the community does not ensure
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that can control all IT cloud resources. Outside parties not granted

access unless allowed by the community.

1.3 Benefits and Challenges

Benefits:

1. Flexibility: Cloud can scale up and scale down depending on the
user’s need. It gives opportunities for users to choose different
cloud infrastructure according to their need like if they concern

about security or any other need.

2. Efficiency: Cloud-based applications and data can be accessed
from anywhere through an Internet connection having the device.
Cloud gives speed quite faster to access any application or data.
As this uses remote recurses, so it saves the equipment and server

cost. Also provides facility to pay for cloud services as per use.
Challenges:

1. Security: The main concern in cloud computing is the security
concern. To protect the data from attackers and hackers because
even if one data got affected by attacking them, other clients also

got affected by that loss.

2. Interoperability and portability: Cloud computing has a draw-
back that when providers switching from on-premises IT to cloud
infrastructure, there will be a problem of having the lock-in pe-
riod. So the migration should be smooth when it is moving from

on-premises IT to cloud infrastructure.

1.4 Motivation

Due to the huge size of big data, the traditional database systems can-

not handle the big data. Cloud is the perfect solution to store and
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process of an extensive large amount of data because of its elasticity
and flexibility. In the cloud computing environment, users can store
and share their data with other users. User loses control over their
data, and once they stored data in the cloud, then the access control
scheme becomes challenging. CP-ABE provides efficient big data ac-
cess control, where the user encrypted data under their defined access
policy and stored the encrypted data along with access policy in the
cloud. If the attributes satisfied by access policy of any user, then only
the user can able to access data from the cloud. However, CP-ABE
gives efficient access control mechanism for big data. But it has data
leakage problem from access policy. If access policy attached to cipher-
text in normal text format, then there is a possibility that attacker may
obtain user’s private information from access policy. In addressing this
problem, there are several hidden policy schemes [5]-[19] has been pro-
posed. In [5]-[17], where they partially hide attributes on access policies
rather fully hide every attribute on access policies. The attribute has
two-part, attribute value and attributes name. These schemes hide
attribute values only, still the name of attribute visible for the public.
Also, This every partially hidden policy scheme not gives full privacy, as
well as many of those schemes, support only specific type access policy
structure. Later, fully hidden access policy scheme [18]-[19] described,
where access policies are fully hidden with using an Attribute-bloom fil-
ter, also used Attribute-localization algorithm still these schemes have
the drawback of having more computation cost. Another fully hidden
policy scheme is [19], in which the attribute is fully hidden but also has

the problem of more computational cost.

1.5 Problem Definition

Our project proposes a new hidden policy CP-ABE to provide big data
access control with privacy-preserving policy, which provides Privacy

Preservation Policy along with efficient Big-data Access Control. Our
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contribution summarized as follows:

e Our contribution follows — First encryption carries by the user
on data under CP-ABE with (t,n) threshold multi-secret sharing
scheme with tree access policy. After encrypting the data, then we
apply a mask technique to each attribute of the access policy for
hiding attributes in the access policy, which embed with cipher-

text.

® When the user wants for access data, user applied de-mask tech-
nique on masked access policy for getting the original attributes
from access policies, then authorizes users can reconstruct the se-

cret by combining their share.

e Security Analysis proves our method is fully hiding the access poli-

cies and provides privacy from access policies.

o Performance Analysis explains our scheme has efficiency than ex-

isting schemes.

1.6 System Architecture

1.7 Framework of Proposed System

Proposed HP-CP-ABE framework has following :

SETUP (1*) —» (PK, MK): Input is security parameter «, outputs Pub-
lic Key (PK) as well as Master Key (MK).

KEYGEN (PK,MK,A) — SK: It has Master secret key(MK) , attributes

set (A) as input, generates Secret Key(SK) associate with attributes set.
ENCRYPTION (PK,M,7i=1.k) — (CT): Inputs of this algorithm are

public key with message M along with access policy 7,—; ;. outputs Ci-
phertext CT with masked policy m;—; ; , k= no of secrets.

DECRYPTION (CT,SK) — M: Inputs are Secret key SK, Ciphertext

CT with masked access policy m;—; ; and outputs plaintext M as out-

put.
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Figure 1.2: Proposed Scheme Architecture

1.8 Organization of the Thesis

The remaining organization of my thesis as follows:
In Chapter 2, we did Literature Survey on various Hidden Policy CP-
ABE schemes.

In Chapter 3, we cover Preliminaries, which describes various tech-
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niques, terms, and concepts used in our scheme.

In Chapter 4, the proposed construction of our scheme describes in this
section. We give a description process of our idea in a details manner.
In Chapter 5, covers a brief description about Security analysis. We
explain security game that shows, how our proposed system is secure
against adversary attacks

In Chapter 6, we described a performance analysis along with an ex-
perimental result of our proposed scheme.

Finally, we conclude our work in chapter 7 with future work.



Chapter 2

Literature Survey

Recently, several Hidden-Policy CP-ABE schemes [5]-[19] has been pro-
posed. We can consider details of these schemes with two type of hidden
policy schemes. Some partially hidden policy schemes [5]-[17], that par-
tially hides access structure in the ciphertext and few are fully hidden

policy schemes [18]-[19], provides fully hidden access structure.

2.1 Partially Hidden Access Policy Schemes

The details description of partially hidden policy schemes [5]-[17] fol-
lows: Wang et al. [5] describes CP-ABE hidden-policy scheme, used
bilinear groups of composite order with LSSS access structure. This
scheme used LSSS access structure to realize access policy and groups
that is bilinear in the nature of the composite order to hide the access
policy. This scheme realizes water’s CP-ABE scheme with composite
order groups. This scheme used three groups in ciphertext and 2 groups
in secret key. Ciphertext and access policy hide by group elements. The
dual encryption mechanism provides security proof to this scheme and
gives CPA security based on 4 static assumptions.

Lai et al. [6] described CP-ABE scheme for hidden policy, where the
attribute value hides in access policy that only hides the attribute value
but the attribute name and information about access structure are not

hidden. This scheme used the method of adding the redundant com-

13
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ponent in cipher-text so that user can know, which attribute satisfies
the access policy through ciphertext redundant component and can be
used LSSS access structure but along with access structure complexity
of ciphertext size also increases. This model handles expressive ac-
cess structure and provides security by using dual system encryption
methodology.

Runhua et al. [7] defines a CP-ABE hidden-policy, used tree-based ac-
cess structure for the greater expressive ability of access policy. This
scheme has the capability to protect the access structure as well as pol-
icy. This paper proposed two models, 1st proposed a CP-ABE hidden
policy model that is used tree-based access structure and also has a
CPA attack under DBDH assumption. Still, this scheme has the disad-
vantage of data leakage from access policy.

Phuong et al. [8] proposed two CP-ABE scheme with privacy preserv-
ing. The design used AND-gate with a wildcard and inner product
encryption where the first schemes have the drawback of not able to
hide the access policy and can hide access policy against with legitimate
decryptors. The construction of this paper used different symbol posi-
tions to find the matching among access policy and attributes. The main
policy of our scheme to change the access policy of user attributes in 2
vectors after that applies inner product encryption to hide the access
policy. But still, scheme suffering from data leakage of access policy.
In [9] Helil et al. described CP-ABE access control scheme with a
hidden policy for sensitive data set constraint, which used additional
artificial attributes to handle SDS constraints through additional en-
tity participation. The design of this scheme used tree-based access
structure and This scheme used duty principle, due to this principle
the access policy and constraint policy divided into two different enti-
ties for the better security. This model also provides flexibility to data
owners that they are able to change the sensitive data set. also suffers
from data leakage from access policy.

Liu et al. [10] described CP-ABE has access structure that partially
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hides. This method used that added redundantly to ciphertext that
is the cause the access structure satisfied with private key attributes.
The design of the scheme used a linear secret sharing scheme and dual
system encryption methodology. The ciphertext size depends on the
complexity of the access structure. This scheme provides more flexibil-
ity, expressiveness, and full security. This model also appropriate for
EMR for privacy-preserving but has a disadvantage of hides attribute
value in access policy and other information still public.

In [11] Li et al. describe one ABE for privacy-aware used tracing algo-
rithm that has user accountability and also has security against collision
attacks. By using black box model accountability of user can be ob-
tained by adding particular user information to private key attributes
respective to the user whom it issued. This scheme used wildcards that
hides attribute value in the access policy. The model is probably secure
but suffered from leaking data from access policy.

Lai et al. [12] defines CP-ABE scheme used inner product encryption
for attribute hiding, which is fully secure and also can support access
structure in a wide range like conjunctive normal form or disjunctive
normal form but partially hides the access policy

Yu et al. [13] described a hidden policy scheme with content-distribution
for SDNs that is in distributive in nature using cryptographic primi-
tives and designed used attributes and implementation with CP-ABE
and hierarchical key. This method provides flexible access control, thus
only authorized user able to decrypt the contents. The protocols of this
model designed the way to provide management efficiency of the key.
This protocol follows that the user can keep track of

Nishide et al. [14] described a CP-ABE, that design using on the par-
tial hidden-policy scheme used wildcard but has the disadvantage that
defined access policy restricts with specific attributes. ciphertext reveal
ciphertext policy.

Boneh et al. [15] described a hidden policy scheme, hidden-vector en-

cryption only hides attribute values in the access policy. This scheme
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selectively secure also generates ciphertexts that size is 0(n).

Katz et al. [16] defined CP-ABE scheme that provides hidden pol-
icy and used anonymous IBE and attributes hiding scheme of bilinear
groups. Hidden vector encryption uses to hide attributes values on ac-
cess policy.

Xu et al. [17] described a CP-ABE hidden policy, that used a tree-
based access structure, which protects access policy privacy as well
as provides flexible access control. All above-described hidden-policy
schemes partial hide access policy, only hide attribute values but still
attribute name not hidden. The below-described schemes support fully

hidden access policy,

2.2 Fully Hidden Access Policy Schemes

Yang et al. [18] described a fully-hidden policy CP-ABE. scheme de-
sign used an attribute-bloom filter to provide fully-hidden attributes
in access policy and LSSS. In access policy the whole attribute is hid-
den. The design of the scheme based on an attribute bloom filter. The
attribute-bloom filter used to evaluate the attribute in the access policy
or not and it also defines the proper location in access policy by using
attribute localization algorithm. For the increase of efficiency in this
model used attribute bloom filter, which shows in the access matrix
the exact row number of an attribute in LSSS access structure. This
scheme provides less overhead in computation and preserves privacy
from LSSS access structure, the access policy does not leak user’s pri-
vate sensitive information. But the scheme has the disadvantage that
the attribute bloom filter is inefficient and the attribute bloom filter
takes more computational overhead and false positing.

Khan et al. [19] also described Hidden policy scheme which is ex-
pressive, which completely hides the access policy in the ciphertext.
This scheme used LSSS access structure and Hidden Vector Encryption

(HVE) to check the particular location of attributes in access policy.
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In the idea of this scheme to not send the access matrix with the ci-
phertext. To finding the user attributes satisfies access policy or not,
for that purpose Hidden Vector Encryption used to check the condition
of a subset. The performance analysis of this scheme showed by charm
simulator and also proves that under DBDH assumption and DLIN as-
sumption the scheme selectively secure. Although, these schemes hide
the whole attribute in access policy, still has the disadvantage of more

computation cost.



Chapter 3

Preliminaries

Various techniques and concepts used in our project described below.

3.1 CP-ABE

CP-ABE is Public key Encryption type. CP-ABE has each private key
of every user has attributes, which shows the permission of that user to
access their data to the only authorized user. The user performs encryp-
tion as well as decryption on their data according to the user attribute.
Data owners define the access policy for data, access policy shows with
access-tree with an attribute. where user performing encryption with
data with kept access policy. Then store the encrypted data in the
cloud. Users, the access policy satisfied by which user, they only el-
igible for data decryption. For example: University Vice-Chancellor
shares one file, which only the SCIS department faculties and adminis-
tration staffs can access it. So, the University Vice-Chancellor defines
the access policy for the file:

SCIS AND (Faculties OR Administration)

the access policy satisfied by which user attribute, that person only
able to access the file or we can say, who belongs to SCIS department
and they are either faculties of this department or they are administra-
tion staffs can able to access the file, which shared by University Vice-

Chancellor. CP-ABE not requiring any storage like trusted authority

18
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or any other storage. CP-ABE has 4 algorithms: Setup, Keygen, En-
cryption along with Decryption.

Setup: The security parameter is input for Setup algorithm, after tak-
ing input parameter public key along with master secret key generates
as output. The Trusted Authority(TA) performs set up algorithm, then
retains master key itself and passed the public key to the data owner.
Data owner encrypts their data with the public key.

Keygen: Public key, attributes set and master secret key are the in-
puts in keygen algorithm. The combination of the inputs makes the
result corresponding secret key and sends generated key to costumers
corresponding to their attributes. Through the secret key, they able to
decrypt the data.

Encryption: Encryption algorithm takes inputs are public key, plain
text message, and access policy. The user performs encryption on their
data then during encryption mask technique applied to access policy
to hides the access policy. So, that it does not leak the user’s private
information. After performing encryption operation, it generates out-
puts as ciphertext with the access policy, that is in masked form. Then
the ciphertext stored in cloud

Decryption: Decryption algorithm takes input as ciphertext with masked
access policy and secret key. Decryption starts with applying de-mask
operation on masked access policy which embeds with the ciphertext to
get the original access policy. User’s attributes satisfy by the original
access policy, that user performs decryption operation and generates

plain text message as output.

3.2 Access Structure

Our project used tree access structure. Tree access structure is defined
access policy, which denotes with access tree. On that tree, threshold-
gate like AND, OR defines the interior node and every leaf nodes have

attributes. Tree access structure is more expressive, any access policy
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can be realized with tree-based access structure. This access structure
has the ability of more expressiveness.

Figure 3.1 denotes the access structure, where leaf nodes are attributes
and root nodes are the threshold gate.

Example:

Attributes:

User 1: University, Administration

User 2: University, Faculty

User 3: University, Student

We can observe from Figure 3.1, the above User 2 and User 3 satisfies
the access structure. So, only User 2 and User 3 can able decrypt the
data that means the User 2 and User 3 only can access the file, User
1 can not able to access the file. That defined access policy represent

Figure 3.1 access structure.

Figure 3.1: Access Structure
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3.3 Bilinear Pairing

G, and G5 two cyclic groups are multiplicative in nature groups has
prime order that p with generator h of G;. e : G; * G; — (G5 having 3
property

Linearity— e(U® V*) = (U, V)" for all U € G, V € G, where b,z € Zp
Degeneracy: e(h,h) # 1

Computability: e is efficiently computes.

3.4 Decisional BDHE Assumption:

As per security parameter [', a cyclic group G; chooses. Which has
a prime order p and generator h. m,y € Z, chosen randomly. Let A’
denoted as k™ and b = (h,hy...hg, , higa, ..., hag, h?). From random element
R in G, the adversary must have distinguish e(h, h)quy € Gr.

If BDHE problem solved by an algorithm B in:

pr[B(b, M = e(h, h)™"™) = 0] — pr[B(b, M = R) = 0]| > v

For solving BDHE problem in group G, B has advantage v. We can also
say that, for solving BDHE assumption if no algorithm with polynomial

time has a non-negligible advantage, then BDHE assumption holds.

3.5 Multi-Secret Sharing Scheme (MSSS)

Multi-secret sharing scheme is an extension of the secret-sharing scheme.
The secret-sharing scheme has the process of one secret can be shared
among a set of attributes (nodes) of the access tree. Dealer keeps pri-
vate value to each node that is share. Secret recovers only if a subset
of authorized attributes uses their share. This work only with a single
secret. Every time system updates shares assign new share to every
node whenever secret changes to the new secret. Multi-secret sharing

scheme has a process that more than one secrets can able to share but
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all attributes receive one share only for reconstructing other secrets,
no need for reassigning of share for every secret. Share size same with
any one secret. Our method used multi-secret sharing scheme [20]-[21]
reconstruction of secrets based on without particular order restriction
[20] and 1-way function with 2 variable technique along with public
shift technique in [20] method used. MSSS share multiple secrets but
secrets reconstruct independently not have order restriction.

We used multi-secret sharing scheme with tree access structure. So far
our scheme is first to used MSSS with tree access structure in CP-ABE
for big data access control. By using MSSS with tree-based access
structure gives the result as less computational overhead than other

existing schemes.



Chapter 4

Proposed HP-CP-ABE

Construction

We proposed a new hidden policy CP-ABE scheme for efficient big
data access control with privacy-preserving policy. Our construction
based on ciphertext-policy attribute-based encryption with (t,n) thresh-
old multi-secret sharing scheme(MSSS). With tree-based access struc-
ture and mask, de-mask technique provides fully hidden access policy.
By applying mask function during encryption, we fully hide the access
policy. So that, there will be no possibility of leaking user’s sensitive
information. Our HP-CP-ABE has

4 algorithms: Setup, Keygen, Encryption, and Decryption

4.1 Setup

Setup algorithm takes Security parameter A and attribute universe U as
input. This algorithm generates output as the Public key(PK) and mas-
ter key(MK). This algorithm performs by the trusted authority(TA).
Trusted authority passes public key PK = (G, h,r,Vb,eU : (M;;,p;),n)
to data owner and retains the master key MK = (o;n;Vb;eU : (cijn, cij2))-

The set up algorithm describes in Algorithm 1.

23
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Algorithm 1: Setup
G generated one bilinear group with prime order p and h generator
Choose random «, n
Calculate r = e(h, h)*
for i = 1,2..k, k = no of secrets do
for each attribute b;; € U do
Choose random secretshare: p; € Z,
Choose random : ¢;;1, ¢ijo € Z,
Compute Mij — hCijICijQ(Cij1+Cij2)
end for
end for
Return PK=(G, h,r,Vb;; € U : (M;j, Pj),n), MK = (a,n,Yb;; € U : (¢ij1, Cij2)

4.2 Keygen

Keygen algorithm takes Master Key MK with attribute set A as input
and generates Secret Key SK associate with attribute set A as output.
This algorithm generates the Secret key, which is associated with an
attribute set generates by the trusted authority for each authorized
user according to attributes. Secret key SK = (Ej1,VbjeA : (Ey, Ej;),n)
passes to authorised user by trusted authority. Then, user with help
of secret key decrypting their data. Algorithm 2: describes keygen

algorithm

Algorithm 2: Keygen

for i = 1...K, K= no of secrets do
Choose random r € Z,
Compute E;; = h*7Y
for each attribute b;; € A do

Compute E;; = h¥/%" and EJ; = hv/¢s

end for

end for

Return SK=(FE;,Vb;; € A : (Ejj, Ei;),n)

4.3 Encryption

This algorithm takes input as Public Key PK, massage M and access
policy 7;c1.r and generates output Ciphertext CT embed with masked



CHAPTER 4. PROPOSED HP-CP-ABE CONSTRUCTION 25

access policy m;c;. . Data owner encrypts message under defined ac-
cess policy 7, , that is in plaintext format. During encryption applied
mask technique on defined access policy, so that the attributes of ac-
cess policy completely hides. Algorithm generates the ciphertext CT
= (H;1,Hi2,Vb;; A: H;;;m;) embed with masked access policy and stored

into cloud. Algorithm 3: explains encryption algorithm.

Algorithm 3: Encryption
for for : = 1...k , k= no of secrets do
Choose random secret v; € Z,,
Compute H;; = h¥ and H;; = Me(h, h)*":
for each node b; in 7; (top down manner) do

if b; root node and b;;= att(b;), choose random s, from Z, and make

polynomial that has degree d; — 1, if 55, = v; shift value : v;; = sy,
and child node r; secretshare s,, = v;;(index(r;)) then
else, choose random s;, and form polynomial with degree d; — 1,
Sh; = Vi = Sparent(b) (1ndex(b;)) , again assign child node
Sy, = vij(index(r;)) to non-leaf node.
end if
end for
Let A leaf node set
for leaf node b; € Ain 7; , b;; = atti(b;) do
Calculate H;; = Mij(vij'f‘pj) — h(vijtpj)cijicija(cijitcijz)
end for
if 7, = K ,where K= any real number then
Compute mask m; = 7; xn
else, compute m; = ASCII (7;) xn
end if
end for
Return CT:(HM, Hig,\v/bij cA: Hija mz)

4.4 Decryption

Decryption algorithm takes Ciphertext CT , Secret Key SK as input and
generates plain text Message M as output. In decryption algorithm, de-
mask technique performed on masked access policy to get the original
attributes of access policy. Which user’s attribute satisfies the original

access policy, that user only able to decrypt the ciphertext using the

— S

J
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secret key. Algorithm 4: describes the decryption algorithm.

Algorithm 4: Decryption

if 7, = k ,where k= real number then
Compute demask 71 x = Mie1 x/n
else, compute ASCII (Tye1.k) = Mie1 /N
end if
for every leaf node r in 7;, where j = atti(r) ,j € A and i = 1..k no of secrets
do
Compute F, = e(H;;, Ej; Ej;)
— e(h(wij+Pj)lijllijQ(lij1+lij2)7 hy/lijl hy/lij2)
= e(h, h)v(witri))
= e(h, h)¥%
= e(h, h)v¥i
Else I, =~
end for
for every nonleaf node r in 7;¢; %, do
S, denoted as n/, size child node set a F, # -, If no that type set exist
then node not satisfies by attributes set A and return function 7.
Otherwise,
Compute F, = [[oeg, FA5r
= Tlacs, (e(h, h)v=i)305

= [acs, (e(h, h)¥-svarent (index(a))t:57)

= [Loes, (e(h, h)v-oides)

= e(h, h)¥¥i

Where t = (index(a)), S. = (Va € S, : index(a)) and lagrange co-efficient
is A.S]

end for




Chapter 5

Security analysis

In this, we analyze the security of our scheme by following two proper-
ties following properties

— Correctness

— Security Strength of HP-CP-ABE

5.1 Correctness

The user, whose attributes satisfies the access policy can able to obtain
the data from the cloud server. A subset of t attributes by combining
their assigned true share can recover a secret.

PROOF:

if b; is root node in 7;c1 ,

F,, = v then 7,c; ; not satisfies with A and return v
B= e(Ha, En)F,

= s;;e(h, h)¥*

= sije(h, h)¥¥

then,

H;
e(H“,E“)/B
_ Me(h,h)%vi
— e(hVi,h*=Y)/e(h,h)VVi

=M

Compute

27
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5.2 Security of HP-CP-ABE

In this section, we described the security strength of hidden policy CP-
ABE through a security game. This game described in section (III-2).
In IND-CPA game, adversary A won game with a non-negligible advan-
tage v then simulator B able to solve DBDH assumption with advantage
v/2. Then, simulator B sets two bilinear cyclic groups G,, G, of distinct
prime orders y, p. Respective generators are h,, h,. Challenger sets Z,
, where w = {0,1}

Zw = e(hy, hy)?w =0

Zw = e(hy, hy)® w =1

Challenger sends DBDH challenges (h,, D, E, F, Z,,) to simulator B . In
IND-CPA game, simulator B plays as challenger.

e INITTAL: Adversary A chooses a challenge access structure Z* and

sends it to challenger

e SETUP: Challenger chooses one random element r’ € Z; and set
o =bx +y 1" = e(hy,, h,)* = e(hy,, hy)%e(hy, h,)?
Randomly select following elements ¢, cj,,p; € Z; , (j = 1..n) and
sets below parameter
M; = h;-jlch/(c"l+c'72), v, e Z*
The challenger sends PK*(h,, ',V € Z* : (Mj,p})), (1 <j < k) to

adversary

e PHASE1l: Adversary sends a request for user private key to chal-
lenger over any attribute set, let the attribute set is S;={b//; € €,
(b & 27)}

Challenger selects random ¢ € Z* element for adversary’s each re-
quest and sets ¢ = bx + ¢z , d} = hf‘_(bﬁqlx)d"j = v/, dl, = hv/e?

As restriction V; € Z*, adversary obtained result and the challenger
send private key SK* = (dy,Va) € S : d},d,) to adversary
Challenge: Adversary submits two message my and m;. Then chal-

lenger selects any random massage m,, where x € {0,1} and encrypt
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message with challenge access policy zx

Following message encryption :

H| =he,c €z

Hj = mpe(hy, hy)bm,e(hya hy>yl0/
If b, is root node in access policy, then take one random polyno-
mial number s € z; of degree d; — 1. Let s = ¢/, then by applying
MSSS assign secret share to each child node.

Else, for every non-leaf node take random polynomial no s; € Z*,
sh=c = s;arem(bg)(index(bg)) and again assign secret share to each
child node.

For each leaf node : H} = M;wﬁp&).

Then Challenger gives the Ciphertext CT™(Hj, H;, Vb : H}) to ad-
versary.

PHASE2: With same restriction as PHASE1, adversary continues
the secret key request to challenger and challenger also does the
same as in PHASE]1.

GUESS: Adversary guess a output &' € {0,1} . If ¥ = b then sim-
ulator guesses w = 1, Z, = e(hy, h,)", then adversary found the

valid ciphertext. Therefore, simulator can solve the assumption of

DBDH with following advantage is
bxc 1
prlb="b/Z,, = e(hy, h,)"*] = 5 tv

otherwise challenger guess w =0, Z,, = e(hy, h,)’,
e(hy, h,)’ is a random ciphertext, now adversary can not get any

information about m;. So, the disadvantage is

prlt # /70 = e(hy, 1)) =

The conclusion is for any guesses simulator solves DBDH assump-
tion with following advantage
1 , 1 w

1
—pr{w :w/w:0]+§PT[w/=w:1]—5211/2
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If to wining IND-CPA game adversary has the above advantage
v then, DBDH problem solves by simulator with advantage v/2.
However, according to DBDH assumption, no polynomial time
algorithm can able to solve DBDH assumption with non-negligible
advantage. Hence, adversary also not able to win IND-CPA game
with advantage v and adversary A have no advantage to break our

system.



Chapter 6

Performance Analysis

In performance analysis, computation cost of our scheme analyzed through

Theoretical and Experimental Results

6.1 Theoretical Analysis

Schemes Access Structure | Encryption Time | Decryption Time Hidden Policy
Lie etal. [0] LSSS Access (8n (4n+ 2)e Partial
Structure + 4)exponent + (2n

+ 3)exponent
Phuongetal. [8] | AND-gate Access | |G| (4n+2)p Partial
Structure + (4n+2)|G|
Helil etal. [9] Tree Based Access | (3n e + 3exponent | Partial
Structure + 4)exponent
+ (t+2)e
Yangetal. [18] | LSSS Access (2n, (2n; + 1)p Fully
Structure + 2)exponent + m,exponent
Our Scheme Tree Based Access (2n)exponent (n+ 1)exponent | Fully
Structure

Table 6.1: Comparison of computation overhead

In Table 6.1, we measure the computation cost of the proposed

scheme along with other existing hidden policy schemes. The given
Encryption time and Decryption time in Table 6.1 derived from respec-
tive Encryption and Decryption algorithm of their method. From Table
6.1, we can see that HP-CP-ABE takes less encryption and decryp-

tion computational time as compared to other given existing schemes.

31
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Therefore, our HP-CP-ABE scheme is efficient enough. Our scheme
gives less computational overhead for both encryption and decryption,

because we used MSSS with tree based access structure

6.2 Experimental Results

Our experiment carried on Linux system with an Intel i5 CPU and
8 GB RAM. For implementation, we used python-3.2, pairing-based
cryptography library version 0.5.14 and charm crypto library 0.43.

In our experiment, we compare the computational cost of encryption
and decryption of our proposed scheme with the existing scheme Yang
et al. [18]. As shown in Figure 6.1 and Figure 6.2, our proposed scheme
takes less computation overhead than the existing scheme Yang et al.
[18]. From Figure 6.1, it observed our proposed method takes lesser
time than already exist scheme Yang et al. [18], due to the use of multi
secret share scheme on tree-based access structure. Mask technique ap-
plies to access policy in place of existing method’s linear secret sharing
scheme (LSSS) with Attribute Bloom Filter. Encryption time contains
data encryption time and the time taken for mask technique. Figure
6.2. shows decryption computation time verse number of attributes in
the access policy. From Figure 6.2, it observes, our proposed scheme
takes lesser decryption time, due to the use of de-mask technique during
decryption method on access policy in place of the existing method’s
attribute Bloom filter query algorithm. The decryption includes the
time for de-mask technique and the data decryption time. In Yang et
al. [18]. used attribute bloom filter that takes more overhead because
of an array used in attribute bloom filter(ABF). Our scheme takes less
computational overhead for both encryption and decryption while pre-
serving access policy privacy. In Experimental result, we compare our
result with only Yang et al. [18]. because only this scheme works for

big data privacy.
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Figure 6.1: Computation cost for encryption
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Chapter 7

Conclusion

In our project, we proposed a new HP-CP-ABE for big data access con-
trol with privacy-preserving policy using multi-secret sharing scheme.
Mask technique applied to access policy during encryption, so that it
fully hides the attributes in access policy and during decryption applied
the de-mask technique on the masked access policy for getting original
attributes in the access policy. Hence, our scheme completely hides the
access policy that means there is no chance of leaking the user’s any
sensitive information. Because of the multi-secret sharing scheme with
tree-based access structure in CP-ABE, our scheme takes the less com-
putational cost for encryption as well as decryption. Security analysis
shows that our scheme is selectively secure against plain-text attack
through IND-CPA game and can preserve users stored information ef-
fectively that attacker cannot obtain any sensitive user’s information.
Experimental results show that, our scheme is efficient due to the less
computational overhead of encryption and decryption than existing hid-
den policy schemes.

In future work, we plan to extend this work to Dynamic update pol-
icy. If new users want to access the data, the access policy can change

according to users.
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