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ABSTRACT Spectrum efficiency, energy efficiency, and physical layer security are three critical issues
in designing wireless networks, such as an energy-constrained device-to-device (D2D) communication in
secure spectrum sharing femtocell networks. In this paper, we investigate a problem of security cooperation
transmission between a single-antenna primary system and a multi-antenna wireless-powered untrusted
secondary system, where the untrusted secondary devices can be regarded as potential malicious decoders.
A novel artificial noise-aided (AN-aided) joint time division- and power splitting-based three-phase secure
wireless information and energy cooperation transmission strategy is proposed for spectrum sharing net-
works with untrusted cooperative dual-relay. Furthermore, we consider two scenarios that the untrusted
secondary system knows perfect and imperfect channel state information (CSI). We focus on the design
of time division ratios, power splitting ratios, and beamforming vectors, with the objective to maximize
the data rate of the untrusted secondary system, subject to the target data rate requirement of the primary
system and the untrusted secondary system’s confidentiality constraints, energy harvesting requirements,
and power consumption constraints. Simulation results demonstrate that our proposed strategy is the best
and significantly improves the average data rate of the untrusted secondary system under different primary
user target data rate requirements, primary transmitter rated transmit power, untrusted secondary user initial
power, and primary transmitter power allocation ratios. Finally, a large number of simulations show that the
time division ratios have a significant impact on the performance of the system, and these simulation results
also verify the feasibility and effectiveness of the proposed strategy.

INDEX TERMS Spectrum sharing networks, energy harvesting, physical layer security, time division, power
splitting.

I. INTRODUCTION

A. MOTIVATION

With the explosive growth of the number of wireless devices
in recent years, the demand for spectrum resources has
increased exponentially, and the spectrum scarcity issue has
become more and more severely. In response to spectrum
scarcity, spectrum sharing technology has been regarded as an
effective solution to improve spectrum efficiency by allowing
the secondary system to share the spectrum authorized to
the primary system [1]. Spectrum sharing techniques can be
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classified into three categories generally: Interweave, under-
lay, and overlay [2], [3]. For interweave spectrum sharing,
the secondary system can access spectrum holes oppor-
tunistically. For underlay spectrum sharing, the secondary
transmitters (STs) can transmit signals simultaneously with
the primary transmitters (PTs) under the constraint that the
interference caused by the STs to the primary receivers
must be below a predetermined threshold. For overlay spec-
trum sharing, which is a win-win cooperation strategy for
both primary and secondary systems, the secondary system
actively assists the primary user (PU) to forward its signal in
exchange for permission to access the authorized spectrum
in the time domain, frequency domain, or spatial domain.
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Compared with interweave technique which refers to the
opportunistic access scheme, cooperation strategy does not
require the STs to sense spectrum holes for seeking the oppor-
tunities of the secondary communications. Compared with
underlay technique which sets the limit on the interference
to the primary system, cooperation strategy focuses on the
end performance, such as the target data rate or signal-to-
interference-plus-noise-ratio (SINR) of the PU, hence the STs
are no longer restricted to transmit signals with low power.

However, information cooperation between primary and
secondary systems is difficult when the STs are low energy
devices rather than a powerful base station. Therefore,
it is not enough to consider cooperation between pri-
mary and secondary systems only at the information level.
Recently, harvesting energy from radio frequency (RF) sig-
nals are emerging as an attractive solution to power energy-
constrained wireless devices [4]-[8]. Unlike conventional
battery-powered communication devices, RF energy har-
vesting can provide a sustainable energy supply from a
radio environment for energy-constrained wireless devices,
such as internet of things devices, wireless sensor devices,
small-scale machine type communication devices, and D2D
communication devices. Consequently, powering energy-
constrained wireless devices with RF energy can provide
both spectrum efficiency and energy efficiency solution for
overlay spectrum sharing networks.

Although information and energy cooperation can be more
flexible and effective by exploiting energy-constrained wire-
less devices rather than energy-unconstrained conventional
fixed relays, these unauthorized devices may be untrusted
and might maliciously decode the confidential information
from authorized users. Therefore, to cope with the threat to
information security, physical layer security, as an efficient
complementary technique for conventional information secu-
rity mechanisms, has been widely recognized as a promising
approach to enhance the security of wireless communications
by only exploiting the characteristics of wireless channels,
such as fading, noise, and interference [9]-[11]. Compared
with the conventional cryptographic technique which has
been plagued by increased signaling overhead and higher
computational complexity, physical layer security has the
advantages of lower computational complexity and resource
saving. Consequently, this is a subject worthy of study
that how to address secure wireless information and energy
cooperation transmission issue for overlay spectrum sharing
networks.

B. RELATED WORKS

In recent years, information and energy cooperation trans-
mission [12]-[14] has aroused keen interest and has been
widely investigated in cooperative cognitive radio networks
(CRNs) [15]-[32]. The authors of [15] propose an informa-
tion and energy cooperation scheme in CRNs. It is shown
in [15] that the beamforming scheme with information and
energy cooperation outperforms that without energy cooper-
ation. In [16], the authors investigate an optimal cooperation
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strategy in CRNs, namely, the optimal decision (to cooper-
ate with the PU or not) and the optimal action (to spend
how much time on energy harvesting and to allocate how
much power for cooperative relaying). Moreover, they further
study the optimal action in cooperation and non-cooperation
modes to maximize the achievable throughput of the
secondary user (SU) and derive the optimal closed-form solu-
tions. In [17]-[20], the authors study a problem of simulta-
neous wireless information and power transfer (SWIPT) in
cooperative CRNs. In [21] and [22], the authors study the
sum throughput maximization problem of information and
energy cooperation in underlay- and overlay-based CRNs.
In [23], anew wireless energy harvesting protocol is proposed
in an underlay cognitive relay network with multiple PU
transceivers. In this protocol, the secondary nodes can harvest
energy from the primary network and share the licensed
spectrum of it. In [24], a time division multiple access-based
(TDMA-based) cooperative medium access control (MAC)
protocol is proposed in CRNs with opportunistic energy har-
vesting. The licensed users lease a part of their spectrum
to the unlicensed users to retransmit the failed packets on
their behalf. In [25], the authors propose an efficient relay-
based spectrum sharing protocol in CRNs, where the SU can
implicitly harvest RF energy from the PU transmission. Both
Alamouti coding and superposition coding techniques are
adopted by the transmitters to facilitate primary data relaying
and secondary data transmission simultaneously. The authors
of [26] propose a novel information and energy cooperation
strategy in a hierarchical CRN, where the PU is equipped with
a time splitting energy harvesting device so that the primary
system can share its spectrum to the secondary system and
harvest energy from the secondary base station in return.
In [27], the authors investigate beamforming for informa-
tion and energy cooperation in cognitive non-regenerative
two-way relay networks, and they consider a scenario that
the ST knows imperfect CSI of all links. Similar to [27],
the authors of [28] study a resource allocation problem of
information and energy cooperation in two-way cognitive
relay networks. In [29], the authors study an optimal design
for a cooperation cognitive wireless-powered communication
network with both amplify-and-forward (AF) and decode-
and-forward (DF) relay protocols to maximize the energy
efficiency of its uplink. The authors of [30] study a problem
of information and energy cooperation in DF CRNs with
full-duplex-enabled energy access points. In [31], the authors
propose a novel cooperation model in CRNs, where one
multi-antenna SU cooperates with two PUs to reach a three-
party agreement on how to jointly share the licensed spec-
trum. Meanwhile, energy harvesting and spatial multiplexing
are introduced to make full use of licensed spectrum and
energy resources. In [32], the authors study the outage per-
formance of a cooperative energy harvesting CRN, where the
STs can harvest energy from the transmit signal of the PT
and communicate with their respective receivers. Meanwhile,
the STs will act as relays to assist the PT’s transmission.
However, in terms of information and energy cooperation
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transmission, none of the related works mentioned above
takes into account the physical layer security issue in cooper-
ative CRNSs.

The authors of [33]-[36] study the physical layer security
issue either for SWIPT systems or cognitive two-way relay
systems. However, they fail to integrate these three tech-
nologies of overlay spectrum sharing, RF energy harvesting,
and physical layer security. In [37]-[44], the authors inves-
tigate a problem of physical layer security for information
and energy cooperation transmission in cooperative CRNs.
In [37], the AN-aided secrecy precoding problem of SWIPT
is investigated for a cognitive multiple-input-multiple-output
(MIMO) broadcast channel based on underlay spectrum
sharing. In [38], the authors study a secure transmission
scheme for dual-hop multi-antenna underlay spectrum shar-
ing relaying systems. A maximum ratio combining/zero-
forcing beamforming (MRC/ZFB) scheme at the relay is pro-
posed to enhance secrecy performance. The authors of [39]
study a robust AN-aided beamforming design problem
for secure multiple-input-single-output (MISO) underlay
CRNs based on a practical nonlinear energy harvesting
model. In [40], the authors consider an underlay-based
energy harvesting CRN and propose an energy-aware mul-
tiuser scheduling scheme, which takes into account both
interference temperature constraint and residual energy level
harvested from ambient surroundings. In [41], the authors
consider a secure communication for an underlay cognitive
untrusted relay network, and they examine connection out-
age probability and secrecy outage probability to investigate
reliability and security performance in two cases, where the
secondary destination exploits MRC or selection combining
scheme. The authors of [42] consider cooperation between
a primary system and a wireless-powered secondary system
and study a secure information transmission problem for the
primary system when the SUs are potential eavesdroppers.
The authors of [43] study a problem of robust beamforming
and power splitting for secure wireless information and power
transfer in CRNs. Moreover, they consider that the ST knows
imperfect CSI of a part link, and the PU may be malicious and
might eavesdrop on the information signal intended for the
SU. In [44], the authors study a secure beamforming design
for an underlay- and overlay-based CRN. For both schemes,
the SU is considered as a potential eavesdropper. However,
the authors of [37]-[41] study the physical layer security
issue in underlay-based cooperative CRNs, while the authors
of [42]-[44] investigate the physical layer security issue in
overlay-based cooperative CRNs with the consideration that
the PU or SUs are just potential eavesdroppers rather than
untrusted cooperative relays.

To the best of our knowledge, this work is the first to
explore the problem of AN-aided secure wireless information
and energy cooperation transmission in overlay spectrum
sharing networks with untrusted cooperative dual-device-
relay. A novel AN-aided joint time division- and power
splitting-based three-phase secure wireless information and
energy cooperation transmission strategy is proposed for
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overlay spectrum sharing networks, and we also investigate
perfect and imperfect CSI on the impact of the system perfor-
mance. For security consideration, we adopt the jamming sig-
nal to interference the unauthorized secondary system and set
the confidential SINR constraints. It is worth noting that the
secondary system is only allowed to use the AF relay protocol
to help the primary system and prohibited it to use the DF
relay protocol. Our purpose is to make the secondary system
not know the signal to be relayed, but only to amplify and
forward the relay signal and harvest energy from it (besides
interfering with the untrusted relays to facilitate secure com-
munication, the jamming signal is a new source for wireless
power transfer as well and beneficial for harvesting energy).
If the untrusted secondary system maliciously decodes the
PU signal, it must satisfy the confidential SINR constraints.
However, first of all, the untrusted secondary system has to
satisfy the target data rate requirement of the primary system.

C. CONTRIBUTIONS
The main contributions of this paper are summarized as
follows:

« We investigate a problem of security cooperation trans-
mission between a single-antenna primary system and
a multi-antenna wireless-powered untrusted secondary
system, where the untrusted secondary devices can
be regarded as potential malicious decoders. A novel
AN-aided joint time division- and power splitting-based
three-phase secure wireless information and energy
cooperation transmission strategy is proposed for over-
lay spectrum sharing networks with untrusted coop-
erative dual-device-relay. Our proposal is a win-win
and security-controllable cooperation strategy that inte-
grates three technologies: Overlay spectrum sharing, RF
energy harvesting, and physical layer security. Further-
more, to prevent the untrusted secondary devices from
maliciously decoding the PT’s signals, we adopt the
source node-based AN-aided technique to protect the PU
information and set the confidential SINR constraints.
Besides, this paper not only considers the scenario of
perfect CSI but also investigates imperfect CSI on the
impact of the system performance.

« A new mathematical optimization problem is formu-
lated to maximize the data rate of the untrusted sec-
ondary system, by jointly optimizing the time division
ratios, the power splitting ratios, and the untrusted SUs’
beamforming vectors and transmit power, subject to
the PU’s target data rate requirement and the untrusted
SUs’ energy harvesting constraints, power consumption
constraints, and confidential SINR constraints. Through
theoretical analysis and derivation, we equivalently
transform the original optimization problem to obtain
the untrusted SUs’ optimal beamforming vectors and
transmit power. Since the transformed optimization
problem is still non-convex and improbable to be trans-
formed into a convex problem, we will utilize the
fmincon Interior Point Algorithm to solve and obtain
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its locally optimal solution and corresponding function
value. Additionally, we further analyze the complexity
of the proposed optimization problem, and the optimiza-
tion problem with imperfect CSI can also be solved by
the same approach.

o Simulation results demonstrate that our proposed strat-
egy is the best and significantly improves the average
data rate of the untrusted secondary system under dif-
ferent PU target data rate requirements, PT rated trans-
mit power, untrusted SU initial power, and PT power
allocation ratios. We can draw the conclusions from
simulation results that the more energy the untrusted
secondary system harvests, the better performance it
can achieve. Furthermore, the looser the confidential
SINR constraints of the untrusted secondary system are,
the better performance it can achieve, but the lower the
confidentiality of the primary system will be. However,
by adjusting the minimum durations, our proposed strat-
egy not only significantly improves the average data
rate of the untrusted secondary system, but also enables
the primary system to achieve better confidentiality.
Finally, a large number of simulations show that the
time division ratios have a significant impact on the
system performance, and these simulation results also
verify the feasibility and effectiveness of the proposed
strategy.

D. ORGANIZATION AND NOTATIONS

The rest of this paper is organized as follows. The system
model is presented in section II. For perfect CSI, we formu-
late and solve the joint optimization problem of AN-aided
time division- and power splitting-based three-phase secure
wireless information and energy cooperation transmission in
section III. The scenario of imperfect CSI can be found in
section IV. Simulation results are presented in Section V.
Finally, we conclude this paper in Section VI.

The following notations will be adopted in this paper.
Vectors and matrices are represented by boldface low-
ercase and uppercase letters, respectively. | - | denotes
the modulo operation. || - || denotes the Frobenius norm.
(~)Jf denotes the Hermitian operation of a vector or matrix.
I denotes an identity matrix of appropriate dimensions.
E[-] denotes the expectation. R( ) denotes the real part of x.
m ~ CN(0, ) denotes a vector m of complex Gaussian
elements with a mean vector of 0 and a covariance matrix
of @. CV*! denotes the space of N x 1 dimensional complex
vector.

Il. SYSTEM MODEL

We investigate the AN-aided secure wireless information and
energy cooperation transmission in overlay spectrum shar-
ing networks with untrusted cooperative dual-device-relay,
as shown in Fig. 1. The primary system consists of a PT
and a PU, while the untrusted secondary system consists
of two secondary devices, where one secondary user (SUj)
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FIGURE 1. System model: An AN-aided joint time division- and power
splitting-based three-phase secure wireless information and energy
cooperation transmission model in overlay spectrum sharing networks
with untrusted cooperative dual-device-relay.

serves the other secondary user (SUp).! The primary system
is equipped with a single antenna, and the untrusted sec-
ondary system is equipped with N antennas. The PT intends
to transmit a confidential information s, (E [|sp|2] =1
to the PU, while the SU; sends a non-confidential infor-
mation s; (E [|sS|2] = 1) to the SU,. We consider a sce-
nario where the untrusted secondary system can share the
licensed spectrum occupied by the primary system under
the condition that these two SU;, i € {I1,2}, have to
relay the PT’s signals. However, when these two SU; are
low energy untrusted devices, security cooperation is diffi-
cult. Therefore, motivated by this, we propose an AN-aided
joint time division- and power splitting-based three-phase
secure wireless information and energy cooperation trans-
mission strategy in overlay spectrum sharing networks with
untrusted cooperative dual-device-relay. This scenario is typ-
ical for D2D communication in secure spectrum sharing net-
works, where one licensed user, such as a femtocell user,
securely communicates with its base station with the help of
two unlicensed untrusted energy-constrained mobile devices,
while these two devices can communicate directly with each
other under the condition that the licensed system provides
spectrum and energy resources. Moreover, these unlicensed
untrusted energy-constrained devices may also be wireless
sensor devices, internet of things devices, or small-scale
machine type communication devices.

During the first phase of length « 7', the PT simultaneously
transmits the confidential signal s, and the jamming signal
s. (E[]s;|*] = 1), and then these two SU; adopt the power
splitting (PS) technique [45] to split the received signals from
the PT into two separate signal streams with different power
levels, one sent to the energy harvester (EH) and the other to
the information processor (IP). During the second phase of

'In this untrusted secondary system, the SU; and the SU, can be
exchanged with each other. In other words, the SU| can also be served by
the SU,.
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length BT, these two SU; utilize the beamforming technique
to jointly forward the combined signals (the desired signal
and the jamming signal) received from the first phase by using
their initial power and harvested energy. We consider a situ-
ation where both SU; and SU, operate in half-duplex mode,
so they cannot simultaneously transmit and receive signals
in the same frequency. Therefore, the third phase of length
(1—a—B)T isrequired to facilitate the direct communication
between SU; and SU;. Without loss of generality, we assume
that the total communication duration 7' is normalized to
unity.

To prevent the untrusted secondary devices from
maliciously decoding the PT’s signals, we adopt the source
node-based AN-aided technique to protect the PU informa-
tion and set the confidential SINR constraints. We assume
that the artificial noise s, transmitted by the PT can be
removed at the PU, but cannot be eliminated at the two
untrusted SU; devices [46]-[48]. This method is based on
channel independence and reciprocity [49], [50]. Specifically,
the PU sends a pilot signal to the PT, and then the PT
transmits a random key and modulates the phase of the
transmitted signal with the received channel phase. Due to
the randomness and independence of channels, the PU can
decode the key while the channel phases between PT and SU;
are different from those between PT and PU. Hence, the key
can be transmitted confidentially without being eavesdropped
by other receivers [46]-[48]. Since the key is only known
by the PT and the PU, they can use this key to generate
a random complex Gaussian sequence by using a pseudo-
random sequence generator [51].

Some common system parameters are introduced as fol-
lows. The channel coefficient of the PT-PU link is denoted by
the complex scalar 4. The N x 1 dimensional complex channel
vectors of the PT-SU; and the SU;-PU links are represented
by g; and h;, respectively. The N x N dimensional complex
channel matrix of the SU{-SUj link is represented by H. The
total energy (or average transmit power) of the PT is P,, and
the target data rate requirement of the PU is r,,. These two SU;
each have the initial total energy of Py sy;,, respectively, and
they can further harvest energy from the PT. All channels and
noise elements are assumed to be statistically independent of
each other. Furthermore, these two SU; are only allowed to
use the AF relay protocol to jointly forwarding the combined
signals received from the first phase.

We consider two types of noise on the terminal: One is
received thermal noise, and the other is conversion noise from
RF to baseband. These two types of noise are modeled as
additive white Gaussian noise (AWGN) with a zero mean and
the variances of Ny and N, respectively. It is assumed that
these two types of noise are independent of each other.

Ill. SECURE WIRELESS INFORMATION AND ENERGY
COOPERATION TRANSMISSION WITH PERFECT CSI

In this section, we first detail the AN-aided joint time
division- and power splitting-based three-phase secure
wireless information and energy cooperation transmission
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strategy in overlay spectrum sharing networks with perfect
CSI. Then, we formulate an optimization problem to maxi-
mize the data rate of the SUj, subject to the PU’s target data
rate requirement and the SU;’s maximum power consumption
constraints, maximum confidential SINR constraints, and
minimum energy harvesting constraints, respectively. Finally,
we present the solution and complexity analysis of the opti-
mization problem. The scenario with imperfect CSI can be
found in the next section.

A. PRIMARY USER SECURE WIRELESS INFORMATION
TRANSMISSION AND SECONDARY USERS INFORMATION
RECEIVING AND ENERGY HARVESTING IN THE

FIRST PHASE

As shown in Fig. 1, the PT simultaneously transmits both the
confidential signal s, and the jamming signal s, with the
power levels AP, and (1 —A)P,, respectively. Thus, the trans-
mit signal of the PT in the first two phases can be written as
follows

ter = /APpsp + /(1 — MP,s,, (1)

where A is the power allocation ratio of the PT, A € [0, 1].
With perfect CSI, since the jamming signal is known by
the PU, it can completely cancel the jamming signal from the
received combined signals. Thus, the received signal at the
PU can be expressed as follows

Yru,1 = /APphsp + npu 1, (2)

where npy,; ~ CN'(0, Np) is the thermal noise received at the
PU in the first phase. Hence, the achievable data rate of the
PU can be expressed as follows

ka|h|2)

Reu,i = alog, (1+ 3)

Since these two SU; have no knowledge about the jamming
signal s,, the received signal at the SU; can be expressed as
follows

APPgisp +
+nsu;,1,

(I =2)Pygis;
ie{l,2}, “

Ysu;1 =

where nsy; 1 ~ CN(0, NpI) are the thermal noises received
at the SU;, respectively.

After received the combined signals from the PT, these two
SU; split them into two parts: One is used to forward to the
PU, and the other is used to harvest energy with the power
splitting ratios of p; and 1 — p;, respectively. Thus, the signal
for AF processing at the SU; can be written as follows

yISl;Ji,l = \/EySUis] + nISF{J,‘,l
= / PirPpgisp + v/ pi(1 — M)Ppgis;
+4/pimsu;. 1 +HISPUI.’1, ie{l,2}, (5

where nls%i,l ~ CN(0, N.I) are complex AWGNSs at the SU;
due to the conversion from the RF signal to the baseband
signal.
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For security consideration, if these two untrusted SU;
attempt to maliciously decode the information of the PU,
they must satisfy the confidential SINR constraints as
follows

PirK; .
SINRsy; 1 = <y, i€f{l,?2},
pi(l — Mki + piNo + N
(©)
where «; can be defined as «; = Pyl gi||%>, and y; are the

confidential SINR requirements of the PU.
The signal for harvesting energy at the SU; can be written
as follows

YsU.1 = V1= piysus.i
(1 = p)APpgisp + /(1 — p)(1 — M)Ppgis;

++v1—pmnsy;,1, ie€{l,2}. @)

Hence, the amount of the harvested energy at the SU; can be
expressed as follows

Py =a(l — p)&, ie{l,2}, (8)
where &; can be defined as &; £ ni(k; + Np), and n; denote the
energy conversion efficiencies of the SU; from signal power
to circuit power.

B. PRIMARY USER WIRELESS INFORMATION
TRANSMISSION AND FORWARDING

IN THE SECOND PHASE

The information processing at the SU; can be presented as
fQysu,1) = Aiyls%i,l' Without loss of optimality, it has
been proved in [52] that the optimal structure of A; can be
presented as A; = w;g;, where w; € CN*1 are the transmit
beamforming vectors of the SU;. Thus, the transmit signal of
the SU; can be expressed as follows

wigl v, 1
pirPywillgill2sp + /oi(1 — WP,willgilI s,
+/oiwiginsu, 1 +wiginly . i€ (L2} (9

tsu,2 =

Hence, the average transmit power of the SU; can be
expressed as follows

Ellltsu; 211 = (pii + c)lIwill®, i€ {1,2},  (10)

where ¢; and ¢; can be defined as ¢; = («; + N())||g,-||2 and
i & Ne|lgil|?, respectively.

After removed the jamming signal s,, the remaining
received signal at the PU can be written as follows

Y2 = VAP, (h+ Y pillgil*hiw)s,
i=1,2

+ Z hjwi(x/ﬁgjnSU,-,l + gjnlsliji,l) + npy 2,
=12

(11)
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where npy 2 ~ CN(0, Np) is the thermal noise received at the
PU in the second phase. Thus, the achievable data rate of the
PU can be expressed as follows

Rpu2
2
WPy h+3i 1 2 \/E||gi||2hjwi| )
Y 12(0iNo + NI w2l gill> + No
(12)

= Blog, (1 +

To get a better reception gain, the PU will utilize the MRC
as the best reception strategy. Thus, the sum data rate of the
PU can be written as follows

Rpy = Rpu,1 + Rpu2. (13)

C. SECONDARY USERS WIRELESS INFORMATION
TRANSMISSION IN THE THIRD PHASE

In the third phase, the SU; transmits its own data signal s
to the SUs. Define u € CV*! (JJul|> = 1) and ¢, as the
normalized beamforming vector and transmit power of the
SUj, respectively, which are used to send the SU’s data signal.
Hence, the transmit signal of the SU; can be expressed as
follows

tsu, 3 = /qsusy. (14)

After received the SU’s data signal s5, the SU> will use the
normalized decoding vector v e CV*! (||v||?> = 1) to decode
the signal. Thus, the decoded signal of the SU; can be written
as follows

YSUp,3 = sV Hus, + VTnsuz,3, (15)

where ngy, 3 ~ CAN(0, NoI) is the thermal noise received at
the SU, in the third phase. Therefore, the achievable data rate
of the SU, can be expressed as follows

THul2
qs|v'Hu| ) (16)

No

To maximize the data rate of the SU,, we can utilize the
singular value decomposition (SVD) [53] of the channel gain
matrix H to obtain the normalized beamforming vector u and
the normalized decoding vector v. Since both SU; and SU»
are equipped with N antennas, the SVD of the channel gain
matrix H can be presented as H = VXU'. V and U are
the left singular vector matrix and the right singular vector
matrix of H, respectively. X is an N order diagonal matrix
in which diagonal elements, o1 > o > --- > oy > 0,
are the ordered singular values of matrix H. When v equals
the master left singular vector (the first column of V), and u
equals the master right singular vector (the first column of U),
the term v Hu will get its maximum value which equals the
maximum singular value of matrix H, i.e., |VTHll| = 0].

Rsup3 = (1 —a = Blog, (1+

D. OPTIMIZATION PROBLEM

In this subsection, we formulate an optimization problem
with the objective to maximize the data rate of the SU»,
by jointly optimizing the time division ratios o and S,
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the power splitting ratios p; and p;, the transmit beamform-
ing vectors w; and wp, and the transmit power g5, sub-
ject to the PU’s target data rate requirement and the SU;’s
maximum power consumption constraints, maximum confi-
dential SINR constraints, and minimum energy harvesting
constraints. Firstly, we define two minimum durations At;,
which are used to transmit and forward the PT’s signals,
respectively. These two minimum durations guarantee that
the PT’s signals can be received successfully in the first two
phases. Secondly, we define two minimum power splitting
ratios Ap;, which ensure that the PT’s signals can be success-
fully amplified and forwarded instead of being fully harvested
as an energy signal. Finally, the optimization problem can be
formulated as (17), as shown at the bottom of this page.

In the optimization problem (17), C1 denotes the target
data rate requirement of the PU that the untrusted secondary
system must satisfy first. C2 and C3 denote two maxi-
mum power consumption constraints of the SU;, respectively.
C4 denotes two maximum confidential SINR constraints for
the SU;. C5 denotes two minimum energy harvesting con-
straints of the SU;, where I'1 and I'; are the energy har-
vesting requirements of the SU;, respectively. C6 denotes the
definition domain of the variables. The limitations of «, S,
Oi> Tp, Vi, I'; are set to guarantee the security cooperation
between the primary system and the untrusted secondary sys-
tem. The energy conversion efficiencies 1; can be considered
as a constant which are determined by the power transfer
circuit.

E. THE SOLUTION OF THE OPTIMIZATION PROBLEM

In this subsection, we solve the optimization problem (17)
through theoretical analysis and derivation. The optimiza-
tion problem (17) is a non-convex problem and difficult to
solve with seven variables («, 8, pi, Wi, ¢s), simultaneously.
First, for a given o, B, p;, we equivalently transform the
optimization problem (17) to obtain the optimal transmit
beamforming vectors w; and transmit power g;. Then, after
the equivalent transformation of the original problem, we will
utilize the fmincon function to solve and obtain its locally
optimal solution and the corresponding objective function
value.

For a given «, 8, p;, the optimization problem (17) can be
reformulated as follows

max ¢
Wi.qs

AP+, \/E||gi||2h:rwi|2
Y im12(piNo + Nl wil2 g2 + No
Posu, +al — pé — (0 —a — Bgs
B(p1g1 + ¢1)
Py su, +a(l — p2)é
B(p2¢2 + £2)

s.t. Cl:

Vps

C2: [wi? <

)

C3: [wa? <

Cd:gs 2 0, (18)

ip-atogy (1427517
where y, can be definedasy, =27 7 —1.

According to (18), we can see that only the C2 constraint
contains the objective function g;. Therefore, the maximiza-
tion problem of the objective function g; can be regarded
as the problem of maximizing the transmit power g, in
the C2 constraint. Furthermore, as the transmit power g;
increases, the square of the norm of the transmit beamforming
vector of the SU1, i.e., ||[w} ||2, decreases monotonically. Thus,
to maximize the transmit power gz, we can minimize the
transmit beamforming vector [wi]l? in the C2 constraint.
Finally, the optimization problem (18) can be reformulated
as follows

min [lw; |*
Wi
st.CL Y (piki — pivpNo — vpNollgil* i wil®
i=1,2
+ 2t [ VorR(h (hfwy)
+ Voiplig*R(wihihlw,) ]
+ 202 /PR (KT (WIw2)) + AP, 2 — y,No >0,
Py su, +a(l — p2)é
B2 + £2)

It is easy to see from the optimization problem (19)
that the optimal transmit beamforming vectors w; admit the
form w; = ‘/q"\lll:_l:II’ where g1 and ¢ are the transmit

C2: [wa? < (19)

QSO-12 )
max
No

(1 —a—plog, (1+
o, B, 0isWi,qs

AP, h|?
s.t. Cl: a log, (1 +
0

2
APyl + i /Pl il wil

) +Blog, (1+

)=
Y i12(0iNo + NI w2l gil| + No

C2: B(o11 + CDIWI 1> + (1 — @ — B)gs < Posu, + a(l — p1)ér,
C3: B(02p2 + 22)IW2ll> < Posu, + a(l — p2)éa,

c4: Piti <7
pi(l — Mk + piNo + N
Cs:ia(l —p& =Ty, iefl,2},

Coa+p=<1¢2>20 Ay <a<1—-An, Ahb <B=<1-An, Ap;<p;<1,ie{l,2},
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power of the SU;, respectively, and they can be defined as
gi = |will>. Substituting w} into the optimization prob-
lem (19), then we can obtain the optimization problem (20) as
follows

min ¢
q1,92

s.t. CL: (praky — p1¥pNo — vpNo)llgr 17 1hy 12(/a1)?
+ 21 [y [ (R() /o1 + 8211 el /51 £2G2) /a1
+ (p2rk2 — p27pNo — YpNo)llga 112 1h2 122
+ 2hia [h2 | R(B)/02G2 + APp|h* — y,No = 0,
C2:gn < Py su, + a(l — p2)&

- B(o22 + &2)
C3:q1 =20, g2 > 0. (20)

Theorem 1: The optimal transmit power of the SU; can be
expressed as follows

« _ Posu, tall —p& — B(pi1d1 + ¢1)q]
A = I—a—-8 '

21

Proof: Please refer to Appendix A. ]
According to Theorem 1, the optimization problem (17)
can be equivalently transformed as follows

q*O_Z
max (1 —a — B)log, (1 + Y—l)
No

o, B,pi
1 1 S ,}/”
pi(1 — Mk + piNo + N

s.t.Cl: iell,2),

1".
C2:a(l —p) > E—’ ie{l,2},

1

Cha+B<1, Api<p <1,ief{l,2},
A1 <a<l—Anh, A < B <1-—At. (22)

We can observe that the optimization problem (22)
is still non-convex due to the high-order product form
of variables contained in the objective function ¢} and
improbable to be transformed into a convex problem.
To solve this nonlinearly constrained optimization problem,
we will utilize the fmincon function in MATLAB (invok-
ing the interior point algorithm) to solve and obtain its
locally optimal solution and the corresponding objective
function value, where the starting point can be set to
(0.45,0.45,0.5,0.5). Furthermore, the solution to the opti-
mization problem (22) is also the solution to the optimization
problem (17) due to the equivalent transformation between
them.

F. COMPLEXITY ANALYSIS

In this subsection, we present the complexity analysis of the
optimization problem (22), and different from other sections,
the symbols used in this subsection are gradually given below.
As mentioned above, we utilize the fimincon function to
solve the nonlinearly constrained optimization problem (22).
Next, we briefly introduce the finincon Interior Point
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Algorithm [54], [55]. Generally, a nonlinearly constrained
optimization problem has the form as follows

min f(x)
s.t. h(x) =0,
g(x) =0,

where f : R” - R,h: R" - Rfandg : R" — R”
are twice continuously differentiable functions. The inte-
rior point method for constrained minimization is to solve
a sequence of approximate minimization problems, i.e., a
sequence of barrier subproblems. Therefore, the approximate
problem can be expressed as follows

min (v, 8) = f00) —p ) _lns;
! yon
s.t. h(x) =0,
gx)+s=0,

where s > 0 is a vector of slack variables, and . > 0 is the
barrier parameter. As p decreases to zero, the minimum of f},
should approach the minimum of f. The Lagrangian function
for this approximate problem can be expressed as follows

L(x, 5, Mo by 1) = Fu(x, 8) + Ay h(x) + AL (8(x) + 5),

where A, € R and Ag € R™ are Lagrange multipliers.

It is pointed out in [54] that in order to solve this approx-
imate problem, the algorithm uses one of two main types of
steps at each iteration:

o A Direct step in z = (x, s). This step attempts to solve
the KKT equations for the approximate problem by a
linear approximation. This is also called a Newton step.

o A Conjugate Gradient (CG) step using a trust region.

By default, the algorithm first tries to take a direct step.
If cannot, it attempts a CG step. There is a case where it does
not take a direct step when the approximate problem is not
locally convex near the current iterate.

For the Newton method, the number of iterations required
to produce a solution within an accuracy € is no more than

20 —
= ﬁ(f@“’)) —f(2") + log; logy(1 /),
where o and 8 are the backtracking line search parameters,
and z© and z* denote the starting point and the optimal point,
respectively [56]. If the projected Hessian that obtained from
the direct step is not positive definite, the algorithm uses the
CG step.

The CG method is to minimize a quadratic approxima-
tion for the approximate problem in a trust region, subject
to linearized constraints [54]. It is pointed out in [56] that
the steepest descent method for an arbitrary norm is linear
convergence, which is the same as the gradient method with
backtracking line search (the number of iterations of the
CG method is no more than that of the gradient method).

L
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In particular, it will converge after at most

 log ((FED) — f2*)/e)
- log(1/¢)
iterations of the gradient method with backtracking line
search, where ¢ = 1 — min{2mo, 28am/M} < 1, and M /m
is an upper bound on the condition number.

For the barrier method, the number of outer steps required
within the desired accuracy € is no more than

B log (m/(t¢))
_[ log —‘

L,

)

where m/t© is the duality gap that results from the first
centering step [56].

Furthermore, the computational complexity of the Newton
method and the gradient method are O®3) and O(n), respec-
tively. Therefore, the sum computational complexity of the
optimization problem (22) is no more than O(B(n3L1 +nL2)).

IV. SECURE WIRELESS INFORMATION AND ENERGY
COOPERATION TRANSMISSION WITH IMPERFECT CSI

In the previous section, we consider that the channel state
information of all links is perfect. In this section, we assume
that these two SU; may obtain the perfect CSIs of g; through
channel estimation, and get the imperfect CSIs of h; by utiliz-
ing the channel reciprocity in time division duplex systems.
Due to the duplex delay between uplink and downlink, there is
a certain degree of mismatch between the estimated CSIs (ﬁi)
and the real CSIs (h;). Therefore, the relationship between the
real h; and the estimated h; can be expressed as follows

h = Jahi + 1 —ce, ie{l,2), (23)

where e; denote the estimation error vectors, which are inde-
pendent and identically distributed (i.i.d.) complex Gaussian

random variables with e; ~ CN (q, I). ¢; denote the correla-
tion coefficients between h; and h;, ¢; € [0, 1]. The larger
the correlation coefficient is, the more accurate the channel
estimation will be. If ¢; = 1, these two SU; will have the
perfect CSIs about h;.

According to (11), in the scenario of imperfect CSI, the real
jamming signal Zi:l,Z pi(1 — )L)Pp||g,-||2h:<rw,-sZ in the
received signals cannot be eliminated perfectly, while the esti-
mated jamming signal Zi:m pi(l —)\)Ppei||g,‘||2lA1:.fW,‘sZ
can be removed entirely. Therefore, after removed the
estimated jamming signal, the remaining received signal
of the PU in the second phase can be expressed as
follows

JpU,2

= ViB [+ Y ailgIP(ah + VT centwi]s,

i=1,2

+npua+ Y ol = WP — ) ligil e wis
i=1,2

+ Z (Veh; + /1 - éiei)TWi(ﬁgjnsui,l+g,]Lﬂls}{J,.,1)-
i=1.2

(24)

Thus, with imperfect CSI, the achievable data rate of the
PU in the second phase can be written as (25), as shown at
the bottom of this page.

Substituting (25) into the second term of the Cl1
constraint of the optimization problem (17), then we can
obtain a new optimization problem with imperfect CSIL
Similar to solve the optimization problem (17), this new opti-
mization problem with imperfect CSI can be reformulated
as (26), as shown at the bottom of this page, where ¢; can
be defined as 9; £ «i(1 — 1) + Np.

APplh 4+, «/E”ginz(«/e_iﬁi + VT = ee)tw;

| 2

Rpu2 = Blog, (1 +
>

. . (25)
12 [ i1 =201 = elelwil? + (piNo + No)| (/@i + VT = eenwil” il + N0>

. 2
min [[wy||
W

st.Cl: Y [(p,x/q — pivpNo — vpNe)(eilhlwil? + 2y/ei(1 — enR(w! hiel wy))

i=1,2

+ (oot = pivydi = vpN( = €nlelwil | el

+ 3 ZAKiJE[@R(hT(ﬁ,TW[)) +J/1— eiR(hT(e;rwi))]

i=1,2

+ 2hk Ilgzllzx/mpz[\/6162R(W1ﬁ1ﬁEWz) + Ve (Il — epR(wihielws)
+ VA —eneRwlethlwy) + V(1T — e — ez)R(wIeleng)] + AP, |h]> — y,No > 0,

Po.su, +a(l — p2)é
B(p2d2 + £2)

C2: wa||* <
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min

_ min g
q1>0,32>0

S.t.

+ (p1Ak1 — p1¥p01 — VpN)(

{ml\/— [Verhiira + ==

—€1) lA

\/_
hy |

cL: {(mm — o1vpNo = vpNo) e B2 4+ 2//er (T = enRee )]

el |

}ngln Waq)?

(hT(eThl))]

|hy ]2

[y |

+ 2)\K1||g2||2\/,0102212[,/_6162||ﬁ1||||ﬁ2||+\/€1(1—62)”ﬁ e
2

h
+ /I —ene ::ﬁz::m f
1

a

—e)(d —

€) ) » - <
Z)R(h{e]elha]}ﬁ]

I[hy |||

+ {(Pz)»Kz = p2vplNo — 1N e2llha |2 +2v/ex(1 = ) R(elo) |

lebhy|?
+ (p2ri2 = p2ypP2 — VpN)(1 — €) ”h E lg211%g
2
+ 2/ Vaalhall R + =S R (4 e hz))]\/?lz + APyl = pNo = 0,
2

Py su, +a(l — p2)&

C2: g
@ = B(p202 + £2)

27)

From the optimization problem (26) we can see that the
optimal transmit beamforming vectors w; for imperfect CSI

admit the form W} = f ﬂ where g and g, are the trans-
mit power of the SU; for imperfect CSI, respectively. Sub-

stituting W} into the optimization problem (26), then we can
obtain the optimization problem (27), as shown at the top of
this page.
Theorem 2: The optimal transmit power of the SUj in the
presence of imperfect CSI can be expressed as follows
A%

Po.su;, +a(l — pé — B(p1¢1 + ¢1)q}
s l—a—p '
Proof: Please refer to Appendix B. ]
According to Theorem 2, we replace the g} of the opti-
mization problem (22) with the g%, and then we can obtain
an optimization problem with imperfect CSI, which similar
to the optimization problem (22). Since the structure of this
optimization problem with imperfect CSI is similar to that of
the optimization problem (22), we can still use the fmincon
Interior Point Algorithm to solve and obtain its locally opti-
mal solution and the corresponding objective function value
as mentioned in section III F.
Moreover, the computational complexity of this optimiza-
tion problem with imperfect CSI is the same as the optimiza-
tion problem (22) due to the same structure between them.

(28)

V. SIMULATION RESULTS
In this section, the performance results of the proposed strat-
egy are presented by simulation studies. If not specified,
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simulation settings are given as follows. Both SU; and SU;
are equipped with N = 4 antennas. The distances between
PT and PU, PT and SU;, SU; and PU, SU; and SU, are
set to /3 m, 1 m, 1 m, 1 m, respectively. The channel
between a transmit-receive antenna pair is modeled as 7 =
(d)_ie"” [15], where d is the distance, [ is the path loss
exponent, chosen as 3.5, and w is uniformly distributed over
[0, 27r). The variances of the noise are normalized to unity,
ie., Ny Nc¢ 1. The transmit power of the PT is
P, = 33 dBm. The target rate requirement of the PU is
rp = 3 bps/Hz. The power allocation ratio of the PT is
A 0.5. The correlation coefficients between h; and ﬁi
are €1 € 0.9. The initial power of the SU; are
Py su, = Po,su, = 0 dBm. The two minimum durations and
two minimum power splitting ratios are Aty Aty = 0.2
and Ap; = App; = 0.1, respectively. All simulation results
are averaged over 10000 channel realizations. Furthermore,
our proposed strategy needs to follow the access principle of
overlay spectrum sharing networks as detailed below. If the
direct link of the primary system can support the target rate
requirement of the PU, the PU does not need relay assistance,
ie., if Rpy;1 > rp, then Rsy,,3 = 0. Besides, if the two
secondary devices act as pure untrusted relays still cannot
satisfy the target rate requirement of the PU, the whole system
outage occurs, i.e., if Rpy < 1), then Rsy, 3 = 0.

To compare the performance of different schemes, we pro-
pose three heuristic schemes. Heuristic Scheme 1: Adjust
the two power splitting ratios to make them equal to p, i.e.,
01 02 p. In this way, the number of variables
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—&— Proposed Scheme:a”, 37, !, ps, Perfect CSI

—— Proposed Scheme:a Imperfect CSI

—&— Heuristic Scheme 1 , Perfect CST

—6— Heuristic Scheme 1

3", ,=py=p , Imperfect CSI

—A— Heuristic Scheme 2:a=43

The average rate of the SU2 (bps/Hz)
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The target rate of the PU (bps/Hz)

FIGURE 2. The target rate of the PU vs the average rate of the SU,:
Comparison of different schemes with perfect and imperfect CSI for
1“1 =l“2 = IOdBm,y, =2 =0dB,111 =1 = 0.6.

can be reduced from four to three, i.e., («, 8, p). Heuris-
tic Scheme 2: Adjust the two time division ratios to make
them equal to 1/3, i.e, « = B = 1/3. In this way,
the number of variables can be reduced from four to two,
ie., (1/3, 1/3, p1, p2). Heuristic Scheme 3: Adjust the
two time division ratios and two power splitting ratios to
make them equal to 1/3 and p, respectively. In this way,
the number of variables can be reduced from four to one,
ie., (1/3,1/3, p).

The performance results of different schemes with perfect
and imperfect CSI under varying PU target rate requirements
are compared in Fig. 2. From Fig. 2, we can see that the
average rate of the SU, of the proposed scheme and heuristic
scheme 1 outperforms that of the heuristic scheme 2 and 3 in
the low PU target rate region. However, the average rate of
the SU; of the heuristic scheme 2 and 3 is superior to that
of the other two schemes in the medium to high PU target
rate region. Since the proposed scheme aims to maximize the
data rate of the untrusted secondary system, these two time
division ratios tend to be minimal, and thus the PU target
rate that the untrusted secondary system can support is low.
However, the heuristic scheme 2 and 3 can support a higher
PU target rate than the other two schemes due to the larger
minimum durations. If the minimum durations continue to
increase and exceed 1/3, the PU target rate will also increase,
while the average rate of the SU; will decrease. Furthermore,
we can also observe that the average rate of the SU, of the
proposed scheme is superior to that of the heuristic scheme 1,
and the average rate of the SU, of the heuristic scheme 2
outperforms that of the heuristic scheme 3.

Fig. 3 shows the impact of the minimum durations on
the average rate of the SU, with perfect and imperfect CSI
under different PU target rate requirements. As can be seen
from Fig. 3, when a PU target rate is given, an optimal
minimum duration can be determined, which corresponds
to the maximum average rate of the SU>. When the PU
target rate requirement is equal to 6 bps/Hz, the maximum
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T
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—a—1 =2 bps/Hz, Imperfect CSI| |
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rp:(v bps/Hz, Perfect CSI
P

—5—1 =6 bps/Hz, Imperfect CSI | |

The average rate of the SU2 (bps/Hz)

FIGURE 3. The minimum durations of the first two phases vs the average
rate of the SU,: Comparison of different PU target rate requirements with
perfect and imperfect CSI for I';y =Ty = 10 dBm, y; = y, = 0dB,

Ny =1 =0.6.

average rates of the SU, with perfect and imperfect CSI are
equal to 2.73 bps/Hz and 1.09 bps/Hz, respectively, which are
obviously larger than the average rates corresponding to the
heuristic scheme 2 in Fig. 2. Therefore, the proposed scheme
is the best by adjusting the minimum durations under different
PU target rate requirements.

The performance results of different minimum energy har-
vesting requirements with perfect and imperfect CSI under
varying PU target rate requirements are compared in Fig. 4.
We can observe from Fig. 4 that the average rate of the SU»
with the minimum energy harvesting requirements I'j =
'y = 17 dBm is superior to that with 'y = I, =
10 dBm. However, the performance gap between different
minimum energy harvesting requirements with perfect CSI
is very small, while the performance gap with imperfect
CSI is relatively large. Due to the impact of imperfect CSI,
the untrusted secondary system will consume more energy to
help the PU satisfy its target rate requirement. For imperfect
CSI, the residual energy of the untrusted secondary system
with 'y = I'» = 10 dBm is less than that with 'y =
' = 17 dBm, so the performance gap between them is more
clearly. We can draw a conclusion that the more energy the
untrusted secondary system harvests, the better performance
it can achieve. In Fig. 4, we can also see that there is a
clear performance gap between perfect and imperfect CSI,
and the performance of perfect CSI is always better than that
of imperfect CSI. Besides, the performance of the energy
conversion efficiencies with n; = 1y = 0.6 is always better
than that with n; = n, = 0.3.

Fig. 5 shows the performance comparison between differ-
ent maximum confidential SINR requirements with perfect
and imperfect CSI under varying PU target rate requirements.
As shown in Fig. 5, the average rate of the SU, with the
maximum confidential SINR requirements y; = y» = 10 dB
is better than that with y; = y» = 0 dB. However, the per-
formance gap between different maximum confidential SINR
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FIGURE 4. The target rate of the PU vs the average rate of the SU, with
varying energy conversion efficiencies: Comparison between different
minimum energy harvesting requirements with perfect and imperfect CSI
for N="n= 0 dB.

—o—Perfect CSI: v, =7,=10 B, n,=n,=0.6
—a—Perfect CSI: 7,=7,=0 dB, 7,=1,=0.6
—a— Perfect CSI: v, =7,=10 dB, n,=n,=0.3
—o— Perfect CSI: ,=7,=0 dB, 7,=7,=0.3
—A—Imperfect CSI: v,=7,=10 dB,  =n,=0.6

N
T

Imperfect CSI: ,=7,=0 dB, n,=1,=0.6

=N
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——Imperfect CSI: 7, =7,=10 dB, 7, =7,=0.3

Imperfect CSI: 7,=7,=0 dB, n,=n,=0.3

The average rate of the sy, (bps/Hz)
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FIGURE 5. The target rate of the PU vs the average rate of the SU, with
varying energy conversion efficiencies: Comparison between different
maximum confidential SINR requirements with perfect and imperfect CSI
forI'y =T, =10 dBm.

requirements with imperfect CSI is very small, while the
performance gap with perfect CSI is relatively large. The
imperfect estimation of CSI will introduce additional resid-
ual interference to the PU receiver, which cannot be elimi-
nated. Since the maximum confidential SINR requirements of
y1 = y» = 0 dB are more stringent, the imperfect esti-
mation of CSI has a less impact on the performance of the
untrusted secondary system. However, the maximum confi-
dential SINR requirements of y; = y» = 10 dB are more
relaxed, and thus the imperfect estimation of CSI has a greater
impact on the performance of the untrusted secondary system.
Therefore, the performance gap between different maximum
confidential SINR requirements with imperfect CSI is not
obvious. We can draw a conclusion that the looser the con-
fidential SINR constraints of the untrusted secondary system
are, the better performance it can achieve, but the lower
the confidentiality of the primary system will be. Similar to
Fig. 4, the performance of perfect CSI is always better than
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FIGURE 6. The transmit power of the PT vs the average rate of the SU,:
Comparison of different schemes with perfect and imperfect CSI for
Iy =I,=10dBm, y; =y, =0dB, 7y =15, =0.6.

that of imperfect CSI, and the performance of the energy
conversion efficiencies with n; = n, = 0.6 is always
superior to that with n; = n, = 0.3.

Fig. 6 shows the performance comparison of different
schemes with perfect and imperfect CSI under varying PT
rated transmit power. From Fig. 6, we can observe that the
average rate of the SU; of the heuristic scheme 2 and 3 out-
performs that of the proposed scheme and heuristic scheme 1
in the low to medium PT transmit power region. However,
for perfect CSI, the average rate of the SU, of the proposed
scheme and heuristic scheme 1 is superior to that of the other
two schemes in the medium to high PT transmit power region.
For imperfect CSI, the average rate of the SU; of the heuristic
scheme 2 and 3 is always superior to that of the other two
schemes in the whole PT transmit power region. Since the
heuristic scheme 2 and 3 have larger minimum durations than
the other two schemes, they can achieve better performance
in the low to medium PT transmit power region. As the PT
transmit power increase, a shorter duration can satisfy the PU
target rate requirement, and thus a remaining longer duration
can be utilized to send the untrusted secondary users’ data
signal which results in better performance.

Fig. 7 shows the impact of the minimum durations on
the average rate of the SU, with perfect and imperfect CSI
under different PT rated transmit power. As can be seen from
Fig. 7, when a PT rated transmit power is given, an optimal
minimum duration can be determined, which corresponds to
the maximum average rate of the SU>. When the PT rated
transmit power is equal to 30 dBm, the maximum average
rates of the SU, with perfect and imperfect CSI are equal
to 6.27 bps/Hz and 5.23 bps/Hz, respectively, which are
obviously larger than the average rates corresponding to the
heuristic scheme 2 in Fig. 6. Therefore, the proposed scheme
is the best by adjusting the minimum durations under different
PT rated transmit power.

Fig. 8 demonstrates the performance comparison between
different minimum energy harvesting requirements with
perfect and imperfect CSI under varying PT rated
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FIGURE 8. The transmit power of the PT vs the average rate of the SU,
with varying energy conversion efficiencies: Comparison between
different minimum energy harvesting requirements with perfect and
imperfect CSI for y; = y, =0dB.

transmit power. In Fig. 8, as the PT rated transmit power
increase, the average rate of the SU; also increases. Besides,
the average rate of the SU; with the minimum energy harvest-
ing requirements 'y = ' = 17 dBm is superior to that with
I'1 = ', = 10 dBm. Similar to Fig. 4, the performance gap
between different minimum energy harvesting requirements
with perfect CSI is very small, while the performance gap
with imperfect CSI is relatively large. We can draw the same
conclusion as mentioned in Fig. 4.

The performance comparison between different maximum
confidential SINR requirements with perfect and imperfect
CSI under varying PT rated transmit power is shown in Fig. 9.
With the increase of the PT rated transmit power, the average
rate of the SU> also increases. In addition, the average rate of
the SU, with the maximum confidential SINR requirements
y1 = y» = 10 dB is superior to that with y; = y» = 0 dB.
Similar to Fig. 5, the performance gap between different
maximum confidential SINR requirements with imperfect
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FIGURE 10. The initial power of the SU; vs the average rate of the SU,:
Comparison of different schemes with perfect and imperfect CSI for
I'y=I,=10dBm, y; =y, =0dB, 7y =15, = 0.6.

CSI is very small, while the performance gap with perfect
CSI is relatively large. We can draw the same conclusion as
mentioned in Fig. 5.

Fig. 10 shows the performance comparison of different
schemes with perfect and imperfect CSI under varying SU;
initial power. In Fig. 10, for perfect CSI, the average rate of
the SU; of the proposed scheme is always superior to that
of the other three schemes in the whole SU; initial power
region. For imperfect CSI, the average rate of the SU; of the
heuristic scheme 2 and 3 is always better than that of the other
two schemes in the whole SUj initial power region. Further-
more, the performance gap between the proposed scheme and
heuristic scheme 1 is relatively large, while the performance
gap between the heuristic scheme 2 and 3 is relatively small.

Fig. 11 shows the impact of the minimum durations on the
average rate of the SU, with perfect and imperfect CSI under
different SU; initial power. As can be seen from Fig. 11,
when a SUj initial power is given, an optimal minimum dura-
tion can be determined, which corresponds to the maximum
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FIGURE 12. The initial power of the SU; vs the average rate of the SU,
with varying energy conversion efficiencies: Comparison between
different minimum energy harvesting requirements with perfect and
imperfect CSI for y; = y, =0dB.

average rate of the SU,. When the SUj initial power is
equal to 10 dBm, the maximum average rates of the SU»
with perfect and imperfect CSI are equal to 7.54 bps/Hz and
6.35 bps/Hz, respectively, which are obviously larger than
the average rates corresponding to the heuristic scheme 2
in Fig. 10. Therefore, the proposed scheme is the best by
adjusting the minimum durations under different SU; initial
power.

Fig. 12 and Fig. 16 show the performance comparison
between different minimum energy harvesting requirements
with perfect and imperfect CSI under varying SU; initial
power and PT power allocation ratios, respectively. In Fig. 12,
for perfect CSI, we can observe that with the increase of the
SUj initial power, the average rate of the SU, also increases.
However, for imperfect CSI, the average rate of the SU»;
has barely increased. The imperfect estimation of CSI will
cause additional residual interference to the PU receiver, and
the increase of the SUj initial power will compensate its
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SU,: Comparison of different schemes with perfect and imperfect CSI for
I'1 =T, =10dBm, y; =y, =0dB, 5; =5, = 0.6.

influence so that the performance of the untrusted secondary
system is almost unchanged. Therefore, the SUj initial power
has a less impact on the performance of the untrusted sec-
ondary system. Especially for imperfect CSI, the SU initial
power has no impact on the system performance. In Fig. 16,
as the power allocation ratio of the PT increases, the average
rate of the SUj is significantly improved in the low to medium
PT power allocation ratio region. The more power is allocated
to the desired signal, the better assistance that the PU can
achieve from the untrusted secondary system, but the lower
the confidentiality of the primary system will be. However,
for perfect CSI, the average rate of the SU, trends to be
flat in the medium to high PT power allocation ratio region.
Furthermore, from Fig. 12 and Fig. 16, we can draw the same
conclusion as mentioned in Fig. 4 and Fig. 8.

Fig. 14 shows the performance comparison of different
schemes with perfect and imperfect CSI under varying PT
power allocation ratios. From Fig. 14, we can observe that
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the average rate of the SU; of the heuristic scheme 2 and
3 outperforms that of the other two schemes in the low PT
power allocation ratio region. However, the average rate of
the SU; of the proposed scheme and heuristic scheme 1 is
superior to that of the other two schemes in the medium to
high PT power allocation ratio region. Since the heuristic
scheme 2 and 3 have larger minimum durations than the other
two schemes, they can achieve better performance in the low
PT power allocation ratio region.

Fig. 15 shows the impact of the minimum durations on
the average rate of the SU; with perfect and imperfect CSI
under different PT power allocation ratios. As can be seen
from Fig. 15, when a PT power allocation ratio is given,
an optimal minimum duration can be determined, which
corresponds to the maximum average rate of the SU,. When
the PT power allocation ratio is equal to 0.1, the maximum
average rates of the SU; with perfect and imperfect CSI are
equal to 5.54 bps/Hz and 2.69 bps/Hz, respectively, which
are obviously larger than the average rates corresponding to
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the heuristic scheme 2 in Fig. 14. Therefore, the proposed
scheme is the best by adjusting the minimum durations under
different PT power allocation ratios, and it also enables the
primary system to achieve better confidentiality.

Fig. 13 and Fig. 17 demonstrate the performance compar-
ison between different maximum confidential SINR require-
ments with perfect and imperfect CSI under varying SU;
initial power and PT power allocation ratios, respectively.
In Fig. 13, for perfect CSI, with the increase of the SU;
initial power, the average rate of the SU; also increases, but
for imperfect CSI, the average rate of the SU, has barely
increased. Therefore, the SU; initial power has a less or
no impact on the performance of the untrusted secondary
system. In Fig. 17, as the PT power allocation ratio increases,
the average rate of the SU; is significantly improved in the
low to medium PT power allocation ratio region, but for
perfect CSI, the average rate of the SU; trends to be flat in
the medium to high PT power allocation ratio region. Finally,
in Fig. 13 and Fig. 17, we can draw the same conclusion as
mentioned in Fig. 5 and Fig. 9.

VI. CONCLUSION

This paper proposes a novel AN-aided joint time
division- and power splitting-based three-phase secure wire-
less information and energy cooperation transmission strat-
egy in overlay spectrum sharing networks with untrusted
cooperative dual-device-relay. We formulate the optimiza-
tion problem with the aim to maximize the data rate of
the untrusted secondary system, by jointly optimizing the
time division ratios, the power splitting ratios, and the
beamforming vectors, subject to the PU’s target data rate
requirement and the untrusted secondary system’s maximum
power consumption constraints, maximum confidential SINR
constraints, and minimum energy harvesting requirements.
For practical consideration, this paper not only studies the
scenario of perfect CSI but also investigates imperfect CSI

115501



IEEE Access

D. Zhao et al.: Secure Wireless Information and Energy Cooperation Transmission Strategy

on the impact of the system performance. Simulation results
demonstrate that our proposed strategy is the best and sig-
nificantly improves the average data rate of the untrusted
secondary system under different PU target data rate require-
ments, PT rated transmit power, untrusted SU initial power,
and PT power allocation ratios. We can draw the conclusions
from simulation results that the more energy the untrusted
secondary system harvests, the better performance it can
achieve. Furthermore, the looser the confidential SINR con-
straints of the untrusted secondary system are, the better
performance it can achieve, but the lower the confidentiality
of the primary system will be. However, by adjusting the min-
imum durations, our proposed strategy not only significantly
improves the average data rate of the untrusted secondary
system, but also enables the primary system to achieve better
confidentiality. Finally, a large number of simulations show
that the time division ratios have a significant impact on the
system performance.

APPENDIX A

PROOF OF THEOREM 1

We can easily observe from the optimization problem (20)
that the transmit power ¢; can be minimized when its con-
straints C1 and C2 take the equal sign. Therefore, the con-
straints C1 and C2 of the optimization problem (20) can be
taken the equal sign and replace C2 into C1, and then we can
obtain an equation as follows

(p1x1 — P1YpNoy1 — VpNey)(/q1)>

+ (Vp1z1 + mfﬂ)«/éh + /024522 + ¥ — ypNo

+ (p2x2 = p2ypNoy2 — ¥pNey2)gs =0, (29)
where the symbols of the equation (29) are given as follows
ie{l,2}, (30)

ie{l,2}, (31)
ie{l,?2}, (32)

Xi = AKyi,

yi = lgill*Ih;]1?,

zi = 2|l R(R),
Po su, + a(l — p2)é2

5= , 33
K B(o2¢2 + £2) (33)
@ = 22|y ha | [lg211?, (34)

W = APyl (35)

For a given «, B, p;, the formula (29) is a quadratic equation
with the variable ,/q7, so it can be easily solved. The solution
of the equation (29) can be expressed as follows

_ /)2
" M, for A >0
q1 = 4q2

0, for A <0

(36)

where the symbols of the equation (36) are given as follows

a = p1x1 — p1¥pNoyt — ¥pNeyr > 0, (37
b= oz +\/p1mdie > 0, (38)
¢ = (p2x2 = p2pNoy2 = VpNey2)g5
+./ 2522 + ¥ — vpNo>0, (39)
A = b* — 4ac. (40)
According to the C2 constraint of the optimization prob-

lem (18), the optimal solution of the transmit power g5 can be
expressed as follows

« _ Posu, +all —pnéi — B(pid1 + $1)q]
9 = I—a-p '

(41)

Thus, we have completed the proof of Theorem 1.

APPENDIX B

PROOF OF THEOREM 2

Similar to proof Theorem 1, the constraints C1 and C2 of the
optimization problem (27) can be taken the equal sign and
replace C2 into C1, and then we can obtain the equation (42),
as shown at the bottom of this page, where the symbols of the
equation (42) are given as follows

% = [eilhl® + 2V/e(1 — epRee b lgill?, i€ 1,2},

43)
) elh2
Si=(1—e) e gl Qe (1,2}, (44)
n - V1T —¢ -
& = 20U IROD) + =R (b ] ) |
ie{l,2}, 45)
i = Py su, +a(l — p2)é 46)
B(o2¢2 + £2)
¢1 = 2xk1llg2 I Vereallh | [ha |, (47)

¢ = 2hct g l*Vea ( — e)
@3 = 2hc1 g2V (1 — ener

h .
M elhy, 8
B2l

h .

ol edter, @9

I[hy |

T—end —e¢
I[hy |[|[ha |

P4 = 2k [|g2 |12 2@l erelhy). (50)

For a given «, 8, p;, the formula (42) is a quadratic equation
with the variable /g1, so it can be easily solved. The solution

[(,01?»/61 — p1¥pNo — VpNX1 + (p1Ak1 — p1ypd — Vch)91](\/ q1)* + [\/,0121 + 1/ P10285 (1 + $2 + @3 + @4)]\/5]1

+ [(,Ozf\lcz — P2¥pNo — VpNe)iz + (parka — p2ypta — Vch)f’z]éz + ./ P28%% + ¥ — ypNo = 0, (42)
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of the equation (42) can be expressed as follows

(—b+ VA A
=" for A >0

0, for A <0

D

where the symbols of the equation (51) are given as follows

a = (p1ak1 — p1¥pNo — YpNe)x1

+ (p1Ak1 — P1¥pP1 — ¥pNe)y1 > 0, (52)
b= /o121 +\/p19235@1 + G2+ §3 + ¢a) > 0, (53)
c= [(,02)»/62 — p2YpNo — VpNe)x2
+ (p2Ak2 — p2yptr — ych)ﬁz]flﬁ
+./ 024522 + ¥ — ypNo > 0, (54)
A = b — 4ae. (55)

According to the C2 constraint of the optimization prob-
lem (18), the optimal solution of the transmit power g5 can be
expressed as follows

o= Posu; +a(l — p1)&r — B(p1g1 + €1}

s l—a-8 (56)

Thus, we have completed the proof of Theorem 2.
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