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Guest Editors’ Introduction: Special Section on
Latest Developments for Security Management of

Networks and Services

I. INTRODUCTION

AS THE backbone of communications amongst objects,
humans, companies, and administrations, the Internet

has become a great integration platform capable of effi-
ciently interconnecting billions of entities, from RFID chips to
data centers. This platform provides access to multiple hard-
ware and virtualized resources (servers, networking, storage,
applications, connected objects) coming from cloud comput-
ing and Internet-of-Things (IoT) infrastructures. From these
resources that may be hosted and distributed amongst different
providers and tenants, the building and operation of complex
and value-added networked systems is enabled.

These networked systems are, however, subject to a large
variety of security attacks, such as distributed denial-of-
service (DDoS), man-in-the-middle (MITM), Web-injection
and malicious software attacks, orchestrated in a more or
less stealthy manner through the Internet. While they are
gaining in sophistication and coordination (i.e., advanced
persistent threats), these attacks may affect the fundamen-
tal security goals of confidentiality, integrity, availability and
non-repudiation of resources. The accessibility, distribution,
and increased complexity of networked systems make them
particularly vulnerable targets. In that context, cybersecurity
techniques offer new perspectives for protecting these net-
worked systems, through the elaboration of intelligent and
efficient management methods for detecting, analyzing and
mitigating such attacks.

Given the strong interest in both industry and academia in
this area, this second special issue on security manage-
ment was opened to topics, including: network and service
management for security, security of network and service
management, security management architecture, protocols and
APIs, secure and resilient design and deployment of networked
systems, monitoring and detection of threats and attacks, arti-
ficial intelligence and data analytics, modeling for security
management, and configuration and orchestration of security
mechanisms.

Following the success of the TNSM Special Issue on
Cybersecurity Techniques for Managing Networked Systems
in 2020, this new 2021 Special Issue focuses on latest devel-
opments for security management of networks and services.
The selected papers are addressing challenges that currently
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play a very important role in the security management of cur-
rent and future network infrastructures, including advances in
network monitoring, analytics and configuration.

II. ACCEPTED PAPERS

This Special Issue welcomed submissions addressing the
important challenges and presenting novel research and exper-
imentation results on security management of networks and
services. Survey papers that offer a perspective on related work
and identify key challenges for future research have also been
considered. Sixty-eight papers were submitted for this Special
Issue. The submitted papers were thoroughly reviewed and,
when needed some authors were given the time to update
their papers and to address in detail the concerns raised by
the reviewers. It was finally decided to accept sixteen papers
for inclusion in this Special Issue.

From the selected papers in this Special Issue, the first
ten papers deal with advanced methods for monitoring and
detection using machine learning (Section III-A), while the six
others are focused on configuration and mitigation techniques
to counter attacks (Section III-B).

A. Advances in Monitoring and Detection

Efficient monitoring and detection methods are a key chal-
lenge for supporting the identification of threats and attacks
at an early stage in network infrastructures. The papers in
this category place a strong emphasis on machine learn-
ing (ML) techniques in different application domains, but also
on techniques to address traffic encryption and anonymization.

In “A New Method for Flow-Based Network Intrusion
Detection Using the Inverse Potts Model,” C. Pontes et al.
[item 2) in the Appendix] define a new algorithm, called
Energy-based Flow Classifier (EFC), to support flow-based
network intrusion detection using inverse Potts models. This
algorithm is capable of accurately performing binary flow
classification, and the experiments show that it is more adapt-
able to different data distributions than classical ML-based
classifiers.

In “A Unified Deep Learning Anomaly Detection and
Classification Approach for Smart Grid Environments,”
I. Siniosoglou et al. [item 3) in the Appendix] introduce an
intrusion detection system, called MENSA, implementing
a novel autoencoder-generative adversarial network (GAN)
architecture for detecting anomalies and classifying cyber-
attacks, by combining deep neural network techniques and
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taking into account the adversarial loss and the reconstruction
difference.

In “Anomaly Detection for Insider Threats Using
Unsupervised Ensembles,” D. Le and N. Zincir-
Heywood [item 4) in the Appendix] present an anomaly
detection approach, where the focus is on employing unsuper-
vised ML methods and different representations of data with
temporal information for identifying signs of anomalous
behaviours that may indicate insider threats. The purpose is
to detect early signs of user behaviour changes flagged for
further investigation, and potentially detect unknown attacks.

In “A Multi-Dimensional Deep Learning Framework for IoT
Malware Classification and Family Attribution,” M. Dib et al.
[item 5) in the Appendix] define a novel multi-dimensional
classification approach using Deep Learning (DL) architec-
tures to combine the features extracted from strings- and
image-based representations of the executable binaries towards
accurate IoT malware classification and family attribution with
a significantly improved accuracy.

In “DETONAR: Detection of Routing Attacks in RPL-
Based IoT,” A. Agiollo et al. [item 6) in the Appendix] design
an intrusion detection system capable of dealing with multiple
attacks while avoiding any RPL overhead. The proposed
system is called DETONAR, standing for DETector of rOut-
iNg Attacks in RPL networks, and relies on a packet sniffing
approach. DETONAR uses a combination of signature- and
anomaly-based rules to identify any malicious behavior in the
traffic.

In “In-Network Volumetric DDoS Victim Identification
Using Programmable Commodity Switches,” D. Ding et al.
[item 7) in the Appendix] define an in-network DDoS vic-
tim identification strategy which has been implemented on
a Tofino-based programmable switch using the domain-
specific P4 language, proving that some limitations imposed by
real hardware to safeguard processing speed can be overcome
to implement relatively complex packet manipulations.

In “DNS Tunneling Detection by Cache-Property-Aware
Features,” N. Ishikura et al. [item 8) in the Appendix] propose
a DNS tunneling detection method using cache-property-aware
features. In particular, it relies on a specific feature to effi-
ciently characterize DNS tunneling traffic and exploits a Long
Short-Term Memory (LSTM)-based filter using this feature
that achieves high detection rate of the DNS tunneling client
while maintaining low misdetection rate.

In “FlowPic: A Generic Representation for Encrypted
Traffic Classification and Applications Identification,”
T. Shapira and Y. Shavitt [item 9) in the Appendix] describe
a novel approach for encrypted Internet traffic classification
and application identification by transforming basic flow
data into a picture, called a FlowPic, and then using known
image classification deep learning techniques, such as CNNs,
to identify the flow category (browsing, chat, video, etc.) and
the application in use.

In “α-MON: Traffic Anonymizer for Passive Monitoring,”
T. Favale et al. [item 10) in the Appendix] introduce a flexible
solution for privacy-preserving packet monitoring. It replicates
input packet streams to different consumers, while anonymiz-
ing protocol fields according to flexible policies that cover all

protocol layers. Beside classic anonymization mechanisms, it
supports z-anonymization, a novel solution to obfuscate rare
values that can be uniquely traced back to limited sets of users.

In “Edge Blockchain Assisted Lightweight Privacy-
Preserving Data Aggregation for Smart Grid,” W. Lu et al.
[item 11) in the Appendix] define a blockchain-assisted
lightweight privacy-preserving data aggregation schema for
smart grids. It combines the homomorphic Paillier encryp-
tion and one-way hash chain techniques to ensure security
performance, so that edge servers can reduce communication
overheads by aggregating data from the same region and filter
false data in advance.

B. Advances in Configuration and Mitigation

In security management, special attention should also be
given to advanced configuration and mitigation techniques. In
this section, the papers investigate the exploitation of novel
methods to dynamically adapt to security threats and to ben-
efit from network analytics to support the configuration of
networked infrastructures.

In “Optimal Security Risk Management Mechanism for
the 5G Cloudified Infrastructure,” G. Carvalho et al.
[item 12) in the Appendix] introduce an optimal security risk
management mechanism based on a semi-Markov deci-
sion process framework to holistically minimize the risks
of a Denial of Service (DoS) attack and Service Level
Agreement (SLA) violations that might unfold at the 5G
edge-cloud ecosystem.

In “A New Mutual Authentication and Key Agreement
Protocol for Mobile Client - Server Environment,”
L. Tsobdjou et al. [item 13) in the Appendix] propose
a mutual authentication protocol based on elliptic curve cryp-
tography for mobile environments, intended to be lightweight
as being designed for resource constrained mobile devices.
They also introduce a formal and informal analysis of the
security of the proposed protocol, by taking into account
several security and performance properties.

In “Intrinsic Security and Self-Adaptive Cooperative
Protection Enabling Cloud Native Network Slicing,”
W. Qiang et al. [item 14) in the Appendix] design an
intrinsic cloud security approach as a unified paradigm to
align cloud native technology with mimic defense and MTD
(moving target defense). It makes full use of the new service
features introduced by cloud native technology to implement
a proactive defense mechanism of cloud native environments.

In “On the Flow of Software Security Advisories,”
L. Miranda et al. [item 15) in the Appendix] propose an ana-
lytical model to express the information flow through security
advisories across multiple platforms. The model is based
on a queueing network, where each platform corresponds to
a queue which adds a delay in the information propagation and
permits to collect temporal information about events associated
with vulnerabilities from large-scale measurement campaigns.

In “From TTP to IoC: Advanced Persistent Graphs for
Threat Hunting,” A. Berady et al. [item 16) in the Appendix]
define a formal model that dissects and abstracts the different
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elements of an attack from both the attacker and defender per-
spectives. This model allows to compare the gap in knowledge
and perceptions between the defender and the attacker, and to
improve the quality of the threat hunting process by identify-
ing false positives, adapting the logging policy and orienting
investigations.

In “Blocklist Babel: On the Transparency and
Dynamics of Open Source Blocklisting,” A. Feal et al.
[item 17) in the Appendix] perform an empirical analysis of
the transparency and dynamics of the ecosystem of open
blocklists providers. In particular, they look at the synergies
between blocklists, observing a high overlap between specific
providers, and finding that addition and removal of records
is often propagated across those providers that have a high
overlap.
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