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ABSTRACT In this paper, we propose a novel max-weight secure link selection (MWSLS) scheme to
enhance physical layer security of decode-and-forward (DF) buffer-aided relay networks. The MWSLS
scheme can select the link with the largest weight among all secure and available source-to-relay and relay-
to-destination links. By modeling the dynamic buffer state transitions as a Markov chain, we derive the
closed-form expressions of the secrecy outage probability, the secrecy diversity gain, the average secrecy
throughput and the end to end delay, which provide a comprehensive and effective way to evaluate the
impacts of different parameters on the secrecy performance. The results of this paper reveal that: 1) For the
case with small buffer sizes, a significant enhancement on the secrecy outage performance can be observed
compared with the popular max-link secure link selection (MLSLS) scheme. 2) When L > 3, the secrecy
diversity gain of the system can achieve 2M, while the MLSLS scheme achieves the same secrecy diversity
gain only when L — oo (where M denotes the number of relays and L is the buffer size). 3) The MWSLS
scheme outperforms the MLSLS scheme in terms of the average secrecy throughput and the end to end delay
in the low signal-to-noise ratio (SNR) regime, and obtain the same performance as the latter in the high SNR
regime.

INDEX TERMS Buffer-aided relay, physical layer security, max-weight secure link selection, secrecy

performance.

I. INTRODUCTION
Relay technique is seen as a promising way to extend the
coverage of wireless networks and provides a variety of
performance enhancements, which has attracted enormous
research interest [1]-[3]. However, in conventional cooper-
ative relay networks, the half-duplex relay must follow a
prefixed schedule for data transmission or reception [4]. That
is to say, the data packet is received by the selected relay
in the first time slot, and then forwarded to the destination
in the second time slot, which results in the consequence
that the best channel cannot be utilized in a fast-fading
environment, therefore limiting the performance of the
network.

Recently, a number of studies demonstrate that the per-
formance of conventional relay networks can be further
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enhanced by equipping data buffers at relay nodes, because it
can take full advantage of the additional transmission flexibil-
ity provided by the buffers [5], [6]. At present, various buffer-
aided relaying schemes have been proposed in [7]-[10].
Among all the existing buffer-aided relay selection schemes,
the max-link relay selection scheme is of particular inter-
est [9]. The main idea of the max-link scheme is to select
the link with the best channel quality among all source-to-
relay and relay-to-destination links in each time slot, which
can achieve the diversity gain of 2M when the buffer sizes
are large enough (M is the number of relays). However,
the diversity gain reduces to M when the buffer sizes are
small. Motivated by this, the author in [10] proposed a new
relay selection scheme, called the “max-weight” scheme,
which relaxes the requirement of the link quality and consid-
ers the buffer status as the dominant metric for relay selection.
As shown in [10], the optimal diversity gain of 2M can also
be achieved even with small buffer sizes.
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Furthermore, due to the open and dynamic nature of the
wireless channels, the security of data transmission is becom-
ing a crucial issue for the wireless networks [11], [12].
The traditional way to protect the data transmission against
eavesdropping is utilizing the cryptographic algorithms in the
upper layers [13], which cannot guarantee the security of the
system absolutely and can be decrypted easily with the rapid
development of the computer technology. As an alternative,
physical layer security has been proposed as a promising
method to secure the wireless networks by utilizing the char-
acteristics of the wireless channels [14]-[17]. Because buffer-
aided relay networks are also faced with the challenge above,
a great amount of researches have been carried on physi-
cal layer security of buffer-aided relay networks [18]-[25].
In [18], a link selection scheme that adapts the reception
and transmission time slots based on the channel quality was
proposed to improve the transmission efficiency and secu-
rity of the two-hop buffer-aided relay network. The authors
in [19] proposed a joint optimal link selection and power
control scheme to maximize the average secrecy throughput
while considering a single-relay scenario. For multi-relay
scenarios, a max-ratio relay selection scheme was proposed
in [20], which can improve the security of transmission in
buffer-aided decode-and-forward (DF) wireless networks by
selecting the relay with the largest signal to eavesdropper
channel gain ratio. Later, the work in [21] considered the
buffer-aided relay with amplify and forward (AF) mode, and
the results indicated that higher level security can be achieved
compared to AF relay networks without buffers. In [22],
the authors introduced cognitive radio (CR) to buffer-aided
relay networks, and investigated the secrecy performance for
DF cognitive radio networks with finite buffers. The work
in [23] took the scenario of relays with multiple antennas
into account and adopted maximal ratio combining (MRC)
and maximal ratio transmission (MRT) protocol at the relay
nodes to enhance the secrecy performance of the system.
In [24], the system model of [23] was extended to a multiple-
input multiple-output (MIMO) scenario, and a buffer-aided
joint transmit antenna and relay selection (JTARS) scheme
based on the main channel was proposed to enhance the
secrecy performance of the considered system. Additionally,
to further improve the secrecy performance, the opportunistic
relay and jammer scheme was employed, which can enhance
the physical layer security of the multiuser MIMO buffer-
aided relay networks by utilizing artificial noise [25].

However, it is easily observed that the link or relay selec-
tion schemes adopted by most literatures above consider the
link quality as the dominant selection metric, while there
are no strict requirements for the buffer status. Accordingly,
the buffer of the corresponding relay with good link quality
tends to be full or empty easily, which may result in the
decrease of the available links.

Motivated by these observations, we propose a novel max-
weight secure link selection (MWSLS) scheme to improve
the secrecy performance of the dual-hop DF buffer-aided
relay networks. For comparison, the secrecy analysis of the
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max-link secure link selection (MLSLS) scheme is also pre-
sented. The main contributions of this paper are summarized
as follows:

1) We propose a novel secure link selection scheme to
enhance physical layer security of DF buffer-aided relay
networks which considers the buffer status as the domi-
nant selection metric rather than the link quality consid-
ered by most existing literatures.

2) We derive the exact expressions of the secrecy outage
probability, the average secrecy throughput and the end
to end delay in closed-form respectively by utilizing the
Markov chain theory. These derived analytical expres-
sions enable us to evaluate the impacts of different
parameters such as the buffer size, the number of relays
on the secrecy performance.

3) To obtain deeper insights, we also derive the asymptotic
secrecy outage probability in the high signal-to-noise
ratio (SNR) regime, from which the secrecy diversity
gain can be further derived. Specifically, the optimal
secrecy diversity gain of 2M can be achieved for the
MWSLS scheme as long as L > 3, while only when
L — o0, the MLSLS scheme can achieve the same
secrecy diversity.

The remainder of the paper is organized as follows.
In Section II, the system model and proposed secure link
selection scheme are introduced. Section III investigates the
secrecy outage probability of the system. Analysis of other
performance metrics are provided in Section IV. Section V
presents simulation results and discussions. Finally, we sum-
marize the conclusions of this paper in Section VI.

Notation: In this paper, we use lower-case and upper-
case boldface symbols to denote the vectors and matrices
respectively. ||-|| and ()T denote the Euclidean or L, vector
norm and the transpose operation. The cumulative distri-
bution function (CDF) and the probability density function
(PDF) of the random variable y are denoted as F, (-) and
fy () respectively.

Il. SYSTEM MODEL AND PROPOSED SECURE LINK
SELECTION SCHEME
A. SYSTEM MODEL
We consider a dual-hop multi-relay network consisting of
one source node S, one destination node D, M half-duplex
DF relays {Rk}kM=1 and one eavesdropper E, as illustrated
in Fig. 1. In the network, all the nodes are equipped with a
single antenna except E, which is equipped with Ng antennas.
All the channels suffer from the quasi-static flat Rayleigh
fading so that the channel coefficients remain unchanged dur-
ing the coherent time of the channels [26]. It is assumed that
direct link between S and D is unavailable due to significant
path loss and shadowing effects caused by obstacles [20].
Furthermore, each relay is equipped with a data buffer By of
finite size L and the data packets in the buffer obey the ““first-
in-first-out™ rule.

Throughout this paper, we define h4p as the channel coef-
ficient of link A — B, which is a complex Gaussian random
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FIGURE 1. System model.

variable with zero mean and variance A4p. Hence, the channel
gain |hap|? is an exponentially distributed random variable
with mean A4p. In addition, we assume that the main and
wiretap channels are independent and nonidentical. More
specifically, the main channels are assumed to be independent
and identically distributed (i.i.d), i.e., Asg, = Ag;p. On the
other hand, the wiretap channels are also i.i.d, i.e., Asg =
ARE-

B. PROPOSED SECURE LINK SELECTION SCHEME

In order to delve into the buffer-aided secure link selection
scheme, we first model the number of the data packets in each
buffer as a state. Thus s, = [, (1), ¢, (2), -+, ¢ (M)]T
denotes the n-th state of the possible states, where ¢, (k) €
{0,1,--- ,L} (1 <k <M) represents the number of data
packets in buffer By at state s,,.

It’s worth noting that under state s,, the relay Ry can
receive or transmit data packets if the corresponding buffer
By is not full or not empty, i.e., ¢, (k) # L or ¢, (k) # 0.
Therefore, ¢, (k) = 1 (or ¢, (k) = 1) denotes the case
that the relay Ry can be selected for reception (or trans-
mission) at state s, in the first (or second) hop. That is to
say, the corresponding link is available in this case. On the
contrary, ¢1,, (k) = 0 (or ¢, (k) = 0) represents the case
that the relay Ry cannot be utilized to receive (or transmit)
data packets in the first (or second) hop, which means that
the corresponding link is unavailable. Based on this, we have

e #£L

b =10 T (1)
and

=10 " 0T @)

After that, the number of available links in the first and sec-
ond hops at state s, are respectively given by

M
Min =) 1.k, 3)

k=1
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M
Mo =" ¢on (k). )

k=1
Besides, to make the subsequent secrecy analysis tractable,
we denote the achievable secrecy rate of the first hop as [27]

Csre = [log, (1 + ysr,) — logy (1 + ysp)] " ®)

where ysg, = Ps|hsg, |2 /o? and ysg = Ps |hsg|? /o
denote the received SNR at Ry, and E respectively, hgg repre-
sents the Ng x 1 channel vector between S and E. In addition,
Py is the transmit power of S, o2 is the variance of the additive
white Gaussian noise (AWGN), and [x]T = max {0, x}.

Similarly, the achievable secrecy rate of the second hop is
given by

Crpe = [log; (1 + yrep) — log, (1 + VRkE)]+ ©)

where yr,p = Pr |hR/<D|2 /02 and yre = Pg ”thE |2 /02
represent the received SNR at D and E. Similarly, hg, £
denotes the channel vector between R; and E, Pg is the
transmit power of Ry.

Then, before introducing the proposed scheme, i.e., the
MWSLS scheme, we first review the popular MLSLS scheme
in the following.

Inspired by [9], the MLSLS scheme is taking the secrecy
constraints into consideration, which can be mathematically
expressed as

U VSR » U YRiD @)

p(k)#£L P(k)#0

The MLSLS scheme can increase the achievable secrecy
rate by enlarging the difference between the quality of the
main channels and the eavesdropper’s channels. However,
the impact of the buffer status is not taken into account in the
MLSLS scheme, hence the relay with good link quality may
be selected frequently, and its buffer tends to be empty or full
easily.

Therefore, the proposed MWSLS scheme is designed from
the perspective of the buffer status, which relaxes the require-
ment of channel quality. Note that this novel scheme is
also inspired by [10], but different from [10], the physical
layer security in a cooperative buffer-aided relay network is
explored simultaneously. Furthermore, the secrecy outage is
defined as the event that the achievable secrecy rate is less
than the predefined secrecy rate R,;. That is to say, if the
achievable secrecy rate greater than R;, the corresponding
link is regarded as secure and available. The main idea
of the MWSLS scheme is that the higher priority is given
to the buffer status, while the link quality only meets the
requirement that it is not in secrecy outage. More specifically,
we first define the weight of link § — Ry (R — D)
as L — ¢ (k) (¢ (k)) according to the current buffer status
and then the weight is allocated to the corresponding link.
Next, this scheme selects the link with the largest weight
among all secure and available links. From this proposed
scheme, we can observe that the relay with the least packets

sk
Ry1s1.s = argmax
ke[1:M]
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in its buffer is selected at the first hop and the relay with
most packets in its buffer is selected at the second hop. The
MWSLS scheme can be described as

Rywsps = arg max U {L — ¢ )},

ke[1:M]

1+vsRy,
9L, ek =y

U et ®

p k)70, 1+yR 2> Y

A .
where y;, = 228 is the secrecy outage threshold. Note
that the exponential term is “2R;” due to that the whole
transmission process is divided into two time slots.

C. COMPARISON OF CSI REQUIREMENT AND
COMPLEXITY

In this part, we provide a comparison of CSI requirement
and complexity between the MWSLS and MLSLS schemes.
According to the analysis above, we find that the CSI
of the main channel, i.e., hsg, and hg,p, are needed for
both schemes. Besides, the CSI of the wiretap channel is
also needed during the process of link selection under the
MWSLS scheme. Hence, in this paper, we assume that
the eavesdropper is normally an active member of the net-
work, and the eavesdropper’s CSI can be obtained. Based on
this, the MWSLS scheme has a higher complexity than the
MLSLS scheme due to a large amount of feedback overhead
during the acquisition of eavesdropper’s CSI, which is the
limitation of this scheme. From the analysis above, we can
observe that the MWSLS improves the security of the system
at the cost of increasing the system complexity compared with
the MLSLS scheme.

Ill. SECRECY OUTAGE ANALYSIS

In this section, we analyze the secrecy outage performance
of the DF buffer-aided relay networks under the MWSLS
scheme. Considering all of the possible states, the secrecy
outage probability of the system can be given by [9]

N
> 7nPousn (vin), ©)

n=1

Pour (Yen) =

where N = (L + DM is the total number of states, 7, and
Pout.n (vn) denote the stationary distribution probability and
the secrecy outage probability at state s, respectively.

A. THE SECRECY OUTAGE PROBABILITY AT STATE s;:

P, out,n ()’th)

Given a state s,, we derive the exact and asymptotic
secrecy outage probability in this subsection. To make
the following analysis tractable, we assume that the
variance of the AWGN is o2 = 1, and then
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we define VSR;WLnE = (1 + ySwal_,l> /(1 + ysg) and

YRy, DE = <1 + VR;,’/IMD) / <1 + VR;,’/IME>9 where

VSRy, = Pg ‘hSR;WM hSijl ) 2 = max, “hSRk |2} and
2

YRy, 0 = PR\ ol bRy b= wnn(f}g’;éo{|thD|2}~

Moreover, we also denote ysg = E (ysg, ), Vrp = E (YrD)
vse = E (yse) and yre = E (yg,£)- Then, according to [24],
the secrecy outage probability at state s, is given by

Pout.n (Yen) = FVSRM E (Yen) 'FyRXl DE (Vin) (10)
1,n 2.n

Theorem: The exact and asymptotic CDF of Ysr,, E are
1,n

respectively given by

M],n s(e—1)

FVSijl E(x)=Z<M1n>( e V;R

s=0
- Ng
x (L> (10
VSR + SXVsE
and

_ My, Min
VSR> [ X ' M,
FVSR’ E(x) ~ ( y. ) Z (
My, YSR s—0 s

x— I\M ™S (s 4+ Ng — 1! _
X( x ) Np — ) VSE
(12)

Proof: See Appendix A. [ ]
Note that if we make substitution of the parameters,
ie., M1, - M, Ps — Pgr, ysk — VrD, We can derive
the exact and asymptotic CDF of y, " DE- On the other
hand, to make the following analysis tractable we define
y = ysg = Vrp as the average SNR, and yr = ysg = Vre
be fixed.
Furthermore, the exact and asymptotic CDF of VSR, E

can be regarded as the function of M; ,, we denote 1t as

Py (My,,) and P° (M) respectively. Similarly, the exact

and asymptotic CDF of YR, DE can be expressed as
2.

Py (Mz,n) and Pgo (Mz,n). Recalling the assumption of a
symmetric channel scenario we considered, hence we have
Py (8) = P2 (8) = P (8), P{° (8) =P5° (§) =P (8), where §
is the number of available links.

B. THE STATIONARY PROBABILITY AT STATE sp: np

Now, we focus on the stationary probability m. Firstly,
we divide the sets of states which can be transferred from
state s, within one step into two sets, denoted as 2} and Q2.
Specifically, if the source-to-relay link is selected, the buffer
state will transfer from state s, to one of the states in ..
On the other hand, if the relay-to-destination link is cho-
sen, the buffer state will transfer to another state in Q2.
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According to [9], we denote A € RV*N as the state tran-
sition matrix of the Markov chain, where the entry A, , =
Pr[T (t + 1) = s, |T (t) = s, ] is the transition probability to
move from state s, at time slot ¢ to state s, at time slot ¢ + 1,
s, represents one of the elements in Q! or Q2.

Based on the secure link selection scheme, we find that
the buffer state remains unchanged if the data packet is not
successfully transmitted to the correspond node. That is to
say, the secrecy outage event occurs. On the other hand,
when s, € Q) ors, € Q2, it means that the corresponding
transmission is successful.

From these observations, the entry of the state transition
matrix is given by

Pourn (vmn) , Sy =5y
A, = PﬁR; sveQ}, (13)
’ Pfk , sy € Q,%
0, else

where P5% and PRP denote the probability that the link of
S — Ry and R; — D are selected respectwelg

Now, we proceed with the derivation of PS and Pff"D.

Firstly, according to the MWSLS scheme, the weight vec-
tor at state s, is given by

wo = [k, w2 (14)

where w8 = L — ¢, (k), wMH* = ¢, (k)1 <k < M)
represent the welght of § — Ry and Ry — D respectively.
Given a weight w? # 0(1 <6 < 2M), we define N,llag I =

M

Z w1 (wk) as the number
M+1

of S > Ry and Ry — D links whose weight are lager

M lar,2
k21 @1 ( n) and Nnaer =

k 0
9 o ) Lowy>wy
than w, respectively, where @ (wk) = 0 else
eq,1 M eq,2
Similarly, let us denote Nn?@’ = Y @ (wk) and N, 7 =

k=1
oM
> o (wﬁ) as the number of S — Rj and R; — D links
whose weight are equal to wf}l respectively, where @ (w’,‘l) =
1, wk =w?
0, else
To obtain the transition probability at state s, three events

are defined as follows.
E, = {A link with the weight of w¥ is selected] (15)

E! = {All the Ni’fg Ty N, I‘" 2 Jinks with larger weights

k

than w;, are not secure and unavailable} (16)

eql eq2

E? = {At least one of the N, ; + N, " links with
the weight of wﬁ is secure and available} (17)

According to the MWSLS scheme, we find that the event
E, occurs only if the event E! and E2 occur simultaneously.
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Note that the event E! and E? are independent, hence we have
E, = E! N E2, and the probability of the event E, is

Pr(E,) = Pr( ) ﬂPr(Ez)
—p (Nlar I)P <Nlar 2) [1 _p (Neq 1) P(N:)%z)]
(18)

If1 <@ =k) <M,theS — Ry link is chosen, and the
probability PSRt is given by

p (v (ute%) [ (vt (1)
PiRe = : :

eq,1 eq,2
Nn,k +N

19)

where the coefficient is 1/ (N,f’qkl + N ) because the prob-
ability to select a certain link among all the links with equal
weights is the same and equal as l/(N,f,qk’1 + N,f)qk‘z).
Following the similar analysis, if M +1 < (0 =M + k) <
2M , the corresponding probability Pff"D can be expressed as

Ry D
Pn

lar,1 lar,2 eq,1 eq,2
PN )P (M) =P (N )P (Vi) ]

eq,1 eq,2
Ny T Nomi

(20)

With these observations, we can obtain the stationary dis-
tribution probability vector, which is given by [9]

t=A-I1+Q)'b Q1)

wherew = [z, 72+, 2wy, b= (1,1,---, l)T,Iisthe
identity matrix and Q is the all-ones matrix.

Therefore, the exact and asymptotic closed-form expres-
sion of the secrecy outage probability can be derived, and
in order to obtain more insights, we will proceed with the
investigation of the secrecy diversity gain, the average secrecy

throughput and the delay in the following section.

IV. OTHER PERFORMANCE METRIC ANALYSIS

In this section, the secrecy diversity gain, the average secrecy
throughput and the end-to-end delay of the buffer-aided relay
network are investigated, which can provide a comprehensive
and effective method to evaluate the secrecy performance of
the system.

A. SECRECY DIVERSITY GAIN
To indicate the achieved secrecy diversity gain visually for the
buffer-aided relay network with small buffer sizes, the special
case such as L = 2 is investigated by following similar
analysis as [10].

Firstly, we divide the N states into M-+1 state sets
Sp (0 < B < M), which can be given by

M
U ) o @) =8 (22)

ne[l:N] k=1

Spg =
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where Sg represents the set which has 8 empty or full buffers,

1, k)=L 0
and @7 (g (k) = {0 9O = L

Sg, note that there are 2M — B available links. More specif-
ically, we assume that there are ) unavailable links in the
first hop and B, unavailable links in the second hop, where
B1 + B2 = B. Hence the secrecy outage probability can be
represented as

. Given a state set

M
Pou =y P (M — B1)P (M — p2) 7p (23)
B=0
where 75 denotes the stationary probability if the current state
being in the state set Sg.
Then, denoting A as the “state set” transition probability
matrix and following similar analysis as [10], we can obtain
the entry of A for the special case L = 2, which is given by

PM—-BOPM—pr), a=p
1=P@B)PB), a=p—-1
Awp=1{PBOPB) —PM — )P M — ). (24)
a=p+1
0, else

where 0 < o < M. Since the Markqv chain we consider is
irreducible and aperiodic, we have Ar = . According to
this equation, we can obtain the relationship between 77 and
7o, which can be written as
-1
. T PU)PL) - PM — 1) P (M — D)
g = 10 1_[
1L=PU)P(+1)

(25)
1=0

where ]l < B <Mandl) + 1, =1.
M

Since )’ 7g = 1 always holds, therefore we can obtain

£=0
1
o = ” 1 (26)
m—
PU)P()—PM—I)P(M—1)
1+ mgl [11;10 T—PUOPGLAD) }
B—1
1—[ P()P()—PM—1))P(M—1p)
2 I=PU)PBHAD)
5 = M_ 1 ’
"
P)P)—PM—1)PM—1p)
1+ mZ=:1 |:11;[0 =P P(L+1) :|

l=p=M (27)

According to [28], the secrecy diversity gain can be defined
as

d = — lim &P

- (28)
y—oo log, ¥

Hence the asymptotic secrecy outage probability is given by

_ M
P RIS PO (M - P (M - B EE (29)
B=0
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Corollary 1: The asymptotic stationary probability 7 °° can
be expressed as

1
A~ =
072
g p=1
BB-D g—
(m) 2 ﬁl-[] 3 ! (Vrh—l)l_S(S+NE—1)!—s
Z Lz s ) U WD VE
-~ 2
(30)
Proof: See Appendix B. [ ]

Substituting (30) into (29), the asymptotic secrecy outage
probability can be rewritten as (31), shown at the top of the
next page.

It is worth noting that when 8 = 1 or 2, (yu/ 7M1
is a lower order term compared to other terms. That is to
say, it dominates the whole expression while other terms are
approximated as 0. Hence when L = 2, the secrecy diversity
gain of d = 2M — 1 can be obtained.

Next, resorting to [10, eq. (24)], we can derive the results
for the case L = 3.

Corollary 2: The asymptotic stationary probability 7> for
the L = 3 case can be expressed as

g
M _ B
N (@)’W Z(M)(Vzh—l)M TGHNE=DL,
v =\ s Vih (Ng— 1)t “E
(32)
Proof: See Appendix C. [ ]

Similarly, the asymptotic secrecy outage probability with
for the L = 3 case is given by (33), shown at the top of the
next page.

Form the expression above, we find that the corresponding
term (vy,/ )7)("3+2)M ~# dominates the expression (33) when
B = 0, which results in that the secrecy diversity gain is
equal to 2M. That is to say, for the case L = 3, the system
can achieve the optimal secrecy diversity gain, hence when
L > 3, the same optimal secrecy diversity gain of 2M can also
be achieved.

Furthermore, for the case L = 1, we can easily obtain that
the secrecy diversity gain is equal to M. Based on the analysis
above, the secrecy diversity gain of the MWSLS scheme can
be expressed as

M, L=1
dywsLs = {2M —1, L =2 34
2M, L>3

Remark: The MLSLS scheme can achieve the optimal
secrecy diversity gain of 2M under the scenario L — oo0.
On the other hand, when L is finite and small, the secrecy
diversity gain of the MLSLS scheme is reduced to M because
it is limited by the states with full or empty buffers. Motivated
by this, the MWSLS scheme is designed to prevent the buffer
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from being full or empty effectively, therefore it can achieve queuing length at Ry, if considering all states is given by
the optimal secrecy diversity gain of 2M even when L is N
small. Ok =Y mtapn (k) (37)

B. AVERAGE SECRECY THROUGHPUT AND END TO END
DELAY

This subsection investigates the average secrecy throughput
and the end to end delay of the system under the MWSLS
scheme.

The average secrecy throughput represents the average
rate of the transmitted information which is kept confiden-
tial to the eavesdropper. Due to the fact that the system is
delay-limited, resorting to [29] and [30], the average secrecy
throughput is given by

T = RRS (I = Poys (Vth)) (35)

where R denotes the average data transmission rate of the
system, and we have R = % due to that it takes two time
slots for every packet to reach the destination node.

Then we will proceed with the analysis of the end to end
delay. In the buffer-aided relay network, the end to end delay
of a data packet is the time interval between the packet leaves
the source node and reaches the destination node, which can
be expressed as

Dtolal = DS + DR (36)

where Dg and Dy denote the average delay at the source
node and the relay nodes respectively. We find that Dg = 1
always holds owing to that only one time slot is taken when
every packet transmits from the source node to the relay node.
Furthermore, since the probabilities to choose a certain relay
Ry among all M relays are the same, hence we have Dg, =
Drpand Ty = T /M, where DRk and Ty represent the delay
and the average secrecy throughput at relay Ry respectively.
On the other hand, given a state s,, denoting the queuing
length in the buffer of relay Ry as ¢, (k), hence the average
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n=1
According to the Little’s law [28], the average packet delay
at relay Ry can be expressed as

Dg, = =— (38)

Finally, invoking the corresponding expression above,
the average end to end delay can be given by

N
M Z Tn@n (k)

14+ n=1 39
Ry (1 — Pous (Yin)) %)

V. SIMULATION ANALYSIS

In this section, we present comparison simulation results
for the secrecy performance of the MWSLS scheme and
the MLSLS scheme to verify the theoretical analysis in the
previous sections. Without loss of generality, the transmit
power of all links are normalized to unity and the predefined
secrecy rate is set as Ry = 1 bit/s/Hz. As indicated in these
figures, the analytical results are in exact agreement with the
Monte Carlo simulations which corroborates the accuracy of
the theoretical analysis.

Fig. 2 illustrates the secrecy outage probability versus the
average SNR y for the proposed MWSLS scheme with dif-
ferent number of relays and buffer sizes. As indicated in this
figure, the secrecy outage probability is decreased with the
increase of M and L. This is intuitive since increasing M or L
provides additional secrecy diversity gain. More specifically,
for the case M = 1, we can see that the secrecy diversity gains
of L =1,2,3are 1, 1, 2 respectively. While for the case M =
2, the secrecy diversity gains of L = 1, 2, 3 increase to 2, 3,
4, which verified the correctness of the theoretical analysis

Diotar =
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FIGURE 2. Secrecy outage probability vs. the average SNR y for the
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FIGURE 3. Secrecy outage probability vs. the average SNR y for different
secure link selection schemes when M =3, L =2, 4, N =2, y = 10dB.

about the secrecy diversity gain of the proposed MWSLS
scheme.

Fig. 3 plots the secrecy outage probability versus the
average SNR y for the proposed MWSLS scheme and the
MLSLS scheme with different buffer sizes. It is observed
that the MWSLS scheme outperforms the MLSLS scheme
significantly when the buffer sizes are small. That is due to the
fact that the former can provides higher secrecy diversity than
the latter. To be specific, the MWSLS scheme can achieve the
secrecy diversity gains of 5 and 6 when L = 2, 4 respectively.
However, for the MLSLS scheme, the secrecy diversity gain
reduces to 3 for both L = 2 and L = 4 cases. Moreover,
we can find that when the buffer sizes are small, the MWSLS
scheme can achieve the same secrecy diversity gain as the
MLSLS scheme with infinite buffer sizes, which further indi-
cates the distinct advantage of the proposed MWSLS scheme
on the secrecy diversity gain.

Fig. 4 shows the secrecy outage probability versus the
buffer size L for the proposed MWSLS scheme and the
MLSLS scheme. As can be seen, regardless of the secure link
selection scheme, the secrecy outage probability decreases
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secure link selection schemes when M =1, 3, L =2, 3, Ng =3, yp = 5dB.

with the increase of the buffer size until the performance
floor occurs. Furthermore, it is intuitively observed that the
MWSLS scheme can achieve the secrecy performance floor
with small buffer sizes, while the MLSLS scheme needs to
satisfy the requirement of the long enough buffer sizes, which
is because the optimal secrecy diversity gain of 2M can be
achieved for the MWSLS scheme when L > 3.

Fig. 5 presents the average secrecy throughput versus the
average SNR y for the proposed MWSLS scheme and the
MLSLS scheme with different number of relays. It is shown
that with the increase of the average SNR y, the average
secrecy throughput is increased until it converges to a rela-
tively fixed value %, since the process of the packet transmis-
sion takes two time slots. We note that the MWSLS scheme
degenerates to the MLSLS scheme when M = 1, L = 2. This
is because the state transition matrix of MWSLS is the same
as that of MLSLS and then the same secrecy performance can
be achieved under this special scenario. Furthermore, we can
also observe that the proposed MWSLS scheme outperforms
the MLSLS scheme in terms of the average secrecy through-
put, which matches the analysis in (35).
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Fig. 6 compares the end to end delay versus the aver-
age SNR y between the two secure link selection schemes.
As shown in this figure, for the two schemes, the end to end
delay are both decreased with y and approach a lower bound
1+ML /R, when y is sufficiently large. Despite this, the lower
delay can be obtained using the proposed MWSLS scheme
when y is not large enough.

VI. CONCLUSION

This paper proposes a novel MWSLS scheme to enhance
physical layer security of the considered system by giving
higher priority to the buffer status to avoid the event of buffers
to be full or empty occurring. We derive the closed-form
expressions of the secrecy outage probability, the secrecy
diversity, the average secrecy throughput and the end to end
delay by modeling the evolution of the buffer status as a
Markov chain. The impacts of different system parameters on
the secrecy performance is investigated by comparing with
the MLSLS scheme. Our findings suggest that for the case
with small buffer sizes, the MWSLS scheme can provide a
significant secrecy performance boost by comparisons with
the MLSLS scheme. In particular, the former achieves the
optimal secrecy diversity gain of 2M so long as L > 3,
while the latter must require L — 00 to achieve the same
secrecy diversity gain. These results provide useful insights
for designing the cooperative buffer-aided relay networks in

the presence of an multi-antenna eavesdropper, and this work
could be extended to cognitive cooperative or internet of
things scenarios in the future.

APPENDIX A 5
Let us define X = hSij ,Y = ||hsg ||2, according to the
1,n

order statistic, the exact CDF of YsR,, E can be expressed as
1,n

F ) p 1+ PsX
, —pr( —>=
Vs, £ 1+Psy

o0 —1
- / Fx (’“P— +xy>fy Mdy  (40)
0 S

According to the secure link selection scheme, the exact CDF
of X is given by

Pgx Ml,n
Fx (x) = (1—[@) , 41

On the other hand, when y — o0, with the help of ¢* ~
1 + x (x — 0), the corresponding asymptotic CDF of X can
be expressed as

)7—)00 PSX Ml.n

Fx (x) ~ <_—) (42)
VSR

The PDF of Y can be presented as [31]

Psy

Pg Ng yNE—le* 7SE
=(=) =——— 43
o (7755) (Ng — D! @

Then we substitute (41) and (43) into (40), the exact CDF
of the VSR, E can be easily derived with the help of binomial

theorem. Following the similar approach, the desired expres-
sion of the asymptotic CDF can be obtained after some simple
mathematical manipulations.

APPENDIX B

When y — oo, invoking the asymptotic secrecy outage
probability, we have, (44) and (45), as shown at the bottom of
this page.

It is obvious that when m = 1, the corresponding term is
always equal to 1. While m > 1, the corresponding term is
approximated as 0 when y — oo, hence the denominator of
(44) and (45) are equal to 2. To this end, the desired results in
Corollary 1 can be derived.

1
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