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Abstract
Wireless sensor networks (WSN) are the new speed-accelerating technologies worldwide and are used continuously in 
a range of critical applications. Any damage or compromise to data security could have physical and direct effects on 
network efficiency and safety. One of the active areas of research is key management, authentication, and trust man-
agement in wireless sensor networks (WSN). Since researchers have provided many protection schemes, it is difficult to 
select which key management or trust management schemes in a specific WSN application suit best. We did a detailed 
survey in our paper on how the properties of various trust management, authentication, and key management schemes 
can be used for specific applications. Based on this review, we present the methodologies, advantages, and limitations 
of the previously proposed key management, authentication, and trust management scheme in WSN. The goal of this 
thorough analysis is to compare and find the correct security solution that successfully meets the requirements of the 
application. Moreover, the strength, weaknesses, and open problems are added that can extend more frontiers to get 
the best security solutions in the future.s

Keywords  WSN security · Key distribution · Security attacks · Protocols · Direct trust · Indirect trust

1  Introduction

Wireless sensor networks (WSN) are worldwide emerging 
at accelerating speed. Several kinds of research on WSN 
technology and standards are publishing annually, both 
patented and open standards. Recently botnet attacks, 
combined with the Internet of Things (IoT), have affected 
many internet name servers and web service providers. 
Many IoT device inventors, call-backs all the IoT devices 
which are affected by botnet attacks. Therefore, in today’s 
scenario, security and trustworthiness are observed as a 
necessity in WSN and IoT [1].

A wireless sensor network depicted in Fig. 1 is a collec-
tion of randomly deployed small sensors that are coop-
erating with each other. The characteristics of the sensor 
network are condensed placement, random deployment, 
variant topology, limited bandwidth, movable or stilled 

sensors, self-configurable sensor nodes [2, 3]. In today’s 
scenario, the world uses these data collected by sensors 
from inaccessible environments. These data do not neces-
sarily contain errors and does not alter during transmis-
sion. WSN has various opportunities for opponents to 
compromise the network. Due to the broadcast nature anc 
vcd mobility, it always attracts many threats towards the 
network. Therefore, the Internet Integrated Sensor Net-
work (IISN) should be able to provide defense, integrity, 
privacy, and security against various threats and attacks. 
As for connectivity between the Internet, sensors and 
smart devices increases, companies providing security 
services have a good opportunity.

In recent times, International Business Machines (IBM) 
launched a product called IoT Solutions Practice. This IBM 
product provides various security services using this secu-
rity bundle [4] IBM has also launched a product named 
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Watson IoT platform which is a collection of Application 
Programming Interfaces (APIs) which provides security 
services such as authentication, block chaining, integrity, 
scanning, and many other security services. The security 
solution provided by many cryptographic protocols such 
as RSA (Rivest–Shamir–Adleman) and Diffie-Hellman suf-
fer from

timing attacks [5]. Therefore, security service provid-
ers need to go beyond these timing attacks and provide 
effective security in IISN architecture [6]. The forecast by 
IDTechEx [7] about IP-addressed sensor device that it has 
growth $48 billion in 2025 from $0.68 billion in 2015, the 

forty-seven percent gross yearly increasing rate as shown 
in Fig. 2. By 2020 the internet connecting device has more 
than 50 billion predicted by the Cisco system. The internet 
connecting devices have included numerous sensors (i.e. 
heat, pressure, moisture, radiation sensors), IoT devices, 
actuators, smoke, gas, surveillance equipment, and many 
communication devices. As the growth rate of connecting 
devices increases the data is also bounces exponentially.

Contribution and organization
In the related work, the security-based on key manage-

ment, trust management, and authentication schemes 
systematically examined and reviewed. We consider the 

Fig. 1   Wireless sensor network
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Fig. 2   Communicating devices 
predicted by IDTechEx [7]
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basics of security in wireless sensor networks and summa-
rizes various solutions. This manuscript describes briefly 
research progress on WSN network security based on key 
management, trust management, and authentication 
schemes, three aspects, by summarizing and observing 
these results, their pros and cons, also pointed limitation 
future research direction to search new security solutions.

The major contributions of our paper are as follows:

•	 We present an overview of the basic terminologies 
of the sensor network, applications, security require-
ments, security th reats, and security solutions based 
on keys, trust, and authentication.

•	 We provide a systematic review of security solutions in 
the wireless sensor network. The security solutions are 
summarizing and observing these results, their advan-
tages and disadvantages, also pointed out limitations 
in previous work.

•	 Divide the key management schemes in random key 
distribution, master key-based, location-based, tree-
based, and polynomials-based schemes. We also high-
light the key generation and distribution approaches 
with their salient features.

•	 Divide the authentication schemes into lightweight 
authentication, Identity (ID)-based, Medium access 
control (MAC)-based broadcast, and timestamp-based 
schemes. These authentication schemes are evaluated 
based on features of network security such as less work 
and data load, less power consumption, strong security, 
efficient use of resources like storage, bandwidth, and 
energy.

•	 The trust management schemes are classified in dis-
tributed trust management and centralized trust man-
agement. These schemes are evaluated based on trust 
attributes.

•	 We also present a summary of open research chal-
lenges and problems about the key management, 
authentication, and trust management schemes in 
wireless sensor networks.

•	 The rest of this review paper is organized as follows. 
Section 2 described basics of wireless sensor network 
security. Section  3 has given a brief description of 
various security solutions based on key management, 
authentication schemes, and trust management. Sec-
tion 4 described the discussion and future direction. 
Section 5 concludes the paper.

2 � Background

The wireless network is based on infrastructure-based and 
infrastructure-less architecture. The infrastructure-based 
network requires a fixed base station such as WSN whereas 

infrastructure-less does not require any fixed base station 
such as the Flying Adhoc network (FANET). WSN is featured 
by dynamic network topology due to the fixed or mobile 
nature of the nodes. The resources like storage, energy, 
and processing speed available to Mobile Adhoc network 
(MANET) is also limited. Therefore, the security of the sen-
sor network is difficult to perform in comparison to wired 
networks. Some basics about wireless sensor network 
security are depicted in Fig. 3.

2.1 � Application of wireless sensor network

The variety of sensors such as light, pressure, humidity, air 
quality, heat, speed are used in many life-changing appli-
cations such as healthcare, nuclear field, electric boiler, 
air quality monitoring, disaster relief application, military 
application, and house automation devices [8]. Fig. 4 also 
depicted the application area of WSN. The recent applica-
tions of WSN can be explained below:

1.	 Monitoring insect’s life cycle
	   The monitoring of the insect life cycle can reduce 

the use of excessive pesticides and reduce the expend-
iture of farmers. Initially, with the help of different 
types of sensors users monitor the population growth 
of insects at different stages of the life cycle. With the 
help of Carbon diaoxide (CO2) sensors identify the 
population density of insects at different stages. It is 
also detected the location and positioning of insects 
can be communicated by mobile phone via Global 
System for Mobile Communication and Global Packet 
Radio Service modules [9].

2.	 Monitoring water quality
	   According to the report, more than a hundred mil-

lion patients registered every year by water pollutant 
disease, and millions of deaths happened every year 
worldwide. So, with the help of WSN, we can monitor 
pH value, acidity, electrical conductivity, oxidation-
reduction potential, and Turbidity of water. Therefore, 
we reduce the toxicity of water and help people to get 
affected by harmful water [10].

3.	 Monitoring greenhouse gases
	   The environment monitoring can help to increase 

the production of crops with the help of greenhouse 
gas monitoring which is slowly changing. Zigbee and 
LoRaare used to monitor greenhouse monitoring. The 
greenhouse data can be collected and classified with 
the help of different techniques and produce a predic-
tive model that analyzed the effect of the greenhouse 
on the environment [11].

Some other applications are WSN is also used in alarm 
detection and monitor technique in the manufacturing 
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companies. Any abnormal event can harm production 
and also dangerous to human life. WSN networks can eas-
ily detect abnormal events and also fault alarm. The pest 
control system is also managed by the wireless sensor net-
work. The Pest management system is the application of 
WSN in agriculture [96].

2.2 � Issues and challenges in the security of wireless 
sensor network

The poor security measures can result in the loss of impor-
tant, private, sensible data of various applications of the 
sensor network. It is also causing a loss of customer or user 
confidence towards WSN. In a worst-case scenario, uncov-
erable damages can happen due to loss or altered data 
and information. The other effects of poor security meas-
ures such as high network congestion and busy server, loss 
of trust by the user, and high recovering cost. Design and 

propose a secure solution for WSN have various issues and 
challenges [1] [12].

•	 Reliability  It is negotiated by the deployment strategy 
of network, radio connection, power failure, hacking, 
and various security attacks.

•	 Low power WSN This type of network can be achiev-
ing by developing low power microcontroller, light-
weight encryption, and decryption algorithms. The 
battery-powered devices have hibernated and lower 
consumption modes can help to make low power WSN. 
Quantum key distribution used in cryptography can 
also make ultra-low- power WSN.

•	 Hacking attacks The study says that 40% of smart 
devices are vulnerable to security attacks in 2016. The 
home security system uses a smart device called Com-
cast which is using Zigbee standard which can be hack-
able by a radio jamming device. In 2017, the Distrib-
uted Denial of Services (DDoS) attack can be triggered 

Fig. 3   Security elements wire-
less sensor networks
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by a worm named Mirai can be affected by around 2.5 
million IoT devices. Another worm called Reaper has 
infected around 1 million smart devices.

•	 Vulnerabilities of networking devices There are more 
than 500 million smart devices connected every month 
using IoT technologies. The main security threats for 
these sensor-based devices are privacy, authentication 
issue, mobility, physical capture, security configurabil-
ity, design faults, and cloud interface security.

•	 Data integrity The transmission of data from source to 
destination safely by using cryptography. For successful 
data transmission, it can use checksums, timestamps, 
and hashing techniques.

•	 Limited Resources A sensor/node is a small device which 
has less amount of memory. To propose an effective 
security solution, it is always considering the size of the 
algorithm. Some commonly used sensors have com-
monly used 10Kb of random access memory, 1024Kb 
of flash memory, and 48kb for program memory. Also, 
embedded operating and software are taking a small 
amount of memory.

•	 Power Limitation Power Limitation is the main restric-
tion to these sensor devices. We consider that, after the 
deployment of sensors in the target area, it cannot eas-
ily replaceable and rechargeable. To propose an effec-
tive security solution, the security algorithm must use 
low power cryptographic function, encryption, decryp-
tion, cryptographic keys, and digital signatures.

•	 Unreliable Communication Unreliable communication is 
also dangerous for WSN security. The algorithm must 
consider factors such as latency, conflict, etc. to defend 
against unreliable communication. Unreliable commu-
nication is caused by broadcast communication where 
packets are transferred through the unsecured channel. 
It may cause damage or loss of the packets due to some 
channel errors. If there is no proper error handling tech-
nique, then it is possible to lose secure packets. There is 
a confliction that, if there is a secure channel then also a 
chance to lose some packets due to the dense nature of 
sensor deployment and wireless communication. Also, 
latency is a great challenge in unreliable communica-
tion. Network congestion can cause large latency in the 

Fig. 4   Application of WSN
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network which causes difficult synchronization in the 
sensor network.

2.3 � Security requirements

WSN is an important kind of network. Security solutions 
must fulfill the following requirements. These require-
ments are unique and well suited for the WSN network 
[12].

2.3.1 � Data confidentiality

Data confidentiality is a very significant requirement in 
network security. In any kind of network, the security 
solution for communication devices considers this require-
ment first. Confidentiality of any WSN must consider as 
following [13].

•	 The sensors must not reveal the observed data to its 
neighbors or any other node. In some applications the 
data are highly confidential and secure so, revealing 
data must fail the purposes of the entire network.

•	 In several applications nodes transfer very sensitive 
information, e.g., secure keys, distribution, hence it is 
very important to make channels secure in WSN.

•	 Some information related to the sensor such that iden-
tities, public keys, and other cryptographic information 
stored in sensors in encrypted form. It can be protected 
from passive attackers and traffic analysis.

2.3.2 � Data integrity

If data packets are secured by encryption techniques and 
secure keys, then the adversaries cannot be able to read 
or steal data but still, it can add some bogus data or any 
dangerous script with data. a malevolent node might add 
some trashes or change the data in the information pack-
ets. These modified data are not able to use for the net-
work and it can be harmful for network communication. 
Therefore, data integrity guarantees that any received data 
has not changed during transmission.

2.3.3 � Data freshness

As data confidentiality and integrity have importance in 
data security similar way the data freshness is also needful 
for network communication. The data freshness recom-
mends that old data is not used and data must be recent. 
The cryptographic keys must be refreshes, renew, and 
changed with time. The data freshness can able to pre-
vent a replay attack. Timestamps and nonce are used to 
solve these issues.

2.3.4 � Availability

We must design a lightweight and reusable secure solu-
tion for WSN. Because the addition of some extra features 
in security algorithms can consume more energy. If sensor 
nodes are dead early then the availability of data will also 
reduce. This feature of the security requirement is avail-
ability. The data must be available during the lifetime WSN.

2.3.5 � Self‑organization

A WSN is a typical wireless network, which needs all sensor 
nodes are self-regulating and flexible enough recoverable, 
self-organizing and self-healing conferring to diverse situ-
ations. Due to dynamic infrastructure, network manage-
ment in WSN the sensor must be self-organizeed accord-
ing to the need for a secure network. If self-organization 
is missing in WSN, the loss resulting from security threats 
in a dangerous environment may be disturbing.

2.3.6 � Time synchronization

Some of the application of WSN needs time synchroni-
zation. The sensors just need to turn off when it is not 
required. It must be turned on whenever required. The 
time synchronization has saved more energy and

useful for WSN security.

2.3.7 � Secure localization

Any adversaries can easily manipulate the information of 
non-secure located sensors. If an adversary can manipu-
late the data by false signal strength or replaying signals to 
non-secure located sensors. So, the localization of sensors 
must be secure and accurate.

2.3.8 � Authentication

Authentication is an important attribute of communica-
tion security. This property assures that any data comes 
from a trustable source. If there is communication between 
two nodes, then the sender node wants to assure that it is 
the legitimate node of the network and the provided data 
are valid. In other nodes verify that data or message comes 
from an authenticated and trustable source.

2.3.9 � Accountability

Accountability requires that the behavior of an individual 
must be attributed solely to that entity. Accountability is 
becoming critical for problems such as non-repudiation, 
fault isolation, intrusion detection and avoidance, rehabili-
tation after action and legal action.
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2.3.10 � Survivability

Although security concerns are focused on avoiding 
attacks on information infrastructure, the longevity of 
the system is concerned with the resistance, detection, 
and recovery of failures or attacks. Survival is character-
ised as the ability of a system to perform its task promptly 
in the face of threats, disruptions, or incidents. Survival 
shares priorities with defense and improved security will 
boost the overall potential of the device to survive attacks. 
Besides survival includes functionality that go beyond 
security concerns.

2.4 � Security attacks

The security solutions must adopt the new techniques and 
methods to provide security against adversaries, several 
security threats, intruders, sniffers, malevolent devices, 
hackers, ransomware, and active/passive attacks. The 
spoofing attack is countered by an event-driven control 
strategy. There are various security attacks at each layer of 
WSN which are given in Table 1[14][15]. Some threats are 
classifying as following.

•	 Tampering The sensors are made to works in outside 
environments. Therefore, it is highly vulnerable to a 
physical attack like node capturing. The attacker can 
capture the node and temper its cryptographic infor-
mation which can be compromised the whole network.

•	 Blackhole A node is falsifying the pathfinding operation 
and it could advertise that some false route is the best 
past and efficient path for communication. Therefore, 
it can attract all packets towards itself. Sometimes it is 
dropping all the packets which are difficult to recover.

•	 DoS attacks A denial of service (DoS) attack is harm-
ful to WSN which causes network capacity decrement 
and blocked various services. Many key management 
schemes offer a unique node ID assignment where 
every node gets its ID by using a secure public-key cryp-
tographic approach. So, by this approach, no sensor node 

required any buffer to store messages and prevent false 
message injection in the network

•	 Node capturing attack The nodes are physically attacked 
and capture information stored in it. The attacker can 
compromise the node’s information such as crypto-
graphic keys, identity, and other important information.

•	 Selective forwarding This type of attack consists of a 
malicious node that behaves like a router as depicted 
in Fig. 5. In this attack, the malicious node drops some 
packets and may deny forwarding those packets or 
messages.

•	 Eavesdropping This refers that any unauthorized user 
or malicious node can observe the traffic of commu-
nication. The main aim of this threat is to observe the 
factors (routing information, frequency, etc.) of traffic, 
communication contents, and finding the information’s 
about the nodes.

•	 Sybil attack In the Sybil attack, any adversary node has 
multiple IDs in the network. In our proposed ID assign-
ment scheme every node ID has a combination of an 
initial ID and the public key of the node, which is signed 
by the cluster head and sanctioned by the known node. 
Therefore, the adversary node can’t generate the Sybil 
ID without compromising the known node and cluster 
head. Sybil nodes are also identified by monitoring the 
consumption of residual energy.

•	 HELLO flood attack A lot of routing protocols use the 
topology of the network by using the “HELLO" packets. 
The advisory node sends a flood of “HELLO" packet and 
blocks the communication among nodes in the net-
work.

•	 Jamming The radio communication is used in transfer-
ring packets between nodes is disturbed by the adver-
saries. A strong jamming device can have blocked the 
signals or create noise in the signal by disrupting com-
munication.

•	 Exhaustion: A adversaries’ node can transmit lots of 
bogus packets. By processing, calculating, and validat-
ing these packets the sensors lose lots of power.

•	 Wormhole attack In this type of security attack any mali-
cious node could be placed at the different ends of the 
network. The majority of the packets could be accessed 
and replays.

•	 Identity replication attack Adversaries can copy or clone 
the nodes in the network. So, it can able to access the 
majority of the traffic. This is a legitimate ID of any node 
which are assigned to a fake node.

2.5 � Security constraints

When we proposing any solution for security problems in 
WSN then we need to consider the following constraints 
[16].

Table 1   – Security attacks

Layer Attacks

Application layer Data Repudiation, Data corruption
Transport layer Session Hijacking, flooding
Network layer Wormhole, Blackhole, Flooding, Resource 

Consumption, Location Disclosure 
attack

Data Link layer Traffic Analysis, Monitoring
Physical layer Jamming, Eavesdropping
Multilayer attacks Man-in-middle attack, Denial of Service
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•	 Lightweight: Due to the resource constraint environ-
ment of the sensor network, the security algorithm 
must take minimal operations and resources. The 
security algorithm or solutions and all its services 
are energy efficient, computationally easy so-called 
lightweight solutions.

•	 Decentralized: All the sensors are connected so, at 
any point in time any node will compromise then 
compromises the whole network. Therefore, we must 
design our security solutions is decentralized. If any 
part of the security algorithm will have failed, then it 
will not affect the other part of the network.

•	 Reactive: The security solution must react to changes 
made in the network. The sensor networks are 
dynamic in nature and work in also real-time envi-
ronments, Therefore, the solutions must adopt these 
environments and positively reply to spontaneously 
and unannounced security threats.

•	 Fault-Tolerant: The medium where the sensor nodes 
communicate is unsafe and unreliable. Wireless medi-
ums must-have the capability to detects and recover 
from these faults. The security solution must take 
these faults seriously and must include them.

3 � Security solutions

As the services provided by IISN increases rapidly there-
fore the opportunities for security services providers also 
increase. There is a decent chance for the WSN security 
companies to launch payable security services to gain 
profit. These technological companies like IBM launch 
a security services bundle called IoT solutions practice 
which bundles security algorithms and security solu-
tions. IBM added the groups of APIs with several safety 
facilities such as authenticity, scanning, blockchain tech-
nology, and other safety solutions in a bundle called the 
Watson IoT platform. Here we consider trust manage-
ment, key management and authentication methods 
(Fig. 6) are the main approaches to provide solutions 
against various security threats. Some security methods 
are deliberated to confirm that the security vulnerabili-
ties shall be prevented in an intelligent transportation 
system.

The recently emerged blockchain technology can 
provide a secure method to offer authentication in 
WSN and IoT, because of its cryptographic attributes 

AD= Adversary Node 
SH= Sink Hole 
WH= Worm hole 

SH AD 
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Fig. 5   Security attacks in WSN
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and decentralized property. Blockchain protocol was 
proposed for exchanging cryptocurrency bitcoin. The 
blockchain features can be improvised trustworthiness, 
unforgeability, reliability, and fault tolerance make a 
blockchain method is a powerful approach for authen-
tication. Blockchain provides incorporation of smart 
contracts that gives access control method for com-
municating devices. Blockchain technology provides a 
good platform to create and manage distributed and 
decentralized authentication system for WSN and IoT 
systems [97].

According to the author, they are the first to use a 
key management approach for sensor network based 
on blockchain technology. Blockchain technology can 
be overcome many limitations of the traditional key 
management system. Blockchain has many advantages 
such as decentralization, energy consumption, temper 
proofing, and deployment. They proposed blockchain-
based key management which has less dependency on 
the base station. This method provides trustworthiness, 
security, and reliability [98].

3.1 � Key management schemes

To be responsible for secure communication, the mes-
sages are encrypted by secure keys and provide authenti-
cation for the sender node. The single key-based key man-
agement schemes are very efficient and less complex, but 
the adversary can easily detect the key compromise in the 
whole network.

Therefore, sensor networks use more than one keys 
based scheme to secure the network. Several key distri-
bution techniques are used in WSN. Some key schemes 
are depicted in Table 2 [17].

Key pre-distribution distribution distributes the key 
before the placement of nodes in the working field. So, 
nodes may communicate by using these secret keys [18]. 
The keys are pre-distributed and work in three phases: key 
generation and initialization, key discovery, and establish-
ing of path key [13]. A secret path is created when nodes 
distribute common keys and communicate via these links. 
In the key pre-distribution method, the keys are choosing 
randomly from the key pool [14].

Last few years, different researchers have proposed sev-
eral key generation and distribution approaches [18–20] 
for sensor networks. These approaches have used both 

Fig. 6   Security attacks in WSN
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Table 2   Key distribution scheme in WSN

Key distribution schemes Description Advantages Limitations

Single network wise key Each network has only one key to 
use for encryption and decryption 
of messages.

It is simple, less complex, scalable, 
data aggregation and able to 
organize

It is easy to compromise and lack 
robustness.

Pair-wise key In any network, every pair of nodes 
uses one key for encryption and 
decryption of the message.

Provide authentication, scalable, 
maintainable, and robust

High complexity, costly, not scalable, 
and not easy to organize

Hybrid keys This type of key distribution 
method network has been 
divided into several groups. For 
a group to group communica-
tion, it uses a network wise key, 
and inside every group it uses a 
pairwise key.

It provides scalability, easy to 
organize, multicast, and robust-
ness

Storage is high, need cluster man-
agement algorithm
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symmetric and asymmetric key management schemes 
based on various parameters such as computation com-
plexity and power consumption. Many techniques have 
been proposed for the establishment of key distribution 
and secure key management. Figure 6 depicts a taxonomy 
of various key management schemes. In the following, we 
highlight the key generation and distribution approaches 
into families and designates the most relative content.

3.1.1 � Random key distribution based schemes

Eschenauer et al. [21] proposed an initial key management 
scheme for WSN. This key management scheme comprises 
three phases, first is key pre-distribution, sharing keys, and 
path-key formation. It considers that a node has a fixed set 
of keys called key ring which is selected arbitrarily without 
replacement from a set of an enormous number of keys 
called key pool. In the key ring, each key has linked with 
the ID of sensor nodes. This information must be stored 
in a controller node. This controller node is trusted by the 
network. Chan et al. [22] proposed a Q-Composite key 
management scheme that gives random key pre-distri-
bution and multipath key reinforcement. It is also called a 
random pairwise key distribution approach. Q-Composite 
has a different kind of trade-off. The Q-Composite scheme 
is a powerful solution for security under little threat and 
it also detects high-level attacks. Du et al. [23] proposed 
a matrix-based random key management scheme. The 
matrix-based scheme maintains a matrix where c number 
of keys randomly selected from a large set of keys called 
a key ring. Pairwise keys are selected which are common 
in the key ring. This scheme provides authentication and 
also consume less energy. It supports robustness in the 
network.

3.1.2 � Master key‑based key management schemes

Another key management scheme that enhanced the 
security of keys is based on the master key of the Diffie-
Hellman algorithm. Gandino et al. [24] proposed a mas-
ter key-based key generation and distribution scheme to 
manage symmetric keys. With the help of master keys and 
global puzzle or secret to initialize and produce pairwise 
keys. By these keys, a secure communication environment 
for WSN is formed. Zhu. et al. [25] have given a key man-
agement scheme called Localized Encryption and Authen-
tication Protocol (LEAP+). The LEAP+ scheme is to produce 
keys by using the transitory key. The transitory key is the 
combination of the master key and ID of the nodes. This 
key helps to adopt different types of keys according to the 
messages. Mainly, the pairwise key generation is the core 
of this scheme. The above schemes provide more security 
against clone attacks and reduce initial key setup time. The 

main threat is that when the master key is compromised 
then the security of the network is at high risk.

3.1.3 � Location‑based key management schemes

Younies and Eltowieissy [26] proposed a location-Aware 
combinatorial key generation and distribution scheme. 
This method uses a location and Exclusion Based System 
(EBS) for key generation. Based on location, the generated 
keys are pairwise, randomized, and unique. It is also called 
SHELL because SHELL stands for scalability, hierarchy, 
efficiency, location, and lightweight. This scheme offers 
regeneration of keys and improves the network safety 
against several threats such as node hijack and node com-
promise. The key management responsibility is distributed 
among all the nodes so, the computation complexity and 
storage overhead are reduced. The overload of the cen-
tral node or base station is also avoided. In this scheme, 
the location is the key element to compute the pairwise 
key between nodes. The SHELL provides defense against 
the collusion attack. These key management schemes 
support the change of network size which means node 
addition or deletion and also refresh the key by factor-
ing the geographic location of nodes. Choi et al. [27] had 
given key generation and distribution techniques based 
on location. This approach uses grid-based coordinates to 
generate keys for the network. It is used nine data coordi-
nates and eight neighbors coordinated. With the help of 
these coordinated the pairwise keys are established in two 
phases of the network. It also uses the sequence number 
of each packet sent by nodes. This method provides secu-
rity against various insider and outsider threats.

3.1.4 � Tree‑based key management

Qin et al. [28] proposed an Elliptic Curve Cryptography 
(ECC) and Adelson-Velsky and Landis (AVL) tree-based key 
management approach to secure the sensor network. The 
AVL tree is used to the public key of each node and their 
ID of a neighbor node. This key management approach 
is efficient in terms of energy, computation time, storage 
cost, and communication cost. This approach also uses 
Elliptic Curve Paillieer Encryption (ECPE) cryptographic 
technique to defense against various security threats. 
This approach included another feature where keys are 
updated frequently. Yao et al. [29] have given a key distri-
bution approach called Local Key Hierarchy ( LKH++) for 
a cluster-based sensor network. In LKH++, keys are main-
tained and saved in a tree data structure. These keys are 
used for cluster or group. The tree can be maintained by 
the sink node. This scheme regenerates and rekeying the 
keys when required for the network. LKH++ improves net-
work security and robustness against node capture attacks 
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in the sensor network. Swaminathan et al. [30] proposed 
a scheme where the structure of the wireless network is 
developing with a combination of Distributed Spanning 
Tree Structure (DSTs) and effective low-cost key generation 
method. The Low-cost Key Management Model (ELWKM) is 
more effective in terms of energy cost, time, and storage. 
Chen et al. [31] gave an effective public key cryptography-
based scheme which is an aggregation of several encryp-
tion/decryption methods, Bloom filter, and the Merkle 
hash tree. The elliptic curve discrete logarithm problem 
uses to establish a key management scheme by using key 
threshold theory.

The tree-based key management schemes give better 
performance on storage, computation, and communica-
tion overhead. It also provides perfect scalability where 
the network gives the same performance during node 
addition and removal.

3.1.5 � Polynomials based key management schemes

There are several polynomial based key distribution 
approaches proposed by research fraternity in recent 
years. Shamir [32] introduced the first polynomial based 
scheme in their paper to implement threshold secret shar-
ing. To certify safe inter-group communication, Lu et al. 
[33] proposed a unified framework using classes of nodes 
and the degree of a polynomial for a distributed key man-
agement approach in heterogeneous WSN. In this frame-
work, they generated a random bivariate polynomials pool 
to establish a key between sensor nodes. This framework 
also considered various parameters of heterogeneity in 
the network. Fan et al. [34] proposed a key management 
method based on lightweight polynomial for distributed 
WSN. This protocol mitigated common security attacks 
and also provided secure communications via one to one 
and many to one using polynomial based keys (pairwise 
key, cluster key, and group key) and also provided authen-
tication using a probabilistic local broadcast authentica-
tion protocol among neighboring nodes.

Wang et al. [35] proposed a polynomial - inspired key 
management scheme to offer the security of personal key 
shares. It uses p-degree polynomial F(x) for secure inter 
and intra class communication. Consider a network having 
two groups of sensors, the first group called G1 and the 
second group called G2. If P(v) is a key used by a member 
of group G1 to encrypt the multicast message to members 
of group G2. To decrypt this message using key P(x) by 
members of group G2 received by members of group G1, 
the group controller assigns a polynomial to each member 
of G1 and G2. In this key distribution scheme, a revoca-
tion polynomial and a particular one-way hash function 
are used to defend against the collusion attack. The broad-
cast communication is updated by revocation polynomial 

which is generated by a one-way hash chain utilization 
method. This scheme shortened the communication over-
head and removes the collusion attack.

Suganthi et al. [36] calculated the keys (individual keys 
and the pair-wise keys) during initialization using polyno-
mial functions. In their approach, the base station shared 
the individual key and the neighbor nodes shared the 
pairwise keys. The other nodes shared the group keys. So, 
by this method, the communication overhead is reduced. 
Anita et al. [37] had given Q-composite random scheme 
based on polynomial, which generates a triple key for 
communicating among the sensor nodes. This is the 
polynomial pool-based method to establish secure com-
munication between them. Sun et al. [38] have proposed 
a key management scheme based on polynomials by 
self-heal keys. The improved polynomials and broadcast 
authentication scheme can provide secure communica-
tion and collision resistance. It is using a group of sliding-
window and improved polynomials to produce pairwise 
keys among the controller node and other sensor nodes. 
The two unique approaches Sch-I and Sch-II were also pro-
posed. The Sch-I method proposes the idea that pairwise 
keys are established and shared between the controller 
node and other sensors. Sch-I can be updated dynamically 
according to the network. Sch-I declines the vulnerability 
as other nodes do not have any information about this 
polynomial. The forward security is provided by a one-
way hash function while backward security by using the 
modified polynomial. Sch-II removes the hash chain and 
strengthens security. In this method, they improved the 
collision resistance and avoided the flaws of acceding pol-
ynomials. Zhou et al. [39] proposed a unique, effective, and 
dynamic key management approach for sensor networks. 
There is a combination of ECC, p-degree, and trivariate 
symmetric polynomials that were combined to generate 
efficient keys. The time slice mechanism is used to update 
the key dynamically. The one-way hash chain technique 
was designed to lower the cost for communication in the 
key generation and update process.

Ramkumar et al. [40] have given a novel approach in 
key management using Chebyshev polynomials to gen-
erate keys for ad hoc networks. They used properties of 
Chebyshev polynomials to secure communications. Jing 
et al. [41] have proposed a symmetric polynomial which 
is based on a calculation-based algorithm. By using the 
homomorphism encrypted mechanism, it generated 
pairwise keys. By this approach, the network is protected 
from node capture attacks. Due to the properties of an 
asymmetric polynomial, these pairwise keys are unique, 
random, and strong which fulfills the requirements of a 
good key management scheme. Zhan et al. [42] proposed 
a system of an equation-based key management scheme 
to produce pairwise keys among sensor nodes. By these 
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pairwise keys, the sensor network communicated and 
transmitted messages secretly. The system of equations 
has properties that all the equations have only one solu-
tion. So, the established keys are lightweight, efficient, 
and secure. The cutting point of linear equations is used 
to generate secret shared keys. These pairwise keys are 
used to protect the network from various attacks in sen-
sor networks. The keys are generated by the equations 
called the associated key. Due to the complexity of poly-
nomial equations, this method uses linear equations that 
have only two variables and Exclusion Basis System (EBS) 
to generate keys and implement the key management 
in that network. The advantage of this approach is that it 
provides a good key establishment in comparison to other 
ordinary key schemes and also other performance metrics 
are unaffected.

Dinker et al. [43] proposed a multivariate symmetric 
polynomial and matrix-based key management scheme. 
This scheme uses polynomial and matrix to generate keys 
between the sink node and the cluster head. The protocol 
can make a secure network for future communications. 
It can maintain the matrices at the sink node, multicast 
control node, and cluster head node. When any node is 
updated, then due to multivariate symmetrical polyno-
mial, matrices are also updated. In this method, the key 
management and authentication effectively work with 
sensor nodes and also give efficient results when nodes 
are updated frequently.In the IoT platform, scalability is a 
major issue to provide security because of the heterogene-
ous and dynamic nature of devices.

There are certain criteria by which key management 
schemes are evaluated to provide secrecy against various 
attacks. The key management technique must fulfill cer-
tain criteria for the efficient transfer of the message and 
secrecy of data. The key management schemes are needed 
according to the application of the network. The compara-
tive study of key management schemes is summarized in 
Table 3.

3.2 � Authentication schemes

The primary aim of authentication is that it provides the 
authenticity of the source node.

Authentication schemes can provide some features 
of network security such as less work and data load, 
less power consumption, strong security, efficient use 
of resources like storage, bandwidth, and energy. There 
are several lightweight authentication schemes based 
on direct and indirect trusts, XOR operation, hash func-
tion, ECC, public-key encryption, and many more method. 
Figures 7 and 8 shows the classification of previously pro-
posed authentication schemes in WSN [44]. (Table 4)

3.2.1 � Lightweight authentication scheme

As much as fewer resources utilize by any authentication 
schemes come in this category. To uphold secrecy at light-
weight attributes, the two-factor authentication scheme 
played a key role. The enhanced scheme of the two-factor 
authentication scheme is a three-factor authentication 
scheme. Several versions of the three-factor authentica-
tion scheme are proposed by authors. Das et al. [45] pro-
posed asymmetric keys based three-factor authentication 
scheme. This temporary credit-based scheme is secure 
and robust. It is using biometric authentication and smart 
card-based security. This method is efficient in terms of 
computational and energy. This three-phase authentica-
tion scheme has limitations such as not resilient against 
the desynchronization attack which was removed by Wu 
et al. [46]. It also gives improved schemes of three-factor 
authentication schemes. This scheme provided a mutual 
authentication scheme that secure data transferred among 
sensors, cluster head, and sink node. The security verifica-
tion is proved by the Proverif tool. Jiang et al. [47] pro-
posed an advanced version of three factor-authentication 
and removed flaws in other three-factor authentication are 
based schemes. These lightweight authentication schemes 
based on Rabin cryptology. The typical attributes Rabin 
cryptosystem is a computational anomaly. The verification 
operation of the local password by using fuzzy verifica-
tion. Timestamps are also used to protect against session, 
internal and external attacks. Shim et al. [48] had given 
an authentication approach that had given services which 
are message retrieval. The random oracle model is used to 
provide security. This scheme is named BASIS(multi-user 
broadcast authentication scheme) which uses multipur-
pose identification. An identity-based scheme is also used 
in this approach and it is simulated on MICAz and Tmote 
Sky WSN platforms.

Xue et al. [49] proposed a password-based authentica-
tion scheme. The author realized that the gateway node 
has worked as a firewall between the outside and inside 
the network. So, this approach provided a temporary cred-
ibility point to every node by the gateway. This temporary 
credit value connects with the identification of the node.

Based on this we decided the authenticity of the node. 
XOR operations and hash value used in this approach 
make it lightweight. Delgado–mohatar et al. [50] had pro-
posed an authentication scheme by using some cryptol-
ogy primitive in WSN. This scheme provides a lightweight 
encryption and decryption algorithm to authenticate any 
honest node in WSN. The proposed approach consumes 
less energy and communication cost. Shah et al. [51] pro-
posed a secure scheme based on the Chinese remainder 
theorem and Fermat number transformation to provide 
authentication. This authentication uses cryptographic 
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techniques and fulfills the requirements of authentication. 
According to the author, this scheme protectsthe network 
against DoS attacks, replay and clone attack, the man in 
the middle attack, and secure communication. Shen et al. 
[52] proposed a source authentication of the source node 
in the wireless healthcare network. This protocol has 
castoff one too many and non-interactive authentica-
tion approaches which give confrontation against several 
threats. Some other authentication techniques [53], [53] 
also provides a lightweight solution to authenticate the 
source node.

3.2.2 � ID based authentication

In this type of authentication, identity behaves as a key ele-
ment to provide defense against various security threats 
in mobile ad hoc networks, vehicular networks, grid net-
works, smart cards, and different WSN applications. This 
type of protocol supports to create of a secure, reliable, 
scalable, resource proficient, low computation, and suit-
able protocol for WSN. Li et al. [55] give an authentication 
approach that is based on certificate-less cryptography. In 
this paper, the author points out some problems related 
to ID-based authentication such as key escrow problems 
and problems related to certification. These problems 
can detect and solved by using conditional preserving 
authenticity. Therefore, this authentication scheme pro-
vides resilience against many threats. Farah S. et al. [56] 
provide secure authentication among the base station and 
all sensor nodes.

This scheme has used in a cluster or hierarchical WSN 
where a node is selected as cluster head and the rest of the 
nodes are called cluster members. So, all cluster members 
have an identity and in their public key, identity plays an 
important role. The public key drive by the identity of the 
nodes. The energy consumes during certification and iden-
tity-based authentication is the same. This protocol works 
in two-part. The first part deals with the delivery of private 
keys and in the second step transferring data securely. Zhu 
et al. [57] proposed ID based authentication scheme where 
the number theorem research unit lattice and rejection 
sampling method are used. This scheme protects against 
random oracle attacks and quantum computer attacks.

3.2.3 � Broadcast authentication

Broadcast authentication techniques are useful in hostile 
and remote areas. This approach is beneficial for the iso-
lated, remote, and inaccessible field. This approach must 
fulfill the evaluation criteria such as low computation 
overhead, instant verification, time synchronization, and 
defense against several security threats. Based on broad-
cast authentication generation, iTa
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It has mainly two categories, first is authentication using 
signature and µTesla. The first approach which using signa-
ture can establish asymmetric properties by using crypto 
primitives. There are some issues identified by Chang et al. 
[58] which are as follows:

•Using the large key size
•In some broadcast authentication schemes only, few 
messages are authenticated but not all messages.

It authenticated the messages by issuing public and 
private keys by using their personal information the cryp-
tographic keys are generated and verified. This approach 
has many benefits over an earlier approach like reducing 
the number of buffers, synchronization of time, and instant 
authentication.

Shim et al. [59] proposed an authentication scheme 
called an efficient identity-based broadcast authenti-
cation scheme (EIBAS) for a huge density of nodes and 
not the mobile base station. This approach contained 
four stages: the first system initializes, the second cryp-
tographic key mining, the third creation of signature, 
and the fourth broadcast authentication. The random 
number and hash function are used to create a prime 
generator and the current timestamp is used to gener-
ate the signature. After that broadcast that message so, 
every node can verify that message. Chowdhary et al. 
[60] use a one-way hash algorithm for authentication 
called A lightweight one-way cryptographic hash algo-
rithm (LOCHA). First, convert the normal message into 
American Standard Code for Information Interchange 
(ASCII) form then it breaks the message into packets of 

Fig. 7   Classification of the 
authentication scheme in WSN
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size 512. This packet again breaks and nested of size 8 
bit, 64 bits 128 bits and 256 bits. Therefore, swapping 
and transforming among levels maintains uniformity 
and minimizes storage and communication overhead. 
Another broadcast authentication technique [61] uses 
a signature approach to validate messages which are 
broadcasted. Consider k block of message, each block 
can authenticate by previous block authenticator and it 
will verify up to verify k messages. No time synchroniza-
tion is needed and provides high security.

3.2.4 � Timestamp based authentication

The linked chained authentication technique used by Moi-
net et al. [62] provides trust-based security in WSN. Here 
the combination of load and header is used as a block. 
The load is generated by the authority when any sensor 
node is added to the group. These payloads contain the 
public key and cryptographic information. So, the creden-
tial payload helps to verify that the block is valid. Here the 
problem is that it can contain only initial information to 
calculate the trust-based score. Indra et al. [63] have given 
an authentication approach for mobile ad hoc networks 
by using a timestamp and ECC based cryptography to vali-
date the message. It is a mutual authentication scheme 
using time synchronization. The ECC is lightweight, fast, 
and contented with the dense environment. This approach 
efficiently manages the session and provide defense 
against many external and internal attacks.

Another security method [64] has two stages. First, it is 
used by Bloom Filters, and second, it is using Hybrid Certi-
fication Scheme (HAS). This scheme certifies the nodes of 
WSN by using the Merkle tree. A public key and signature 
are used to generate a certificate by Certificate Authority 
(CA) for any sensor node. Cryptographic keys are also a 
grouping of identification (ID) and an authentication cer-
tificate of any node. After broadcasting, they use flood-
ing and authenticate the incoming message. Sharifi et al. 
[65] proposed an authentication scheme for nodes that 
reduces cryptographic keys by using the regeneration 
of keys. This scheme runs over other schemes. This can 
reduce complexity and supports scalable network and 
communication overhead. There are some communica-
tions overheads in the schemes des

cribed above, so there is a necessity to propose a new 
authentication plan that uses fewer resources to provide 
higher protection. In ECC, scalar multiplication time takes 
about 80% of the total time of major key generation in 
WSN. Some research in the literature proposed that an 
algorithm is used based on 1, s complement subtraction 
rather than scalar multiplication, which can reduce com-
putational complexity by reducing less hamming weight.Ta
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3.2.5 � Recent authentication techniques

Recently some authentication schemes were proposed 
by authors to provide security in WSN. A lightweight 
three-factor authentication approach [66] which sup-
port key management scheme. This scheme fulfills the 
security requirements of WSN by using XOR and hash 
functions. The BAN (Burrows–Abadi–Needham) logic and 
random oracle model is used for proof of this approach. 
This approach can give guarantee the safety of the secret 
key, session key, and protect from tracking attack, data 
leak attack, and identity theft attack.

Mobile wireless sensor network has one biggest chal-
lenge is their mobility. Due to mobility, authentication 
needs to frequently re-authenticate itself. However, the 
author identified the problems which are unconditional 
forwarding, absence of high-compromise resilience, 
and DoS attack in the previously proposed compared 
method. The proposed energy-efficient re-authen-
tication techniques [67] with key generation. In this 
approach, the authentication key has changes when the 
cluster head moves from one location to a foreign loca-
tion. Subhasish et al. [68] point out the various problem 
in password and keys based authentication and gives 
beneficial fact to use biometric information for authen-
tication. The author has used high entropy-based infor-
mation to shows the biometric authentication is better 
than the traditional authentication approach. The bio-
metric keys are not easy to reproduce, guessed, stolen, 
lost, distribute, and misremembered. Another timestamp 
cryptographic algorithm which helps to protect against 
jamming attack. Rose and Jayasree [69] had proposed a 
new clustering of sensor nodes in WSN and generate a 
timestamp from one sensor node to another.

After that calculate the timestamp value at the 
receiver end. If the difference between timestamp is 
greater than an acceptable amount of time, then this 
message comes from a malicious node and discard this 

message. This algorithm is less complex and gives an 
effective result.

3.3 � Trust management

Trust is the level of belief and evaluation of the significance 
between two nodes in WSN. It can be evaluated from 
direct or indirect and feedback based interactions. Direct 
trust is the observation of belief between the source node 
and the target node. Direct trust has more influence than 
indirect trust.

The source node needs to calculate the direct confi-
dence, where each node is evaluated by the neighboring 
node. Indirect trust evaluation is based on feedbacks. The 
feedbacks are provided by neighbors of the target node.

This feedbacks are collected in trust records which are 
saved in cluster head [70], [70]. The trusted WSN has the 
attribute like dynamic, subjective, reflexive, intransitive, 
asymmetric, not absolute, trust is linked with risk, mutual 
causality, autocatalysis, and cooperative. There are mainly 
two types of trust management schemes in wireless sensor 
networks. The first is called Distributed trust management 
and the second is called centralized trust management. 
Figure 9 depicted the category of trust management.

3.3.1 � Distributed trust management

Some trust management schemes such as [72], [72] are 
designed for common networks such as peer-to-peer net-
works while classical trust methods [74–76] were devel-
oped for wireless ad-hoc networks. So these trust methods 
are not eligible for WSN as they are less efficient in terms 
of memory and

power. Some trust methods (e.g., RFSN [77], PLUS [78], 
and ATRM [79]) are specifically designed for WSNs due to 
memory and power efficiency. Sun et al. [80] proposed a 
trust framework that applies to a hierarchical network. In 
the setup phase of the scheme, neighbor relationships 

Fig. 9   Types of trust manage-
ment in WSN
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and distances are used to calculate trust. This secure 
framework uses distance and adjacency relationships 
during the setup phase of the network. This scheme 
often uses a modified sliding time window to minimize 
faulty nodes. This method results in inefficient routing, 
maintenance, and performance. Also, it gives better effi-
ciency in terms of energy and storage.

Sahoo et al. [81] have used a honey bee optimization 
approach to develop an energy-efficient trust manage-
ment model in WSN. The honey bee approach is based 
on a herd-based model. This method had proposed for 
clustered WSNs where nodes are treated as one group. 
The author develops a model where network perfor-
mance and efficiency are optimized. This method main-
tains the lifetime of the WSN by isolating faulty behavior 
nodes to be a candidate for cluster head. It has given 
better performance when compared to the LEACH 
(Low-energy adaptive clustering hierarchy) protocol on 
parameters such as storage, lifetime time, and load.

Distributed systems are more suitable for WSN. So a 
distributed reputation-based framework sensor network 
(RFSN) was proposed by Ganeriwal et al. [77]. This frame-
work investigates a generalized and integrated approach 
to exact extractions in sensor networks. In RFSN, the 
author develops a trusted community between sensor 
nodes. This structure has two parts. RFSN monitoring 
and reputation. The RFSN watchdog can monitor the 
behavior of neighboring nodes. The watchdog holds a 
buffer when the source node transmits data to neighbor-
ing nodes. The buffer contains all copies of the transmit-
ted packets until the neighbors forward these packets. 
The reputation system maintained the node’s reputation 
using Bayesian and Beta trust models.

Yao et al. [78] proposed a trust-based scheme for dis-
tributed systems, called Parameterized and Localized 
Trust Management (PLUS). This scheme uses individual 
recommendations and references to maintain trust 
between nodes. This method relies on small devices 
that are implanted into common objects that are clev-
erly received, moved, and communicated in dynamic 
infrastructure. PLUS is mainly used in changing environ-
ments and provides real-time security. Su et al. [82] pro-
posed the PBTrust model to select the service available 
on the SOA architecture. The PBTrust Framework uses 
third-party evaluation, past performance, and reflects 
preferences for calculating trust by the consumer. The 
reputation of a service depends on the response of third 
parties based on the timestamp. The PBTrust model had 
updated the trust to the service provider without consid-
ering the central node. Trust and reputation values are 
stored in a matrix. So it is beneficial for dynamic environ-
ments. Renubala et al. [83] proposed a trust scheme that 
calculates trust using a fuzzy approach.

Li et al. [84] proposed a reliable evaluation method to 
identify malicious nodes. The numeric value of trust is cal-
culated by the history of transactions, recommendations, 
and the response comes from neighbor nodes inside the 
cluster. It assumes that initially, a new node is trusted when 
it joins the network. The reliable value of a node varies 
between 1 and 10. So, the new node assigns the value 5 
and updates the value according to the recommendations. 
The value is represented by using 4-bit memory space 
therefore it takes less memory.

Reddy et al. [85] proposed a trust management scheme 
based on Hysteresis Curve for WSN. This scheme provides 
security against various security threats which includes 
the wrong decision also. This scheme uses a mathemati-
cal function and differential equation for direct trust cal-
culation and hysteresis curve and cos function to calculate 
indirect trust value. This trust management scheme can 
minimize the traffic of the network and increases reliability.

3.3.2 � Centralized trust management schemes

Shaikh et al. [86] proposed a Group-based Trust Manage-
ment Scheme (GTMS) for a centralized and hierarchical 
structure of the network. GTMS make a group of a node is 
trustable rather than any single node trustable. By using 
the broadcast strategy, it collects reputation-based trust 
value for nodes and taking less storage and communica-
tion overhead. GTMS are effective against collusion and 
Sybil attacks.

Zhang et  al. [87] were proposed a scheme called 
Trust Management Architecture (TMA) which works as a 
decomposing trust calculation method. In this scheme, 
the trust values which are calculated recently have more 
weight rather than older observations. In this trust man-
agement scheme, the author uses multiple attributes and 
the certificate method to establish trust between nodes. 
TMA provides secure and efficient computation of trust 
without punishment of untrustworthy recommendations. 
(Tables 5, 6 and 7)

Hao et al. [88] proposed a combined trust organization 
scheme for a centralized sensor network by inserting the 
forward and backward joint checking scheme. This scheme 
had used the local and global trust interchange method. 
The local trust is calculated based on only a single path 
trust value.

Global trust is calculated based on the whole clus-
ter’s trust value collected by the cluster head from all 
path values. In this protocol, the trust value depends 
upon only successful packet transfer. Bao et al. [89] pro-
posed Hierarchical dynamic Trust Management Protocol 
(HTMP) centralized sensor networks. There are two parts 
to HTMP schemes. First is intragroup trust calculation 
and intergroup trust calculation which are distributed 
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manner. It calculates mainly two types of trusts called 
social trust and quality of service based trust. HTMP 
elaborates a probabilistic method that uses the stochas-
tic petri net method to estimate the efficiency of this 
scheme which verifies the result. It is a complex method 
but it can defend from many security attacks.

A novel and secure trust management approach [70] 
is proposed for scalable WSN. In this method, we had 
proposed a trust management method by using the 
time-lapses function. The time lapses function is used 
to give more weight to recent communication than 
older communication. By implementing this scheme, a 
dependability-enhanced trust assessing scheme with a 
head node in cluster based network. Direct trust is eval-
uated by lightweight mathematical functions where it 
takes fewer resources. The trust has updated dynamically 
and has more weight on recent transactions. The calcula-
tion of trust has depended upon the packet transaction 
among nodes. We assume the environmental factor is 
constant during the transaction.

Khan et al. [71] proposed a trust estimate method for 
a bulky sensor network. WSN retain grouping to recover 
cooperativeness, honesty, and security by detecting 
faulty nodes and reduce resource consumption. The 
author believes that they provide a unique id for sen-
sors to protect sensors from external attacks. It follows 
the distributed and centralized sensor network for the 
intercluster and intracluster network to find the trust 
between nodes. A timing gap analysis is used to find out 
the successful or unsuccessful transaction. In this work 
author not considers weight, frequency of fault trust, on-
off attack, DoS attacks, and collusion attacks and plan to 
cover these limitations in the future. Table 7 represents 

the comparison between trust management schemes on 
security metrics.

4 � Related review papers

Mohamed-Lamine Messai et  al. [90] have proposed a 
Deterministic key management approach and a Proba-
bilistic key management approach. In the Determinis-
tic approach, the node has a probability of 1 to share a 
minimum of one key between 2 nodes. The pairwise key 
distribution approach will play a major role in this type 
of approach. The key connectivity is more an important 
feature of this approach. In the probabilistic key manage-
ment approach, the shared key has predefined probabili-
ties and key connectivity depends upon some keys which 
are selecting from a key pool. So, there is no shared key 
between two adjacent nodes. The authors divided the key 
management scheme into four parts which are set of keys 
scheme, mathematics based scheme, compromise based 
scheme and public keys scheme. Their proposed key man-
agement scheme is lightweight and named as sequence 
based key management scheme. Pre-process is the dis-
tribution of sensor nodes in this method and applies a 
recursive formula for numerical computation. This method 
ensured the establishment of keys for each node with an 
adjacent node after numerical computation deployment. 
The study of the proposed approach shows the reliability 
of system success and the author stated that the proposed 
key management system is more efficient in terms of safe 
route setting for secure communication and also provides 
high durability relative to current methods against adver-
sary nodes. In nearly all WSN programs, the protection 

Table 5   Comparison between distributed trust management schemes

Trust scheme Methodology Structure Security Agent Advantages Limitation

Sun et al. [80] Distance and adjacency 
relationships are used 
for trust setup

Distributed Sliding time window Efficient routing and 
maintenance

Efficiency in terms of 
energy and storage

Ganeriwal et al. [77] Reputation-based 
framework sensor 
network and watch-
dog method

Distributed Reputation and buffer. 
Also, reputation using 
Bayesian and Beta 
trust models

Good performance, 
security attack detec-
tion, and energy-
efficient

Not proven the system 
robustness

Yao et al. [78] Direct and indirect trust 
calculation locally

Distributed Recommendation and 
personal reference

Efficiency in the detec-
tion of faulty nodes. 
It also provides real-
time security.

Trust estimation and 
convergence time is 
high

Li et al. [84] Weighted value for 
transaction and rec-
ommendation

Centralized 
and distrib-
uted

History of transactions, 
recommendation

Complexity is minimum A weighted coefficient is 
vulnerable for attacks

Reddy et al. [85] Differential method and 
hysteresis curve for 
indirect trust

Distributed Hysteresis curve Reliability and reduces 
traffic

Misleading by several 
attacks like node com-
promised attack
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cap is the greatest obstacle. There will be several security 
threats on the network due to the absence of security facil-
ities such as integrity, confidentiality, and authentication. 
The implementation of cryptographic techniques where 
sensor nodes require a series of secret keys routinely offers 
certain services. Therefore, by taking into account this kind 
of challenge for potential WSNs,

Yousefpoor et al. [91] have proposed an excellent clas-
sification of the existing security protocols. Owing to 
resource constraint systems, there are many security chal-
lenges in the wireless sensor structure, such as hardware 
exploitation, eavesdropping, insertion of false signals, 
etc., so more effective security measures are distributed 
to the network that complies with relevant WSN features. 
Symmetric cryptography is the most common encryp-
tion method which can provide security features. In such 
authentication protocols, they use a shared key for the 
encryption and decryption process when two nodes try 
to connect. To provide message protection and authen-
tication, this symmetric key has already been chosen 
and exchanged by the nodes. Mohammad Sadegh et al. 
defined hierarchical key management scheme and peer 
to peer key management scheme based on the network 
model. The systemic vision and the practical interaction 
of the sensor nodes are represented in these models. The 
nodes are organized as a tree like structure in the Hierar-
chical model and the keys are used from the leaves into 
the node. The sum of message propagation is minimized 
as the nodes are organized as layers. The nodes in the net-
work are spread in a peer-to-peer model and the sensor 
nodes interact directly with their neighbors. (Table 8)

That is, correspondence between the nodes takes place 
directly without any intermediary, and all nodes are dis-
tributed with the same public key. The private person key 
is used for encryption during peer-to-peer contact along 
with the public key. Some features of this scheme are as 
follows.

Pourghebleh et al. [92] have presented a structured 
analysis study in the field of trust management in IoT using 
a systematic approach. Previous articles have been divided 
into four groups, including forecast-based, recommenda-
tion-based, reputation-based, and policy-based. Besides, 
the researchers examined selected papers considering 
several key factors such as adaptability, heterogeneity, 
affordability, precision, safety, scalability, and honesty. 
Finally, several potential road maps have been offered. 
However, their analysis does not take into account our key 
subject, trust management for utilities, as well as other 
previous surveys. Using a comprehensive approach, the 
authors [92] have given a structured analysis analysis in 
the field of trust management in IoT. Previous documents 
have been divided into four groups, including prediction-
based, recommendation-based, reputation-based and Ta
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policy-based. Besides, the researchers analyzed the cho-
sen documents, taking into consideration some key factors 
such as adaptability, heterogeneity, affordability, precision, 
privacy, scalability, and honesty. They have finally offered 
some potential roadmaps. Our key priority, trust manage-
ment for utilities, as well as other former review docu-
ments, is not considered in their study, however.

Within the context of the IoT, it is unlikely for such cen-
tral authority to be accessible. (i) it may reflect a single 
point of weakness, a performance bottleneck, and a point 
of weakness in the overall infrastructure; (ii) it may not be 
feasible for a single organization to own the overall infra-
structure and it may struggle to decide which institution 
may resolve the central authority.

This method may not have the same disadvantages 
as having a centralized authority, but it does have addi-
tional ones (i) it is possible to exchange multiple mes-
sages to use more resources, (ii) the confidence meas-
urement can be contradictory, with nodes estimating 
a diverging trust value for the same person, (iii) it is 
simpler to target and undermine the solution. Recently, 
by integrating these two contrasting strategies, when 
many special nodes are installed within the infrastruc-
ture, different methods, all from the same view of the 
stored confidence degree and approached by IoT nodes 
to recover and change these values. It is simple to show 
why such a federated method fixes the drawbacks of the 

two previous solutions, yet needs a way to achieve data 
continuity across the Internet between several replicas.

A detailed survey on authentication protocols in the 
IoT setting was proposed by Ferrag et al. [93]    in four 
directions: Machine to Machine Communications (M2M), 
Internet of Vehicles (IoV), Internet of Energy (IoE), and 
Internet of Sensors (IoS). They studied the main authen-
tication protocol risks, countermeasures, and structured 
access verification mechanisms. In addition, several 
potential research directions were identified, including 
the topic of authentication and safety, accounting for 
the method of detecting and preventing attacks, as well 
as developing authentication protocols for overhead 
communication and computation. They also proposed 
an authentication model. To achieve shared authenti-
cation, user anonymity, privacy protection, and perfect 
forward confidentiality, the authentication paradigm 
uses three types of cryptosystems, namely: symmetric 
cryptosystems, asymmetric cryptosystems, and hybrid 
cryptosystems. Symmetric cryptosystem-based proto-
cols, however, needless processing power to store all the 
symmetric keys used in a network at the expense of high 
memory usage. However, the reliability of the protocols 
based on the symmetric-cryptosystem succeeds in the 
approaches based on the asymmetric-cryptosystem.

Tables 9 and 10 depicted the discussion areas and 
security aspects of Ferrag et al.[93] survey paper.

Table 7   Comparison between 
trust management schemes on 
security metrics

Paper Accuracy Availability Integrity Privacy Reliability Scalability

Sun et al. [80] High High Medium Medium High Low
Ganeriwal et al. [77] Low Medium High High Medium Low
Yao et al. [78] Medium Low Medium High Low Medium
Li et al. [84] Medium Low High High High Medium
Reddy et al. [85] Medium Low Low Low High Medium
Shaikh et al. [86] Medium Medium High High Low High
Zhang et al. [87] Medium Medium Medium Medium Medium High
Hao et al. [88]. Medium Low Medium Medium Medium Low
Bao et al. [89] Low High Medium Medium Medium Medium
Gautam et al. [70] High Low Medium Low Low High
Khan et al.[71] High Medium Medium Medium High High

Table 8   Features of Mohammad Sadegh et al scheme

Type of classification Network key, pairwise 
key, public key and group 
key

Scalability Medium
Minimum number of keys Two or three
Security Medium
Storage consumption Minimum

Table 9   Discussion areas of Ferrag et al. [93] survey paper

Paper Ferrag et al.

Discussion areas Trust Discussed
Security Discussed
Privacy Discussed
Blockchain Partially discussed
Machine learning Partially discussed
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In [94], the author’s analysis that the attack can be rea-
sonably damaging to many of the sensor network’s criti-
cal functions, including routing, distribution of resources, 
identification of wrongdoing, etc. The authors create a 
hierarchy of the various types of Sybil attacks, which helps 
us to better understand the threats faced by each type and 
to design better countermeasures against each type. Most 
data-centered sensor networks demand that data safety, 
honesty, and confidentiality be maintained because most 
of the data carried by these sensors if hacked, could lead 
to industrial/national spying or even life threats.

Din et al.[95] have surveyed various trust management 
techniques for IoT networks along with their strengths and 
limitations. Their work aims to identify the most applicable 
trust management approach with a consistent definition 
of device collaboration without examining various crite-
ria. Furthermore, the authors refrain from addressing the 
problems posed by the implementation of IDSs on real 
platforms. In comparison, the paper does not take account 
of the consideration of work performed in related network 
styles. Table 11 represents the summary of this paper.

5 � Discussions and open issues

There are various key management systems or protocols 
are proposed by researchers earlier. They have solved 
many of the security issues alarmed by many application 
of a sensor network. But when the technology is upgraded 
then security threats are also increasing. Several issues 
still need to an efficient solution and remain to be solved. 

The key management schemes are mainly three types, 
network wise key, pairwise and hybrid keys. If there is a 
small organization and used this communication in a lim-
ited area then network wise keys are work efficiently. The 
network wise keys are simple to implement, taking fewer 
resources and low cost. But if the deployment area and 
transmission medium are not under control then pairwise 
keys are the best solution. Robustness is the key feature 
of pairwise keys. It is costly in terms of resources but pro-
vides a robust solution. Hybrid keys are the combination 
of both and provide secure key management schemes for 
the hierarchical based network.

The classification of key management schemes based 
on a key element which is random, master key, location, 
tree, and polynomial. The polynomial based approach has 
many advantages over simple random number generator, 
master key-based, and matrix based in terms of scalability, 
key connectivity, resilience, storage complexity, processing 
complexity, and communication complexity. In general, 
attacks affecting WSN are usually eavesdropping, active 
and passive adversaries. A passive adversary obtains some 
data by analyzing traffic without any physical access, and 
active adversaries obtain data and information by captur-
ing a packet or node.

The main goal of the authentication scheme pro-
posed by researchers is that it takes less computing load, 
decreases energy consumption, high security, efficient 
utilization of resources such as memory, bandwidth, 
and power. There is plenty of lightweight authentication 
scheme which are lightweight by using a trust, XOR opera-
tion, key hash function, Elliptic curve cryptography, and 
forward secrecy. The lightweight authentication schemes 
must take fewer resources. In mobile WSN such as ad hoc 
network, flying ad hoc networks and vehicular network are 
using an ID. Therefore, ID based authentication techniques 
are used in WSN with mobility. The deployment area of 
WSN is random, dynamic, and hostile then that type of 
WSN uses a broadcast-based authentication scheme.

Establishing trust in WSN has developed a motivat-
ing and interesting issue for the research group due 
to requirements in various applications of WSN. In the 

Table 10   Security aspects of this research work

Paper Ferrag et al.

Security aspects Authentication Supported
Encryption Not supported
Access control Not supported
Detection Not supported
Privacy Not supported

Table 11   Summary of this 
survey paper

Paper Din et al.

Description Extensive analysis of trust management 
techniques along with their advantages and 
disadvantages

Trust management applications Not discussed
Trust management phases and issues Not discussed
Advantages and disadvantages Fully discussed
Trust management schemes Partially discussed
Trust management research challenges Partially discussed
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existing trust management schemes, some are complete 
and emphasis on basic security requirements of WSN. 
Regrettably, many basic security requirements namely 
resource efficiency, reliability and are not getting much 
attention from research communities. Many trust man-
agement schemes for large scale WSN are not successful 
because of low cooperation, higher communication, and 
memory overheads.

The node will fail to perform due to hardware failure, 
battery depletion, security attacks, and overloading. 
Mobility is also key issues of the node in any specific 
application such as cattle monitoring, patient monitor-
ing of WSN. Key management with mobility is consider-
ing in many previous works. In IoT applications, secure 
communications between sensors and servers is a major 
problem.

Some open issues for proposing a better key manage-
ment system are as follows

•	 The lightweight security solution is needed because of 
small scale, low power, low capacity, and low resources 
in sensors. It can fulfill the trust and key management 
requirements.

•	 The privacy preservation of nodes can enhance the 
anonymity of the node and increases public confi-
dence. The trust-based solution must consider these 
issues and secure the location of the mobile node.

•	 The heterogeneous nature of communication devices 
in many applications of WSN can create a compatibility 
issue. So, the solution based on trust and key manage-
ment can consider the heterogeneous nature of nodes.

•	 Scalability is an important issue that handles increasing 
or decreasing the number of communication nodes or 
resources while possession of their interoperability and 
evade any per

•	 The adoption of topology by a new node is also a key 
challenge for security solutions based on trust and key 
management.

•	 Availability and reliability is another major concern to 
defined security solution which are based on key man-
agement, authentication, and trust management.

•	 As the application area of WSN is increasing, the 
demand for security solutions against many newborn 
attacks also increasing. Therefore, the security solution 
must be flexible in terms of adaptability.

•	 The key management system must include extensibil-
ity, self-organize, and resilience properties.

•	 Every key management approach must have key 
refreshing, key revocation, and renewal policy.

•	 Every network has some situation where some new 
node added or some node deleted. In both cases, the 
newly added node and deleted node are dangerous 
for the network. Therefore, proposing a secure algo-

rithm for a new node joining and updating keys after 
the deletion of any node is needed for a secure net-
work.

•	 Several applications, environments, and deployment 
strategies need different key management and distri-
bution techniques.

•	 The scalability of key management protocols is 
extremely dependent on their specific modes of func-
tion.

•	 Public key cryptography suffered from slow speed 
and expensive in resource constraint environment.

•	 Speed is an important parameter where sensor nodes 
essentially establish a secure channel in a very short 
amount of time.

•	 Finding techniques to endure the absence of physical 
security, maybe through redundancy or information 
about the physical environment, will continue to the 
overall challenge.

•	 Cryptography requires a performance cost for extra 
computation that often increases packet size.

•	 Some of the limitations of the key management 
approach have overhead from generating and distrib-
uting keys after some delay, possible message delay.

•	 The flexibility of a public-key scheme is open issues 
with constraints faster, limited storage, computation, 
and communication capacity.

6 � Future research direction

1.Identify malicious behavior communication over-
head and effective research utilization is always better 
to research direction in the field of security in wireless 
sensor networks.
2.There are issues with scalability, stabilities, and over-
head analysis are key issues in security.
3.Intelligent intrusion detection, mitigation of on- 
off attacks, collusion attacks, DoS attacks, grey hole 
attacks, node compromised attacks, and Sybil attacks.
4.In many life changing application environments, to 
achieving anonymity. It is difficult to achieve the trust 
management system for the anonymous nodes WSN 
environment.
5.Storage issues at the node for saving the trust and 
reputation values in their design and validation.
6.Giving trust based solution for all attacks are not 
possible. It also suffers from a higher cost.
7.Applying the trust management scheme in an inse-
cure environment is ineffective. Therefore, designing 
trust management in an unsecured environment is 
complex and difficult.
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7 � Conclusion

This paper has concisely presented wireless sensor net-
works and the issues related to organizing and positioning 
them in unknown environments. This work presented the 
security challenges, obstacles, threats, and security solu-
tion constraints in WSN. Key management, authentication, 
and trust management are sometimes used interchange-
ably to define a protected network. Most of the stud-
ies reviewed in literature use keys and trust as a foreign 
component in an existing sensor network and intention 
to improve security in these types of networks. There are 
many key management schemes categorized as probabili-
ties, ID based, master key, location, and polynomial equa-
tion based keys distribution scheme. The survey contains 
the major aspects of the existing key management scheme 
and provided comparison table  4. which helps in the 
selection of appropriate protocol according to their WSN 
application. Trust is an important factor that influences the 
security in WSN. Trust has, indeed, played a foundational 
role in security over quite a long ago. Trust is characterized 
by subjectivity, dynamicity, asymmetry, context-depend-
ency, and incomplete transitivity. Trust is either distributed 
and centralized. Moreover, applications-based node trust 
can be designed and secure the network. Authentication 
is a feature of security where it is guaranteed that the mes-
sage is to from authenticated to the source. There is vari-
ous authentication scheme such as lightweight, Id based, 
MAC based and timestamp-based are proposed by authors 
takes less computing load, decreases energy consump-
tion, high security, efficient utilization of resources such 
as memory, bandwidth, and power.
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