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Abstract

Although the first hype of blockchains is over, subject matter experts are still convinced, that this
technology has potential to enable more groundbreaking innovations in multiple business domains.
However, to develop the full potential of this emerging technology, it is necessary to consider and ad-
dress the associated risks. This survey aims at supporting researchers and practitioners to design, im-
plement and improve their blockchain security and resilience by providing a concise overview on the
subject. In this article, we describe 24 risks, which we structured into the four domains “Blockchain
Structure Vulnerabilities”, “Attacks on the Consensus Mechanism”, “Application Oriented Attacks”
and “Attacks on the Peer-to-Peer System”. For each entry, we outline a precise description of the
vulnerability or attack, the complexity and its prerequisites.
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1 Introduction

The blockchain is associated with the attribute of being one of the most disruptive technologies of our
time. Thus, it is no big surprise, that in the recent past the interest in blockchain and distributed ledger
technologies has significantly increased in a number of business areas. Starting from the financial sector,
especially in the area of crypto-currencies (e.g. Bitcoin, Ethereum), more and more sectors discovered
the advantages and opportunities arising from this emerging technology over time.

The beginning of the modern blockchain technology was heavily driven by Bitcoin, which led to
many misunderstandings and myths spread across both, the general populace and professionals alike. It
is often believed and propagated that blockchains are the technological solution capable of solving all
our future problems, while ensuring security and maintaining privacy [4].

Obviously this is a strong overstatement about what this technology is actually capable of doing.
Like any other development in IT, blockchain systems face certain security threats and problems. As
it appeared to be a trend to use blockchains, many companies started using blockchains without fully
grasping their capabilities, limitations and risks. However, especially information security and assurance
are a critical components to ensure compliance to laws and regulations.

For that reason, in this article we focus on the following central research question: What are the
threats, vulnerabilities and attack surfaces of modern blockchain systems? In order to provide an answer
to this question and identify blockchain risks, we surveyed relevant literature using an extensive search in
widely-used online libraries (e.g. ACM digital library, IEEE Xplore) and academic search engines (e.g.
Google Scholar). For relevant attacks or vulnerabilities, we selected publications to further describe the
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issue. Other surveys with a similar research direction by Li et al. [22], Saad et al. [30] and Dasgupta
et al. [8] show profound work already. However, each has its own focus point. For example, in [30]
the authors explain different attacks and threats affecting vulnerabilities and weaknesses, [22] shows
technical problems and execution processes, [8] states a number of challenges and issues that need to
be overcome. The main contribution of this article is the comprehensive review and analysis on current
vulnerabilities and threats of blockchains (see Fig. 1) and a set of prerequisites for each to deepen the
understanding even further.

The remainder of this article is as follows: Section 2 outlines vulnerabilities, which arise from the
blockchain structure. Section 3 highlights attacks, which are related to the consensus mechanism. Sec-
tion 4 is dedicated to application-orient attacks. Section 5 presents attacks on peer-to-peer systems. In
Section 6 we summarize and discuss the presented results, before we conclude the article in Section 7.

Figure 1: Overview of the different attacks covered in this article
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2 Blockchain Structure Vulnerabilities

This section presents one of the most fundamental risks that come with blockchain technology. Although
the risk can vary by different implementations, the herein problems are universal and a byproduct of the
technology and its operating principles.

2.1 Blockchain Forks

A Blockchain fork constitutes a split of the current chain into different parts. The resulting forks all trace
back to the so called Genesis Block, which indicates the last common block. There are many reasons
for performing forks of a blockchain, such as an upgrade that is spread over the network and adopted by
nodes at varying speeds, or malfunction.

While most forking attempts are not malicious, Blockchain forks represent an inconsistent state that
can be exploited by adversaries to cause confusion, fraudulent transactions, and distrust within network.

The Fork Problem describes a situation, where nodes of a network can reach different consensus
leading to a split of the chain. When a fork happens, this opens a window of opportunity for a variety of
malicious behavior or attacks as long as its state is not consistent.

Probably one of the most prominent forks took place after the DAO Hack of Ethereum, which yielded
more than a third of the total amount of the cryptocurrency. In this case Ethereum used a hard fork as a
rollback measure to regain the money [23], [30], [34].

There are two types of forks, Hard Forks and Soft Forks. A hard fork is what we generally under-
stand as fork. One blockchain separates and becomes incompatible with the other strain, leading to two
completely separate new blockchains. This happens when the old blocks, thinking that their validation
is the correct one, can’t come to an agreement with the new blocks. Even if they get overruled by the
new blocks during consensus, they will maintain the old chain with the previous consensus, even if out-
performed by the new blocks. A Hard Fork becomes reality when node verification of the older version
is more restrictive than the new system [23], [30], [33], [34].

A soft fork happens in a similar way, but instead of having the old blocks forcing a split of the chain,
they remain on the same chain. The two different blocks are still incompatible to each other, but the
computation power of the new blocks is much higher and therefore the old blocks get overruled and their
validation discarded. In other words, the blockchain is forked, but in the end the nodes focus on just one
strain again. If a soft fork happens, old nodes can still be gradually updated, until all nodes eventually
reach the same state again. Soft forks happen if the newer node requirements are more restrictive than
the old ones [23], [30].

Prerequisites: To allow forks to happen in regular blockchain operations it is most likely required
that the blockchain forges new blocks in a probabilistic manner where multiple nodes can bring forth a
valid block at the same time, resulting in a conflicting state. Systems where there is just a single entity to
produce and append new blocks will not suffer from the forking problem under normal circumstances.
Furthermore, systems using different methods for block arrangements and storage like a DAG (Directed
Acyclic Graph) can not really suffer from the forking problem, as there is no single chain.

2.2 Stale and Orphaned Blocks

Stale and Orphan Blocks are validated blocks that end up outside of the main blockchain. They usually
are a phenomenon of public blockchains, where miners try to outperform others in generating new blocks.

Stale blocks are the result of a race condition, which happens when blocks are created by two miners
at once. As only one of them can be added to the chain, the other one ends as a stale extension. They
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can be the product of malfunction or malicious behavior as well. A stale block is usually connected to
the main chain directly.

An orphaned block has its parent in an already stale block and therefore has no direct next block
connection to the main blockchain. It is entirely possible that an orphaned block started as part of the
regular blockchain, but consensus pushed its parent out to be stale, making the block itself an orphaned
block. Computation power spent on blocks that get stale or orphaned is essentially lost and usually not
rewarded [15], [30].

Prerequisites: Orphaned blocks require a preliminary stale block, which they can append to. Stale
blocks are the result of a probabilistic race between miners to be the one to append the block. This means
that it only applies to systems having a single chain to which multiple parties are able to append blocks
to. Stale blocks can be the product of malfunction or malicious behaviour as well.

3 Attacks on the Consensus Mechanism

A core component of every blockchain is the consensus mechanism. It is responsible for the decision
if and what blocks are added to the blockchain and therefore for the direction the chain. Especially in
public permissionless blockchains, where no form of centralised authority for checks and balances exists,
the consensus mechanism is portrayed interchangeable with ”trust”. If a system relies on one component,
the security of this component gets increasingly important. This section will therefore provide detailed
insights on this essential matter.

3.1 51%-Attack

The 51%-Attack, constitutes an attack on the consensus algorithm of a blockchain application. The
adversary attempts to take over the network by controlling the majority of nodes, or more than 50%
of the total computation power in the network. This unlocks the ability to overthrow the consensus
algorithm, reject otherwise valid blocks from being added to the chain, or add malicious content. It is
also known as consensus hijacking.

The specific characteristics of such an attack highly depend on the applied consensus algorithm and
type of blockchain. The majority takeover of a blockchain network, even if just for a short period, could
be used by an attacker to achieve more sophisticated goals and enables a variety of other attacks, such as
double spending 3.4. The 51%-Attack can pose a critical threat to integrity and availability. [16], [1],
[18] [12], [8], [23].

In permissioned blockchains, the threat situation with regards to 51%-Attacks is different [9], as
there consists an increased level of trust between the members based on the authentication hurdle. With
a central authority granting permissions, this type of attack is more realistic to be an insider threat, where
an administrative entity could take over and control the blockchain. Others see this as a prime example
of the vulnerable state of blockchains [18].

The main threat of 51%-Attacks stems from public, permissionless blockchains that use Proof-of-
X consensus mechanisms [6], as there is no regulating or controlling authority and each adversary is
unknown to each other.

[32] state that a 51%-Attack might be possible with less than that amount of computation power. It
is possible to take other nodes out of action by disturbing the transmission of the current state of the
blockchain. Therefore the power of these uninformed nodes would be lost and the overall cost for the
attack decreases by partitioning the network.

Nonetheless, there are possible measures to mitigate majority attacks [1]. For example, if the
blockchain network is based on a Proof-of-Work algorithm, it is possible to arbitrarily make the compu-
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tation step harder, so an attacker would need exorbitant amounts of computation power to be successful
[23].

However, this results in increased power consumption for the entire blockchain. One way to further
mitigate such an attack is by spreading the adoption of blockchain technology. Having a large amount of
nodes and miners increases the threshold of computation power required to possess more than 50%.

The author in [18] argues, that majority attacks are harder to achieve in Proof-of-Stake networks,
because their validation and consensus operating principles. It is however still a viable option and should
not be discarded entirely. One way of mitigating 51%-Attacks is a proposed Proof-of-Work that is
running in two phases [6].

Prerequisites: The prerequisites of a 51%-Attack vary based on the affected blockchain structure
and the used consensus algorithms and protocols:

• Proof of Work: more than 51% of the raw computational power of the network.

• Proof of Stake: more than 51% of the committed stake.

• Practical Byzantine Fault Tolerance: more than 33% of all replicas in theory to influcence the
network, in practice it is sufficient to take over the single primary node.

3.2 Reward for Uncle Blocks

Rewards for uncle blocks refers to a vulnerability of the reward mechanism of Ethereum that incited to
selfish mining [6]. Ethereum has an additional reward feature on top of regular block rewards, called
uncle and nephew rewards.

An uncle block is a stale block outside of the main chain, which directly references to a regular block
in the chain. In other words, stale blocks of the first order, closest to the main chain, can become uncle
blocks. If a future regular block down the line starts referencing this stale uncle block, the new block
is then called a nephew block and the creator of the uncle block gets the uncle reward. The rewarded
amount is set by the distance between uncle and nephew. An uncle can gain up to 7

8 of the amount of a
regular block reward, nephews will always gain 1

32 [27].
As uncle blocks are unique to Ethereum, there is no threat to other blockchain solutions not using

this reward system. On Bitcoin, there is no reward mechanism for stale blocks and the stale block rate
is at 0.41%. Ethereum on the other hand with the uncle mechanism has a stale block rate of 6.8%. This
mechanism reduces the overall security of the blockchain as it loses stability because of the amount of
stale blocks it has to handle [14], [29].

Prerequisites: Uncle Blocks and their reward mechanism appear to be a exclusive problem to
Ethereum. Any selfish miner can produce an abundance of blocks in the hope for profit.

3.3 Vulnerabilities of Consensus Mechanisms

3.3.1 Vulnerabilities of Proof of Work

Proof-of-Work is a commonly used consensus mechanisms in public blockchains. Miners have to put
effort (work) into providing mathematical proof during the creation of a new valid block.

Blockchains that exist for a considerable time, experience an increase of cumulative hash power in
the network. This means that computing hashes gets increasingly more expensive to the individual miner
as the level of difficulty increases.

Furthermore, hash computation usually has a narrow time-window until it has to be completed, which
could be hard to get into. Since rewards for these efforts are usually just granted to those who are actually
creating the new validated block, it means that all other miners will not be rewarded for their spent efforts.
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To counter this problem, miners started to increase their hash rates by using specialized hardware.
All this leads to large amounts of energy being wasted for no result. Bitcoin alone wastes more than 71
Terawatt-hours yearly just for the Proof-of-Work mechanism, according to estimates.

Another measure to counter the expensive hashing process are mining pools. Miners put together
their power which leads to them ”owning” certain parts of the network. If these pools are getting too
large, attacks, such as double-spending or majority attacks, could get possible. Additionally, control over
the entire blockchain could be at stake [30], [14].

3.3.2 Vulnerabilities of Proof of Stake

Proof-of-Stake (PoS) was introduced to overcome obvious problems of Proof-of-Work (PoW). Energy
consumption is reduced, which makes it a more sustainable (”green”) solution. Additionally, thresholds
for majority attacks get increased.

While Proof-of-Work uses a probabilistic approach, where miners get approved ”randomly”, Proof-
of-Stake uses a deterministic approach. Validators are selected using a process called bidding. There
they have to bid their stake, which is their balance, and the candidate with the highest stake are selected
to be the next validator.

Malicious behaviour will lead to the loss of the stake. PoS is more resistant to majority attacks than
PoW. It is no longer the computational power of the network, but rather the entire balance that an attacker
needs to own half of beforehand.

On the other hand, the downside of Proof-of-Stake is that wealthy validators keep on winning the
bid, which in turn grants them the block reward, leading to a few validators becoming richer each time
while new candidates have barely any chance of winning a bid. In turn this leads to a pseudo-centralized
system and defeats the purpose of a decentralized public blockchain [30], [21], [13].

3.3.3 Vulnerabilities of Practical Byzantine Fault Tolerance

The Practical Byzantine Fault Tolerance (PBFT) protocol is used in private permissioned blockchains
the most. In this trusted environment, the network is grouped into active and passive replicas.

From all active replicas, one is selected to be the primary node. This node is the one who receives
all transactions and pushes them out to the active replicas so they can sign the transactions and share it
with all other replicas. The results then get transmitted back to the primary node who collects them and
forges a new block with all signed transactions. This new block is then broadcasted over the network.

The whole protocol relies on the fact that the primary node is trustworthy and not compromised.
There is a number of actions a compromised primary replica could take, such as discard correct approvals
and stop transaction execution, meddling with the transaction order to actively create delay in the entire
block generation process, withholding blocks and transactions and falsifying transaction approvals.

Actors in a private blockchain network are usually known and therefore it is relatively easy to pinpoint
malicious activities to certain members. However, if damage is caused, locating the malicious member
is just a reactive or corrective measure.

Another weakness of PBFT is the scalability. Larger networks would suffer from communication
overhead between the replicas and performance decreases. One of the key weaknesses of Practical
Byzantine Fault Tolerance is that it has a comparatively small tolerance to malicious nodes in the network
with just 33% compared to the 50% of PoW and PoS. This low fault tolerance is a major problem,
especially since private networks usually are tremendously smaller in size than public networks, which
additionally reduces the actual number of nodes needed [30], [5].

Prerequisites: An attacker has to know the system and the implemented consensus mechanism and
protocols to choose the right attacks and attack vectors. For each there are slight deviations.
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• Proof of Work: Hash computation usually has a narrow time window until it has to be completed,
which could be hard to get into. Since rewards for these efforts are usually just granted to those
who are creating the new validated block, all other miners will not be rewarded for their spent
efforts.

• Proof of Stake: The downside of Proof-of-Stake is that wealthy validators keep on winning the bid,
which in turn grants them the block reward, leading to a few validators becoming richer each time
while new candidates have barely any chance of winning a bid. This leads to a pseudo-centralized
system and defeats the purpose of a decentralized public block-chain.

• Practical Byzantine Fault Tolerance: The protocol relies on the fact that the primary node is trust-
worthy and not compromised. There are a number of actions compromised primary replica could
take, namely discard correct approvals and stop transaction execution, meddling with the transac-
tion order to actively create delay in the entire block generation process, withholding blocks and
transactions and falsifying transaction approvals.

3.4 Double-Spending

A general problem of digital currencies is that data can easily be copied. A bitcoin is basically a set of
data which can be copied infinitely. This is the digital equivalent of counterfeit money. As with physical
currencies, such copies will increase the pool of available coins massively and in turn decrease their
value.

To address this problem Bitcoin verifies every transaction similar to a bank, but without a centralized
component. Double-Spending is the term for an attacker spending the same funds twice by circumvent-
ing the verification mechanism. There are different techniques, which can be used by an adversary.

The main issue arises from the fact that confirmations of transactions take time. This circumstance is
not ideal for payments, which have to be processed fast, in order to immediately sell goods (e.g. digital
product downloads). If another transaction invalidates the payment, the already released goods are lost
to the attacker [22], [17].

There are two prominent variants of double-spending:

Race Attack: In this attack, the malicious actor starts two different transactions at the same time,
referring to the same funds that are only sufficient for one transaction. Only one of these transactions
can be validated. This enables the attacker to retrieve double the amount of goods for the same amount
of money, if both receivers don’t validate first [22].

Finney Attack: During a Finney Attack, funds are used in a transaction, but the attacker is withhold-
ing a pre-prepared block with the same transaction to one of his own accounts. When the shop releases
the goods, the attacker broadcasts his block which then invalidates the initial transaction by making the
network believe that the actual transaction is the one that has been pre-prepared [17].

Prerequisites: For a successful double spending attack under normal circumstances, it is required
to complete two successful separate transactions faster than it takes to verify one of them and realising
the problem. However, there is also the possibility of double spending attacks exploiting a fork of the
blockchain.

4 Application Oriented Attacks

Blockchain systems are far from being uniform. Blockchain technology is used by broad variety of ap-
plications. Each of these applications comes with its own strengths and weaknesses, as well as different
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fields of use. Some of the attacks listed in this section could as well be seen fit for other categories. How-
ever, due to the fact that execution, requirements and outcome heavily depend on the targeted system, we
group them as application-oriented.

4.1 Cryptojacking

Due to the rising demand for computing power mining is becoming less profitable to the individual. This
lead to cases of cryptojacking, where an attacker utilizes the victim’s infrastructure to covertly mine
new blocks.

The two most common types are cloud-based and web-based cryptojacking. Initially cloud services
were used to run mining operations in virtual machines, but the same principle applies to any hijacked
system.

Web-based cryptojacking injects malicious JavaScript code into websites that sends mining tokens to
all visitors without their consent. They then compute and send back the hashes. This negatively impacts
the performance of the hosts and servers targeted by this attack and increases their CPU usage and battery
drain [30], [10].

Prerequisites: An attacker has to inject the malicious JavaScript code that runs on the victim’s
machine, increasing the CPU usage and battery drain. Usually this requires the user to stay on a specific
page for a prolonged time (e.g. streaming sites).

4.2 Timejacking

Timejacking can be seen both as a network attack and an application-oriented attack, based on the im-
plementation of the blockchain system.

As an example, Bitcoin regularly receives a network time from neighboring peers. If the median
time of all these nodes exceeds 70 minutes, the program falls back to system time of the node. If the
neighbouring nodes are controlled by an attacker, they can be used to send different timestamps resulting
in a median higher than 70 minutes. Additionally a block gets rejected if the network time varies by 120
minutes so this type of attack can help create other attack vectors [30], [35].

Prerequisites: An attacker needs control over a large number of neighbouring nodes to be successful
with this attack. Ideally, the victim is isolated by a flood of malicious nodes, which hints at a Sybil Attack,
further discussed in section 5.6.

4.3 Replay Attacks

A replay attack can take place, if a hard fork of a blockchain exist. This means that two separate
blockchains originated from a common original chain, further described in 2.1.

Users will be granted an equal amount of assets on both of these new strains, if they possessed some
before the split. Transactions can now happen on both chains separately. Since the ledgers are public
an attacker is able to see a transaction on one fork and replay it on the other, if no countermeasures are
taken. This results in equal loss of assets on both forked strains instead of one.

This was possible in Ethereum before they introduced chainID to identify the intended blockchain
for a given transaction, but this feature is not enabled by default and some users are still vulnerable.

Whenever a fork takes place it is the responsibility of the developers to include appropriate mitiga-
tions for replay attacks. Other than the blockchain itself, smart contracts can contain similar vulnerabili-
ties [28], [30].

Prerequisites: For a successful replay attack a malicious actor needs to find the blockchain in a state
enabling such an attack, such as a forking situation or a badly written smart contracts. If the blockchain
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is forked, an attacker requires access to a transaction on one strain to redo it on the other, which will
result in funds moved on both of them.

4.4 Smart Contracts

4.4.1 Reentrancy Attacks

In a case specific to Ethereum, it is possible for an attacker to claim the entire balance of a user by
recursively calling a function of the ERC20 token, if the user did not update his balance before sending
his ether [30].

Attacks could be conducted by specifically crafted contracts that call withdrawing functions, leading
to the possibility of being able to withdraw more times than it should be possible to do so [36].

4.4.2 Redirect and DoS Attacks

Another Ethereum-specific vulnerability in smart contracts arises when an attacker exhausts all available
gas by enlarging the number of addresses that require refunds. That way the gas limit can be reached
before the transaction is completed, thereby failing and cancelling it [30].

Similarly, a contract could be reliant on other contracts for it to fulfill its function. If these external
contracts get invalidated, taken over by malicious players, or simply are unavailable by network exhaus-
tion, it poses a threat to the original contract calling them [36].

4.4.3 Overflow Attacks

In Ethereum, the maximum amount of Ether in a variable can be 2256. The usage of this vulnerability is
extremely unlikely however, because it requires the sender to send an amount larger than the maximum,
which would then be reset to zero [30].

Although overflows are not a new phenomena in computer science, in the world of (Ethereum)
blockchain, such an overflow will start an infinite loop which makes it impossible to generate a new
block out of the transaction [36].

4.4.4 Short Address Attacks

The Ethereum ERC20 tokens are affected the most by this attack by exploiting a token creating bug in the
EVM. While purchasing tokens with a wallet ending on a 0, the attacker simply removes the last digit,
which gets appended by the EVM automatically. This results in a grant of multiple times the tokens than
originally bought [30].

4.4.5 Forcible Balance Transfer

This vulnerability depends on the Ethereum gas limit as well, but can work in other similar environments
too. If there is badly written code or purposely created vulnerabilities that transfer balance without
fallback functions, it can lead to failing transactions. The money spent in such a way is therefore lost
[30].

Prerequisites: For most of the smart contract related vulnerabilities, it is obvious that coding errors
and code weaknesses are a major problem. Insecure coding practices or mishandling of parameters and
methods can result in vulnerabilities, which pave the way for new exploits.
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5 Attacks on the Peer-to-Peer System

A distributed network is the backbone of a public blockchain. Classical network attacks are nothing new
in IT. However, a fully distributed network behaves differently and possesses new threats.

Unsurprisingly, the introduction of blockchain systems enables a number of possible attack vectors
in addition to valid traditional network attacks. In this section we take a closer look at attacks that are
focused on vulnerabilities of peer-to-peer networks used for blockchain systems.

5.1 Eclipse Attack

An Eclipse attack focuses on the peer-to-peer component of blockchains. The goal is to isolate a victim
from a legitimate network by making them connect only to nodes that are under the attacker’s control
until the maximum connection limit is reached. Afterwards it is much easier to start further attacks on the
now shielded victim. The exact procedure differs depending on the implementation of the P2P network.
Important factors are include, amongst others, the connection limit and the number of instances that can
be started simultaneously on a device under an IP [15], [24].

Bitcoin The Bitcoin Client uses a random protocol to search for 8 peers. On top of that, 117 incoming
connections are accepted. An attacker could now try to block all 117 connections to send garbage traffic
to the victim, hoping to restart the client. When restarting, the existing peers are deleted and new ones
are established. The likelihood that the new peers will be controlled by the attacker is now very high.
However, since many nodes are required for this, it is usually necessary to use a botnet for this type of
attack.

If a client is successfully eclipsed, this can lead to some problems and further attacks, as the victim
is no longer able to tell the difference between a valid transaction and malicious acts [15].

Ethereum Ethereum is another crypto currency that has been vulnerable to Eclipse attacks. The
maximum for outgoing connections is 13 instead of the 8 that Bitcoin has, which makes the attack more
difficult, but an ECDSA public key is used as the ID for a client and not the IP. This means that any
number of instances could be executed on one computer (before version 1.8). This eliminated the need
for a botnet and allowed attacks with a fraction of the resources. Furthermore, the selection of the
peers using the Kademlia algorithm was very predictable and thus facilitated the transfer of the peer
connections.[24]

Follow-Up Attacks If an attacker has succeeded in isolating a victim, he can use various techniques
to cause further damage. If, for example, two clients want to fulfill and transmit a task at the same time,
a block race is created. In this case, only one result is accepted and the other is discarded. The attacker
could now artificially create this problem by holding back results.

This causes a large computing effort without benefit. An isolated client is also no longer part of the
network and does not contribute to the completion of tasks. Since some participants can be excluded
from the network in this way, this can facilitate 51% attacks (see chapter 3.1). Many attacks also target
crypto currencies specifically. They attempt to manipulate the system in such a way that profits are
gained by withholding the true state of the transactions from the victim [15], [24], [30].

Prerequisites: An Eclipse attack will be of concern, if the connection pattern and behaviours of
the nodes to its neighbours can be predicted. Knowing this, an attacker can set up his own nodes in
preparation and then force a re-connect of his victim, via a DDoS (Distributed Denial of Service) for
example.
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5.2 Selfish Mining Attack

A blockchain in which new blocks are created by miners is vulnerable to selfish mining attacks. For the
regular mining process, a new block is appended as soon as it is generated.

A selfish miner however wants to generate as much reward revenue as possible by mining new blocks
without informing the main chain. These silently crafted blocks in the selfish miner’s personal ”micro
blockchain” then get released all at once, which makes the selfish miner win over the network by overall
length of the blockchain, which would result in his blocks getting accepted over the ones that other
miners create and possibly fork the blockchain, resulting in a loss of previously mined blocks by other
miners for that duration. This state is also described as block race in which the two parties, honest and
selfish miners, try to be the one to get new valid blocks.

The success of a selfish miner can be greatly improved by increasing the used computation power.
Honest miners can be deprived of what would be their reward. Additionally, the computation power
spent is lost and the number of stale blocks, another blockchain problem, increases. If two or more
selfish miner compete with their privately accumulated blocks, it will probably lead to a larger fork,
which would delay the entire network and opens the door for a number of further attacks [30], [3].

Prerequisites: To conduct selfish mining, an attacker needs to be able to forge new blocks at a
faster rate than the other nodes. This is usually done by combining hashing power in a mining pool.
The blockchain needs to be probabilistic for selfish mining attacks in the traditional sense. For private
blockchains, an attacker usually needs to take over or influence the main/primary node of the network to
be successful.

5.3 Classical Block Withholding Attacks

The main target for classical block withholding attacks are mining pools. There are two main options
described in [30]. One option is that there are two mining pools and one of them withholds a block until
the other pool releases its own new block, so both of them can be released at the same time, confusing
the network and possibly splitting the blockchain or resulting in a discard and waste of energy for both
of them. The second and more practical option is what one miner inside a mining pool acts maliciously
against its own pool by keeping a valid block secret to publish it as an independent miner and take all the
reward alone, which again leads to a waste of computation power [31], [30].

Prerequisites: One option is that there are two mining pools and one of them withholds a block until
the other pool releases its own new block, the second and more practical option is when one miner inside
a mining pool acts maliciously against its own pool by keeping a valid block secret.

5.4 Fork After Withholding Attack

The fork after withholding attack (FAW) is similar to the first option of classical block withholding
attacks. A miner that is member of two different mining pools and has a valid Proof of Work block
withholds it until both pools can propagate a valid block at the same time.

The malicious miner will get the reward, no matter which one of the two blocks will be accepted in
the main chain. This race condition can also be the case if mining pools are in conflict with each other
and actively try to sabotage the other pool. The larger pool with more computation power will usually
win this battle. Overall, it is more profitable to do a fork after withholding attack than regular selfish
mining or block withholding attacks [20], [30].

Prerequisites: A miner that is a member of two different mining pools and in control of a new valid
block.

120



The Risks of the Blockchain
A Review on Current Vulnerabilities and Attacks König et al.

5.5 Block Withholding in Private Blockchains

Blocks can be withheld in private blockchains as well [30], for example in PBFT networks when the
primary replica node acts maliciously, or the attacker has control over a number of replicas already. A
primary replica can cause harm on four different ways that are all cause by withholding and result in
delay or compromise of the network:

1. Withholding issued transactions

2. Limiting the recipients of transactions in the network

3. Discard received signatures from the replicas

4. Withholding a generated block from the network

Prerequisites: Blocks can be withheld in private blockchains as well, for example in PBFT networks
when the bad actor is in control of the primary replica, or the attacker has control over a large enough
number of regular replicas to halt the overall consensus process.

5.6 Sybil Attack

As shown in [11, 8], a Sybil Attack is an identity-based Attack and threatens the peer-to-peer network.
Communication amongst the peers in a blockchain network works so that a node gets his information
from other surrounding nodes. An adversary can create many fake identities so that all connections from
the victim will be established with the attacker [26]. When the victim is finally surrounded and cut off
from other nodes, an attacker can feed the victim misleading information. This can potentially enable
double-spending attacks [2], amongst others.

The Bitcoin protocol is considered to be Sybil resistance as it has countermeasures. There a node
just needs one single honest node that provides the information to the true Bitcoin network. Then it
will ignore the false information from the attacker [26]. Therefore, Bitcoin considers itself to be Sybil
resistant. This of course is no guaranteed resistance since it still relies on a functioning connection to the
network. It merely serves as a measure to reduce the risk.

Prerequisites: Although the Sybil Attack shares many similarities with the Eclipse attack, there
are still differences, especially since the latter only focuses on identity and not the network in general.
An attacker needs the ability to control or create enough Sybil nodes to overrule the voting outcome of
honest nodes to slowly block them off from the real network.

5.7 Wallet Theft

In the world of cryptocurrencies, wallets are used to store cryptographic keys of the users. Research
shows that there has been a multitude of attacks directed at wallets and a lot of money has been stolen by
stealing or deleting keys.

The problem is that when an attacker has access to the victim’s private key he can generate new
transactions and spend the money of the victim, similar to a stolen credit card. There are many ways for
an adversary to steal the keys:

One method is to compromise the Client Software. Bitcoin Core v0.15 contained a vulnerability that
allowed an attacker to take over the wallet. Open-source code can be a problem as much as it is helpful,
as it is likely that there are vulnerabilities in the code, in the implementation of cryptographic operations
or any other level which can be found and exploited by a malicious actor.

Another method to get unauthorised access to a wallet are Man-in-the-middle attacks [30],[25].
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Prerequisites: Wallet Attacks are usually found in public and permissionless monetary blockchain
systems. There are different approaches on how an attacker might get access to the wallet. One is
exploiting vulnerabilities in the client software or the blockchain system itself which in turn requires
that there are in fact vulnerabilities present and able to be exploited, the other approach is by using
preliminary man-in-the-middle attacks.

5.8 Classical Network Attacks

We are aware that a blockchain network can be subject to a variety of traditional network attacks and
attack vectors. Two examples for such attacks are DNS and DDoS. Corruption of the DNS chache or
spoofing, as well as man-in-the-middle attacks are still possible with blockchains [30], [9], [19].

DDoS attacks are even more present in blockchain peer-to-peer networks. Especially mining pools
and currency exchange services are valuable targets. There have been over 140 reported incidents of
DDoS attacks on a selection of Bitcoin services over a duration of two years [7], [2]. While classical
network attacks like these examples here are still a threat to blockchains, these affect a broader spectrum
and not solely the blockchain world, which we focus on.

6 Discussion

In this chapter we briefly summarise analyzed attacks and vulnerabilities. A quick and comprehensive
overview of the condensed results is outlined in Table (1).

While the structure of a blockchain can have major implications on the finalised system, it is impor-
tant to highlight the variety of such structures. In most articles concerning attacks, it is assumed that
the used blockchain system is either used in a public and permissionless setting, or for cryptocurrencies.
Most likely, this trend stems from the history of modern blockchains going back to Bitcoin, a public and
permissionless cryptocurrency. Blockchain systems with such specifics may be relevant for individuals,
but for companies and organisations a private blockchain is certainly the correct way, as they handle sen-
sitive or personally identifiable data. Structures of private blockchains differ from public blockchains,
most an foremost in scalability and communication. Vulnerabilities of the structure of such blockchains
need to be identified by the operators.

The consensus mechanism of a blockchain system is essential for its operation. Overall, there is
a multitude of varying consensus mechanisms of which some are practically just minor deviations of
the mechanisms we covered in this article (i.e. Delegated Proof of Stake, Simplified Byzantine Fault
Tolerance, etc.). Each of them comes with different advantages and disadvantages which the operators
and users need to be aware of. Since the consensus mechanism decides the way of the chain, a foreign
takeover is a valid concern. As it is with public blockchains, such consensus hijacks in the form of 51%
Attacks is highly unlikely to be performed by individuals if the blockchain has amassed a certain size,
as the required power to execute such an attack would be exorbitant. That’s not to say that is entirely
impossible. For private blockchains, consensus hijack is not particularly the correct term. As there is
usually a governing central authority in such chains there is no need to hijack the consensus as the central
machine is most likely all it takes.

The capabilities of blockchains have improved tremendously over the past decade. Especially with
the introduction of smart contracts, the possibilities for blockchain system reached new heights. Leaving
aside the legally binding aspect for lawyers, with smart contracts a blockchain can be used for virtually
any market sector, as long as the programmers of such contracts are able to provide the functionality.
Therein lies one of the problems. As soon as a smart contract is deployed to a public blockchain, changing
the code becomes next to impossible. This means that the programmers of such contracts don’t have
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a margin of error to play with. Additionally, it can be expected that the number of smart contracts,
distributed apps, chaincode and whichever name is used to describe them will certainly increase with the
number of blockchain systems and user base growth of blockchains. Another aspect of applications is
the user application, of course. Users of a blockchain need to have a way of executing their actions on a
blockchain, such applications need to be secure, as it could lead to possible exploits otherwise.

Network attacks and threats are a common sight in the field of IT. Unsurprisingly, blockchains are not
isolated from such problems. While some of the issues overlap for both traditional IT and blockchains,
there is a number of threats specific to distributed systems and especially, blockchains. Most of these
problems occur in public and permissionless blockchain systems, as there is no central authority that
could be consulted in the case of an attack. Emerging and existing threats alike need to be addressed in
the form of appropriate mitigations to guarantee the security of the whole blockchain system network.

7 Conclusion and Future Work

The blockchain technology has the potential to be trailblazing in contributing to future challenges across
various sectors. This applies in particular to those challenges where trust and transparency are of central
importance. As no technological progress comes without risks, it is key to be aware of current secu-
rity challenges. In this paper, we support researchers and practitioners by presenting an overview of a
number of highly relevant attacks on and vulnerabilities of blockchain systems. The plethora of source
material that is readily available highlights the vulnerable state of blockchain systems and points out that
blockchains are not invincible or entirely secure, as some enthusiasts like to propagate. On top of that,
even after years of blockchain activities around the globe, security needs are often neglected, which is
mirrored in the lack of countermeasures. Another finding of our research on current threats and vulnera-
bilities is that most of the current research efforts solely focus on the technical perspective of blockchain
security, especially consensus and network problems. However, there is a severe disparity to organisa-
tional security, which often gets neglected. As compliance to legal and regulatory requirements (e.g.
EU General Data Protection Regulation) is getting increasingly important, we are convinced that orga-
nizational security controls for blockchains are a critical component to ensure the success of blockchain
systems. Therefore, we plan to analyze organizational problems arising when using blockchain tech-
nologies. We further aim at elaborating a set of organizational control objectives and recommendations
to ensure security assurance.
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Table 1: Summary of Attacks and Vulnerabilities of Blockchains
Category Attack/Vulnerability Underlying System Affected Blockchains Maturity Level

Blockchain Structure Blockchain Fork Blockchain with mining Bitcoin, Ethereum, multiple Executed

Blockchain Structure Stale and Orphaned Blocks Blockchain with mining Bitcoin, Ethereum, multiple Executed

Attacks on the Consensus
Mechanism

Majority/51% Attack Blockchains without cen-
tral authority

multiple High-Effort

Attacks on the Consensus
Mechanism

Reward for Uncle Blocks Blockchain with stale
block rewards

Ethereum Executed

Attacks on the Consensus
Mechanism

Vulnerabilities in Proof of Work Blockchain using Proof of
Work

multiple Vulnerable

Attacks on the Consensus
Mechanism

Vulnerabilities in Proof of Stake Blockchain using Proof of
Stake

multiple Vulnerable

Attacks on the Consensus
Mechanism

Vulnerabilities in Practical
Byzantine Fault Tolerance

Blockchain using Practi-
cal Byzantine Fault Toler-
ance

multiple Vulnerable

Attacks on the Consensus
Mechanism

Finney Attack Blockchain with delayed
verification

multiple Possible

Attacks on the Consensus
Mechanism

Race Attack Blockchains with delayed
verification

multiple, Bitcoin Possible

Application Oriented At-
tacks

Cryptojacking Blockchain with mining multiple Executed

Application Oriented At-
tacks

Timejacking Blockchain with multiple
writing nodes

Bitcoin, multiple Possible

Application Oriented At-
tacks

Replay Attacks Blockchain without pro-
tective measures

Ethereum, multiple Possible

Application Oriented At-
tacks

Attacks on Smart Contracts Blockchain with Smart
Contracts enabled

Ethereum, multiple Possible

Attacks on the Peer to
Peer System

Eclipse Attack Blockchain without au-
thority

Bitcoin, Ethereum, multiple Executed

Attacks on the Peer to
Peer System

Selfish Mining Blockchain with mining multiple Executed

Attacks on the Peer to
Peer System

Classical Block Withholding At-
tacks

Blockchain with mining multiple Executed

Attacks on the Peer to
Peer System

Fork after Withholding Attack Blockchain with mining multiple Executed

Attacks on the Peer to
Peer System

Block Withholding in Private
Networks

Blockchain with authori-
ties

multiple Possible

Attacks on the Peer to
Peer System

Sybil Attack Blockchain with identity
mechanism

Bitcoin, multiple Possible

Attacks on the Peer to
Peer System

Wallet Attacks Blockchain with a wallet
system

Bitcoin, multiple Executed
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