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ABSTRACT The rapid development of advanced information and communication technology has made
modern power systems evolve into more complicated cyber-physical power systems (CPPSs) with mutual
coupling characteristics between cyber systems and power systems, and at the same time, the CPPSs have
to confront some newly emerged risks owing to cyber system unreliability or cyberattacks. In this paper,
regarding the cyber and physical attacks in a CPPS, the operation risks and vulnerabilities of transmission
lines are discussed in detail by building relevant game-theoretic models. Under two possible cyberattack
scenarios, namely time delay of system recovery and distributed denial of service, a three-stage defender-
attacker-defender tri-level mathematical programming model is proposed based on dynamic game theory of
complete information. In particular, the objective functions and corresponding constraint conditions in each
level are analyzed and constructed elaborately. For the solution of this proposed tri-level programming model,
a solution method based on an improved particle swarm optimization approach combined with sequential
quadratic programming technique is applied during analysis. Finally, the proposed model is validated through
two case studies, and some preliminary concluding remarks are summarized.

INDEX TERMS Cyber-physical power system, dynamic game with complete information, tri-level pro-
gramming, vulnerability analysis, particle swarm optimization.

I. INTRODUCTION

The rapid development of today’s smart grid has undergone
tremendous changes and innovations in recent years. In par-
ticular, with increasing automation in the power system,
more and more information networks, communication tech-
nologies, and sensing devices are widely applied. As deep
integration of physical power system and information net-
work, the modern power system is no longer a purely tra-
ditional power grid consisting of a large number of power
devices, but a cyber-physical power system(CPPS) composed
of virtual cyberspace and traditional entity physical network.
Compared with the traditional power grid, CPPS integrating
advanced information communication technology and con-
trol algorithm, greatly improves the efficiency and reliability
of the power system. However, at the same time, it also brings

The associate editor coordinating the review of this manuscript and
approving it for publication was Arup Kumar Goswami.

30322

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see http://creativecommons.org/licenses/by/4.0/

new problems and challenges. Insecure cyber networks and
increasing cyber intrusion activities could result in different
consequences on power systems from inappropriate disclo-
sure of confidential information to disastrous blackouts.
Recently, the threat of cyberattacks against power system
cyber networks is increasing dramatically. Regarding the
malicious attacks by terrorists, besides those attacks aiming at
physical parts, causing line interruption or component failure,
the cyberattacks which can also lead to severe consequences
are involved as well [1]. In December 2015, an unprecedented
hack attack on Ukraine’s power grid caused thousands of
homes to lose power. It was the first known instance of
hacker-induced power outages around the world [2]. More-
over, in December of the following year, hackers launched
another attack, causing a severe power outage in Ukraine [3].
In 2017, it was reported that there were cyberattacks on
the Irish power grid. The attackers installed software on
the routers and were able to see encrypted communications
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protocols [4]. Furthermore, the cyberattack in Venezuela in
March 2019 caused blackouts for more than five days [5].
Confronting such cyberattack threat, it is of great practical
significance to analyze the operational risk of the power
system and identify the vulnerable components.

It is known that game theory is widely used to analyze the
vulnerability in a CPPS. The competition between attackers
and system operators has always been modeled as Markov
games and leader-follower Stackelberg games. In a Markov
game [6]-[10], the competition was regarded as a continual
process in which the participants choosed their strategies in
each state. And the interaction in each state can be regarded
as a zero-sum static stochastic game. Different from Markov
games, leader-follower Stackelberg games were one-time
events but always have two stages, in which the players
choosed their strategies to maximize their payoffs subject to
other players’ action behaviors [11]-[17]. In a Stackelberg
game, the attackers were always regarded as the leaders who
determined the components to be attacked so that the damage
was maximized, and the system operator was the follower
with the aim of minimizing the damages caused by the dis-
ruptive agent. This attack-mitigation process can be trans-
formed into a mixed integer bi-level optimization problem,
which can be solved by converting into a single-level linear
programming problem [12] or Benders decomposition [13].
Thereafter, a tri-level programming model was proposed,
which was more realistic, considering the defender’s config-
uration before the attacker’s action behavior [17]-[21]. The
tri-level programming problem can be solved by the decom-
position algorithm [17], [18]. In a tri-level programming
model, the allocation strategy of the resource was discrete,
which only simply used the binary value to measure whether
the attack would cause component failure. In practice, even if
the component was in a protected state, some attack towards
it may also succeed, which means that whether the attack
was successful or not should be a probabilistic event. Further-
more, in subsequent researches, the continuity of resources
was elaborately investigated. In [22], the resources were
divided into K parts for distribution. In addition, Shi L et al.
set power failure caused by the attack as a probabilistic event,
where the vulnerability of the line in the test system was
analyzed by dynamic game. In [23], the defensive strategies
were completely continuous, and the influence of the defense
resources on the system recovery time was introduced.

The models mentioned above mainly focused on physical
attacks in power systems. There were also some researches on
the cyberattacks in CPPS. The false data injection attacks can
affect the state estimation, further affect the power flow cal-
culation [24] and even the power market [25]. The attackers
can also launch undetectable cyberattacks through load redis-
tribution attack, which can redistribute individual bus loads in
the system without changing the overall load demands [26].
The corresponding mathematical models were established to
analyze such cyberattacks [27], [28]. However, there are few
researches analyzing the vulnerability of the power grid with
cyberattacks.
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In this paper, a CPPS vulnerability assessment frame-
work that represents a tri-level mathematical programming
model under various cyberattack scenarios is established
based on dynamic game theory. For this proposed nonlin-
ear programming model, an improved particle swarm opti-
mization (PSO) approach is applied to identify the critical
system components in a studied CPPS. Finally the simu-
lations are performed on two test systems to demonstrate
the effectiveness and validity of the proposed model and
method.

The rest of the paper is organized as follows. Section II
describes the problem to be studied and proposes the defense-
attack-mitigation optimization model based on the dynamic
game method. Section III discusses the corresponding solu-
tion method. Case studies are carried out and analyzed in
Section IV. Finally, the concluding remarks and future works
are presented in Section V.

Il. PROBLEM FORMULATION

As aforementioned, we aim to carry out vulnerability
assessments of power components and to identify critical
system components based on the dynamic game under phys-
ical attacks and cyberattacks. In this paper, the interaction
between the attacker and the defender is envisaged as a game
of complete information.

The following basic assumptions are listed for formulating
the attack-mitigation scheme.

(a) The attacker is accessible to the topology and all param-
eters of the entire network.

(b) The attacker knows the defense strategies applied by
the defender, namely the allocation of physical resources and
defense resources.

(c) The attacker knows the measures that the defender
would take if attacks succeed.

(d) The attacker has knowledge of the final losses of the
power grid if attacks succeed.

(e) The defender would take the attacker’s possible attacks
into consideration before allocating defense resources.

(d) Fault tolerant of the CPPS is ignored.

A. DEFENSE-ATTACK-MITIGATION SCENARIO

In this paper, we only consider such a scenario involv-
ing one operator and one attacker. As shown in Fig.1,
the attacker maliciously attacks the transmission lines
and prevents the defender taking mitigation measures.
The defense-attack-mitigation process can be described as
follows:

(1) The grid operator allocates limited defense resources
to harden physical components and cyber elements, aiming
at reducing the probability of components failure.

(2) The attacker launches physical attacks and then cyber-
attacks according to the operator’s defense strategies. Here,
the physical attacks mainly refer to those attacks which would
cause the line tripping. While the cyberattacks refer to those
attacks on cyber elements, which may lead to recovery time
delay or the distributed denial of service (DDoS).
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FIGURE 1. Defense-attack-mitigation scenario.

(3) The operator tries to reduce the losses of the system and
maintain system stability by means of load shedding and line
tripping, if necessary.

Based on the game theory, the aforementioned defense-
attack-mitigation scenario can be modeled as a dynamic game
model through a triple I' =< 1, S, U >:

(a) I = (defender, attacker) is the player space which
includes the CPPS defender and the attacker.

(b) S = (Sattacker> Sdefender) iS the strategy space.
And Sdefender = (d ,17 dp,2, cec dp,ia L] dp,N’ dc,l,
dC,Q.a e dc,i’ ey dc,N/),Sattacker = (ap,laap,Z’ s Apliy eeey

ApM,Ac,1,4c2, .- ., Qe pm7), Where d.. ;, d), ; represent
the cyber and physical defense resources allocated on compo-
nent i, respectively; ac ;, ap,; represent the cyber and physical
attack resources allocated on component i, respectively; N, N’
denote that the defender can protect N physical components
and N’ cyber elements. M, M’ denote that the attacker can
attack M physical components and M’ cyber elements.

(c) Let Udefender(Sattackers Sdefender): Sdefender — R,
Uattacker(Sattacker> Sdefender): Sattacker — R represent the pay-
offs to the defender and the attacker, respectively. In this
paper, the Ujacker means the load losses of CPPS, while
Ugefender = —Uattacker- Thereofre, the entire game process
constitutes a zero-sum game. What’s more, the calculation of
the payoff would be described in the following sections.

(d) Game stage: The game model is a two-stage model,
where the CPPS defender allocates defense resource at the
first stage, while the attacker would lunch the physical and
cyber attacks at the second stage. It is worth mentioning that
that the attacker acts after the defender, therefore the strategy
of the defender would be observed by the attacker.

ey ey .-

1) RESOURCES SETTINGS
In practice, the resources include manpower, device technol-
ogy, software level and so on. In our work, the details of the
resources are ignored, and the resources are quantified by
using unit “1”” during analysis.

Regarding the resources settings, the further assumptions
are listed as follows:

(a) The defender and the attacker both have limited
resources D and A, respectively.
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(b) Physical resources are independent of each other.

(c) The defender and the attacker can allocate their
resources on the components in the system continuously.

Then we can get:

Ac+Ap, = A = const
D, + D, = D = const
A¢, Ap, D, D), = const (1)

where A, and D, denote the amount of cyber resources
owned by the attacker and the defender, respectively. A, and
D, denote the amount of physical resources owned by the
attacker and the defender, respectively.

Particularly, we have:

N N’
Zd,iz D> ch,iZDc
i=1 i=1

M

Z"p,‘/ = Ap,
j=1

2) PHYSICAL ATTACK

In this paper, the physical attacks mainly refer to attacking
the transmission lines in CPPS. In general, the attacker and
the defender will influence the vulnerability of components
via allocating the physical and cyber resources. Regarding
the monotonic and marginal effects, we propose the following
simplified equation on the failure probability of transmission
line i based on the allocations of physical resources a, ; and
dp,; of both attacker and defender:

M/
> acj=A ©)
j=1

N ap,i ) 1
1 + ap.i 1+d ¥

Equation (3) shows that the line i would be tripped easily
when fewer defense resources or more attack resources are
allocated on it. And the value of the probability will decrease
as the allocated physical resources increase.

When M transmission lines are attacked simultaneously,
if the attack causes S lines tripped, let SP = {SP;, SP>,
..., SP,,} represent the collection of possible S tripped lines.
For each of these cases, the corresponding probability of its
occurrence can be calculated by:

Posee = [ poi- T[] (1=1ppJ)

ieSPA jeFPA

P 3)

where SPA represents the set of failure lines, F/PA denotes the
set of other lines.

3) TWO KINDS OF CYBERATTACKS
In this paper, two kinds of cyberattacks, namely recovery time
delay attack and DDoS attack, are mainly considered during
analysis. For different types of cyberattacks, the allocation
of cyber and defense resources has different effects on the
vulnerability of components.

First, regarding the recovery time delay attack, when a
component in a system is attacked and eventually failed,
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it takes time for the system operator for such a situation. What
is more, repairing the failure also takes a certain amount of
time. Hence, the attackers can launch cyberattacks to extend
the recovery time [29], which can expand the losses of the
system.

The recovery time of component i depends on the allocated
defense and attack resources. It can be calculated by the
following expression:

_ Ac,i 1
- 1+ac,,- 1+dc’,'

Similar to (3), equation (5) also considers the monotonic and
marginal effects.

When several components need to be recovered after a
physical attack, for the sake of simplicity, we assume the sum
of the recovery time of all components as the total recovery
time T;:

&)

Id,i

To= ) tai ©)
ieSPA

Besides launching recovery time delay attack, cyber attack-
ers can also cause the expansion of system losses via pre-
venting the system operator from taking defensive measures.
For instance, when the system operator wants to maintain the
stability of the system by means of load shedding, the DDoS
attacks can prevent the system operator from shedding load,
which may make the system more unstable.

For DDoS attacks, the impacts of the allocation of cyber-
attack and defense resources on the vulnerability of com-
ponents are still reflected by the success probability of the
attack. The probability of a cyberattack causing a component
to refuse an action can be modeled as:

ac,i 1
1 +ac; 1+ dc,i

When M’ cyber components are attacked simultaneously,
if the attack causes S components to refuse action at the same
time, let SC={SC, SC», ...,SC,,} represent the collection
of all possible S faulty components, then for each of these
cases, the corresponding probability of its occurrence can be
described as:

Pese, = [ pei- [T (1=pe)) ®)

ieSCA JjeFCA

Pe,i @)

where SCA represents the set of components that refuse action
due to cyberattacks, while FCA represents the set of other
cyber components.

B. TRI-LEVEL PROGRAMMING MODEL

After establishing the dynamic game model, the Nash equi-

librium can be calculated by applying a two-stage backward

induction approach, which can be described as follows:

1. Analyze the attacker’s strategies, who must choose his
dominant strategy in the second stage. And establish the
best-response correspondence of the attacker.

2. Analyze the defender’s strategies with the best-response
correspondence of the attacker taken into account.
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Therefore, the game model constructed in Section II can
be transformed into a tri-level programming problem by
establishing corresponding objective function and constraints
in each level respectively. In the lower level programming
model, the losses of the system can be obtained if the target
transmission lines are tripped. The middle level programming
model can be viewed as the best-response correspondence of
the attacker when the defender’s strategy is given. Further-
more, the Nash equilibrium solution of the dynamic game can
be obtained by solving the upper level programming model.
Then the vulnerability assessment can be further conducted
on transmission lines based on the final resource allocations
of both the attacker and the defender.

1) LOWER LEVEL PROGRAMMING MODEL

In our work, there are following major concerns in establish-
ing the lower level programming model. When transmission
lines are tripped due to the attacker’s physical attack, the sys-
tem operator needs to operate load shedding to maintain
system stability. Therefore, the corresponding amount of load
shed will become the key point of constructing the lower level
model.

In this paper, the product of the amount of load shedding
and the recovery time is leveraged to represent the losses of
the power grid caused by the attack. In fact, when the tripped
lines are determined, the recovery time of these tripped lines
is determined as well. Then for the defender, reducing the
losses of power grid can be equivalent to minimum load
shedding. Therefore, the objective function in the lower level
programming model is defined to minimize the total load
shedding amount:

[PG”’, 0] = arg {min ZSi} 9)

iel

where P9 is the active power of generator; 6 is the phase
angle of each node; I is the set of load nodes; S; is the loads
to be shed.

For (9), the following constraints must be satisfied:
Bty — Oa(

X1

PiGen _ Z PlLine + Z P%ine =d;—S; (11)

llo(l)=i 1ld(l)=i

P = (10)

0 < Péen < P (12)
_Ff,ine < PlLine < f)lLine (13)
0=<S8i<d (14)

Equation (10) describes the power flow constraints on line
[ base on DC technique. Where the subscripts o(!) and d (1)
denote the from-end and to-end of line / respectively, and x;
represents the impedance of line /. Equation (11) describes
the power balance at the bus i. Equations (12) and (13) denote
the upper and lower limits of generator outputs and line power
flows. Equation (14) shows that the amount of load shedding
at bus i cannot exceed its given load demand.
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2) MIDDLE LEVEL PROGRAMMING MODEL

For the middle level modeling concerns, the second step in the
game is that the attacker allocates attack resources according
to the defender’s defensive strategies, aiming at causing the
greatest losses in the system. In our work, the losses caused
by the attack are defined as the product of the amount of load
shedding and the recovery time. When a set of components
SP; €SP fail due to the attack, the final losses can be described
as:

Ysp, =T - mLS (15)

where the mLS (the minimum load shedding amount) can
be obtained by solving the aforementioned lower level pro-
gramming model, while the total recovery time 7 mainly
consists of the basic recovery time and the delay time caused
by cyberattacks, which can be described as:

I'=aTpse+ (1 —)Ty, 0=<a=1 (16)

where « is a weighted coefficient which would be set as 0.1 in
this paper, and the total basic recovery time Tpyqe is:

Tbase = Z tbase,l (17)

leSPA

In this paper, we assume that the basic recovery time of a
single transmission line is proportional to its reactance:

Thase,l = ki - X (18)

where we take k; = 1 in this paper.

In the middle level programming model, the attacker
should reasonably allocate the resources so as to implement
the maximum system losses, while it is imperative to con-
sider the influence of the probability of a successful attack.
In our work, the risk theory [30] is employed to construct the
objective function of the middle level programming model.

Based on the risk theory, the attacker’s payoff function
can be modeled as the product of accident losses caused by
component failure and the probability of component failure.
When the attacker attacks a single transmission line, the pay-
off function U; pertinent to the attacker can be expressed as:

U =ppi- Y (19)

where Y; denotes the losses of system when line / is tripped,
and pp, | represents the failure probability of line /.

When the attacker attacks two lines simultaneously,
the corresponding payoff function U, can be expressed as:

Uz =Ppiy - Yoy +Ppiy - Yi + Pp ity by - Vi .y (20)
And according to (4), here is:
Pyt = ppiiy - (1 _pp,lz)

P[’,IZ = (l _pp,h) 'pp,lz
Ppi11,by = Pp.iy " Pp.iy (21)
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Likewise, when the attacker attacks M lines in the system,
the payoff function can be expressed as:

M
Uv =Y, > Ppsp-Ysp, (22)

S=1 SPyeSP

Then the objective function of the middle level program-
ming model can be expressed as:

[ac, ap] = arg {max Uy (23)
dp,d,
Moreover, the constraints are given as follows, that means
the attacker bears limited attack resources:

M

Z ap,; = A, = const
v (24)

where M’ is different from M, that means the number of
cyberattack targets is not necessarily the same as the number
of physical attack targets.

3) UPPER LEVEL PROGRAMMING MODEL
The upper level programming model is pertinent to the strat-
egy of the defender. The defender aims to maximally reduce
the losses of power grid through allocating defense resources
when the power grid is attacked. The objective function of
the upper level programming model is similar to that of the
middle level programming model, except that the modeling
of middle level programming is for the attacker to maximize
Uy while the modeling of upper level programming is for the
defender to minimize Uy, through making strategies.

The corresponding objective function of the upper level
programming model can be expressed as:

[dc, d,,] = arg {;131011 UM} (25)
prte

Similarly, the constraints are given as follows, that means
the defender bears limited defense resource:

N
de,i = D), = const
i=1
N/
Z dci = D, = const

i=1

(26)

IIl. SOLUTION APPROACH

A. SOLUTIONS OF LOWER LEVEL AND MIDDLE LEVEL
PROGRAMMING MODELS

First, for the lower level programming model, it can be
seen from (9) that the objective function is linear, and its
constraints (10)-(14) are also linear. Therefore, we use the
sequential quadratic programming (SQP) [31] to solve the
lower level programming model.
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FIGURE 2. Flow chart of solutions of the proposed tri-level programing
model by using PSO Algorithm.

For the middle level programming model, it can be
regarded as a nonlinear programming problem with contin-
uously differentiable objective function. The SQP technique
can also be used to solve the middle level programming
model.

B. SOLUTIONS OF UPPER LEVEL PROGRAMMING MODEL
For the upper level programming model, there may be cer-
tain discontinuities in the objective function and constraints,
which are very difficult to be solved by traditional optimiza-
tion approaches. In this paper, the particle swarm optimiza-
tion (PSO) approach [32] is applied to solve the upper level
programming model.

PSO belongs to a kind of metaheuristic search algorithm,
which can be abstractly understood as foraging behavior of
birds or fish schools. The basic principle of PSO can be
briefly described that particles in the particle swarm move to
the optimal value direction according to the global search and
their own experiences. PSO algorithm does not require the
continuity and differentiability of the objective function and
can be used to solve a large number of complex optimization
problems with nonlinear and non-differentiable properties.

When PSO is used to solve the tri-level programming
model, the particles are regarded as the strategies of the
defender, which are the allocation of the defense resources.
The fitness function value is selected as the optimal value of
the middle programming model after that defense strategies
are determined. Fig.2 gives the details of solving the tri-level
programming model by using PSO algorithm.

In summary, the proposed CPPS vulnerability assessment
framework under attack-mitigation scenario based on the
relevant theory of dynamic game can be described as follows:

1. Set defense-attack-mitigation scenario.

2. Set the attack and defense resources.

3. Solve the lower level programming model for all possible
accidents caused by attacks.

4. Solve the upper level programming model by using PSO
algorithm, and for every particle in particle swarm, solve
the corresponding middle level programming model.
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FIGURE 3. Single line diagram of 5-generator-5-bus system.

TABLE 1. Parameters of 5-Generator-5-Bus system.

Parameter Value
Generator Capacity (MW) 0-150
Transmission Line Thermal Capacity Limits (MW) 100

5. Get the optimal allocations of defense resources by solv-
ing the upper level programming model.

C. VULNERABILITY ANALYSIS OF TRANSMISSION LINES

By applying the assessment framework as mentioned above,
we can get the equilibrium §* = (87 \or» Sdcfender) Of the
proposed game model. S .. denotes the optimal sum of
the physical defense resources allocated on each transmis-
sion line. Furthermore, we can evaluate the vulnerabilities of
transmission lines based on the defender’s strategy S \..»
that is, the more physical resources allocated on the line,

the higher the vulnerability of the line.

IV. CASE STUDY

In this section, the proposed CPPS vulnerability assessment
framework based on the dynamic game is analyzed and
validated by conducting case studies pertinent to two test
systems.

A. 5-GENERATOR-5-BUS TEST SYSTEM

The 5-generator-5-bus test system and some parameters are

shown in Fig.3. This system consists of five buses and six

transmission lines, and each node has a generator and a load.
The system parameters are given in Table 1.

1) DEFENSE-ATTACK-MITIGATE SCENARIO

For the 5-generator-5-bus test system, we only consider
the recovery time delay attacks. The basic attack-defense
scenario and resources settings have been introduced in
section IL. In the 5-Generator-5-Bus test system, the scenario
settings need to be refined further, mainly including the fol-
lowings details:

« Resources settings: we assume that the targets of attack
and defense are the six transmission lines. Therefore, let
N=N =M=M=6in(2).

« Attack and defense process: The process of attack and
defense is basically the same as that described in section
II, and in this case, the process will be further refined.
The physical and cyber attacks are considered to be
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TABLE 2. The allocations of attack and defense resources on
5-Generator-5-Bus test system.

Allocation of resources

Line Physical Cyber Physical Cyber

defense defense attack attack
1-2 0.6395 0.8350 0.9177 0.9467
1-3 0.4554 0.8511 0.8462 0.9522
1-4 0 0.6966 0.5480 0.8978
2-3 0.3835 0.8414 0.8172 0.9489
3-5 2.0181 1.3349 1.3681 1.1109
4-5 2.5034 1.4410 1.5027 1.1436

TABLE 3. The rank of transmission line risk on the 5-Generator-5-Bus test
system.

Rank Line

oV I NSUCIY R
T
w

14

carrying out at the same time. Although the cyberat-
tack may be useless when the physical attacks failed.
However, regarding that this test system size is rela-
tively small, the corresponding assumptions would not
produce much error in the ranking of transmission line
vulnerabilities.

By utilizing the proposed CPPS vulnerability assess-
ment framework, the vulnerability assessment results can
be obtained by solving the proposed tri-level programming
model. The final allocations of defense and attack resources
are shown in Table 2.

The risk of transmission lines can be ranked according
to the last physical defense resource allocations, as shown
in Table 3.

B. IEEE 39-BUS TEST SYSTEM

For the IEEE 39-Bus test system, both the recovery time delay
and DDoS attacks are considered during simulations. The
topology of the IEEE 39-Bus system is shown in Fig.4. For
the sake of simplicity, the upper limit of the active power for
each line is set to 1.5 times active power of normal operation,
and the upper limit of the generator output is set to 1.5 times
output of normal operation.

1) RECOVERY TIME DELAY ATTACKS

In this case, we assume that the defender can protect all lines
whether physical or cyberattacks. Hence, we set N = N’ =
46 and D, = D, = 46 in (2). For the sake of simplicity,
we also assume that the attacker can only attack two lines in
physical attacks. Furthermore, the more determined and well-
informed attackers are considered during analysis. That is,
attackers will select the target to attack in cyberattack based
on the results of physical attacks, which can be considered as
a more effective way. For instance, when an attacker launches
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FIGURE 4. Single line diagram of IEEE 39-bus system.

Defender allocates defense resources.
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FIGURE 5. The scenario based on recovery time delay attack (IEEE 39-bus
test system).

physical attacks on line 1 and line 2, if line 1 is finally broken
but line 2 not, the attacker will only perform cyberattack
on line 1 to extend the recovery time of line 1. Therefore,
it is further assumed that there is a relevance between the
attacker’s physical resources and cyber resources:

Ay+B-A=A=4 Q7

where B is a conversion factor that considers the differ-
ence between the unit “1” in physical resources and cyber
resources. In this paper, let 8 = 1.

Regarding that the attackers can only attack two transmis-
sion lines, therefore we have:

2 M’
Zap,i = Apv Zac,i =A. (28)
i=1

i=1
The attack and defense process is shown in Fig.5.

It can be seen from Fig.5 that it is a four-step dynamic
game. However under the assumption that the sum of the
attacker’s physical resources and cyber resources is a constant
and the cyberattacks follow the physical attacks, the two-step
process including physical attacks and cyberattacks can be
regarded as a one step process. The four-step game process
can be equivalent to a tri-step game.

By solving the tri-level programming model, the vulner-
abilities of transmission lines are divided into eight lev-
els according to the physical resource allocation in the
defense strategies, as shown in Fig.6. Different levels are
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FIGURE 6. Visualized results of line vulnerability assessment based on
recovery time delay attack.

distinguished by different colors, and the warmer the color,
the higher the risk of the transmission line, and the heavier
the losses after an attack.

The IEEE 39-bus system can be divided into seven areas
as shown in Fig.6. From Fig.6, we can get some conclusions.

« The vulnerabilities at the outlets of generators are gen-
erally high. From the viewpoint of the allocation of
physical defense resources, all the resource distributions
at the outlets of generators are more than 1.05. What is
more, the risks of line 29-38 and line 6-31 have already
been in level one or level two. In fact, from the viewpoint
of the system, the disconnections at the generator outlets
will cause the generators to detach from the system.
When the generator outlets are tripped, the operator must
cut down more loads to keep the system stable, and it
would cause heavier system losses.

« It is worth mentioning that line 2-30 and line 25-37 are
outlets of generators, however their risks are not high,
it can be understood that they are in the same area, and
when a generator is detached from the system, the other
one can also meet the load demand in the area. What is
more, the loads at bus 25 and bus 26 are relatively small,
therefore the risks of the outlets of these two generators
are not such high as others.

o The vulnerabilities of those lines which connect two
different areas are relatively low. Line 1-39, line 9-39,
line 4-14, line 2-3 and line 17-27 belong to the lines
that connect two different areas. It can be understood
that the supply and demand in each area can be balanced
according to the partition, therefore when these lines are
tripped, the generator output and load demand can still
be balanced in each region.

« Some lines that are away from generators have relatively
high risks. For instance, the line 26-27 is connected to
the load at the bus 27, and the load at bus 27 is mainly
supplied by node 38. While the bus 27 is away from
other generators. Therefore, when line 26-27 is tripped,
the supply of bus 27 will be interrupted, which will
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FIGURE 7. Defense resource allocation based on recovery time delay
attack.

cause lots of losses. Similar situations also occur on lines
line 6-7, line 14-15 and line 16-21.

According to the aforementioned levels of physical
resource allocation divided, a pie chart as shown in Fig.7 is
plotted to further illustrate that the defense resources are
distributed evenly across the various levels, and with the
exception of the highest risk level and two lowest risk levels,
the other levels have essentially the same defensive physical
resources.

2) DDOS ATTACK

Different from the recovery time delay attack, in a DDoS
attack, the attacker’s targets are the bus nodes. The attacker
would like to prevent the system operator from shedding
load through cyberattacks. The following details of the
attack-defense scenario are discussed.

First, the defender needs to defend against a total
of 46 lines. Regarding that the targets of cyberattacks are the
load nodes, the defender also needs to deploy cyber defense
resources for the 19 load nodes in the test system. Hence for
the defender, we set N = 46, N’ = 19 and D, = 46, D. = 19
in (2).

Moreover, we assume that the attacker can launch physical
attacks on two lines and cyberattack on one cyber component,
that is:

2 1
Z Aap,i = Ap, Z dci = Ac (29)
i=1 i=1

And like (27), we assume:
Ap+,B/~Ac=A=4 (30)

where B’ = 1 in this case.

In a DDoS attack, the total recovery time does not include
recovery time delay caused by cyberattacks. It is only related
to the characteristics of the lines themselves. However,
the load shedding also includes the amount of load shedding
after the components refuse to act owing to cyberattacks.

In this case, we consider another game process. Regard-
ing that the attacker shall launch cyberattacks based on
the defender’s strategies after launching physical attacks,
the cyberattacks should be launched after the defender’s oper-
ation. What is more, the defender needs to take measures
to reduce the losses according to the attacker’s cyberattacks,
including further shedding load or actively disconnect-
ing some lines to maintain system stability. Meanwhile,
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FIGURE 9. Visualized results of line vulnerability assessment based on
DDosS attack.

the attacker will also consider the subsequent cyberattacks
before launching physical attacks.

This dynamic game process is shown in Fig.8.

Similarly, the visualized results pertinent to the vulnerabil-
ities of transmission lines are shown in Fig.9.

C. COMPARISONS BETWEEN TWO CYBERATTACK
MODLES

Comparing to Fig.6 and Fig.9, the results based on DDoS
attack and recovery time delay attack are similar, and the
details are discussed as follows:

o The outlets of generators are in a high-risk position.

o Those lines whose vulnerabilities are relatively high
based on recovery time delay attack also have relatively
high risks based on DDoS attack.

o Those lines whose risks are relatively low are basically
the same in the two cyberattack modes.

However, there are still some differences between the two
cyberattack modes. Similarly, according to the cyber resource
allocation, a pie chart as shown in Fig.10 is plotted to further
illustrate the defense resource allocation results (There are
no lines whose cyber defense resources are between 1.05 and
1.4). The corresponding physical resource allocation results
based on the two different cyberattack modes are given in
Fig.11.In contrast to Fig.7 and Fig.10, and referring to Fig.11,
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FIGURE 11. Physical resource allocation results in different cyberattack
modes.

we can see that the critical lines take more physical resources
based on DDoS attack. Hence, the analysis based on the
DDoS attack can highlight the critical transmission lines in
the test system.

We can also find that the risks of some lines in differ-
ent cyberattack modes are different as well. For instance,
line 4-14 shows higher importance in DDoS attack mode.
Because if the attacker attacks line 4-14 and causes it failure,
the defender needs to remove some loads at bus 4 to maintain
system stability. However, if the attacker launches DDoS
attack to prevent the defender from shedding load, then the
defender must disconnect the transmission lines connected
to bus 4 to ensure that the system is stable. In this case,
the defender will automatically disconnect the line 4-5 and
line 3-4, causing greater losses to the system.

V. CONCLUSION

A CPPS vulnerability assessment framework is proposed
and discussed in detail by applying relevant game-theoretic
models. Based on the recovery time delay and DDoS attack
scenarios, a tri-level programming model is established in
accordance with dynamic game theory with complete infor-
mation. An improved PSO approach combined with sequen-
tial quadratic programming technique is leveraged to solve
the proposed optimization model. Finally, the simulations
are performed on two cases to illustrate the validity and
effectiveness of the proposed model and method. The results
demonstrate that the model proposed in this paper can effec-
tively point out vulnerable transmission lines in the system.
Most lines show the same high vulnerability in the results
of the models based on different attack scenarios. While the
analysis based on the DDoS attack pays more attention to
those lines with higher vulnerabilities. Currently, this paper
mainly focuses on the vulnerability assessment method of
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power grid components under certain attack-mitigation sce-
narios. The future work can be carried out on the risks of
cyber elements and other physical components in CPPS.
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