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ABSTRACT In this paper, we investigate a secure transmission algorithm exploiting the vertical domain
for simultaneous wireless information and power transfer (SWIPT) in a massive multiple-input multiple-
output system over Rician fading channels. Each user adopts the power splitting (PS) technique to separate
information and energy, which is regarded as a potential eavesdropper (ED) for the intended user.We consider
the scenario, where at least one ED has the same angle of departure with the intended user. The base station
(BS) applies artificial noise (AN) and deploys 3-D directional antennas to enhance the secure rate and
energy transfer by adjusting the antenna tilt adaptively. We first derive the approximate ergodic achievable
secrecy rate and harvested power. Based on these approximations, the optimization problem is formulated to
minimize the total transmit power with individual secrecy rate and harvested power targets. We propose an
iterative algorithm to jointly optimizing the BS antenna tilt, AN covariance, power allocation, and PS ratios.
The numerical results verify that the approximate secrecy rate is very close to the actual values and show
that the performance of the proposal approaches that of the optimal solutions from the brute-force search
and outperforms the 2-D and conventional 3-D schemes, which proves the significant role of tilt adaptation
in the secure SWIPT.

INDEX TERMS Antenna tilt, massive MIMO, physical layer security, SWIPT.

I. INTRODUCTION
Simultaneous wireless information and power trans-
fer (SWIPT) was first proposed in [1] and has been widely
studied in various wireless communication systems in recent
years [2]–[5]. It provides reliable and perpetual energy sup-
port for power-limited wireless devices to avoid wireline
charging or battery replacement, so the sustainability and
mobility of wireless communications are ensured. Moreover,
the spectral efficiency of communication systems is also
enhanced, since information and power signals are carried
by the same radio frequency wave. To realize SWIPT in
practice, the received signal is spilt into two distinct parts,
which are information decoding (ID) and energy harvest-
ing (EH), respectively. Power splitting (PS) is one practical

technique for co-located information and energy receivers,
which achieves instantaneous SWIPT and reduces process
latency [6].

However, due to the open nature of wireless channels,
potential information leakage could happen during SWIPT.
Each user is the potential eavesdropper (ED) to the intended
user who is meant to receive the information from the base
station (BS). Conventional upper-layer encryption techniques
can be applied for security, but they have high compu-
tational complexity and consume a great deal of energy.
The transmitted energy which is originally used to charge
the devices now is applied for encryption and decryption.
So, cryptography is not very economical and energy efficient.
Physical-layer secrecy is an effective alternative to guarantee
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secure communication. The structured redundancy is added
into the transmitted signal for the intended user who can
decode the confidential message, and the EDs retrieve almost
nothing [7]. In SWIPT systems, this confusing signal to the
EDs can be harvested by users as a power source. Artificial
noise (AN) is one of the appealing approaches to confuse the
EDs deliberately [8]. Besides, transmission design can help
to focus the transmitted signal in the direction of the intended
user and prevent power leakage to the EDs.

Massive multiple-input multiple-output (MIMO) system
offers extremely narrow beams directed toward users with
hundreds of antennas deployed at the BS [9]. It can com-
pensate for propagation losses and improve power transfer
efficiency of SWIPT [10]. Furthermore, it has great potential
of physical layer security [11]. Secure SWIPT has been stud-
ied in massive MIMO systems [12]–[15]. In [12], the ben-
efits of massive MIMO enabled heterogeneous cloud radio
access network is investigated in terms of secrecy and energy
efficiency. In secure massive MIMO systems, the passive
EDs have a negligible effect on the secrecy capacity, since
a tremendous array gain and channel hardening brought by
massive MIMO systems render the signal strength of the
intended user much larger than that of the EDs. The coun-
termeasure taken by the EDs is to stay in an active mode
instead of a passive one. The contribution of [13] is the trans-
mission optimization with active energy harvester which is
capable of legitimately harvesting energy and illegitimately
and actively eavesdropping the signal for the intended user.
However, the secrecy capacity can still be compromised with
passive EDs in some scenarios. For example, the channels
of the intended user and the EDs are correlated. The work
in [14] addresses the ergodic secrecy rate maximization prob-
lem with a harvested energy constraint over channels with
transmit correlations, and optimizes the transmit covariance.
It shows that the harvested energy increases and the secrecy
rate decreases when the transmit correlation increases. On the
other hand, despite the independent channels, transceiver
hardware impairments can also degrade the secrecy perfor-
mance caused by low-cost components in massive MIMO
systems for controlling the expenditures of mobile operators.
The authors in [15] study the effect of phase noise on SWIPT.
Since uplink training is affected by phase drift, the secrecy
rate decreases as the phase noise variance increases, which
results in information leakage.With line-of-sight (LoS) chan-
nels, if the EDs are at the same angle-of-departure (AoD)with
the intended user, the EDs will receive correlated signals and
the secrecy rate will be damaged. In this paper, we consider
this scenario and use three-dimensional (3-D) antenna tech-
nique to solve this problem.

In 3-DmassiveMIMO systems, the BS employs 3-D direc-
tional antennas to exploit both the horizontal and vertical
domains such that the beam could be more directional [16].
Since the transmission-distance-to-BS-height ratio in SWIPT
is usually smaller than that in a conventional macro cell,
the vertical scale of SWIPT is more comparable with the
horizontal one, and thus is more critical in SWIPT than in the

macro cell. The authors in [17] apply the 3-D massive MIMO
for SWIPT and analyze the performance with 3-D sectorized
antennas. They show that the vertical domain can offer a
more accurate beam steering which is beneficial for both
information and power transfer. To the best of our knowledge,
3-D massive MIMO has not been investigated for secure
SWIPT yet.

In this paper, we exploit the vertical domain to ensure
secure communications in massive MIMO SWIPT systems
with Rician fading channels. Each user adopts PS technique
to separate the information and energy, and is seen as the
potential ED for the intended user who is expected to receive
the confidential message. The BS applies AN to confuse
eavesdropping. We assume that at least one ED has the same
AoD with the intended user, so the received signal at this
kind of ED is highly correlated. The secrecy rate is thus
degraded. We deploy the BS with 3-D directional antennas
and the antenna tilt is adjusted to alleviate this problem. The
BS adapts the antenna tilt based on users’ locations such
that the vertical domain is exploited and notable performance
gains are achieved [18]–[20]. We first derive the approximate
secrecy rate and harvested power. Based on these approxima-
tions, the optimization problem is formulated to minimize the
transmit power with the secrecy rate and harvested energy tar-
gets.We propose an iterative algorithm to jointly optimize the
antenna tilt, power allocation, AN covariance, and PS ratios.
Numerical results verify that the approximate secrecy rate is
very close to the actual value, and show that our proposal
approaches to the optimum from the brute-force search and
outperforms the two-dimensional (2-D) and conventional 3-D
MIMO schemes.

II. SYSTEM MODEL
Consider a single-cell massive MIMO system. One BS
deploys M antennas and U single-antenna users are active
in this cell, where M � U . The BS sends data and energy
to users at the same time, which constitutes SWIPT. The
sent message for the intended user is confidential and other
users are regarded as potential EDs. In order to ensure the
security of the confidential messages, AN is designed in the
transmitted signal to confuse those potential EDs.

A. SIGNAL MODEL
Massive MIMO simplifies the signal processing. Even with
a low-complexity transmission scheme such as matched fil-
ter (MF) precoding, it is able to achieve satisfying perfor-
mance. MF precoding can provide asymptotically optimal
performance for information transmission [9] and energy
transfer [10]. Hence, we apply MF precoding at the BS for
transmission. The transmitted signal is

x =
U∑
u=1

√
αu

gu
‖gu‖

su + v, (1)

where αu is the allocated power for the u-th user, gu ∈ CM

represents the channel vector, gu
‖gu‖

is the normalized MF
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precoder, su ∼ CN (0, 1) is the transmitted data symbol [21],
v ∈ CM denotes the AN and is modeled as v ∼ CN (0,V)
where V = vvH is the covariance matrix.
The received signal at the u-th user is

yu = gHu

(
U∑
i=1

√
αi

gi
‖gi‖

si + v

)
+ nu, (2)

where nu ∼ CN (0, σ 2
u ) is the antenna noise. The PS tech-

nique is adopted by users. The signal for ID is [5]

yIDu =
√
ρu

(
gHu

U∑
i=1

√
αi

gi
‖gi‖

si + gHu v+ nu

)
+ zu, (3)

where ρu is the PS ratio, zu ∼ CN (0, δ2u) is the additional
noise caused by ID. The signal-to-interference-plus-noise
ratio (SINR) of the u-th user is given by

γu =
ρuαu‖gu‖2

ρu
∑

i 6=u
αi|gHu gi|2

‖gi‖2
+ ρutr(gugHu V)+ ρuσ 2

u + δ
2
u

. (4)

The independent confidential message transmitted for
the u-th user may be wiretapped by other users. For the
u-th user, the other U − 1 users are potential EDs. The
received SINR at the m-th user corresponding to the confi-
dential message for the u-th user is expressed by

γm,u =
αu

∣∣gHm gu∣∣2
‖gu‖2∑

i 6=u
αi|gHm gi|2

‖gi‖2
+ tr(gmgHmV)+ σ 2

m

, m 6= u. (5)

The ergodic achievable individual secrecy rate of the u-th user
is given by [22]

Ru =
[
ru − max

∀m,m 6=u
rm,u

]+
, (6)

where [x]+ = max(0, x), ru is the ergodic achievable rate of
the link between the BS and the u-th user, rm,u is the ergodic
achievable rate of the link between the BS and the m-th user
who is the ED associated with the u-th user. ru and rm,u are
respectively given by

ru = E
[
log2(1+ γu)

]
, (7)

and

rm,u = E
[
log2(1+ γm,u)

]
, m 6= u. (8)

The u-th user also harvests energy and the signal for EH is

yEHu =
√
1− ρu

(
gHu

K∑
i=1

√
αi

gi
‖gi‖

si + gHu v+ nu

)
. (9)

We assume that the noise in (9) is too small to be harvested.
The harvested power of the u-th user is

Eu = ξu(1− ρu)E

[
U∑
i=1

αi
|gHu gi|

2

‖gi‖2
+ tr(gugHu V)

]
, (10)

where ξk ∈ (0, 1] is the energy conversion efficiency.

B. CHANNEL MODEL
With 3-D directional antennas, the channel vector of the
u-th user is

gu = β
1
2
u (θtilt)hu, (11)

where hu represents fast fading, βu(θtilt) embraces the path
gain including shadow fading, geometric attenuation and
antenna gain, which is given by

βu(θtilt) = ωud−υu Bu(θtilt), (12)

where θtilt is the antenna tilt, ωu is the shadowing drawn
from a log-normal distribution with standard deviation σshad,
d−υu denotes the path loss, du is the distance between the BS
and the u-th user, υ is the path loss exponent, Bu(θtilt) is the
antenna gain.

We assume that M antennas at the BS are in the plane
parallel to the ground. Vertically stacked antenna elements are
contained in each antenna and transmit the same signal with
weights. Both element patterns and their weights determine
the antenna pattern. The BS uses the 3-D directional antenna
model and the antenna pattern in dBi scale is [23]

Bu(θtilt) = −
{
min

[
12
(
φu

φ3dB

)2

,SLLaz

]

+ min

[
12
(
θu − θtilt

θ3dB

)2

,SLLel

]}
, (13)

where φu is the horizontal angle between the x-axis and the
connecting line of the u-th user and the BS in the horizontal
plane, θu is the vertical angle between the horizon and the
connecting line of the u-th user and the BS, θtilt is the tilt
measured between the horizon and the beam peak, SLLaz and
SLLel are the sidelobe levels of the antenna patterns in the
horizontal and vertical planes, respectively, φ3dB and θ3dB are
the 3 dB beamwidths in the horizontal and vertical planes,
respectively. The schematic illustration of these angles is
shown in Fig. 1.

FIGURE 1. Illustration of angles in the antenna pattern of the u-th user.

In the practical scenario, a LOS component could exist
between the BS and the user. In this paper, we take into
account the LOS component and consider the Rician fad-
ing channel model. Thus, the fast fading hu consists of a
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specular component accounting for the LOS signal and a
Rayleigh-distributed random component corresponding to
the diffused multipath signals. hu can be written as [24]

hu =

√
Ku

Ku + 1
h̄u +

√
1

Ku + 1
hω,u, (14)

where Ku is the Rician K-factor of the u-th user, h̄u is the
deterministic component of the u-th user, hω,u ∼ CN (0, IM )
is the random component, which is independent from each
other. The deterministic component h̄u is [25]

h̄u = [1, e−j2π
τ
λ
sinψu , · · · , e−j2π (M−1)

τ
λ
sinψu ]T , (15)

where τ is the distance between two adjacent antenna ele-
ments, λ is the carrier wavelength, 0 < ψu < 2π is the AoD
with respect to the antenna array boresight direction. There
are two properties of h̄u which will be used in deriving the
main results of this paper, and we firstly present them in the
lemma below.
Lemma 1: Let h̄uh̄Hu = Au,∀u. Then
1) tr(Au) = M ;
2) When the m-th user has the same AoD with the

u-th user, i.e., ψu = ψm and h̄u = h̄m, we have

tr(AuAm) = tr(A2
u) = M2, m 6= u.

III. ANALYSIS OF SECRECY RATE AND
HARVESTED POWER
In this section, we analyze the ergodic achievable individual
secrecy rate and the harvested power in 3-D massive MIMO
SWIPT systems with Rician channels. First, we establish a
few key preliminary results.
Lemma 2: For the u-th user, we have

E[‖gu‖2] = βu(θtilt)M . (16)

Proof: The result is obtained via (11) and (14).
Lemma 3: For two different users, i.e., the u-th user and

the i-th user, u 6= i,

E
[
|gHu gi|

2

‖gi‖2

]
≈ `i,uβu(θtilt), (17)

where

`i,u =
KiKutr (AiAu)+ KuM
M (Ki + 1)(Ku + 1)

+
1

Ku + 1
. (18)

Proof: See Appendix.
In order to obtain the ergodic achievable individual secrecy

rate, we need to analyze the ergodic achievable rates of the
intended user and the ED, respectively.
Theorem 1: We assume that the covariance matrix of the

AN V has uniformly bounded spectral norm. The ergodic

achievable rate of the link between the BS and the u-th user
at ID in the 3-D massive MIMO SWIPT system with Rician
channels is approximated by

ru ≈ log2(1+ γ̃u), (19)

where

γ̃u =
αuM∑

i 6=u αi`i,u +
Kutr(AuV)+trV

Ku+1
+

σ 2u
βu(θtilt)

+
δ2u

ρuβu(θtilt)

.

(20)

Proof:
According to (4) and (7), the ergodic achievable rate of the

u-th user is approximated by [26, Lemma 1] (21), as shown
at the bottom of this page.

Assume that V has uniformly bounded spectral norm,
with the similar procedure as the proof of Lemma 3 in
Appendix VI, we have

E[tr(gugHu V)] =
βu(θtilt)Kutr(AuV)+ βu(θtilt)trV

Ku + 1
. (22)

Combing Lemma 2, 3, and (22), we get (19).
Similarly, we get the approximate ergodic achievable rate

of the ED in the following theorem.
Theorem 2: We assume that the covariance matrix of the

AN V has uniformly bounded spectral norm. The ergodic
achievable rate of the link between the BS and the m-th user
who is the ED associated with the u-th user is approximated
by

rm,u ≈ log2(1+ γ̃m,u),m 6= u, (23)

where γ̃m,u is given by

γ̃m,u =
αu

(
KuKmtr(AuAm)+KmM
M (Ku+1)(Km+1)

+
1

Km+1

)
∑

i 6=u,m αi`i,m + αmM +
Kmtr(AmV)+trV

Km+1
+

σ 2m
βm(θtilt)

.

(24)

Based on (6), Theorem 1, and 2, we approximate the
secrecy rate as follows.
Theorem 3: We assume that the covariance matrix of the

AN V has uniformly bounded spectral norm. The ergodic
achievable secrecy rate of the u-th user is approximated by

R̃u =
[
log2(1+ γ̃u)− max

∀m,m 6=u
log2(1+ γ̃m,u)

]+
, (25)

where γ̃u and γ̃m,u are given by (20) and (24), respectively.
The harvested power in (10) is obtained in the following

theorem by using Lemma 1, 2, 3, and (22).

ru ≈ log2

(
1+

ρuαuE[‖gu‖2]

ρu
∑

i 6=u αiE
[
|gHu gi|2

‖gi‖2

]
+ ρuE[tr(gugHu V)]+ ρuσ 2

u + δ
2
u

)
. (21)
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Theorem 4: We assume that the covariance matrix of the
ANV has uniformly bounded spectral norm, the approximate
harvested power of the u-th user at EH is

Ẽu = ξu(1− ρu)βu(θtilt)
[
αuM +

∑
i 6=u

αi`i,u

+
Kutr(AuV)+ trV

Ku + 1

]
. (26)

IV. PROBLEM FORMULATION AND SOLUTIONS
In this section, we propose an iterative algorithm to improve
the performance of secure communications in SWIPT by
exploiting the vertical domain.We formulate the optimization
problem to minimize the BS transmit power with individual
secrecy rate targets and harvested power requirements. The
BS antenna tilt is jointly optimized with power allocation,
AN covariance, and PS ratios. The approximations derived
in the previous section are used to construct this optimization
problem, which will be verified to be very close to the actual
values in Section V.

Mathematically, the problem is given by

{αu,ρu},θtilt,V
min

U∑
u=1

αu + tr(V)

s.t. R̃u ≥ R̆u, ∀u,

Ẽu ≥ Ĕu, ∀u,

0 < ρu < 1, ∀u,

αu > 0, ∀u,

0 < θtilt <
π

2
,

V � 0, (27)

where the first two constraints are secrecy rate and harvested
power requirements, respectively, and R̆u and Ĕu are the
secrecy rate and harvested power targets for the u-th user,
respectively. R̃u and Ẽu are given by Theorem 3 and 4, respec-
tively. We assume that all users can fully enjoy the service of
SWIPT, so 0 < ρu < 1. Since the optimization variables are
coupled in the constraints, (27) is nonconvex.

In this paper, we consider the scenario where at least one
ED has the same AoD with the intended user. Such EDs
receive highly correlated signals and they really matter in
calculating the secrecy rate of the intended user. Since their
ergodic achievable rates will increase with the number of BS
antennas, the secrecy rate of the intended user will be affected
dramatically. The other EDs whose angles of departure are
different from the intended user have a negligible effect on the
secrecy rate, because the beamforming in the massive MIMO
systems is directional and the received signal strength at those
EDs is much smaller than that at the intended user. So, when
we calculate the secrecy rate in Theorem 3, m ∈ Au which is
the user set including EDs with the same AoD as the intended
user, i.e, the u-th user.
In the massive MIMO systems, the received SINR of the

intended user could be very large, so is that of the ED with

the same AoD. Hence, the secrecy rate of the u-th user in
Theorem 3 is approximated by

R̃u ≈
[
log2 γ̃u − max

∀m∈Au
log2 γ̃m,u

]+
=

[
log2

γ̃u

max∀m∈Au γ̃m,u

]+
. (28)

For ∀m ∈ Au, according to Lemma 1, we have
tr(AuAm) = M2. Substituting it into (24), we obtain

γ̃m,u

=
αucm,u∑

i 6=u,m αi`i,m+αmM+
Kmtr(AmV)+trV

Km+1
+

σ2m
βm(θtilt)

, (29)

where

cm,u =
KuKmM + Km

(Ku + 1)(Km + 1)
+

1
Km + 1

. (30)

Using Theorem 1 and (29), we expand γ̃u
γ̃m,u

in (28) as

γ̃u

γ̃m,u

=

M
(∑

i 6=u,m αi`i,m + αmM +
Kmtr(AmV)+trV

Km+1
+

σ 2m
βm(θtilt)

)
cm,u

(∑
i6=u αi`i,u+

Kutr(AuV)+trV
Ku+1

+
σ 2u

βu(θtilt)
+

δ2u
ρuβu(θtilt)

) .
(31)

Thus, (27) is transformed into

{αu,ρu},θtilt,V
min

U∑
u=1

αu + tr(V)

s.t.
γ̃u

γ̃m,u
≥ 2R̆u , ∀m ∈ Au, ∀u,

Ẽu ≥ Ĕu, ∀u,

0 < ρu < 1, ∀u,

αu > 0, ∀u,

0 < θtilt <
π

2
,

V � 0. (32)

Since we have

γ̃u

γ̃m,u

≥

M
(∑

i 6=u,m αi`i,m + αmM +
Kmtr(AmV)+trV

Km+1

)
cm,u

(∑
i 6=u αi`i,u+

Kutr(AuV)+trV
Ku+1

+
σ 2u

βu(θtilt)
+

δ2u
ρuβu(θtilt)

) ,
(33)

the first constraint of (32) will be satisfied if

M
(∑

i 6=u,m αi`i,m + αmM+
Kmtr(AmV)+trV

Km+1

)
cm,u

(∑
i 6=u αi`i,u+

Kutr(AuV)+trV
Ku+1

+
σ 2u

βu(θtilt)
+

δ2u
ρuβu(θtilt)

) ≥2R̆u .
(34)
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We reformulate the above inequality as follows:

2R̆ucm,u

(∑
i 6=u

αi`i,u +
Kutr(AuV)+ trV

Ku + 1
+

σ 2
u

βu(θtilt)

+
δ2u

ρuβu(θtilt)

)
−M

( ∑
i 6=u,m

αi`i,m + αmM

+
Kmtr(AmV)+ trV

Km + 1

)
≤ 0, ∀m ∈ Au, ∀u, (35)

The second constraint of (32) is rewritten as

Ĕu
ξu(1− ρu)βu(θtilt)

− αuM −
∑
i 6=u

αi`i,u

−
Kutr(AuV)+ trV

Ku + 1
≤ 0, ∀u. (36)

Then (32) is transformed into

{αu,ρu},θtilt,V
min

U∑
u=1

αu + tr(V)

s.t. (35), (36),

0 < ρu < 1, ∀u,

αu > 0, ∀u,

0 < θtilt <
π

2
,

V � 0. (37)

Both tr(AuV) and trV are convex functions of V. 1
βu(θtilt)

is

a convex function of θtilt. Both 1
ρuβu(θtilt)

and 1
(1−ρu)βu(θtilt)

are

convex functions of ρu and θtilt due to their positive definite
Hessianmatrices. Thus, (37) is convex, but it cannot be solved
by optimization software tools directly due to the exponent
form of θtilt.
The optimum of (37) can be derived by the brute-force

search. The complexity of the brute-force search is O( U2

tθ tα tρ
),

where tθ , tα , and tρ are the step sizes of antenna tilt, power
allocation, and PS ratios, respectively.

The brute-force search has high computational complexity
and we propose an iterative algorithm with low complexity.
We apply the dual to obtain θtilt. Via the dual, ρu can also
be presented in an analytical expression. Then αu and V are
solved numerically by CVX [27].

The dual problem of (37) is given by

max
λm,u,µu≥0

min
0<ρu<1,αu>0,0<θtilt< π

2 ,V�0
L(�), (38)

where λm,u and µu are the nonnegative Lagrange multipliers,
� is the collection of all the primal and dual variables of (37),
and the Lagrangian L(�) is expressed as (39), shown at the
bottom of this page.

Primal and dual optimal solutions satisfy Karush-Kuhn-
Tucker (KKT) conditions and strong duality holds [28].
When dual optimal points {λ∗m,u} and {µ∗u} are known,
the optimal ρ∗u can be derived from the KKT condition:

∂L
∂ρu
=
−
∑

m6=u λ
∗
m,ucm,u2

R̆uδ2u

ρ2u
+

µ∗uĔu
ξu(1− ρu)2

= 0. (40)

Because 0 < ρu < 1, we thus have

ρ∗u =
−au +

√
aubu

−au + bu
, (41)

where

au =
∑
m 6=u

λ∗m,ucm,u2
R̆uδ2uξu, (42)

and

bu = µ∗uĔu. (43)

The optimal θ∗tilt can be derived from the KKT condition:

∂L
∂θtilt

=

∑
u

eu
∂ 1
βu(θtilt)

∂θtilt
= 0, (44)

where

eu =
∑
m6=u

λ∗m,ucm,u2
R̆u

(
σ 2
u +

δ2u

ρ∗u

)
+

µ∗uĔu
ξu(1− ρ∗u )

. (45)

Based on (12), we have

∂ 1
βu(θtilt)

∂θtilt
= −

ln 10
10βu(θtilt)

∂Bu(θtilt)
∂θtilt

, (46)

where

∂Bu(θtilt)
∂θtilt

=


24

θ23dB

(θtilt − θu), if 12
(
θu − θtilt

θ3dB

)2

<SLLel

0, else

So, with (44), the optimal θ∗tilt satifies∑
u∈S

eu
(θ∗tilt − θu)

βu(θ∗tilt)
= 0, (47)

L(�) =
∑
u

αu + tr(V)+
∑
u

∑
m 6=u

λm,u

{
2R̆ucm,u

(∑
i 6=u

αi`i,u +
Kutr(AuV)+ trV

Ku + 1
+

σ 2
u

βu(θtilt)
+

δ2u

ρuβu(θtilt)

)
−M

×

( ∑
i 6=u,m

αi`i,m + αmM +
Kmtr(AmV)+ trV

Km + 1

)}
+

∑
u

µu

{
Ĕu

ξu(1− ρu)βu(θtilt)
− αuM −

∑
i6=u

αi`i,u

−
Kutr(AuV)+ trV

Ku + 1

}
(39)
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where S =
{
u
∣∣12 ( θu−θtilt

θ3dB

)2
< SLLel

}
. Let f (θtilt) =∑

u∈S eu
(θtilt−θu)
βu(θtilt)

which is a monotonically increasing func-
tion with f (0) < 0 and f (π2 ) > 0. So, we can use bisection
method to find θ∗tilt and adopt the exhaustive search to check
whether a user belongs to S. The optimal solutions {α∗u} and
V∗ can be obtained by CVX with {λ∗m,u}, {µ

∗
u}, {ρ

∗
u }, and θ

∗

tilt.
We use the Polyak’s subgradient method to solve the

dual problem [29]. The Lagrange multipliers are respectively
given by

λk+1m,u =

[
λkm,u + t

k
4λkm,u

]+
, (48)

µk+1u =

[
µku + t

k
4µku

]+
, (49)

where k is the iteration index, tk is the step size. 4λkm,u and
4µku are the subgradients which are respectively given by

4λkm,u = 2R̆ucm,u

(∑
i 6=u

αki `i,u +
Kutr(AuVk )+ trVk

Ku + 1

+
σ 2
u

βu(θktilt)
+

δ2u

ρkuβu(θ
k
tilt)

)
−M

(∑
i 6=u,m

αki `i,m+α
k
mM

+
Kmtr(AmVk )+ trVk

Km + 1

)
, (50)

4µku =
Ĕu

ξu(1− ρku )βu(θ
k
tilt)
− αkuM −

∑
i 6=u

αki `i,u

−
Kutr(AuVk )+ trVk

Ku + 1
. (51)

where {ρku }, {α
k
u}, θ

k
tilt, and Vk are the optimums when λkm,u

and µku are given.
An iterative algorithm is summarized as follows. The stop-

ping criterion is set to be the maximum number of iterations.

Algorithm 1 The Iterative Algorithm for (27)

1: Initialize λ1m,u, µ
1
u, ∀m ∈ Au,∀u

2: for k = 2, . . . ,N , where N is the maximum number of
iterations, do

3: With λk−1m,u , µ
k−1
u , obtain ρku and θ

k
tilt via (41) and (47),

respectively.
4: With θktilt, ρ

k
u , λ

k−1
m,u , and µ

k−1
u , use CVX to get αku and

Vk .
5: With θktilt, ρ

k
u , α

k
u , andV

k , update λkm,ut andµ
k
u by (48)

and (49), respectively.
6: end for
7: θ∗tilt = θ

N
tilt, ρ

∗
u = ρ

N
u , α

∗
u = α

N
u , V

∗
= VN .

The complexity of our proposal mainly comes from the
tilt optimization including exhaustive search for user set S
and bisection method. The number of possibilities of the user
set S is

∑U
u=1

(U
u

)
. For each possible user set, we firstly

calculate (47), secondly apply bisection method for tilt, and

then check whether 12
(
θu−θtilt
θ3dB

)2
< SLLel is satisfied.

Altogether, the total complexity is O((U2
− log2 tθ )N2U ).

We observe that the computational complexity of our pro-
posal is lower than that of the brute-force search.

When the proposed algorithm is implemented in practice,
the BS requires the large-scale channel state informa-
tion (CSI) and the geographical coordinates via global posi-
tioning system (GPS). We can use the low-rate feedback link
to obtain the CSI, due to the slow change rate of the user
location information. After the proposed algorithm is done,
the BS sends the optimized PS ratios to users, and employs the
power allocation and the AN covariance for SWIPT. Besides,
the optimized antenna tilt can be adjusted electrically via
changing the phase of antenna excitation [30].

V. SIMULATION RESULTS
In this section, we evaluate the performance of our pro-
posed algorithmwhich exploits the vertical domain for secure
SWIPT inmassiveMIMO systems. For all results, we assume
that the horizontal and vertical angles of the u-th user φu
and θu are randomly chosen in the range of [−π, π] and
[0, π2 ], respectively. The standard deviation of the shadowing
is σshad = 8 dB. The maximum distance between the BS and
users is 10 m and the path loss exponent is υ = 3.8. The
antenna noise power is σ 2

k = −70 dBm and the noise power
at ID is δ2k = −50 dBm [5]. In the antenna pattern, the hor-
izontal and vertical 3 dB beamwidths are φ3dB = 65◦ and
θ3dB = 6◦, respectively. The sidelobe levels of the horizontal
and vertical BS antenna patterns are SLLaz = 25 dB and
SLLel = 20 dB, respectively. The Rician K-factor is Ku = 1
for all users.

First, we verify the approximate ergodic achievable secrecy
rate of the u-th user expressed in Theorem 3. The param-
eter configuration is set as follows. The number of users
is U = 10. The number of BS antennas M is varied in the
range of [10, 100]. We assume that the antenna tilt is fixed as
θtilt = 8◦ [31], the allocated transmit power αu is randomly
chosen in [0.1, 1] W, the PS ratio is ρu = 0.1,∀u. The
AoDψu in the deterministic component of the Rician channel
is randomly changed in [0, 2π ]. Without loss of generality,
we investigate the 1st user who is the intended user. We let
the AoD of the 2nd user be the same with the 1st user. The
simulated and approximate ergodic achievable rates of these
two users are all shown in Fig. 2. The simulated results of
the 1st user and the 2nd user are given in (7) and (8), respec-
tively, which are the actual rates. The approximate ones are
given in Theorem 1 and 2, respectively. We also present the
secrecy rate of the 1st user according to Theorem 3. Evidently,
the approximations are very close to the actual results, thanks
to the properties of massive MIMO systems. So, it is valid
that the optimization problem and the proposal are based on
the approximations. Furthermore, with the increasing number
of BS antennas, the achievable rates of both users are grow-
ing. The underlying reason for this phenomenon is that the
ED receives a highly correlated signal in this LoS scenario
when the corresponding AoD is the same with that of the
intended user.We also find that the 2nd user has themaximum
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FIGURE 2. Achievable rates of the intended user at ID and the ED with
the same AoD, and the secrecy rate of the intended user (bps/Hz) versus
number of BS antennas. The approximations are very tight with the actual
values.

achievable rate among theU−1 EDs. Hence, this kind of ED
causes the most serious impact on the secrecy rate and we
resort to the 3-D antenna technique to alleviate this problem.

FIGURE 3. BS transmit power (dBW) versus target secrecy rate (bps/Hz)
with fixed harvested power constraints Ĕ = 0 dBm and −5 dBm.

Then we investigate the performance of the proposed algo-
rithm. For comparison, the optimum from the brute-force
search is simulated. The adaptive antenna tilt in a conven-
tional 3-DMIMO system is also considered here, which is the
mean of the vertical angles of all users, i.e., θ∗tilt = E[θu] [32].
Besides, we simulate the 2-D scheme with a fixed antenna
tilt θtilt = 8◦. When the antenna tilt is given, the power
allocation, AN covariance, and PS ratios are jointly optimized
via CVX. We assume that the energy conversion efficiency at
the EH is ξu = 0.5 for all users. The target secrecy rate is
R̆u = R̆,∀u and the target harvested power is Ĕu = Ĕ,∀u.
The number of BS antennas is M = 100. The performance
of the BS transmit power with varying secrecy rate target is
illustrated in Fig. 3. The harvested power target Ĕ is fixed
as 0 dBm and −5 dBm, which are denoted by ‘‘−0’’ and
‘‘−5’’ in Fig. 3, respectively. We find that with the increas-
ing secrecy rate target, the transmit power becomes higher.
Fig. 4 shows the impact of the harvested power target on
the BS transmit power. The secrecy rate target R̆ is fixed as
1 bps/Hz and 3 bps/Hz, which are denoted by ‘‘−1’’ and

FIGURE 4. BS transmit power (dBW) versus target harvested power (dBm)
with fixed secrecy rate constraints R̆ = 1 bps/Hz and 3 bps/Hz.

‘‘−3’’ in Fig. 4, respectively. Obviously, larger harvested
power targets require more BS transmit power. These two
figures both verify that the proposed algorithm has a quite
good performance which is close to that of the optimum and
outperforms the 2-D and conventional 3-D MIMO schemes.
Therefore, the tilt adaptation plays a significant role in secure
SWIPT by exploiting the vertical domain.

VI. CONCLUSION
We considered a 3-D massive MIMO SWIPT system with
Rician fading channels. At least one ED has the same AoD
with the intended user. We adopted 3-D directional antennas
and adjusted the antenna tilt to improve the secrecy rate and
harvested energy. The approximate secrecy rate and harvested
energy were derived and verified to be very close with the
actual values through numerical results. The optimization
problem aims at minimizing the BS transmit power with the
constraints of secrecy rate and harvested energy. The problem
is nonconvex and the presence form of the optimization vari-
able, the antenna tilt, cannot be solved by using optimization
software tools directly. We proposed an iterative algorithm to
jointly optimize the antenna tilt, power allocation, AN covari-
ance, and PS ratios. Simulations show that the performance
of the proposal approaches to that of the optimum from the
brute-force search and outperforms the 2-D and conventional
3-D MIMO schemes.

APPENDIX
PROOF OF LEMMA 3
For two different users, i.e., the u-th user and the i-th user,
u 6= i, using (11) and (14), we obtain

E
[
|gHu gi|

2

‖gi‖2

]
= E

[
gHu

gigHi
‖gi‖2

gu

]

= βu(θtilt)× E

[
Ku

Ku + 1
h̄Hu

gigHi
‖gi‖2

h̄u

+
1

Ku + 1
hHω,u

gigHi
‖gi‖2

hω,u

]
, (52)
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where

E

[
h̄Hu

gigHi
‖gi‖2

h̄u

]

= E

[
tr

(
gigHi
‖gi‖2

Au

)]

= E
{
tr
[(

Ki
Ki + 1

Ai +
1

Ki + 1
hω,ihHω,i

)
Au

‖hi‖2

]}
. (53)

Using the law of large numbers, we have

lim
M→∞

‖hi‖2

M
→ 1, (54)

so in (53),

E
[
tr
(

KiAiAu

(Ki + 1)‖hi‖2

)]
≈

Ki
M (Ki + 1)

tr (AiAu) . (55)

Because the spectral norm of Au
M is 1, based on

Lemma 1 and [21, Lemma 4 (ii)], we have

tr

(
hω,ihHω,iAu

‖hi‖2

)
=

hHω,i
Au
M hω,i
‖hi‖2
M

�
tr(Au)
M
= 1. (56)

where an � bn denotes the equivalence relation an − bn
a.s.
−→
n→∞

0 for two infinite sequences an and bn, and
a.s.
−→
n→∞

means
almost sure convergence.

Thus, (53) is approximated by

E

[
h̄Hu

gigHi
‖gi‖2

h̄u

]
≈
Kitr (AiAu)+M

M (Ki + 1)
(57)

Similarly, in (52), since the spectral norm of
gigHi
‖gi‖2

is 1,
we have

hHω,u
gigHi
‖gi‖2

hω,u � 1. (58)

So, (17) is obtained by combining (57) and (58).
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