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Abstract

In this paper, we consider the broadcast channel with camfelemessages and external eavesdroppers
(BCCE), where a multi-antenna base station simultaneocmtymunicates to multiple potentially malicious
users, in the presence of randomly located external eawasers. Using the proposed model, we study the
secrecy rates achievable by regularized channel invefRGH precoding by performing a large-system analysis
that combines tools from stochastic geometry and randomtheory. We obtain explicit expressions for the
probability of secrecy outage and an upper bound on the@asedue to the presence of external eavesdroppers.
We show that both these quantities scaleﬁ, where N is the number of transmit antennas akdis the

density of external eavesdroppers, irrespective of theliusion strategy. Furthermore, we derive a practical
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rule for the choice of the regularization parameter, whichgnostic of channel state information and location

of eavesdroppers, and yet provides close to optimal pedoosa
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|. INTRODUCTION

Multiuser multiple-input multiple-output (MIMO) wireles techniques have received tremendous
attention as a way to achieve high spectral efficiency inezsurmobile communication systems such as
Long Term Evolution (LTE)[[L]. Due to the broadcast naturéhaf physical medium, wireless multiuser
communications are very susceptible to eavesdropping,itaigdcritical to secure the transmitted
information. Security has traditionally been achievecdhatietwork layer with cryptographic schemes.
However, classical cryptography might not be suitable ngdadynamic networks, since it requires
key distribution and management, and complex encryptemnigtion algorithms[]2],[[3]. A method
that exploits the characteristics of wireless channelsh sas fading and noise, was proposed as an
alternative to achieve perfect secrecy without requiringrgption keys [[4]-+[7]. This technique is

known as physical layer security, and it has recently becamaery active area of research.

A. Motivation and Related Work

The underlying channel for multiuser MIMO wireless comnuations is referred to as the MIMO
broadcast channel (BC), where a central base station (Bff) Wiantennas simultaneously commu-
nicates toKX users over the same frequency band. While it is known th&g-gaper coding (DPC)
is a capacity achieving precoding strategy for the GaussitviO BC [8], the non-linearity of the
DPC precoder makes it too complex to be implemented [9],.[Lbjear strategies like regularized
channel inversion (RCI) precoding were proposed as a lawpdexity alternative for practical systems
[11]-[13], and their performance was studied by a largeesysapproach that employs random matrix
theory (RMT) tools([14], [[15].

Physical layer security was considered to protect the cenfidlity of data in the BC, by introducing
the broadcast channel with confidential messages (BCC)rewti® users can act maliciously as
eavesdroppers [16]-[19]. A large-system analysis of tlozesy rates achievable by RCI precoding

in the BCC was performed by using RMT tools in [20]-[22], wleravesdropping was assumed



from the malicious users only. The presence of externalssleppers and its effect on the secure
connectivity in random wireless networks were studied, magnothers, in[[28]-[26] by employing
stochastic geometry (SG) tools, but the system model didanobunt for the potentially malicious
behavior of the users.

In a practical scenario, both malicious users and extero@és can act as eavesdroppers. A physical
layer security system designed by considering either ortbesh should be regarded as vulnerable. In
fact, a system designed by only considering the presencdearial eavesdroppers would be vulnerable
to the potential malicious behavior of the users. On therotiaad, considering the malicious users
only would make the system vulnerable to secrecy outageedaoyg eavesdropping nodes external to
the network. For these reasons, it is of critical importatocgtudy broadcast channels with confidential

messages and external eavesdroppers.

B. Approach and Contributions

In this paper, we introduce the broadcast channel with cenfidl messages and external eavesdrop-
pers (BCCE) to model a scenario where both (i) malicioussysand (i) randomly located external
nodes can act as eavesdroppers. This is a practical scdhatithas not yet been addressed. We
study the performance of RCI precoding in the BCCE by perfogra large-system analysis that
uses results from both SG and RMT. Stochastic geometry isaeenbal tool to study a large network
with a random distribution of external eavesdroppers [@fjereas random matrix theory enables a
deterministic abstraction of the physical layer, for a fixextwork topology|[[28]. By combining SG
and RMT, we can provide explicit expressions for the avetagge-system performance with respect
to the spatial distribution of the nodes and to the fluctuetiof their channels. Our main contributions
are summarized below.

« We obtain the large-system probability of secrecy outagettie RCI precoder in the BCCE,

for the two cases of non-colluding and colluding eavesdeoppWe find that the large-system



probability of secrecy outage scales%, where N is the number of transmit antennas akd
is the density of external eavesdroppers, irrespectivéaf tollusion strategy.

« We derive the large-system mean secrecy rate achievableebR €I precoder in the BCCE. By
comparing the mean secrecy rate to the secrecy rate acldamathe BCC, we obtain an upper
bound on the rate loss due to the presence of external eappsils, which also scales %

« We propose a rule for the choice of the regularization patengeof the precoder that maximizes
the mean large-system secrecy rate. The functiofiiefto achieve a tradeoff between the signal
power at the legitimate user and the crosstalk at the makcigers. The proposed choice&of
is practical, since it does not require knowledge of either fluctuations of the channels or the
spatial locations of the eavesdroppers, and it providesecto optimal performance.

The remainder of the paper is organized as follows. Sectiorirbduces the broadcast channel with
confidential messages and external eavesdroppers (BBGE)hansecrecy rates achievable by RCI
precoding. In Section Ill, we derive the probability of sexy outage, for both cases of non-colluding
and colluding external eavesdroppers. In Section IV, wévddhe mean secrecy rates achievable by
RCI precoding in the BCCE, we study the rate loss due to theepiee of external eavesdroppers, and
we propose a practical rule for the choice of the regulaongbarameter of the precoder. In Section V,
we provide several numerical results that confirm the aocyuoé the analysis. The paper is concluded

in Section VI and future work is suggested.

[l. SYSTEM MODEL

In this section, we first recall some results on the MISO BCliere malicious users connected to the
network can act as eavedroppers. Then we introduce the MISOE where not only malicious users
but also nodes external to the network can act as eavesdsopiigs is the case in a real system,
where external nodes are randomly scattered in space. Tioeks must be regarded as potential

eavesdroppers, otherwise the system would be vulnerabsedrecy outage. The BCCE therefore



represents a practical scenario that needs to be addressed.

A. Preliminaries: Broadcast Channel with Confidential Magss (BCC)

We first consider the downlink of a narrowband MISO BCC, cstiisg of a base station withv
antennas which simultaneously transniitsndependent confidential messagegtspatially dispersed
single-antenna users. In this model, transmission takasepbver a block fading channel, and the
transmitted signal ix = [xl,...,xN]T € CNx!, We assume homogeneous users, i.e., each user
experiences the same received signal power on averagethusodel assumes that their distances

from the transmitter are the same and unitary. The receigthlsat userk is given by

N
ye =D hijj + g 1)

=1

whereh,, ; ~ CN(0,1) is the i.i.d. channel between th# transmit antenna element and tie user,

andn; ~ CN(0,0?) is the noise seen at thé" receiver. The corresponding vector equation is
y=Hx+n (2)

whereH = [hy,..., hg]" is the K x N channel matrix. We assuniénnf] = ¢2Ix, wherelIy is
the K x K identity matrix, define the SNR = 1/02, and impose the long-term power constraint
E[||x|’] = 1. For each usek, we denote byM,, = {1,...,k—1,k+1,..., K} the set of remaining
users. In general, the behavior of the users cannot be datsirhy the BS. As a worst-case scenario,
we assume that for each ugerall users inM;, can cooperate to jointly eavesdrop on fifemessage.
Since the set of malicious userst, can perform joint processing, they can be seen as a single
equivalent malicious useV/, with K — 1 receive antennas.

In this paper, we consider regularized channel inversio@lRrecoding. In RCI precoding, the
transmitted vectox is obtained at the BS by performing a linear processing onelstor of confidential
messages: = [uy, . ..,uK]T, whose entries are chosen independently, satisthng] = 1. The

transmitted signak after RCI precoding can be written as= Wu, whereW = [wy, ..., wg] is the



N x K RCI precoding matrix, given by [12], [14], [15]

1 -1 1 -1
W = —H' (HH' + N¢I = — (H'H + N¢I Hf 3
NG (HH' + N¢lk) ﬂ( + N¢ly) (3)

and( = tr{HTH (H™H + NgIN)_Z} is a long-term power normalization constant. The functién o
the real regularization parametgeiis to achieve a tradeoff between the signal power at theithegfiée
user and the interference and information leakage at ther athintended users for each message.
Due to cooperation, interference cancellation can be pedd at the equivalent malicious uskf,,
which does not see any undesired signal term apart from ttedvexl noise. As a result, a secrecy

rate achievable for usdr by RCI precoding is given by [20]

Reccr = [108;2 (1 + 71::) — log, <1 + ’VM,k:)} +, (4)

where we use the notatiof]* £ max(-,0), and wherey, and~,,, are the signal-to-interference-
plus-noise ratios for the messaggat the legitimate receiver and the equivalent malicious uséf,
respectively, given by
+ 2
P ‘h’“w"”‘ 2
D) and YMm kg = P ||kak|| ) (5)

Ve =

L+pd i )hzwj
and whereH,, is the matrix obtained fronH by removing thek™ row.

The secrecy rate of the RCI precoder in the large-systenmeegvas studied in_[21], where both
the number of receiver& and the number of transmit antenn&sapproach infinity, with their ratio
f = K/N being held constant. The value gfrepresents the network load. Let- 0, 5 > 0, and let

Rgcc,, be the secrecy rate achievable by RCI precoding in the BCQetein (4). Then([21]
|RBCC,I<: — RECC| E) 0, as N — oo, Vk (6)

where R denotes the secrecy rate in the large-system regime, given b

1+7"}+7 @

o] — 1
BCC {og2 1+,



and where
pt+ & 1+g (8,8 . P
p+ 11986 ™

7 =9(8,¢) (8)

1+g(8,6))

with g (5,€) = % [\/(12_26)2 + @ +1+ % — 1|. The optimal value of that maximizes the large-

system secrecy ratBg.. was obtained in [21] and it is given by

e —2p* (1= B)* +6p8+28°=2[B(p+ 1) —pl - /B P+p+ 1] = BRp(p— D] +¢°
Bee 6p (B +2) + 6pf

. (9)

B. Broadcast Channel with Confidential Messages and Extdfagesdroppers (BCCE)

We now consider the MISO BCCE, by including external singieéenna eavesdroppers in the system.
The external eavesdroppers are assumed to be distributdeedwo-dimensional plane according to
a Poisson point process (PP®) of density \. [27]. Fig.[1 shows an example of BCCE, where the
BS is at the origin, and the users lie on a disc of radiuéds a worst-case scenario, we assume that
each eavesdropper can cancel the interference caused bgntlagning X’ — 1 messages. Assuming
that the BS lies at the origin, the SINR ;, for the k™" message at a generic eavesdropper located in

e is then given by
_ [niw|”

~ eflo?

Ve, k (10)

whereh! is the channel vector between the base station and the eappsd ine, and it takes into
account the Rayleigh fading, angdis the path loss exponent. Some of the results provided & thi
paper assume a path loss expongnt 4. In this special case, which is a reasonable value,for a
shadowed urban arela [29], it is possible to obtain compamtessions for quantities of interest, such
as the probability of secrecy outage and the mean secregy rat

The precoding vectow;, is calculated independently ff, therefore they are independent isotropic
random vectors. The chanriel has unit norm, whereas the precoding vestgrhas norm\/% because
it is obtained after the normalizatigfW||?> = S_5_ |[wy||> = 1. The inner produchiw, is a linear

combination of N complex normal random variables, therefq)}éwk\2 ~ exp(+).
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Fig. 1. Example of a BCCE witli = 5 malicious users and a density of external eavesdroplets 0.2.

In the following, we consider two types of external eavep@ers, namely non-colluding eavesdrop-
pers and colluding eavesdroppers. In the non-colluding,dhe eavesdroppers individually overhear
the communication without centralized processing. In tl&uding eavesdroppers case, all eavesdrop-
pers are able to jointly process their received message antsat data processing unit. The secrecy

rate R;, achievable by thé&" user in the BCCE is given by

R, = [log2 (1 + %> —log, <1 + max (Yar ks VEK) )] ! , (11)

wherez . is the resulting SINR of the PPP of external eavesdopperthéi™ message. The secrecy
rate Ry, is therefore affected by the maximum of the SINR , at the alliance of malicious users
and the SINRyg at the external eavesdroppers. In the case of non-collueavgsdroppersyz i

is the SINR at the strongest eavesdropper. In the case afdood) eavesdroppers, all eavesdroppers
can perform joint processing, and they can, therefore, ba as a single multi-antenna eavesdropper.
After interference cancellation, each eavesdropper vesehe useful signal embedded in noise, and

the optimal receive strategy at the colluding eavesdrapgemaximal ratio combining (MRC) which



yields to an SINRyg , = Ze@e Ve Qiven by the sum of the SINRg. ;, at all eavesdroppers.

The achievable secrecy sum-rate is denoted'tgynd defined a$ = Zle Ry.

[1l. PROBABILITY OF SECRECY OUTAGE

In this section, we derive the secrecy outage probabilgy, the probability that the secrecy rdtg
achievable by usek with RCI precoding in the BCCE is zero, for both cases of noldding and
colluding eavesdroppers. Then we study the secrecy outagmlplity in the large-system regime,
and determine how the number of antenAasnust scale in order to guarantee a given secrecy outage

probability. The secrecy outage probability for ugeis defined as

1 if v <y
O, 2P(R, =0) = b (12)

P(vex > Y| k) otherwise

In most cases, RCI precoding ensusgs> v, [21], and therefore, the secrecy outage probability is

often given by the probability thak, is driven to zero by the presence of external eavesdroppers.

A. Non-colluding Eavesdroppers

In the case of non-colluding eavesdroppers;. is the SINR at the strongest eavesdroppegiven

by

[fw [
,}/E,k - reré%}j 78,]6 - reré%}j ||6||770'2 .

(13)

In the case of non-colluding eavesdroppé&?s,is the probability that any eavesdropper has an SINR

greater than or equal to the SINR of the legitimate useWe obtain the following result.

Lemma 1. The secrecy outage probability for uskrin the presence of non-colluding eavesdroppers
is given by

1 if v < vk
Op = [ s (2) } (14)
l—exp | ——%
n(NBo2y)n

otherwise
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whereI'(-) is the gamma function defined as
[(z) 2 / t*~letdt. (15)
0

Proof: See Appendix A. [ |
By applying results from RMT [28], we now obtain the largestem secrecy outage probabilify’

in the presence of non-colluding eavesdroppers.

Theorem 1. The secrecy outage probability in the presence of non-dolty eavesdroppers satisfies

|Ox — O°| 2% 0, as N — oo, Vk (16)
where
1 it ° <%
0" = 2nAeF(2) . (17)
l—exp | ——%5 otherwise
n(NBo2~°)n

Proof: Theorem 1 follows from Lemmal 1, by noting thiat, — 7°| <% 0 as N — oo, and by

the continuous mapping theorem [30]. [ |

Corollary 1. If 4° > 75, and n = 4, then (i) the number of transmit antennas required in order

to guarantee a large-system secrecy outage probability < ¢ in the presence of non-colluding

2 3
eavesdroppers &/ > ( He ) , Wherey, £ 3 and (ii) the large-system secrecy outage probability

ev© 2,/Bo2’

o 1
O° decays asr~.

Proof: The proof follows from Theorem 1, by noting thBt(1) = /7, and thatl — e~* > z for
0<zx<l. ]
A special case of the previous scenario is the one where belyavesdropper which is nearest to

the base station attempts to eavesdrop. In this case we have

t 2
‘IIEVVk 18
VEk = W (18)
where
E = argmin|je]|. (19)

ecd,



11
Lemma 2. The secrecy outage probability for uskr caused by the external eavesdropper nearest to
the base station, under a path loss expongnt 4, is given by

1 if v <y,
O, k M,k (20)

2ue 22 2 .
TA—exp (FNW) Q <M>\e« /ﬂN%) otherwise

whereQ(-) is the Q-function defined as

Q@yé;%;Lfkmacig)dw (21)

Proof: See Appendix B. [ |

By applying results from RMT, we now obtain the large-systaarecy outage probabilit9° caused

by the eavesdropper which is nearest to the base station.

Theorem 2. The secrecy outage probability for usky caused by the external eavesdropper nearest

to the base station, under a path loss expongent 4, satisfies

O —0°| 230, as N — oo, Vk (22)
where
1 if v° <~%
o = N N (23)
Ae AS 21N H
b—ﬁ <1 + =5 ) (1 — WMW) otherwise

Proof: Theorem 2 follows from Lemmia 2, by first-order Taylor approation of [20), by noting

that |y, —7°| =% 0 as N — oo, and by the continuous mapping theorem! [30]. ]

B. Colluding Eavesdroppers

The colluding eavesdroppers case represents a worst-casar®. In this case, all eavesdroppers
can perform joint processing, and they can therefore be asensingle multi-antenna eavesdropper.
After interference cancellation, each eavesdropper vesdhe useful signal embedded in noise, and

the optimal receive strategy at the colluding eavesdrapjgemaximal ratio combining (MRC). This
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yields to an SINRyz at the colluding eavesdroppers given by

1
i =~ 9 llel ™" [hfwi]* (24)

66@5’

Lemma 3. The secrecy outage probability for usein the presence of colluding eavesdroppers, under

a path loss exponent = 4, is given by

1 it v < ymk

(25)
1—2Q </,L)\ T ) otherwise

°\/ 2N

O =

Proof: See Appendix C. [ |
By applying results from RMT, we now obtain the large-systeeerecy outage probabilit§° in

the presence of colluding eavesdroppers.

Theorem 3. The secrecy outage probability in the presence of colluéagesdroppers, under a path

loss exponent) = 4, satisfies
|0 —0°| 250, as N — o0, Vk (26)
where
1 if v <3

0° =
1-2Q (W\e ﬁ) otherwise

(27)

Proof: Theorem 3 follows from Lemm@l 3, by noting thBt(3) = \/x, that |y, — 7°| == 0 as

N — oo, and by the continuous mapping theorem| [30]. [ |

Corollary 2. Lety° > ~3, andn = 4, then (i) the number of transmit antennas required in order t

guarantee a large-system secrecy outage probalgility< ¢ in the presence of colluding eavesdroppers

2
is N > (;%) , and (ii) the large-system outage probabilf}? decays a%.

Proof: The proof follows from Theorem 3 and by using- 2Q(z) < \/gx for0<z<1. =



13

Remark 1. By comparing the results in Corollary 1 and Corollary 2, wenceonclude that (i)
the collusion among eavesdroppers does not significantbctathe number of transmit antennas
required to meet a given probability of secrecy outage inl#nge-system regime, and (ii) increasing
the density of eavesdroppeks by a factorn requires increasingV by a factorn? in order to meet

a given probability of secrecy outage.

IV. MEAN SECRECY RATES

In this section, we derive the mean secrecy rates, averagadttoe location of the external eaves-
droppers, achievable by RCI precoding in the BCCE, for batbes of non-colluding and colluding
eavesdroppers. We then study the mean secrecy rates inrgieesigstem regime, and derive a bound
on the secrecy rate loss due to the presence of externaldeappsrs. Finally, we propose a rule for
the choice of the regularization parameter of the precdurmaximizes the mean of the large-system

secrecy rate.

A. Mean Secrecy Rate

We now obtain the following result for the mean secrecy ratasark.

Lemma 4. The mean secrecy rate achievable at usdsy RCI precoding in the BCCE is given by

0 it v < vk

Eo, [Ri] = (28)

1-0y,

=y — [ logy(1+y) frp, (v) dy otherwise

TM ,k

(A+k)
<1+'Ylvf,k)

In (28), Py is the probability that the SINR ; at the external eavesdroppers is greater than or equal

log,

to the SINRy,,; at the malicious users, and for a path loss expongat4 is given by

1 —exp (—L) for non-colluding eavesdroppers
A/ N
Pr 2 P(ver > k) = s (29)
1—2Q (W\e /ﬁ) for colluding eavesdroppers
and £, , (y) is the distribution of the SINR at the external eavesdroppgiven by
“Aeyi%exp — e for non-colluding eavesdroppers
f“/E,k (y) = 2N ( \/N_y) (30)

-3 232 .
%exp (—”Me) for colluding eavesdroppers
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Proof: See Appendix D. [ |
By applying results from RMT, we now obtain the large-syster@an secrecy rat&° achievable

by RCI precoding in the BCCE.
Theorem 4. The mean secrecy rate achievable for usdsy RCI precoding in the BCCE satisfies
|Eo,[Ri] — R°| 230, as N — oo, Vk. (31)

R° denotes the mean secrecy rate in the large-system regiven oy

0 if v < i
R — (32)

(1_’_,\/0)1700 _ ,Yo .
logy (ey= ~ g, o1+ 9) s (y)dy - otherwise

In (32), P° is the probability that the SINRy . at the external eavesdroppers is greater than or equal

to the large-system SINfR, at the malicious users, and for= 4 it is given by

1 —exp (—%) for non-colluding eavesdroppers
P° 2 Py > 15) = Vi (33)
1—2Q (W\e ZNZXI) for colluding eavesdroppers

Proof: Theorem 4 follows from Lemma 4, by replacing and -, with their respective deter-
ministic equivalentsy® and~;,, by applying the continuous mapping theorem, the Markoguradity,

and the Borel-Cantelli lemma [30]. [ ]

B. Secrecy Rate Loss due to the External Eavesdroppers

By comparing the large-system mean secrecy rate of the BQQB2) to the large-system secrecy
rate of the BCC without external eavesdropperd in (7), foivargregularization parameter we can

evaluate the secrecy rate lods due to the presence of external eavesdroppers, defined as

A. 2 RSec — R°. (34)
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We now obtain an upper bound on the secrecy rate A9ss

Corollary 3. The secrecy rate losA, due to the presence of external eavesdroppers satisfies

Azarre e (35)
where v is a constant independent &f, \., and of the cooperation strategy at the eavesdroppers,
given by

ECC +
uzu{ﬁwﬁ—m)] (36)
Proof: See Appendix E. [ |

Remark 2. It follows from Corollary 3 that, irrespective of the collos strategy at the external

eavesdroppers, (i) as the numh®rof transmit antennas grows, the secrecy rate ldsgends to zero

1

as 7y

and (ii) increasing the density of eavesdropp&rsby a factorn requires increasingV by a

factor n? in order to meet a given value &Y%,

C. Optimal Regularization Parameter

The value of the regularization parametgeras a significant impact on the secrecy rates. The
optimal large-system regularization parameter of the R@tqpder for the MISO broadcast channel
(BC) without secrecy requirements is given g = % [12], [14], [15]. The optimal large-system
regularization parameter for the MISO broadcast channgéh wonfidential messages (BCC) was
derived in [21] and it is also a function gfandp, given byég.c in (9). In the MISO broadcast channel
with confidential messages and external eavesdroppersER@@ denote byg.e the regularization
parameter that maximizes the large-system mean secrexyTiiad value ofg.c can be obtained by

numerically solving the following equation
{hcce = argmaxiz’ (37)
3

with R° given in [32). Since the secrecy rate of the MISO BCCE is &fi@dy the SINR at the

external eavesdroppers, the optimal large-system regatlan parameteég g is not just a function
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of g andp, but it also depends on the number of transmit antedahe density of the eavesdroppers
Ae, and their collusion strategy. The value ..z should be found as a compromise between: (i)
maximizing the SINRy® at the legitimate user, and (ii) trading off the SINR, at the malicious users
and the probabilityP° that the external eavesdroppers are more harmful than theiooa users. We

have the following two extreme cases.

Lemma 5. The optimal large-system regularization paramefgg.e follows the trend:

€ecce — SBec as Ac = 0 (38)
€Bcce = e = % as A — 00
Proof: For low densities\., we have by Corollary 3 thak°® approachedig ., therefore{g ¢
approachegg... For high densities\., we haveP;, = P(ygr > vm ) — 1, and the secrecy ratgy
in (1) is determined solely by, and~g . Sincevg, does not depend ofy maximizing the mean

rate coincides with the rate maximization problem for the, B@d its solution in the large-system

regime is given byg.. [ |

V. NUMERICAL RESULTS

In this section, we provide numerical results to show thégoerance of RCI precoding in the BCCE,
under a path loss exponent= 4. We consider finite-size systems, and simulate the prabaloi
secrecy outage, the secrecy rate, and the optimal regatianzparameter of the precoder, in different
scenarios and under different system dimensions, netwauds], SNRs, and densities of eavesdroppers.
The simulations show that many results obtained in Sectlant Section IV by using random matrix
theory and stochastic geometry tools hold even for netwaritsa small number of users and antennas
and randomly located eavesdroppers.

In Fig.[2 we compare the simulated probability of outa@g under non-colluding and colluding
eavesdroppers, respectively, to the large-system reéliltprovided in Theorem 1 and Theorem 3,

respectively. In the simulations, the regularization paeter{g. in (9) was used. We observe that for
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Simulations)
Theorem 1)

Simulations)
Theorem 3)

0.8 T T
IL O Oy non-coll.
= = = O° non-coll.
o Oy colluding
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—~~

——

Probability of secrecy outage

Ae = 0.1,0.2,0.4

5 10 15 20 25 30 35 40
Number of transmit antennas, N

Fig. 2. Comparison between the simulated probability ofagatO, and the large-system resuk2°® provided in Theorem 1 and

Theorem 3, for a network load = 1, an SNRp = 10dB, and various values of..

Ae = 0.1 and small probabilities of secrecy outage,{i)> (O‘f*ﬁf = 34 yields to a secrecy outage
probability smaller tharh).1, (ii) the secrecy outage probability decaysﬁ, and (iii) the collusion
of eavesdroppers does not significantly affect the prolluf secrecy outage. All these observations
are consistent with Corollary 1, Corollary 2, and Remark 1.

In Fig.[3 we compare the simulated ergodic per-antenna eest@n-rate under non-colluding and
colluding eavesdroppers, to the large-system results fbeorem 4, for\, = 0.1, N = 10, £ = &gcc
and various values of. We note that the accuracy of the large-system analysisedses with the
SNR. The loss of accuracy is due to the limitations of thedaded from RMTI([15]. Moreover, we
note that the per-antenna secrecy sum-rate does not macaitpnncrease with the SNR. This is
due to the fact that in the worst-case scenario the malidisess and the external eavesdroppers can
cancel the interference, whereas the legitimate user ef@rence-limited in the high-SNR regime.

This is consistent with the case of BCC [21].
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2.5

—6— Simulations (non-coll.) B=0.8
= = =Theorem 4 (non-coll.)

—8— Simulations (colluding)
2f| == Theorem 4 (colluding)

15

Per-antenna secrecy sum-rate

Signal-to-noise ratio, p [dB]

Fig. 3.  Comparison between the simulated ergodic per-aatesecrecy sum-rat&[S]/N under non-colluding and colluding
eavesdroppers, and the large-system regkli®” /N from Theorem 4, forA\c = 0.1, N = 10 transmit antennas, and various values of

the network loads.

In Fig.[4 we compare the simulated ergodic per-user secaeyunder non-colluding and colluding
eavesdroppers, to the large-system results from Theoréon 4,= 1, p = 10dB, ¢ = g, and various
values of\.. We note that the accuracy of the large-system analysigasess withV. Moreover, we
observe that the expectation of the per-user secrecy rateases withV, and this benefit is more
for larger values of\.. This happens because the mean received power at eachatdavesdropper
scales as[%, hence having more transmit antennas makes the system wilaust ragainst external
eavesdroppers.

In Fig. (8 we compare the simulated per-user secrecy rate)ahé BCCE with non-colluding
eavesdroppers, (ii) the BCCE with colluding eavesdropeerd (iii) the BCC without external eaves-
droppers, fors = 1, p = 10dB, ¢ = &g, and various values of.. We note that in the BCC, the

per-user secrecy rate is almost constant withfor a fixed network loags. On the other hand, the per-

user secrecy rate of the BCCE increases WithAgain, this happens because the mean received power
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—6— Simulations (non-coll.)
2[| = = = Theorem 4 (non-coll.)

—8— Simulations (colluding)
+ == Theorem 4 (colluding)

15l Ae =0.1,0.2,0.4 |

Per-user secrecy rate

5 10 15 20 25 30 35 40
Number of transmit antennas, N

Fig. 4. Comparison between the simulated ergodic per-wesgesy rateE[R,] under non-colluding and colluding eavesdroppers, and

the large-system resul®® from Theorem 4, for a network loafl = 1, an SNRp = 10dB, and various values of..

at each external eavesdropper scale%%@shence having more transmit antennas makes the system
more robust against external eavesdroppers. We also raitothhigher densities of eavesdroppars
larger values ofV are required to achieve a given per-user secrecy rate of @&EB More precisely,
increasing)\. by a factor2, requires increasingv by a factor 4. Moreover, the collusion of external
eavesdroppers does not affect the scaling law of the meanThese observations are consistent with
Remark 2.

Fig.[8 compares the large-system regularization paranggteg given by [37) to the valu€pcce
that maximizes the average simulated secrecy sumstdia a finite system withV = 10, 5 =1, and
p = 10dB. The figure shows that for low densities of eavesdropperggce tends toég. = 0.0273,
whereas for high densities,, it tends toég. = 0.1. These observations are consistent with Lemma
5. The finite-system parametégcce follows a similar trend. We note that botfi.cc and {gcce are

smaller in the case of non-colluding eavesdroppers, argdcdm be explained as follows. A smaller
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T

=
N

Per-user secrecy rate
o o

= @ = ) (non-coll.)
—8— Ry, (colluding)

5 10 15 20 25 30 35 40
Number of transmit antennas, N

Fig. 5. Comparison between the simulated ergodic per-us&esy rates of: (i) the BCCE with non-colluding eavesdespp (ii) the
BCCE with colluding eavesdroppers, and (iii) the BCC withexternal eavesdroppers, for a network lgaeg- 1, an SNRp = 10dB,

and various values oX..

value of¢ generates a smaller information leakage to the malicioessug herefore, it is especially
desirable to have a smallérwhen the malicious users are the main concern, i.e., when $ii¥R

is larger than the SINR at the external eavesdroppers, aadstimore likely to happen when the
external eavesdroppers are not colluding.

Fig. [4 shows that using the regularization paraméfege, obtained from large-system analysis,
does not cause a significant loss compared to using the dgtemameterdj..., optimized for each
realization of the channels and of the locations of the esleeavesdroppers. The figure shows the
mean secrecy sum-rate differenSé&5cce) — S({gcce) Normalized by the mean optimal(cce),
simulated for finite-size systemg, = 1, various values of the density of eavesdropp&ss and
various values of the SNR. Fig.[1 was obtained for colluding eavesdroppers, but simésults were
obtained for non-colluding eavesdroppers. We note thatuéating the optimal valu€g.- requires

the base station to know (i) the channélsof all users, (ii) the realization of the PRP,, i.e., the
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0.08

0.07

0.06

0.05

Optimal regularization parameter

Density of external eavesdroppers, A,

Fig. 6. Comparison between the large-system regularizat@yvametetgcce in (37) and the valuéscce that maximizes the average

simulated secrecy sum-rafefor a finite system withV = 10 transmit antennas, a network logd= 1, and an SNRp = 10dB.

locations of all external eavesdroppers, and (iii) the desh! of all external eavesdroppers. On the
other hand, calculatingg.c¢ does not require the knowledge of any of these quantitiesob¢erve
that the normalized mean secrecy sum-rate difference ssttem7% for all values of N, )., andp,
and it decreases wheN grows, e.g., falling undes% for N = 20. As a result, one can avoid the
calculation ofés. ¢ for every realization o, @, andh!, and&3.e can be used with only a small

loss of performance.

VI. CONCLUSION

In this paper, we considered the broadcast channel withdmmtfal messages and external eavesdrop-
pers (BCCE), where a multi-antenna base station simultestg@ommunicates to multiple malicious
users, in the presence of randomly located external eavgsers. We showed that, irrespective of the
collusion strategy at the external eavesdroppers, a largiar of transmit antennas drives both the

probability of secrecy outage and the rate loss due to theepoe of external eavesdroppers to zero.
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-0 -\ =04, p=20dB
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Normalized throughput difference
2
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Number of transmit antennas, N

Fig. 7. Normalized mean secrecy sum-rate difference betwsing{5cce that maximizes each realization of the secrecy sum-rate
S, and&gqce, obtained from large-system analysis in](37), under callmaavesdroppers, for a network lo&d= 1, various values of

the density of eavesdroppeks, and various values of the SNR

Increasing the density of eavesdroppgrdy a factorn, requiresn? as many antennas to meet a given
probability of secrecy outage and a given mean secrecy Uaiag the developed analysis, we clearly
established the importance of the number of transmit aatera the BS to make communications
robust against malicious users and external eavesdropyuidgs. Investigating the secrecy rates in a
cellular scenario, where multiple base stations generdéz-cell interference and malicious users of

neighboring cells can cooperate, could be an interestingduesearch direction.

APPENDIX A

Proof of Lemmall: If ~, < vux, then R, in (L) is zero w.p. 1. Ify, > vk, We have for

non-colluding eavesdroppefs; , = max 7., therefore

Op,="P <7E,k > Vi ‘ %) =1-Eg, H P(%,k < Vi } %)

rEPe
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=1—Eg, H [1—P<%,k2%‘%>u @1—15@6

LzeD,

H [1 - exp< - NﬁazkamH"ﬂ]

© 1 —exp —27?)\6/ yexp( — N5027k y") dy}
i 0

C i o n 2 )\e o £
©q_ exp —7r)\e/ exp( — NBo*y, u2>du} Wy exp [_7?_)2/ et 10lt]
L 0 n Jo

n(N B2y
- 2w AT <%> ]

© 1 —exp (39)

(N Bo2y)
where (a) follows from the distribution of. s, (b) follows by using|jz|| = y, by applying the

probability generating functional (PGFL) for the PR, given by [27]

11 f(:v)] — exp {— IR Aed:c} (40)

zED,

and by changing to polar coordinates. Moreover, in (c) weehasedu = 32, in (d) we have used

Es,

t = MBo%y,uz, and (e) follows from the definition of the gamma function

[(z) 2 /0 T ptetay, (41)

APPENDIX B
Proof of Lemmal2:If ~;, < vk, thenRy in (L1) is zero with probability one. Wy > ~vas ., we
have for the eavesdropper nearest to the BS
Op,="P <7E,k > Vi ’ %)
= /OOP<'YE,19 > Y, ) Vi, [| Bl = !L“) fie) (z)dx
[
0 g
= /OOOIP’( ’hEWk‘Z > o2 ’ s |1 BN = 56) fip)(x)dx

@ /000 exp( - N502%1'n) iz (@)de

2
bhwe| =% |9 |E)l = @) fim (2)da

® 27r)\e/ xexp( — NBo?y, 2" — )\eﬁx2>dx, (42)
0
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2
where (a) holds becau#hTEwk‘ ~ exp(Niﬁ), and (b) holds because the distardg|| between the

base station and the nearest eavesdroppblras distribution([31]
fim)(x) = 2Xemw exp(—Ama?). (43)
For a path loss exponent= 4, (42) reduces to
O, =27, /000 xexp( — Nﬁazvk zt — )\671'1'2>dl'

= 7r)\e/ exp( — NBo?vy, u® — )\eﬂu> du
0

(—)77%/\6 ex [7(70\8)2 }erfc _ A (44)
2+/ NBo%y, P AN Ba?y, 24/ NBo%v

where in (c) we have used = 2?2, and (d) follows from

/Ooexp(—axQ—bx)dx—l\/Eex L erfc b (45)
0 —2\Va¥P\1 2/a )’

APPENDIX C

Proof of Lemmal3: For the case of colluding eavesdroppers, the Laplace tramsbf the SINR

is [32]

L“/E,k (8) = E

o <— > el \h;wf)]

J?ecbe

@ exp{—27r)\8 /R2 En [1 — exp(—% ‘hlwk}z ||x||_”>] xdx}

Jr(-3)

© exp{—ﬂ)\e (NBo?) ™7 T (1 + %) r (1 - 2) s} (46)

Ui

®© exp{ —7 A En

1
’—hlwk
g

where (@) holds since. is a PPP[[32], (b) follows since the fading is independenhefgoint process,

and (c) follows since}hj(/,vvk\2 ~ exp(NiB). Under a path loss exponent= 4, (48) reduces to

2N\ s
L., (s)=exp (— ;\ \ /W) : (47)
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By inverse transform one can obtain the distribution funtti33]

3 3
T2y~ 2 T2
_ PR ° e 48

which integrated yields the cumulative distribution fuonot

DN
F. =erfc| ———— 1, 49
from which the secrecy outage probability [n[(25) can bewated asO,. = I, , (V). |

APPENDIX D
Proof of Lemmal4: We note from[(1l1) that when, < )/, the secrecy rat&; is zeroVyg .
When -, > vk, the mean secrecy rate is given by
Eo, [Ri|ve>vmk) = Eo, |[max [log2 (1 + %) — log, <1 + max (g, Yark) ) : OH

= Eo, [10g2 (1 + %) — log, <1 + max (Yz Yark) )] 1(vE,k<m]

=Eg, :10g2 (1 + Wk)]l(vE,qu) — log, (1 + max (Ygk, Vark) )1(7E,k<w)]
=P (ver < Vi) log, (1 + %) —Ee, [logz (1 +max (Vg k, Yuk) )]l(mkmk)]
=P (yer < ) log, <1 + Vk)

— Eo, [10g (147008 Lingcnns) + 1082 (14950 ) Loascrmcns]
=P (vpr < ) log, (1 + %) —P(vex < Yark) log, (1 + 7M,k>

_ / ' logy (1 +y) s, (y) dy

YM,k
1-Py Tk
- / logy(1 +y) [0, (y) dy

YM,k

1-0y
= log, (1 + ’Yk) — log, (1 + 7M,k>

1-04

(1 + ’}%) Vi
T / logy (1 4+ y) frp.(y) dy (50)

(1 + ’7M7k) VM, k

where (i) 1., is the indicator function, (ii))O; £ P(ygx > ) is given by the secrecy outage

= log,

probability; (iii) P, = P (yex > va) is the probability that the SINR at the external eavesdroppe
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is greater than or equal to the SINR at the malicious usevengn (29) and obtained by calculations
similar to the ones in Lemma 1 and Lemma 2; and fiy), (y) is the distribution of the SINR at the

external eavesdroppers, given by](48) for colluding eaogsabrs, and by

OP(ypr <y) w2 )\ey 3 TN,
(y) = e 51
f’YE,k( ) ay 4\/W N50'2y ( )
for non-colluding eavesdroppers. [ |
APPENDIX E

Proof of Corollary 3: For 4° < 4%,, we haveRg.- = 0 and R° = 0, thereforeA. = 0. For

~° > ~5, and fixed¢, irrespective of the cooperation strategy at the eavepdnspwe have

o

:
A, = O°log(L+7°) — P° log(1 +13,) + / logy(1 + 9) oy o () dy
Tv

o

HAe _1
BcC T = Yy 2dy
2\/N 3

[-onl-i )

(a)
< 0°

f(\ﬁ Vi)

HAe A
_\/—B°C+\F<\/_ f)—ﬂ[\f?%ﬁ—\/@)}ﬁ (52)
where (a) holds because® > O°, log,(1+y) <y, andf,,, (y) < u;\}%% -

REFERENCES

[1] C. Lim, T. Yoo, B. Clerckx, B. Lee, and B. Shim, “Recent rick of multiuser MIMO in LTE-advanced,JEEE Comms. Mag.
vol. 51, no. 3, pp. 127-135, Mar. 2013.

[2] A. Mukherjee, S. A. A. Fakoorian, J. Huang, and A. L. Swftlrst, “Principles of physical layer security in muléuswvireless
networks: A survey,” 2010, arXiv:1011.3754.

[3] Y.-S. Shiu, S.-Y. Chang, H.-C. Wu, S.-H. Huang, and H.¢hen, “Physical layer security in wireless networks: A tialj’ IEEE
Wireless Commyol. 18, no. 2, pp. 66—74, Apr. 2011.

[4] A. D. Wyner, “The wire-tap channel Bell System Tech.,Jvol. 54, pp. 1355-1387, Oct. 1975.

[5] I. Csiszar and J. Kdrner, “Broadcast channels withfiential messages/EEE Trans. Inf. Theoryvol. 24, no. 3, pp. 339-348,
May 1978.

[6] Y. Liang, H. V. Poor, and S. Shamai (Shitzhformation Theoretic Security Dordrecht, The Netherlands: Now Publisher, 2009.



(7]
(8]

9]

(10]

(11]

(12]

(13]

(14]

(15]

(16]

(17]

(18]

(19]

(20]

(21]

(22]

(23]

27

R. Liu and W. Trappe, EdsSecuring Wireless Communications at the Physical Layblew York: Springer Verlag, 2010.

G. Caire and S. Shamai, “On the achievable throughput miuftiantenna Gaussian broadcast chand&EE Trans. Inf. Theory
vol. 49, no. 7, pp. 1691-1706, July 2003.

Q. Spencer, C. Peel, A. Swindlehurst, and M. Haardt, “Atmdduction to the multi-user MIMO downlinkJEEE Comms. Mag.
vol. 42, no. 10, pp. 60-67, Oct. 2004.

Q. Li, G. Li, W. Lee, M. Lee, D. Mazzarese, B. Clerckx, aAdLi, “MIMO techniques in WIMAX and LTE: a feature overviety,
IEEE Comms. Magwvol. 48, no. 5, pp. 86-92, May 2010.

M. Joham, W. Utschick, and J. Nossek, “Linear transnmicessing in MIMO communications system$ZEE Trans. Signal
Process. vol. 53, no. 8, pp. 2700-2712, Aug. 2005.

C. B. Peel, B. M. Hochwald, and A. L. Swindlehurst, “A vecperturbation technique for near-capacity multianeemultiuser
communication - Part I: Channel inversion and regularirgtilEEE Trans. Communyvol. 53, no. 1, pp. 195-202, Jan. 2005.
D. Ryan, I. B. Collings, I. V. L. Clarkson, and R. W. Healh, “Performance of vector perturbation multiuser MIMGstgms
with limited feedback,"IEEE Trans. Communvol. 57, no. 9, pp. 2633-2644, Sep. 2009.

V. Nguyen and J. Evans, “Multiuser transmit beamforginia regularized channel inversion: A large system anslysn Proc.
IEEE Global Commun. ConfDec. 2008.

S. Wagner, R. Couillet, M. Debbah, and D. T. M. Slock, fga system analysis of linear precoding in correlated MI$@aticast
channels under limited feedbackEEE Trans. Inf. Theoryvol. 58, no. 7, pp. 4509-4537, July 2012.

E. Ekrem and S. Ulukus, “Capacity region of Gaussian M Mroadcast channels with common and confidential messdg&t
Trans. Inf. Theoryvol. 58, no. 9, pp. 5669-5680, Sep. 2012.

R. Liu, T. Liu, V. Poor, and S. Shamai, “New results on tiplé-input multiple-output broadcast channels with cdefitial
messages,JEEE Trans. Inf. Theorypp. 1346-1359, Mar. 2013.

S. A. A. Fakoorian and A. L. Swindlehurst, “On the optiihaof linear precoding for secrecy in the MIMO broadcastohel,”
IEEE J. Sel. Areas CommuyrR013, accepted for publication, available arXiv:1302:46

S. Yang, M. Kobayashi, P. Piantanida, and S. Shamaicrty degrees of freedom of MIMO broadcast channels withyael
CSIT,” IEEE Trans. Inf. Theory2011, submitted, available arXiv:1112.2306.

G. Geraci, M. Egan, J. Yuan, A. Razi, and I. B. CollingSgtrecy sum-rates for multi-user MIMO regularized chanmegrsion
precoding,”IEEE Trans. Communvol. 60, no. 11, pp. 3472-3482, Nov. 2012.

G. Geraci, R. Couillet, J. Yuan, M. Debbah, and I. B. @gb, “Large system analysis of linear precoding in MISOdudwast
channels with confidential messageksEE J. Sel. Areas Commuyr2013, accepted for publication, available arXiv:13050%8
G. Geraci, A. Y. Al-nahari, J. Yuan, and |. B. Collingd,ifiear precoding for broadcast channels with confidentiessages under
transmit-side channel correlatiodEEE Comms. Letter2013, accepted for publication, available: arXiv:1304.B.

M. Haenggi, “The secrecy graph and some of its propgftia Proc. IEEE Int. Symp. on Inform. Theoryuly 2008.



(24]

(25]

(26]

(27]
(28]
(29]
(30]
(31]

(32]

(33]

28

X. Zhou, R. K. Ganti, and J. G. Andrews, “Secure wireleg$work connectivity with multi-antenna transmissiotEEE Trans.
Wireless Communyvol. 10, no. 2, pp. 425-430, Dec. 2011.

P. Pinto, J. Barros, and M. Win, “Secure communicatiorstochastic wireless networks — part I: ConnectivitEEE Trans. Inf.
Forensics and Securitywol. 7, no. 1, pp. 125-138, Feh. 2012.

——, “Secure communication in stochastic wireless roeksg — part II: Maximum rate and collusionEEE Trans. Inf. Forensics
and Securityvol. 7, no. 1, pp. 139-147, Feb. 2012.

D. Stoyan, W. Kendall, and J. Meck8tochastic geometry and its applicatiorznd ed. John Wiley & Sons, 1996.

R. Couillet and M. DebbahRandom Matrix Theory Methods for Wireless Communicatiofambridge University Press, 2011.
T. S. RappaportWireless Communications: Principles and Practidst ed. |IEEE Press, 1996.

P. Billingsley, Probability and measure3rd ed. Hoboken, NJ: John Wiley & Sons, Inc., 1995.

M. Haenggi, “On distances in uniformly random netwqtk&EE Trans. Inf. Theoryvol. 51, no. 10, pp. 3584-3586, Oct. 2005.
M. Haenggi, J. Andrews, F. Baccelli, O. Dousse, and Maneeschetti, “Stochastic geometry and random graphs éatialysis
and design of wireless networkdEEE J. Sel. Areas Commurvol. 27, no. 7, pp. 1029-1046, Sep. 2009.

E. Sousa and J. Silvester, “Optimum transmission rarigea direct-sequence spread-spectrum multihop packei redwork,”

IEEE J. Sel. Areas Communvol. 8, no. 5, pp. 762-771, June 1990.



	I Introduction
	I-A Motivation and Related Work
	I-B Approach and Contributions

	II System Model
	II-A Preliminaries: Broadcast Channel with Confidential Messages (BCC)
	II-B Broadcast Channel with Confidential Messages and External Eavesdroppers (BCCE)

	III Probability of Secrecy Outage
	III-A Non-colluding Eavesdroppers
	III-B Colluding Eavesdroppers

	IV Mean Secrecy Rates
	IV-A Mean Secrecy Rate
	IV-B Secrecy Rate Loss due to the External Eavesdroppers
	IV-C Optimal Regularization Parameter

	V Numerical Results
	VI Conclusion
	Appendix A
	Appendix B
	Appendix C
	Appendix D
	Appendix E
	References

