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Abstract—We analyze the secrecy outage probability in the the eavesdropping channel, the data can be transmitted at
downlink for wireless networks with spatially (Poisson) ds- a rate close to the intended channel capacity so that only

tributed eavesdroppers (EDs) under the assumption that the e jntended receiver can successfully decode the data. Thi
base station employs transmit antenna selection (TAS) to dalanc_e_ is the principle of phvsical laver security. where the level
secrecy performance. We compare the cases where the receiyi p P phy y Y

user equipment (UE) operates in half-duplex (HD) mode and Of security is quantified by theecrecy capacity, i.e., the
full-duplex (FD) mode. In the latter case, the UE simultaneasly difference in channel capacities corresponding to thenatee
receives the intended downlink message and transmits a jaming  data transmission and EDs.

signal to strengthen secrecy. We investigate two models of  pacently, many works have considered information theoreti

(semi)passive eavesdropping: (1) EDs act independently @n(2) . . . -
EDs collude to intercept the transmitted message. For both security (ITS) over wireless channels, including coopera-

of these models, we obtain expressions for the secrecy ouéag tive relay and jammer networks1[2].1[3], buffer-added relay
probability in the downlink for HD and FD UE operation. The  networks [4], multiple-input multiple-output communigats
expressions for HD systems have very accurate approximatero (MIMO) [5], [6], full-duplex networks [7], cognitive radio
exact forms in terms of elementary and/or special functiongor networks [8], and distributed beamforming methdds [9]. How

all path loss exponents. Those related to the FD systems have Il of th K t onl d I b f
exact integral forms for general path loss exponents, whilexact ever, all of these works not only assumed a small number o

closed forms are given for specific exponents. A closed-form nodes, but also assumed the locations of EDs are known. It
approximation is also derived for the FD case with colluding is impossible to obtain the location of EDs in practice. For
EDs. The resulting analysis shows that the reduction in the this reason, in 2008, Haenggi provided a powerful method to

secrecy outage probability is logarithmic in the number of 46| the random location distribution of nodes in wireless
antennas used for TAS and identifies conditions under which

HD operation should be used instead of FD jamming at the UE. networ_ks [10], [11]. .
These performance trends and exact relations between syste The impact of random ED locations on secrecy performance
parameters can be used to develop adaptive power allocation has been investigated [12]-]16]. The location distribmitaf

and duplex operation methods in practice. Examples of such EDs can be modeled as a Poisson point process (PPP) or a

techniques are alluded to herein. binomial point process (BPP). In[12], the locations of riphét
Index Terms—Physical layer security, stochastic geometry, legitimate pairs and EDs were represented as independent tw
secrecy outage probability, antenna selection, full-dugix dimensional PPPs, and the average secrecy throughputhin suc
a wireless network was studied. The MIMO transmission with
|. INTRODUCTION beamforming was considered later [n[13], [14] to enhance

Physical layer security, based on Shannon theory usiﬁscrecy performance. .
Cooperation is of paramount importance to enhance the

channel coding to achieve secure transmission, has been fre

quently considered in academia since Wyner’'s seminal WOﬁ;gpgcny and re_duce the outage of communlcatlon systems
[1]. Due to the broadcast nature of wireless communicalior%JbJeCteOI to fading and unknown topologies/[17]. As a result

both the intended receiver and eavesdroppers (EDS) perat_ion_schemes have _b_een widely _applied tq enhance
receive data from the source. But if the capacity of thgommunication between legitimate users in a phy3|c.al layer
intended data transmission channel is higher than that erecy conFextE[Z],[[B]. _However, reIatlvgly litle attem .
has been given to the impact of colluding or cooperative
(c) 2017 IEEE. Personal use of this material is permittedmigsion EDS in random spatial networks. Notably, [18] investigated

from |[EEE must be obtained for all other users, includingrireing repub-  5chievable secrecy rates by using the so-caillﬂdnsically
lishing this material for advertising or promotional puses, creating new

collective works for resale or redistribution to serverdists, or reuse of any secure_graph fo.rr.nallsm, taking into account the _eﬁeCtS Of.ED
copyrighted components of this work in other works. collusion. Additionally, based on a beamforming technique

This work was supported by EPSRC grant number EP/N002350fhe MIMO secrecy connectivity between devices operating
(“Spatially Embedded Networks”).

G. Chen and J. P. Coon are with the Department of Engineeriﬁ@ the presence of Rayle'gh fadmg and COIIUdmg EDs was

Science, University of Oxford, Parks Road, Oxford, UK, OXRJ3 Emails: analysed in[[I9]. However, in that work, the complexity of

{gacjie.chen and justin.coonj@eng.ox.ac.uk. the system is high due to the use of multiple antennas with
M. D. Renzo is with the Laboratory of Signals andb f . hich d h itable f

Systems  (L2S), University  Paris-Sud  XI,  France, EmailsP€amrorming, which may render the system unsuitable tor

marco.direnzo@lss.supelec.fr. some practical applications.


http://arxiv.org/abs/1701.00982v1

TABLE |

NOTATION AND SYMBOLS USED IN THE PAPER . We obtain e_xpressions for the secrecy outage _propability
in the downlink for HD and FD receivers operating in the
Symzbol Definition/Explanation presence of independent and colluding EDs. The expres-
R :jWO'q;mfnsq')O”a' Space sions for HD systems have very accurate approximate
PE ensity for or exact forms in terms of elementary and/or special
@ path loss exponent .
c target secrecy rate functions for all path loss exponents. Those related to the
E[] expectation operation FD systems have exact integral forms; exact closed forms
mEx (wx) maximum function with a set are given for certain path loss exponents and closed-form
2] max(0, z) approximations are also derived.
P(-) probability operator The remainder of the paper is organized as follows. Sec-
a2 ULy ..oy Us ) Meijer G function tion I]]] presents the s_ystem model a}nd problem formulation.
ULy U o o SectiondTll andTV given an analysis of the secrecy outage
(0}% binomial coefficient i :
P positive real numbers probability for the cases where EDs act independently and
I(z) standard gamma function when t_hey (_:ollude, respe_ctlvely. Sectl V_ gives numerical
I(z,y) upper incomplete gamma function | Simulations in order to verify the_analy3|s. Finally, sen
K1 (z) first order modified Bessel functions concludes the paper. The notation and symbols used in the
O (z) big O notation paper are listed in Table I.
F(a,b;c; 2) Gaussian hypergeometric function
Ei(z exponential integral function
RV random variable [I. SYSTEM MODEL AND SECRECY OUTAGE DEFINITION

A. System Model

We consider a secure transmission from the BS to one
legitimate UE. The BS is equipped witl antennas, which it
uses to perform TAS in order to maximize the instantaneous
signal-to-noise ratio (SNR) at the UE. The UE is equipped
with a hyper-duplex antenna, which can easily switch betwee
HD and FD modes. Without loss of generality, we locate the
BS at the origin inR? and locate the UE at a fixed point a
distancedzy along the positiver-axis (see Figl]1).

@ Eavesiiner We assume EDs are randomly dispersed in a region in the
— Information link . .
— —» Eavesdropper link neighbourhood of the BS and the UE. To this end, we model
o the EDs as a PP®, which has intensityz in the closed disk
of radius R, which we denote by, centred at the origin and
, _ _ _ zero intensity inR? \ V (Fig.[). Each ED is equipped with
glg'a%{d Jge wireless network model with randomly located EEDsl fixed 5 oing1e antenna, but we consider both the scenarios in which
EDs attempt to intercept the downlink signal independeasly
well as the case when EDs collude to decode the transmitted

In this paper, we analyze the secrecy outage probability ifessage.
the downlink for wireless networks with randomly (Poisson) All channels are assumed to undergo path loss and indepen-
distributed EDs. In order to keep the complexity relativelglent Rayleigh fading effects. Hence, the coefficient modgeli
low at the base station (BS), we consider transmit antenti® channel between nodésand j can be decomposed as
selection (TAS) rather than beamforming. Furthermore, wg;, = hijd;ja/Q, where o and d;; denote the path loss
compare the cases where the receiving user equipment (@&ponent and the distance between the two nodes, respec-
operates in half-duplex (HD) mode and full-duplex (FD) modéivelyl. The fading coefficient;; is modeled as a complex
In the latter case, the UE simultaneously receives the deteén Gaussian random variable with unit variance (i.e., Rayleig
downlink message and transmits a jamming signal to disrdptding is assumed). Therefore, the corresponding channel
eavesdropping devices [7]. We also treat the case when EDsgains |g;;|> are independently exponentially distributed with
independently as well as the scenario when they collude. Thean value);;, and the average channel power is given by
analytical framework that we present in this paper allowtous \ij = E[|gi;|?] = d;;%, whereE[-] denotes the expectation
make a fair comparison of these four system models (HD/Faperation. We assume that the channels are quasi-static, so
and independent/colluding EDs) and thus to draw conclssioifiat the channel coefficients remain unchanged during akever
about the relative merits and drawbacks of using the secrgrgcket transmissions but independently vary from coherenc
enhancement techniques of TAS and FD jamming under givééme interval to another.

system parameterlzatlons. The contributions of the paper a 1if there are several users in the target cell, only one usearigeted
summarized as follows. through user scheduling (e.g. random user selection).
. . 2 . . .
« We propose TAS at the BS and FD jamming at the <In what f_oIIows, we set the subscr_|pt_sandg to be elements in the
. . set{B,U, E} in order to denote transmissions from the BS, UE and EDs,
receiver to enhance secrecy performance in the prese

3% ectively. For examplegy , denotes the channel coefficient between the
of randomly located EDs. UE and the first ED in®.




B. Secrecy Performance so that we ensure we consider the strongest ED channel,

We define downlink secrecy performance using classiciereas in the case of colluding eavesdroppers, the operato
wireless wiretap theory. We assume the channel state iforre 9iven by
tion (CSI) between the BS and the UE is known by thélBS F() = Z(') ©)
Therefore, by employing the TAS principle, the BS is able e€®
to send a zero-mean symho] with E[|x,|?] = 1 to the UE since all EDs are capable of combining their signals in
by selecting thekth antenna (corresponding to the maximurmn optimal manner to decode the message. Based on these
instantaneous downlink SNR) in a given time slot. formulae, the secrecy outage probability can be definedGjs [2

In general, the received signal at the UE can be written as

yB,u =V PpyB,uxs + wy\/ Puguuz; + nu 1)

where Py is the average transmit power at the BS and Where[z]™ = max(0,z), P(-) denotes the probability opera-
denotes zero-mean complex Gaussian noise with variad@p € denotes the target secrecy rates 2° denotes the target
o2. The coefficientgyy corresponds to the residual self-SECrecy SNR ra

interference channel for the case where FD jamming is em-

ployed andz; denotes the zero-mean jamming signal which 1. SECRECYOQUTAGE PROBABILITY FOR

has powerE|[|z;|?] = 1. The average transmit power of the INDEPENDENTLY ACTING EAVESDROPPERS

FD UE is Py. Eq. [1) can be applied to model systems with

both HD and FD UEs by adjusting the parameter in the downlink for HD and FD UEs under the assumption that EDs

HD case,c = 0, whereas in the FD caseg = 1. . .
At the same time that the UE receives the message frc?r(r:\t independently of one another. The EDs cannot share their

the BS, the EDs in the sdt receive a copy of the transmittedrece'ved §|gngls in this case, so secrecy outagg IS dl_citzayted
signal. The received signal at EB. can be written as the ED with hlghest char_mel_ capacity. Hengg() is defined .
' ¢ by (8). We begin by considering an HD UE, then proceed with

yBE. = \V PBYB.E.Ts + @/ Pugup.x; + ng, (2) atreatment of the problem for an FD UE.

wheren g, is the Gaussian noise (with varianeg) at the ED.
We are interested in quantifying ttsecrecy outage prob- A. Half Duplex UE

ability in the downlink. To this end, we require expressions geginning with the right-hand side of {10), the secrecy

for the BS-UE and BS-ED channel capacities. Based on thgtage probability can be evaluated to yield the resulestat
models described above, the capacity of the BS-UE changigknhe following proposition.

Poo = P([Cpy — Cpp.]" < €) =P ( 2 < B) (10)
YBE.,

Here, we analyse the secrecy outage probability of the

can be written as Proposition 1: For large R, the downlink secrecy outage
Cu = log,(1 + y50) A3) E;obabﬂny for an HD UE is, to a good approximation, given
where ol
Pp max (%) ol
NBU = Bke{l...K} dBU (4) PS(O}I) ~1-— Z(—l)k+10§(#qpiu
wPylguul* + o3 k=1 272
and themax operation results from the TAS scheme at the % (2.0 aiqbp . (11)
BS. For the BS-ED channel, the capacity is given by 0p+20\ praaq2a | 0,5, ., P08 g 5y 1
C = log,(1 + 5 . . .
B 821 +75E.) ®) where G.;" | 2 UL e s is the Meijer G function,
where 7 ULy o Ut R -
Psl|hp, .|’ Ck = K!/((K — k)'k!) is the binomial coefficienta, =
vee. =F | —5 |thETZ ©6) kdgy, b=mpel(1+2/a)5% p,q € Z* so _tfllatta =p/q
e+ o2 is a positive rational number, adt(z) = [, t*~'e’ dt is the
. e standard gamma function.
with b, 0|2 Proof: See Appendix I. u
B, = arg max < ;U > (7) Eqg. (I1) provides an explicit, relation between the secrecy
ke{l..K} \  dBy

outage probability and various system parameters. A number
and () is an operator that takes different forms dependingf interesting points can be noted from this expressiorstFir
on whether EDs act independently or whether they collude. fiis is the most complete analysis of the HD UE case reported

the former case, we have in the literature in that any rational path loss exponent is
accounted for in this expression. Indeed, since the path los

F(-) = max(-) (8) . ) . o
eed exponent is an experimentally estimated parameter, ityis, b

3This can be achieved by feeding back CSI from the UE to the BS “The approximation in[{J0) is a standard assumption for systeper-
directly or through channel reciprocity in the case of tidigsion duplex ating in the high SNR region. In this paper, this conditionpii@s Pp is
transmissions. sufficiently large and/oiz is sufficiently small.



definition, rational in practice due to finite precision m&as B. Full Duplex UE

ment equipment. Although the outage probability is given in In the case where FD jamming is employed by the UE, the

terms of the MeijerG function, it can be easily evaluatedjar.nming signal will affect both the EDs and the UE. Thus,

usmg.num.encal software such as Mathematica or Mgple f'self-interference cancellation scheme must be appli¢deat
any given inputs. It should be ”Ote‘?' that for th_e speqal Ca8f . Here, we assume the self-interference cancellatioerseh
of a =2, (1) reduces to the following expression written s not perfect, and thus residual interference will remaiso,

terms of first order modified Bessel functions of the secor%ie are interested in theorst-case secrecy performance. Thus,

kind: in this section, we assume the EDs are interference limited

K (from the UE’s jamming signal). Mathematically, we set =
P ~1 -2 (1) O v/arb Ky (2 akb) (12) . A similar approach was taken in [21]=[23]. Now, bz‘ztinning

k=1 with the right-hand side of (10), the secrecy outage prdipabi

However, for other values of, the expression given in thecan be evaluated to yield the result stated in the following

proposition is the most compact, accessible form. Note thaoposition.

the expression given in Proposition 1 is independentof  Proposition 3: The downlink secrecy outage probability for

This is because th&-dependent terms in the secrecy outagen FD UE located in the presence of independently acting EDs

probability expression decay exponentially with®. (See is upper bounded by

Appendix | for details.)

K
— T 2
For fixeddsu, pr, 8, anda, the secrecy outage probability Pl <1 —e ?2™ N " (—1)F 1k
solely depends on the available number of BS anterak k=1

is not a function of the transmit powdts. This is perfectly oo dIféUU (14 Avv) + krduu

?ntuitive sjnce an increase iz would yield a proportipnal /0 (dlzy Tt kzhuy )2

increase in both the UE SNR and the ED SNR. Thus, in order BU N

to satisfy a given secrecy rgquirement, one must inc_reazse th exp (pERQ\I/ (g; o dBU) _ kdgy I> A (14)
number of antennas used in the TAS procedure. With large- B R Py

scale antenna systems and massive MIMO making headlig@sere

in the research community in recent years, it is prudentio as o a1 atl

how the secrecy outage probability scales with the number(y; o, §) :/ / _ yz _dzdo
of antennas used for selection. Since the BS-ED channels o Jo yz*+ (22462 —2z0cos0)/

. . . o 15
are not considered in the selection process, it is clear tiéehtd A\ — | 2] is the average gain of theE sz.\lf-
the secrecy outage probability decreased monotonicallly W|nterfe[r]eUnce char1gr[1]eUI at the ED UE
increasingK. But how fast does this occur? The following Proof: See Appendix Ill ' -

lemma provides some insight to this question. The bound stated above can be evaluated for given sets of

Lemma 2: The downlink secrecy outage probability for arparameters by using standard numerical integration teclesi

HD UE located in the presence of independently acting EI9% software. Note that the semi-infinite integral is guagantto
is lower bounded by converge sinc& (y; o, 0) is finite fory € [0, c0). For the case

s wherea = 2, the bound simplifies somewhat sing€y; «, J)
pUD < mprdhy 82 °T (14 2/a) (1 " O<( 1 )) evaluates to

50 e(In K)?/« In K)2/«
B w20 = o (@ D0 - )
aSK — Q. y7 9 - (y + 1)3 y y’
Proof: See Appendix II. [ | 2 ( 26%y )
+0°(y—1)In
| - W S D T G D) Ty D
This result implies that, for large numbers of antennas, (16)

secrecy performance improves slowly with increasiAg

From a system design perspective, this is a very importaipere

result. It suggests that even systems with large numbers of /s 3 3

antennas (e.g., massive MIMO systems with a TAS-based by 0) = VO + 202y ~ 1) + (v + 1) (A7)
secrecy enhancement mode) should exploit only a small subseFor fixed dgr, pr, Avv, 5, and «, the secrecy outage

of independent spatial paths to perform selection. Such probability depends on the available number of BS antennas
approach would allow the remaining elements to serve oth&r, but also on the UE jamming signal powét;. This
UESs on separate channels. The total number of transmitghgimovides two degrees of freedom that can be considered at
(i.e., up-conversion and power amplification circuitryuaed a system level when determining the best configuration for
would be the number of UEs served in a single channel usehieving a target secrecy outage probability. For example
The actual benefit brought by TAS in the context of enhancirtge UE may locally determine that it should redubg to
secrecy performance is explored further in Section V thhougonserve battery power, which implies the BS should in@eas
numerical simulations. the number of antennas used for TAS. Further analysis of the




trade-off between these parameters and the effect thisthas oProposition 5: The downlink secrecy outage probability for
system performance are presented in Section V. an FD UE located in the presence of colluding EDs is bounded
by
IV. SECRECYOUTAGE PROBABILITY FOR COLLUDING %
=Ds P <1+ Y OR(-1)t

Here, we analyse the secrecy outage probability in the k=1
downlink for HD and FD UEs with the assumption that R ,2m e
EDs collude with each other. In contrast to independenttyexp —pE/ / Ag(r,0)e OE (Ay(r, 0)) rdO dr
acting EDs, colluding EDs can share their eavesdropping 070 ,
information; therefore, all the eavesdropping informataan (21)

be combined in an effort to Qecode th? _downhnk mess.‘a%gereEl(x) =[> %tdt denotes the exponential integral and
Under the assumption that optimal combining can be achieve

x

by the EDs,F(-) is defined by[(P). We first consider an HD 3 - -
UE, then a treatment of the problem for an FD UE will be Ax(r,0) = ——d¢ -
provided. P Py %Y\ /P + gy — 2rdpucosd)
(22)
Proof: See Appendix V. |
A. Half Duplex UE Eq. (Z1) can be evaluated for given sets of parameters by
By using the right-hand side of {L0) the secrecy outadtsing stan.da}rd numerical integration techniql_Jes or sqﬁwa
probabi“ty can written exacﬂy as in Propositiﬂ] 4. However, it is useful to have an approximation of this ex-

Proposition 4: The downlink secrecy outage probability foPression that does not require numerical integration. We gi

an HD UE located in the presence of colluding EDs is give$tch an approximation for = 2 in the following lemma, and
by we validate the approximation in the next section through an

extensive simulation study.
Lemma 6: For o = 2, the downlink secrecy outage proba-
H k k+1
Ps(o J=1- Z Cr(=1)F" bility for an FD UE located in the presence of colluding EDs
k=1 operating in the interference limited regime is approxisat

Xexp(—szpEF(l,z;l—i-z; 1t )) (18) by
«

K

o kBdgy,
K
whereF(a, b; ¢; z) denotes the Gaussian hypergeometric func- p(#) ~ 1 | Z ch(—1)F exp( — pi(mo?
tion. > =
Proof: See Appendix IV. [ | TPy
Eq. (I8) provides an explicit, exact relation between the 5y 3 ((¢/dpv)* =n(1 - (Q/dBU)Q))+Q(B§dBU7RaAO)))
secrecy outage probability and various system paraméters. (23)

«a = 2, this expression simplifies readily to
, wherep € (0, R), Ay = 2kBd%; /Py, andQ(3; dpu, R, Ao)
Pl _ 1 ick (—1)++ (1 N R? )’”’Eﬁd‘?”k is given as[(24) at the top of the next page.
so — L= K\ .
k=1

BdZ, k Proof: See Appendix V. [ |
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(19) V. SIMULATIONS RESULTS
In this section, simulation results (based on the left-hand
side of [10)) are given to verify the above analysis. In
the simulations, we assume the noise variangée = 1,
R the transmission-power-to-noise ratits /o2 = 50 dB, and
> exp<_ﬁpERdBU /Bk tan~! ( >) . (20) the target secrecy SNIB = 1.r The simulation results are
dpu v/ Bk obtained by averaging over(® independent Monte Carlo
Other values of the path loss exponent do admit closed foffifls. Moreover, the single-antenna schenié £ 1) is our
expressions by eq. (18). To avoid the redundant discussi®@nchmark and has been considered in this section.

we have not mentioned another pathloss exponents here.  Firstly, Table I gives an overview of how different system
parameters affect secrecy outage for the four cases detuss

B. Full Duplex UE in the previous sections, where IE and CE denote indepen-
' dent and colluding eavesdropper case, respectively,™\,
When FD jamming is utilized by the UE, we assume selgnd — denote increasing, decreasing and unchanging trends,

interference cancellation is employed by the UE and consid@spectively. It is clear that the secrecy outage prokigitfidir

the interference limited regime for EDs (i.er, = 0 at each each of the four cases increases with increasing ED density,

ED). Following from the right-hand side of (1L0), the secreciarget SNR3, and BS-UE distancelz;. On the contrary,

outage probability in this scenario can be evaluated todyiefhe secrecy outage probability decreases with the number of

the tight bound stated in the following proposition. transmission antennds. With the increasing ofi, the secrecy

For a = 4, (I8) can be expressed as

K
PGV =1-% Cik(=1)"™
k=1



Aoﬂ'

SR (4R*0*d% (Ao + 1/4)(In(0)? + 21In(Agdpr) In(R/0) — In(R)?)

+ R*%* In o ((Ag +1)0® — 8(Aok — (9/4) A% + (1/4)k + 1/4)d% — dpy Ao/ o)

— R'o*"In R((Ao + 1)R* — 8(Aok — (9/4) A5 + (1/4)k + 1/4)dBy; — dipyy Ao)

+ (R% — 0*)(0*(R*(Ao + 1)0® + dy; Ao) R* In(Ag) + 0*(R* (Ao + 1)0? + dhy Ao)R? In(dpy)

+ RY=AG+ (5 + 1) Ao + £+ 3/2)0" + Ag((k — 940)R* — (1/2)d5p Ao)dpy 0 — (1/2) R*dfyy; A7)).
(24)

Q(B;dpy, R, Ag) = —

TABLE 1l
EFFECTS OF PARAMETERS INCREASES ON SECRECY OUTAGE * sr
PROBABILITY. UPWARD (DOWNWARD) ARROWS SIGNIFY AN INCREASE - - ,I:E: (Eljv'sifzound) Eq.(3)
(DECREASE. HORIZONTAL DASHES DENOTE LITTLE TO NO CHANGE AN
ARROW FOLLOWED BY A DASH SIGNIFIES CONVERGENCE TO A POSITIVE
FINITE VALUE. ARROWS FOLLOWED BY PARENTHETICAL EXPRESSIONS
DENOTE THE TREND OF INCREASEDECREASE(EITHER LOGARITHMIC OR
A POWER LAW).
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Fig. 3. The comparison of secrecy outage probabilities for HD UEs
with different numbers of antennas (K), whepg = 0.005 m~2,
a=2dgy =5mandR =50 m.
)
3 p : « = 4. Both the simulated results (S.R.) and theoretical results
Sonfl ‘. T o (T.R.) are presented, which are shown to perfectly match.
S G Colluding TR. (K=10) | Furthermore, it is clear from these results that the secrecy
E ) g Zillﬂilﬂi o Eig outage probability slowly decreases as the number of trinsm
5065 "y O coludingsR (K=10) ] antennas increases for both cases, which has been predicted
& o6 N = = rindependentT.R. (<=1) | by Lemma 2. The secrecy outage probability for independent
= = ‘Independent T.R. (K=5) [| . 8
~ = “independent T.R. (K = 10) | EDs is always smaller than that for the colluding case, b&zau
055 3%  Independent SR. (K=1) [ of the shared eavesdropping information.
4+ Independent SRR. (K=5) ] . .
X Independent S.R. (K = 10) ] Fig.[3 compares secrecy outage probabilities for HD UEs
0 005 001 0015 002 0.025 0.03 with different numbers of antennas (K), whesg = 0.005
The Density of Eavesdropper (m?) m=2, a=2dgy =5 mandR = 50 m. It is clear to see

. . that when the number of antennas ranges from 1 to 15, there
Fig. 2. Theoretical (T.R.)s simulated (S.R.) secrecy outage probagyists a significant secrecy performance gain. Howeveh wit
bilities foithe HD EE in the presince of different densitedsEDs, increasing numbers of antennas after 15, secrecy perfaenan
wherea = 4, dgy = 10 m andR = 100 m. . - . .
improves slowly with1/In(K’), which has been confirmed
by Lemma 2. From a system design perspective, this is a

outage probability in the HD case decreases slowly while tp{grygmport?nt result. It suggests that e’://le”r\}l(s)ystems Wrge"?
secrecy outage probability in the FD case increases syeatﬁwm ers of antennas (e.g., massive systems_wn a
until it converges to a finite value (more details in Hig. 7)TAS-based secrecy enhancemen_t mode) should expl_0|t only a
Note that the secrecy outage probability is independent %pall subset O.f independent spatial paths to perform sefect
the transmit power-to-noise ratiBg /o2 for the BS. Finally, The comparison between th_e TR. and_ SR of secrecy outage
the transmit power-to-noise ratiBy; /o2 for the UE and the probabilities for the FD UE is shown in Fifll 4, where we
residual self-interference channel gay{;) only affects the let \yy = 0.dB, dpy = 5 m, R = 50 m, o = 1§ and

FD case which is shown in Figsl 5 aiH 6, respectively «a = 2. Again, the theoretical results generated with the help

Fig. [@ verifies the secrecy outage probabilities for th%f () for independent EDs anfi{21) for colluding EDs are

HD UE. for independent EDﬂl) and COIIUding E[E(J-S)- 5According to the simulation results, accurate results vadrined for
respectively. Here we letlgy = 10 m, R = 100 m and o close to one.
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Fig. 4. T.R.vs S.R. and approximation results (A.R.) secrecy outagdg. 5. T.R. vs S.R. secrecy outage probabilities for the FD UE
probabilities for the FD UE in the presence of different dées of with different transmission power-to-noise ratios at thg, Where
EDs, wherea = 2, dpy =5 m, R =50 m andp = 1 for A.R. dpy =5 m, R =50 m andpz = 0.005 m~2.

well matched to the simulation results. And the approxiorati
results (A.R.) [[2B) for colluding EDs were confirmed by

simulation results as well. Moreover, it is clear that thﬁ]terference for the HD Scheme; hence' the performance is
secrecy outage probability decreases exponentially Quak constant for all\y in this figure. Of more interest is the
the density of EDs decreases, as predicted by Propositiongpdervation that the secrecy outage probabilities of the HD
and 5. mode are always less than for the FD mode whep is less

Fig. [@ shows the comparison between the T.R. and S{Ran about 11.5 dB and 10 dB for independent and colluding
of secrecy outage probabilities versus different transimis cases, respectively, whel; /o7, = 60 dB. Furthermore, an
power-to-noise ratio for the FD UE in the presence of indgmportant point shown in Fig]16 is that when the path loss
pendent and colluding EDs, whedgry = 0 dB, dpy =5 M,  exponent: increases, the enhancement of secrecy performance
R =50 m, pp = 0.005 m~* anda = 2. For these system py using the FD scheme will be limited due to the significant
parameters, the average number of EDs located in the WiCindttenuation of the jamming signal from the FD UE to the
of the BS (i.e., the circle of radiu® centered at the BS) EDs. Therefore, we should increase the jamming poml'
is approximately 39. Hence, these parameters provide a Vigétording to the theoretical expressions given in Projoosit
of performance in a fairly hostile environment. We can se®and 5 so that the secrecy outage probability can be reduced.
that the T.R. of independerf (14) and colludihgl(21) EDs afgis information can be employed in practice to switch
well matched to the S.R. Then it is clear that the secreg¥tween HD and FD modes given the bandwidth constraints
outage probability linearly decreases asymptotically be tof the system with different path loss exponents. Since the
log-log scale as the transmission power-to-noise ratichet tavailable system bandwidth of modern communication links
UE increases for both cases. Furthermore, when the requitggh change based on channel quality and the prescribedyquali

secrecy outage probability is 0.05, if the number of antenngf service, this observation could be of great importance in
increases from 1 to 5, almost 10 dB SNR can be saved f@ture cellular networks[24].

both cases. The above figures verified the analysis in Section
[l and IV. In order to maintain clarity of presentation, gnl  Fig.[1 shows the comparison of secrecy outage probabilities
the simulation results are shown in the following figures. versus different path loss exponents for the HD and FD UE
According to [24], radio transmissions always encounteases operating in the presence of independent and cajludin
a bandwidth constraint that limits maximum self-interfeme EDs, whereAgyy = 0 dB, dgy = 5 m, R = 50 m, pg =
cancellation. Therefore, it is useful to consider how reald 0.001 m~2 and K = 1 and 5. In this example, there are
self-interference affects the secrecy outage performahttee on average about eight eavesdroppers in the vicinity of the
FD scheme. Fid.]6 compares the secrecy outage probabilitieswork. We can see that the secrecy outage probability for
of independent (Fig.16(a)) and colluding (Aig. 6(b)) EDstfoe  HD UE with independent and colluding EDs slightly decreases
HD and FD modes with respect to differexity anda, where until reaching a flat tail with an increasing path loss exptine
dpy =10m, R =50m, K = 5andpz = 0.001 m—2. Hence, On the contrary, the secrecy outage probability for the FD
in this example, we consider a more secure environment withse increases to this saturation point. The reason is thett w
an average of about eight EDs located in the vicinity of thlae UE’s transmission power fixed, the power of the jamming
BS. It is clearly shown in the figures that as the residual seffignal from the FD UE is attenuated significantly for large
interference increases, the secrecy outage probabilitthef Furthermore, it is clear that the secrecy outage probwalidit
FD case is adversely affected. Obviously, there is no setfelluding EDs is always higher than for independent EDs.
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solutions (examples were briefly discussed for hybrid HD/FD
UE operation) as well as a solid basis for further study.

APPENDIX |

Secrecy Outage Probability
5
A

K 3 | . . .
’ We assume all channels are independent and identically
o 1D Coluding (K= 1) d|str|t_3uted (i.i.d.); conseql_J_entIy, th_e cumu_latlve disition
88 * —g—HD Independent (K = 1) function (CDF) and probability density function (PDF)af
o : A - * FD Colluding (K = 1) . . .
10 »* g 1 | =@ - FD Independent (K = 1) in @) with w = 0 are given by
—3— HD Colluding (K = 5)
861 E."‘ =— HD Independent (K = 5) 4o k k e
s <3+ FD Colluding (K = 5) _ — ¢~ TdBy —kxdg
»4 | _ 249 25 251 |k FD Independent (K =5) Fypu (x) (1 ) Z CK ’
10 2 25 3 35 4 45 5 5.5 6 6.5 7 K
« «
. . o ’YBU ZO kJrlkdoc 7kdeU’
Fig. 7. The comparison of secrecy outage probabilities for FD and 1
HD UEs with different pathloss exponents, whete = 0.001 m~2, (25)

Ay =0dB,dpy =5 mandR = 50 m.
respectively, where®%. = K!/[k!(K — k)!] is the binomial
coefficient. Then, the CDF ofg g, in (6) with o = 0 can be
VI. CONCLUSION calculated as

In this paper, we studied a method of enhancing secregy .\ _p (maX <|hB*Ec|2) - y)
performance in wireless networks with randomly located in-""** ecd :
dependent and colluding EDs, which relies on the use of TAS

at the base station and an FD jamming scheme at the UE Ey

e}
dBE{i

1P (hs.e.? < ydsp, | @)

For both of these models, we obtained expressions for the eed

secrecy outage probability in the downlink for HD and FD

UE operation. The expressions for HD systems have very Lo H ( ydBEe)]
accurate approximate or exact forms in terms of elementary ecd

and/or special functions for all path loss exponents. Thos 2 e

related to the FD systems have very accurate approximate or ®XP| —PE / / r (6 d” ¢
Q) ( ’yRC“)))
«

showed how secrecy performance can be enhanced by TAS e@jexp <_ 27TpE < ) )

exact integral forms for general path loss exponents, while )
exact closed forms are given for specific exponents. These exp (_ ”pE ( (

i) 27TPE (R2 « 2/a L,—yR* )
FD communications. Our results provide useful insight and aya ’
analytical tools that can be used to develop adaptive system (26)

results have been confirmed by simulated simulations which aya




wherel'(-) andT'(-, -) denote the gamma and upper incompletaterval [0, co), we have the simple relations
gamma function, respectively, and where eq. (a) followsnfro oo by Jae
the independence of R.V§hg, g, |*; E. € ®}; eq. (b) holds P > b101/ (1 —e o)k

for the probability generating functional lemma[25]; eq) ( bk glre
holds by using eq. (3.326.4) in_[26]; eq. (d) follows from 1\% oo g—br/z
the asymptotic expansion of the incomplete gamma function > biey (1 - }) /nK Tlte dz
(R — o0) [27]. X ° .
According to the definition of secrecy outage probability in = (1 — i) (1 — exp <_a7bl)> (32)
(I0), (25) and[(26), we can obtain an approximation of the K (In K)o
secrecy outage probability as follows where the equality results from the substitution= 1/2°1.
o0 " Letting K grow large, the final line of the equation given
() — 1 —/ fysu o <ﬁ) dx above becomes

0
27 1 atb 1
=1 _Zcﬁ(_l)kﬂkd%U/ ekrdiu e o(5)” dz. K (In K)o (1nK)201( )
k=1 0

(27) and the result stated in the lemma follows.

We let
APPENDIXIII

> —ax — -5 >~ —auw blz/c “du
I:/O e e dx:/o ue e (") 0 (28) According to [I0), [¥) and[{6) withw = 1, we let
X, = PUk I(Iiax (|thU| ) and Xy = |hUU|2- Then after
€

wherea = kd%y, b = 2LET(32)3%0/? and ¢ = 2¢/p. By
using the Mellin convolution theorem, we can get the Melli
transform as

gelf-interference cancellat|0n, the average channel gathe
residual self-interference can be denoted\ag. Therefore,
the CDF of X; and the PDF ofX, can be written as

R p ps
MILis) = 5T (2q> (1 +s). (29) o Z o ey
X, (1) K (
Then the inverse transform can be written as ' (34)
u+ioco _ m2/)\UU
1 =1 /\
I=5 / T (ps)T (Qq(s + 2—>> (a®157)~* ds Fxale2) / e
T Ju—ioo 4 respectively. The CDF and PDF of = are given by
(@) VP4 1 .
a2p+22ﬂf3ﬂ_L22q*1 27Tip ) - FX(;E) = /0 le (gc(;sz + 1))fm2 (;172) dxz
utico /o g2app N\ 70 1 + n ki,
LIEE)TEIR)e e w
C _BU 000000
\/p—q k=0 PU + kx/\UU
PP y
an
2app —
X Gﬁﬁqég at 3 1 p—1 1 2 , at L il
, pP4dq2a 0’5""’ - ,Q—q,Q—q,...,l fX(x):ZCK(—l) +
(30) : g, (36)
whereG(-) denotes Meijer’s G furcation; > 0 and (a) holds (Pu+ k:c/\UUd%U + Pudyu)ke T
from the multiplication theoreni [27]. d%U( =+ N E

Then lettingY” = maqi((lhf |’ /“””’“6 ) it is possible to
e UE

BE.

show that the CDF of” can be written as (37) in the top of
APPENDIXII the next page, where

{63

=(1- _ yr
We begin with the following basic integral definition of the =(¥:7:¢) =1 = o 1 (/72 & By, — 2rdpucod)” (38)

secrecy outage probability for this case

oo o—b1/z¢1 and (a) follows from the independence &f ‘L ;E. €9,
P = b101/ (1- eiaz)KW dz (31) (b) holds since the CDF
0
. h 2
wherea = fdgy, by = clwp_EF(2/a) andc; = _2/a. This F,(v)=P (% < V) = W7 (39)
expression can easily be derived from the definitions of the U UE. UE/YBE

SNR and the ED SNR and follows the calculations presentadd (c) holds for the probability generating functional feen
in Appendix |. Since the integrand is nonnegative on th25]. Then by using[(36) and (B7), the secrecy outage proba-
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eecd
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(©) R 27
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37)

bility of the FD UE can be written as

P(F <1 —/ fx(x)Fy <—> dzx,

which has been shown in Proposition 3.

APPENDIX IV

sian hypergeometric function, and (b) holds for the prolitsbi
generating functional lemma’[R5].

APPENDIXV

According to the definition of secrecy outage probability
in (I0), (4) and[(b) withew = 1, modeling the residual self-
interference as AWGN noisg [R8]. [29] and ignoring the noise

According to the definition of secrecy outage probability; Ep as in [21]4[2B], we can obtain the secrecy outage
(I0), @) and [(b) withcw = 0, we can obtain the Secrecyprobability as follows

outage probability as followed
(|thU‘ )
max e
ke(l...K) BU

) (Ihf;EeP)

ecd BBe

P =P

<p

_ \hs,vl® |hg, k. |2
_P<k€?ﬁ)~{f<)< dgu ) ﬂZ( BEe >>

ecd

I
NE

cf((_nk/ e FPzdEu f,(2) dz
0

k=0

I
WE

C?((_l)kE [e—sZ] |5_k18dBU

b
Il

0

where Z = 3 (%) andE [e~*7] |=kpas,,,

eed
by
E [e=*7] ls=kpd, = E lHe_’“Bd%lf'hB*Ee'zds%c]
eed
=Ee HEI}LB*EeP [e_kﬂd%UIhB*EeﬁdBaEC”
eed
@ Ey H/ e kBdButdp, e‘tdt]
eed
1
H 1+ kB(dpv/dBE. )™

2 exp< PE/%/ < 1+kﬁ(cliBU/7°) >Tdrd0>

2 R
_ 2
exp( ”R”EF( T kﬁdBU)>

where, for brevity and ease of exposition, wetlet |hp, g, |*

(F)
Pso S ]P) h 2
lhB, B!

PB ao

Z BEe
hy B, |2
ecd PUC!—e

iUE

e

hB A

_ |thU|2 BEC
=P kggé}?;)< Z e

o
dBU

e€<I>
o~ k[T - 2eay
—1+ 3Ok [y s
k=1 0
K
_ k(_1\k —sZ
_1+;CK( DFE [e ]|S:%d%w
(43)
\hB*Eﬁ\z
— BB, —sZ
whereZ_eép Tl andE [e ]L:%@;U can be

obtained as[(44) at the top of the ntzext page. For brevity and
ease of exposition, we let = 'ﬁf Eclz in (a) and the PDF
oftis 1/(1 - t>2’ A= zkﬂ d%U <\/T2+d2BUT2TdBUC0q9)) ’
Ay = BEd%,,, Q(B;dpu, R, Ao) is given as [(24) and (b)
holds for the probability generating functional lemrhal [25]

(c), the first double integral can be approximately obtaibgd
using asymptotic (divergent) seriés [30] and the secondbléou
integral can be approximated by using the Taylor sefies, [31]
and (d) holds whem = 2.
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