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Abstract

In a vehicular platoon, the lead vehicle that is responsible for managing the platoon's moving directions and
velocity periodically disseminates messages to the following automated vehicles in a multi-hop vehicular network.
However, due to the broadcast nature of wireless channels, this kind of communication is vulnerable to
eavesdropping and message modification. Generating secret keys by extracting the shared randomness in a
wireless fading channel is a promising way for wireless communication security. We study a security protocol for
data dissemination in the platoon, where the vehicles cooperatively generate a shared secret key based on the
quantized fading channel randomness. To improve conformity of the generated key, the probability of secret key
agreement is formulated, and a novel secret key agreement algorithm is proposed to recursively optimize the
channel quantization intervals, maximizing the key agreement probability. Numerical evaluations demonstrate
that the key agreement probability achieved by our security protocol given different platoon size, channel quality,
and number of quantization intervals. Furthermore, by applying our security protocol, the probability that the
encrypted data being cracked by an eavesdropper is less than 5%.
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Abstract—In a vehicular platoon, the lead vehicle that is
responsible for managing the platoon’s moving directions and
velocity periodically disseminates messages to the following
automated vehicles in a multi-hop vehicular network. How-
ever, due to the broadcast nature of wireless channels, this
kind of communication is vulnerable to eavesdropping and
message modification. Generating secret keys by extracting
the shared randomness in a wireless fading channel is a
promising way for wireless communication security. We study
a security protocol for data dissemination in the platoon,
where the vehicles cooperatively generate a shared secret
key based on the quantized fading channel randomness. To
improve conformity of the generated key, the probability of
secret key agreement is formulated, and a novel secret key
agreement algorithm is proposed to recursively optimize the
channel quantization intervals, maximizing the key agreement
probability. Numerical evaluations demonstrate that the key
agreement probability achieved by our security protocol
given different platoon size, channel quality, and number of
quantization intervals. Furthermore, by applying our security
protocol, the probability that the encrypted data being cracked
by an eavesdropper is less than 5%.

Index Terms—Autonomous vehicles, Data communication,
Vehicular security, Optimization

I. INTRODUCTION

Recent advances in inter-vehicle cognitive communica-
tions have enabled a new platoon-based driving pattern, in
which the lead vehicle is manually driven and the others
follow in a fully automatic manner (e.g., Safe Road Trains
for the Environment project [1], and SafeCop project [2]).
Each of the vehicles that follow maintains a small and
nearly constant distance to its preceding vehicle [3]-[5].
In particular, Land Transport Authority in Singapore has
planned to build dedicated smart highway lanes, on which
the wirelessly connected vehicles move in platoons to in-
crease the throughput of the roads [6]. The U.S. Department
of Transportation has developed the Automated Highway
as a future highway system, where vehicles drive in a tight
formation of platoon at highway speeds [7].

Forming a vehicular platoon in highway scenarios is
shown in Figure 1. The lead vehicle decides the platoon’s
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driving status, i.e., driving speed, heading direction, accel-
eration/deceleration values, and road emergency. At time
T1, the lead vehicle (managing the platoon) periodically
broadcasts information on its vehicle position and velocity
to update the platoon’s vehicles. The following vehicle acts
as a data-forwarding node, so that the messages from the
leader can be disseminated to all vehicles in the platoon. In
particular, the preceding vehicle disseminates the data to its
following vehicle based on store-and-forward broadcasts at
different times (e.g., 72, T'3, and so on) without causing
interference to other vehicles [8].

The platoon’s driving status indicates emergent road
conditions, such as traffic jams, crossroads, obstacles or
car accidents [9], which affect mobility patterns of the
platoon, e.g., decelerating, changing heading directions, and
braking. However, due to the broadcast nature of wireless
channels, vehicular communications in order to update the
driving status in the platoon is vulnerable to eavesdropping
and replay attacks [10]. Adversaries can launch attacks by
tracking the locations of the vehicles of interest and abusing
the mobility patterns of the platoon. Therefore, a secret
key for data encryption/decryption is crucial to support data
confidentiality, integrity, and sender authentication. In turn,
it is also critical to the driving safety.

A key generation based on wireless fading channel
randomness is a promising approach [11], [12], where two
vehicles extract secret bits from the inherently random
spatial and temporal variations of the reciprocal wireless
channel between them. Essentially, the vehicles have to
agree upon a shared secret key so that the disseminated data
from the preceding vehicle can be successfully decoded
by the following one. However, two critical challenges
arise in the secret key agreement in the platoon. First, the
channel between the two vehicles experiences independent
and identically distributed (i.i.d.) additive white Gaussian
noise (AWGN). Thus, it is difficult that multiple vehicles
generate and agree on the shared secret key. Second, the
channel randomness information obtained between a pair
of vehicles cannot be transmitted over the insecure public
channel that is observable to the eavesdropper, making it
hard to reach key agreement in the platoon.

In this paper, we propose a new security protocol for
the data dissemination in vehicular platoons to address
both of the above challenges. Specifically, we consider that
the vehicles in the platoon have been virtually grouped to
multiple teams by applying state-of-the-art platoon/cluster
management schemes [13], [14], as shown in Figure 1.
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Fig. 1: A platoon of vehicles is composed of multiple teams. The vehicular information is disseminated by broadcasting

over the insecure public channel.

The messages from the lead vehicle in a team are firstly
delivered to the tail vehicle in the team. Then, the tail
vehicle plays the role of the leader of the next team,
and disseminates the messages to the tail vehicle in that
team. Eventually, the messages from the lead vehicle of the
first team can be disseminated to all teams in such way.
In general, one dissemination cycle contains two stages,
i.e., a secret key agreement period (SKAP) followed by
an encrypted data transmission period (EDTP), where the
two interchange periodically until all data packets from the
lead vehicle are disseminated to the tail vehicle. During
SKAP, the vehicles share channel randomness information
by transmitting token packets. At the end of SKAP, we
propose a Platooning Secret Key Agreement (PSKA) algo-
rithm to quantize the channel gains between the vehicles,
and cooperatively generate a unanimous secret key in the
platoon, which is used for encrypting/decrypting of the
disseminated packet in EDTP. The details on the protocol
design will be investigated in Section III-A.

We also optimize the channel quality indicator (CQI)
quantization intervals to maximize the key agreement prob-
ability by proposing a new recursive method, which recur-
sively characterizes all the quantization intervals based on
one of them. Note that the secret key is generated by the
vehicle based on its quanzied fading channel randomness.
In this case, the generated keys of all the vehicles could
be different. Without optimizing the CQI quantization in-
tervals, it would be difficult for multiple vehicles to agree
on a shared secret key, leading to a poor key agreement
probability. In addition, since the secret key generated by
the PSKA algorithm comprehends the channel randomness
over multiple vehicles, the eavesdropper at a different
location experiences independent channel fading is not able
to obtain the same key.

The rest of the paper is organized as follows. Section II
presents the related work on link-based secret key genera-
tion and vehicle network security. Section III presents the
communication protocol, channel model, and the PSKA
algorithm for the vehicular platoon. In Section IV, CQI
quantization intervals optimization is studied for secret key
agreement. Simulation results are shown in Section V,
followed by conclusions in Section VI.

II. RELATED WORK

In this section, we review the literature on the link-
based secret key generation and vehicular communication
security.

A. Link-based secret key generation

Key generation that exploits reciprocity and random-
ness of wireless fading channels has attracted considerable
research attention [15]-[24]. A physical-layer secret key
generation scheme improves the communication security
between two legitimate nodes with the help of multi-
antenna untrusted relays [15]. The scheme is designed to
increase the secret key rate for non-, partially, and fully
colluding modes of relays, adapting to different channel
coherence time. In [16], a secure secret key agreement
protocol is developed for a three-node cooperative wireless
network over block-fading relay channels. The protocol
provides lower and upper bounds on the secret key rate
based on an advantage distillation scheme. A secret key
generation protocol is presented in [17], which utilizes
artificial interference to contribute to changes of channel
states. In particular, a helper node needs to be deployed
for broadcasting artificial interference to change the mea-
surement value of channel states when the sender sends
data to the receiver. Wang et al. present a key generation
protocol in narrowband fading channels, where the sender
and the receiver extract the channel randomness with the
aid of relay nodes [18]. Their protocol applies a time-slotted
key generation scheme, where each relay node contributes
a small portion of key bits so that the complete global key
bit information is not available to the relays.

However, the key generation with the aid of relay nodes
is not applicable to the vehicular platoon since employing
relay vehicles can be costly. In addition, the key agreement
with relays would cause extra latency on data dissemina-
tion, which can lead to cruise control failures due to lack
of timely updates on the driving status.

In [19], mapping-varied spatial modulation is studied
to generate the secret key, while the mapping patterns of
radiated information and antenna information are varied
according to instantaneous CQI pattern of the legitimate
link. By assuming eavesdroppers are blind to the CQI over
the legitimate link, the confidential information is secured
from the eavesdroppers. Xu et al. develop key generation
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algorithms for two scenarios in terms of network size, i.e.,
the three-node network and the multi-node network [20].
To improve the key rates, their strategy is based on a
combination of well established point-to-point pairwise key
generation technique, multi-segment scheme (i.e., divide
each pairwise key into multi-segments), and one-time pad.
In [21], a communication security scheme uses random bits
transmission with waveform shaking to generate a shared
key for near field communication devices. Their scheme
randomly introduces synchronization offset and mismatch
of amplitude and phase for each secret bit transmission to
prevent a passive attacker from determining the generated
key. In [22], the channel response from multiple orthogonal
frequency-division multiplexing subcarriers is utilized to
provide channel information for generating secret keys in
static and mobile networks. In [23], the authors study a
secret key generation for the multi-antenna transmitter. It
integrates opportunistic beamforming and frequency diver-
sity to generate the secret key in real time. A secret key
agreement protocol is studied for a multi-user time-division
duplex system, where a base station with a large antenna
array shares secret keys with users in the presence of non-
colluding eavesdroppers [24]. By exploiting a relation be-
tween received signal strengths at the eavesdropper and its
target user, an estimator is derived to measure the downlink
channel gain from the base station to the eavesdropper. The
amount of information leakage is quantified based on the
estimated channel gain for the secret key generation.

Generating secret keys by extracting the randomness of
a wireless channel is studied to improve the communi-
cation security in cyber-physical systems [25]. Based on
experiments on a 2-hop wireless sensor network testbed,
it is observed that the distance between the nodes and
the number of quantization intervals affect the secret key
agreement. Hence, it is important to dynamically fine-tune
the quantization intervals. A secret key generation testbed
for platoon-based vehicular cyber-physical system security
is built based on off-the-shelf autonomous robotic vehicles
and TelosB wireless transceivers [26]. The key generation
explores received signal strength (RSS) measurements and
channel estimation of the inter-robot radio channels.

It is worth noting that the link-based secret key gen-
eration can also be applied to vehicular communications,
where the inherent randomness of wireless channels be-
tween vehicles can be exploited to generate cryptographic
keys. However, most of the studies available in the literature
generate the key to encrypt point-to-point communications
based on mutually-known channel information. This can
hardly meet the critical need for the key agreement of
multiple users, e.g., vehicular platoon, where the secret key
has to be generated and conformed at each vehicle based
on the local channel observation.

B. Vehicle network security

Using wireless link dynamics to generate a shared secret
key for two vehicles is considered in [27]. A weighted
sliding window smoothing is developed to reduce white

noise and mismatched sensing time of the two vehicles.
A learning scheme is presented to adjust the settings of
key generation, such as readings of channel measurement,
window size, and length of the key, to help tolerate the
noise in different environments and offer steady perfor-
mance. Also to achieve a secure communication between
two vehicles, a physical layer key management scheme
is designed to generate symmetric secret keys [28]. The
secret key length is based on the application scenario
and communication latency. However, most of the studies
in vehicular secret key generation have focused on the
point-to-point communications, which is different from the
problem of interest.

In [29], roadside units (RSUs) are deployed in vehicu-
lar networks as semi-trusted intermediaries between vehi-
cles and a certificate authority. A secure and lightweight
privacy-preserving protocol is presented to provide mutual
authentication between vehicles and RSUs. Jin et al. study
a pairwise key generation to reduce the key generation
delay in vehicular networks with RSUs and random arrival
vehicles [30]. Tzeng et al. in [31] introduce an identity-
based batch verification scheme to enhance security and
privacy preservations for communications between RSUs
and vehicles. In [32], the RSU is able to independently
verify the outputs from the verification function of the
proxy vehicles. In [33], a conditional privacy preservation
protocol is presented based on a short-time anonymous key
generation between a vehicle and the RSU. Unfortunately,
the security techniques presented in the literature require
to deploy authorized RSUs along the road for the secret
key generation, which causes non-ignorable communication
delay on the automated following vehicles.

In [34], an energy-efficient legitimate proactive eaves-
dropping strategy is studied for information surveillance
in unmanned aerial vehicle networks, where a legitimate
surveilling vehicle overhears the communication of suspi-
cious vehicles while tracking their movement. The jamming
power of the legitimate vehicle is optimized to maximize
the eavesdropping rate. An eavesdropping and jamming
selection policy is presented to monitor malicious com-
munications based on power consumption of the vehicles
at different locations [35], [36]. The performance of the
selection policy is evaluated under four typical wireless
fading channel models, i.e., Rayleigh, Ricean, Weibull, and
Nakagami.

III. PLATOONING DATA DISSEMINATION SECURITY

In this section, we present a 2-stage communication
protocol for the secure data dissemination in the vehicular
platoon, followed by a radio channel model.

A. Secure data dissemination protocol

In the vehicular platoon, each intermediate vehicle acts as
a data-forwarding node in a multi-hop vehicular network. In
particular, a preceding vehicle disseminates the data to its
following vehicle based on store-and-forward broadcasts.
Given n vehicles in a platoon, the data dissemination in
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the platoon forms (n-1) wireless hops. The vehicles are
traveling in a straight single-lane highway with no need
to change the platoon size or perform maneuvers (split,
merge, leave, etc.), keeping the operations of the cruise
control simple. The tracking of the vehicles in the platoon
can be addressed by using the cooperative localization
techniques [37], [38]. Moreover, traveling on a straight
highway also allows the platoon to drive at highway speeds,
where the key agreement problem is more critical than the
one at low speeds.

In terms of the data dissemination security, we propose
a 2-stage communication model, with secret key agreement
period (SKAP) followed by encrypted data transmission
period (EDTP) (see Figure 2). The two periods interchange
periodically until all data packets from the lead vehicle are
disseminated to the tail vehicle.

The purpose of SKAP is to share link information among
the vehicles. Specifically, the ID number of v; fits in a single
token packet (TB;) [39], where i € [1,n — 1]. Transmitting
the token packet is initialized by the lead vehicle, which
solely decides the driving status. TB; is broadcasted by
v; so that the following vehicle can measure the channel
quality between v; and itself. Once TB; is successfully
received by the next vehicle, i.e., v;11, v;4+1 sends TB;4; to
the following vehicle all the way to the tail vehicle v,,. The
vehicles in each team of the platoon check the radio channel
by using carrier sensing to avoid packet collisions with
the token transmission in other teams. The sender vehicle
has to back off a random time to sense the channel again
in case the token packet collision happens. Moreover, the
token packet TB;; is also an acknowledgement to TB;. In
particular, if TB;;; is not received by v;, which indicates
that TB; is not successfully received by v;;;, then TB;
will be retransmitted by v;. At the end of SKAP, when all
the vehicles in the team finish the token transmission, the
PSKA algorithm is carried out to generate a unanimous
secret key adapted to the time-varying channel, which will
be discussed later in this section.

In terms of the encrypted data transmission, at the first
time slot of EDTP in the dissemination cycle, the lead
vehicle v; uses its secret key generated by the PSKA
algorithm to encrypt its DATA packet, and immediately
forwards to the posterior vehicle vs. The following vehicles
forward the received DATA packet all the way to the
tail vehicle while using the generated secret key for the
packet decryption. In addition, to enhance the transmission
reliability of the DATA packet, the following vehicles
utilize one-hop vehicle-to-vehicle communication [40], e.g.,
Wireless Access in Vehicular Environments (WAVE), or
Dedicated Short-Range Communication (DSRC) [41], [42],
which provides a collision-free transmission in EDTP.

From the perspective of an adversary, the eavesdropper
overhears the TB packet in SKAP for generating the same
secret key. However, the secret key generated by the PSKA
algorithm comprehends the channel randomness over mul-
tiple vehicles (details will be given in later sections).
The distance between the eavesdropper and any one of
platooning vehicles is different from the one between any

Data dissemination cycle

‘ Secure Key Agreement Period ‘ ‘ Encrypted Data Transmission Period ‘
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DATA DATA | | DATA DATA |® ® @ | DATA

The following vehicles
vehicle 3 L

vehicle 2 vehicle n

TB2

TBn
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DATA
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Fig. 2: The communication protocol for the secret key
agreement and data dissemination in the vehicular platoon,
where TB; is a token packet transmitted by vehicle .

two vehicles in the platoon, which leads to independent
channel fading. As a result, the eavesdropper is not able to
generate the same secret key to decode the DATA packet
in EDTP.

B. Channel model in vehicular platoons

In vehicular platoons, Line of Sight (LOS) communi-
cation between the vehicles is typically available as the
vehicles travel on the same road segment and the antennas
can be installed on top of each of the vehicles. Thus, a
large-scale path loss that has taken the average effect of
multipath into account is considered to model the inter-
vehicle communication channel. Let P/® denote the trans-
mit power (in dB) of TB; at v;. The receiving signal power
atvj (j € i+ 1,n)) is

PI* = P* 49 —10npplogo(d; ;) + ¢ij, (1)

where 1 is a positive fixed constant relating to the channel,
and npyr, is the path loss coefficient. The term ¢; ; denotes
an independent shadow fading over different time epochs.
d; ; in (1) is the distance between v; and v;, which can be
further written as

Hij+0+%i;

d@j =10 1o7rL s (2)

where H; ; = (P/* — P]”) presents the channel gain of the
link between sender v; and receiver v;.

Table I shows H;;, which is obtained after TB; is
received by v; from v;. However, v; is not aware of
the channels between the other vehicles in the team, e.g.,
H; ;1. As a result, the secret key generated at different
vehicles could be different from each other due to inde-
pendent channel variations. Fortunately, as the inter-vehicle
distance with random variance can be known statistically
before forming the platoon, the channel gain between
any other two platooning vehicles in highway scenarios
can be estimated by v; based on their distance gap, i.e.,
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TABLE I: Channel quality obtained at v; after TB; is received from v;.
Token H; ; obtained at v;
TB, — Hio Hig3 Hyg Hy ;
TB2 Hs 1 — Ho 3 Ho 4 Hs ;
TB3 Hs 1 Hs o — H3 4 Hs ;
TB4 Hy 1 Hy o Hy3 — Hy j
TB; Hi Hi o H; 3 Hiq —

Hij—1t9+¢i5-1

di,jfl = di,j — dj,L i. Thus, we have 10 1onpL =
H; j+9+¢; 5 }gj711j+19+¢j71,j .
10 tonrr - 10 10npL with regards to (2),
which is
Hij1+¢ij1=

Hj—1,j+¢5—1,5—Hi,j—%i,j

3)

H@j + gbi’j + 10npr log(l — 10

C. Platooning secret key agreement

As shown in Figure 3, the steps that incorporate the secret
key agreement during the SKAP in the proposed security
protocol mainly include: channel gain measurement, CQI
quantization, and platooning secret key generation.

Vi and V; broadcast the

token packet
Step 1: Channel gain ‘
measurement
V;j (j € [3, n]) estimates Hi
CQI quantization intervals are optimized
Step 2: CQI v
quantization
All the vehicles quantize Hi 2 so that the fading
channel randomness is converted into bit vectors
A binary codeword is assigned to each
quantization bin
Step 3: Platooning *
secret key
generation The secret key is generated by using public key
cryptosystems

Fig. 3: The steps that incorporate the secret key agreement
during the SKAP in the proposed security protocol.

Step 1: Channel gain measurement. v; broadcasts
TB; in turn during the SKAP, where ¢ € [1,2]. The
following vehicle v; (j € [3,n]) measures Signal-to-Noise
ratio (SNR) of the link between v; and v; according to
the reception of TB,. For illustration convenience, in this
article, the first two vehicles, i.e., v; and v, are considered
as token packet transmitters. v; (j € [3,n]) estimates the
channel gain between v, and v, i.e., Hy 2, based on TB;
and TB,, using (3).

Step 2: CQI quantization. v; and v, quantize H; o,
while the following vehicle v; (j € [3,n]) quantizes the
estimated H; » according to a predetermined quantization

method so that the fading channel randomness is converted
into bit vectors. Let & and L denote the [-th quantization
interval and the total number of quantization intervals,
respectively, where [ € [1, L — 1]. We propose to optimize
the CQI quantization intervals (denoted by ;) to maximize
the key agreement probability, as will be described in
Section IV.

Step 3: Platooning secret key generation. By applying
& in Step 2, H; 2 is quantized by each vehicle to one of the
quantization intervals, i.e., [§F, & ] (I € [1, L — 1]). Clas-
sical encoding techniques can be utilized to assign a binary
codeword to each quantization bin [, ", ] for extracting
the secret key. Based on the obtained binary codeword,
public key cryptosystems are employed to generate the
secret key to encrypt and protect the transmissions at every
hop.

Actually, it can be known that the more vehicles transmit-
ting the token packet, the higher key agreement probability
can be achieved. Thus, reducing the number of token
transmitters explores the key agreement performance in
the worst case, though the proposed secret key agreement
algorithm can also be applied to the platoon that more
than two token packet transmitters. Moreover, for the
accurate channel estimation, the platooning secret key is
generated when the platoon is in linear formation. The
security strength of the proposed approach is guaranteed
based on the fact that it is infeasible for an adversary
which is located at a different place with the transceivers to
obtain the identical channel randomness for key generation.
The details of the PSKA algorithm are presented in the
following section.

IV. OPTIMIZATION OF CQI QUANTIZATION INTERVALS

In this section, we first optimize the CQI quantization
intervals in small and large platoon size, respectively. This
is because problem formulation of the optimization under
a small platoon size is easy to be simplified and validated.
Similarly, the formulation that extends to large platoon
size is easy to follow. Next, we study a new recursive
algorithm that achieves platooning secret key agreement
by optimizing the CQI quantization intervals to maximize
the secret key agreement probability [43]. Additionally, we
present the probability that the eavesdropper generates the
same secret key as the platooning vehicles.

A. Three-vehicle platoon team

We first consider a small platoon of three vehicles.
According to Step 1 in Section III-C, TB; is received by

0018-9545 (c) 2019 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TVT.2019.2926313, IEEE

Transactions on Vehicular Technology

vehicles vo and v3, and TBs is received by vehicles v
and v3. Let z1, x2, and x3 define the random variables
of Hy 2, Ha 3, and Hy 3, respectively. Given that the inter-
vehicle channel is symmetric, H; 2 = Ha 1, Ho 3 = Hs o,
and H; 3 = Hs ;. Based on (3), the randomness of packet
reception at vs contains two parts, one is between v; and
V9, 1.€., 1 + x3, and the other is between vy and vs3, i.e.,
9. Moreover, the quantization interval with the channel
estimation error at vz needs to be larger than the mean

error of the data reception at vs, which is ’w .

z1— (23 —22)
> <

T1+T3—x2
2

Namely, & + < &1 —

z1—(x3—22)

Proof: If 1 > x3 — xa, & has to be smaller than
x3 — To, and &41 needs to be larger than z;. Thus, we
have

g < T1+¥3 — T2  T1— T3+ T2

= 2 2 b)

xry — (x3 —2) _ X1 + T3 — T2
2 - 2

z1—(z3—23) T1t+T3—T0
2 ) S 2

“4)

&+

Moreover, we can know & + (—
if 1 < (z3 — 2).
Similarly, given &1 > x1, we know

§l+1 - .’,81—(.’,823—.’,82) Z Il+$23_127 lf T Z (56'3 — 1‘2)
'fl—&-l _ (7931*(9323*932)) > 301+9023*962’ if 1 < (1.3 _ x2)
®)
Thus, we have &+ | 2=s=t2)| < joitza—oa| < ¢
z1—(7323—182) ] u

More specifically, if x; > x3—x2, we know & < 23 —x9
and &1 > x1. In this case, the probability is Pr(§ <
r3 —x2 | 1 > 13 — 22) Pr(§yn > @ | 21 > a3 —
x9) Pr(xz1 > a3 — x2). Otherwise, we have & < x4, and
§l+1 > x3 — x9 with the probability of Pr(& <z | r <
xr3 — .’L‘g)PY(fl+1 > T3 — To | rp < T3 — mg)PI‘(.’El <
3 —x2). Let £¥1, £¥2, and €Y denote the quantized values
of Hy 9, Hy 3, and Hy 3, respectively. The probability that
the three vehicles attain the same quantization interval, i.e.,
[€1,&141], can be given by (see Appendix for details)

Pr{en, 66 € [, Gl ) =
Pr(§ <@g —xp <21 < §q1)
Pr(z1 > 3 — z2)
Pr(§ <@ <3 — 22 < &q1)
PI‘(Il < x3 — .232)

, (0

Furthermore, the inter-vehicle channel captures the ef-
fects of path-loss, shadowing, and i.i.d AWGN. We consider
the scenario in which the fading coefficients are known
to (i.e., accurately measured by,) the appropriate receivers,
but not known to (or not exploited by,) the transmitters.
Statistically, we model the distribution of H; o as Gaussian
random variables with zero mean and variance Uf 9, SO that
|H1,2]? is exponentially distributed with parameter 1/07 ,
and the phases are uniformly distributed on [0, 27). Without

loss of generality, the distribution of H; 5 observed at vy
and vy follows

1~ N(0,02,), @)

To attain the same quantization interval as v; and ve, v3
estimates channel attenuation of the link between v; and
vy according to (x3 — x2), and the channel estimation error

follows
W N(0,07 5+ 03 3). (8)

Given the general expression for the probability den-
sity function (PDF) of the channel distribution, f(z) =

ry = (13 — x2)

1 z? fAg v V3
Vare exp(—g2z), we have the joint PDF of £¥* and £,
ie.,

_ x2 _ (=4)?
5T T 5T raT
207 9 2(07 3193 3)

e

O(z1,25) = 9)

271'\/271'0%2(0%3 + 03,3)

Figure 4 numerically plots ®(x1,25) based on the distri-
bution of &Y' and £Us. It is observed that the tail vehicle
has a larger variance than the others due to the error prop-
agation of channel estimation, which confirms correctness
of ®(xy,z5).

Three-vehicle case
T T

%Joint,ll—’DF
-« vehicle One |
> vehicle Two

vehicle Three| |

o N ©
——

=
9]
S
3]
|
=
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T
I

w
T
I

Probability densi
n
T

o

— _ L L % b ikt LEEH
0 0.2 K 0.6 0.8 1 1 2 1.4 1.6 1.8
Channel random variable

Fig. 4: The joint PDF of £¥* £V2, and £Y3 when n = 3.

Based on (6), Pr(§ < 25 < 21 < &41) and
Pr(&§ < 21 < 2% < &41) can be achieved by taking the
integral ff[fz,ﬁm ®(z1, 24)drdr, while Pr(zh < x1)
and Pr(xz; < a%) are fixed due to the known channel
distribution. Therefore, consider the logg -bit channel quan-
tization in Step 2 of Section III-C at each vehicle. We have
the desired probability when the channel gains, 1, £¥2 and
&V, are quantized to the same [-th CQI quantization interval
& (I=1,---,L—1), which is

Pr{em%,6" € (6,6} =

// O (21, 25)drdy
[60:€141]

141 &1 ))

\/2012

R

9 2
\/2 ‘713+023 2(0f3+053)

(10)

e
- 47r\/§<

(erf
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We proceed to optimize the quantization intervals to
maximize the key agreement probability, for the sake of the
secret key agreement in SKAP (as shown in Figure 2). Due
to independent and identically distributed (i.2.d) random
channels, the problem is formulated by

L-1

P1: ma Prgv €72, €% e &,
) {en 6767 e o,

According to Step 3 in Section III-C, a unique secret
key is extracted at the platooning vehicle, and is used to
encrypt the transmitted data.

B. n-vehicle platoon team

We consider an n number of vehicles in the platoon,
where n > 3. Similar to the three-vehicle case, we also
consider the first two platooning vehicles, i.e., v; and wve,
transmit the token packet. Note that our formulation can be
extended to any number of sender vehicles given the chan-
nel gain between two vehicles v; and v; (Vi,7 € [1,n]) in
Table 1. Moreover, the distribution of the channel between
vehicles v; and vy is estimated by the following vehicle
v; (i > 3) when it receives TB; and TBy, which follows

Y

Accordingly, the joint PDF of the channel distribution
observation at the vehicles is

z; = (xi —xio1) ~ N(0,07 ; +03,).

S S G ) S C 1
2 pR——; p) P)
e 2912 20013to33) 2001 nto2n)

12)

In the case of n > 3, the desired probability that the
channel quantization at all vehicles fall into the same
interval is given by (13). Specifically, the distribution of the
channel measurement is statistically modeled as lognormal
distributions by using typically the least square (LS) curve
fitting. The path loss exponent is meticulously calibrated
so that the residual errors (or variations) of the channel
measurements in the log-domain are Gaussian. As observed
in (13), the channel estimation error at the vehicle v; with
the channel measurement randomness can affect the key
agreement probability in the vehicular platoon. Therefore,
we consider to optimize the quantization intervals of n
vehicles to achieve the key agreement, given the channel
randomness.

Similar to P1, the optimal allocation of {&,&41} (I €
[1, L — 1]) is obtained by solving the following problem

P2: max {PL}
{&}

where P, = lL:_ll Pr {5”175"27 U € [5l>fl+1]} .
n>

Apparently, the partial derivative of P, with respect to
&, depends on its adjacent CQI quantization intervals, & _1
and & 11 (in case of [ = L — 1, only &, and itself, £41).
Since £, = 400 and erf(+o00) = 1, the partial derivative
can be given by (14), where [ € [1, L — 1]. By exploiting

\J@mad 5035 + 03 5). (03, +03,)

the first-order necessary condition of a maximum on (14),
0Py, /0& = 0 can be rewritten as (15). The optimal solution
can be given by & = arg(G(&[)), where G(&;) denotes
the LHS of (15). As 9P;/0¢ < 0, Pr, monotonically
decreases, which indicates that & is the optimal CQI
quantization interval maximizing Py .

According to (14), we can also observe that £ is a
function of &, i.e., § = G(&f_,). Thus, the problem now
is to obtain & ,, where & |, = arg(G(&])). Recursively,
when [ = 2, we have { = arg(G(&5)). Since £ = 0
is known apriori, & (I € [1,L — 1]) can be recursively
optimized.

Note that two vehicles v; and vy are considered to
transmit the token in P2. However, the formulation of
optimal CQI quantization can be further extended to the
case where the number of vehicles transmitting the token
is more than two. In this case, the joint PDF of the channel
distribution needs to be considered for multiple vehicles
that transmit the token. Moreover, each platooning vehicle
needs to estimate all the channels among the token sender
vehicles.

C. Secret key generation

Next, we demonstrate the PSKA algorithm to optimize
the channel quantization intervals and generate the unan-
imous secret key, as shown in Algorithm 1. Specifically,
& (1 <1< L) is obtained by conducting Steps 1 and 2
to derive (15). Note that any two vehicles in the platoon
using the same channel quantization intervals generate the
same secret key. In the case that the inter-vehicle channels
in the platoon experience a large variation of random noise
and significant estimation errors, & and &/, | in P1 and P2
can be optimized to the lower bound or upper bound of the
quantization intervals, i.e., & = §o and §f\; = Er41. As
a result, the bits in the unified secret key at each vehicle
could be either all zeros or all ones so as to maximize the
key agreement probability.

In terms of the platooning secret key generation in Step
3, firstly, the vehicle v; (i > 3) quantizes the channel
between v; and v, based on Hfg = (Hy,; — Hy,;). As the
value of H}”T‘Q is within [£], fl*+1], where 1 <[ < L-—1, an
encoding scheme, i.e., fooging({:{ +1) is utilized to assign
a binary codeword to each quantization bin [¢},&f, ] for
extracting the secret key K;. Without loss of generality, we
implement Gray coding as an example of fo gins(l;1 +1)
as follows.

o Let k;(1), I € [1, L — 1] denote the complement bit of
the codeword, where

ki(l) = {

o Generate a Gray codeword list whose two neighboring
codewords only have one-bit difference. Moreover, the
list contains 29 possible codewords, where () denotes
length of the Gray codeword.

o Define f;7(1) = | (I — 1)/4]. Thus, K; (1) € {0,1}¢
is the f;7(1)-th Gray codeword.

1, I mod4 > 2;

. (16)
0, otherwise.
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o Define f; (I) = [(({+1) mod L)/4|. Thus, K; (I) €
{0,1}9 is the f; (I)-th Gray codeword. Moreover,
K; (I) can be the codeword list that circularly shifts
K; () by two elements.

Note that fgoging (1, [41) can be employed by other existing
encoding schemes, e.g., Gillham coding, and Lucal coding.

Based on the codeword of f,\ ,ing (I, 1 4 1), well-studied
symmetric or asymmetric secret keys can be straightfor-
wardly generated to encrypt and protect the transmissions
at every hop. Take Elliptic-curve cryptography (ECC) for
example. v; and v;y1 agree on an elliptic curve and a
base point G. They generate private keys K" and K} 7,
and the corresponding public keys KP'"" = KPPV« @
and KP'Y = KPI} * G, where * stands for the operation
of elliptic curve scalar multiplication. In particular, v;
and v;y; agree with the same private key after executing
PSKA algorithm, i.e., K" = K[}. Therefore, we have

KPuP KP™ . v; computes K™ s KP')

it1° ir1> and vipg
prv

computes K}y x K7 "> and both vehicles can achieve a

_ prv pub __ prv pub __
common shared secret S = K * K =K« K =

K™ s KPU « G = K]+ K™+ Gl Such a ECC-based
secret key can be generated and verified with the Elliptic
Curve Digital Signature Algorithm [44]. The key generation
and encryption are straightforward and beyond the scope of

this paper.
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Algorithm 1 Platooning Secret Key Agreement with
Optimal CQI Quantization Intervals
1: Initialize: n, L, TBy, TBy, {{",£%2,...,§"} = 0,
§&1 =0, L = +o0.

2: Optimal Channel Quantization:

3: TB; and TB» are broadcasted in sequence.

4 &%+ N(0,01 ;4 03 ,;), where i € [1,n].

5: while 1 <! <L—1do

6: &y < (15).

7. L+ 1+1.

8: end while

9: Output: {¢7,....&5}

10: Generate PSK:

11: Hf’z — (Hl,i — Hg,i), where Vi € [3,71]

12: if HY' € [§F,&7,,] then

13: K; fEcc(f:I:’coding(lJ + 1)).

14: end if

15: The secret key is used by v; to encrypt/decrypt the data.
16: Output: {&7,...,&;} and the Q-bit secret key.

Note that multiple token packets can be transmitted by
vehicle v; and vy in one data dissemination cycle. In
this case, the PSKA algorithm can be conducted in A
iterations (A > 1), and A secret keys can be generated
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at each vehicle. The larger A is, the smaller the estimation
errors are, and in turn, the higher likelihood that the keys

(1 —Pr{f”l,fv%..‘,f”" c
A

[flv§l+1]}n23> (where 0 < Pr{ﬁ“l,g”Q,...,gvn c

G )}

key agreement probability. Particularly, we consider A = 1
in this article to explore the key agreement performance of
the proposed algorithm in the worst case.

In addition, we also note that the proposed PSKA algo-
rithm is compatible with secret key reconciliation schemes,
such as Cascade [45], low density parity check [46], and
Turbo code [47]. Given a high key agreement probability
achieved by the PSKA algorithm, overhead of the recon-
ciliation is significantly reduced.

become consistent due to 1 —

< 1). Therefore, increasing A can raise the

D. The eavesdropper’s vehicle

As the vehicles of the platoon drive in a fully automatic
fashion at a highway speed, one lane is likely to be reserved
on highway for vehicular platoons, for driving safety. Any
other vehicle occupying the reserved lane can be iden-
tified as the eavesdropper by observation. Moreover, the
eavesdropper’s vehicle, wavelengths away from the platoon,
can experience an independent radio channel [48], [49].
Despite that, the eavesdropper’s vehicle can also quantize
the channels from the platooning vehicles in the attempt to
recover the secret key.

Let v, denote the eavesdropper’s vehicle that drives at
the same velocity as the platoon and 2 meters away in
parallel to the platoon. v, also applies the PSKA algorithm
to generate its secret key based on either oy, or o3 ;, when
it overhears TB; and TB». The channel estimation error at
v follows V(0,07 , +03 ). Consequently, the probability
that the eavesdropper generates the same secret key as the
platooning vehicles is given by

Py = Pr {fvm € [fz*yfl*ﬂ]}

2
o

2of 403 ,)

.
ioy2m(ot + 3,

fl+1

—_

= = erf

l\D

where xy defines the random variable of the channel
between vy and v,. | € [1, L], and L, is fixed at
20 intervals. Note that £”# is independent of &Y in P2
due to independent channel fading at different locations.
Therefore, P,y of the eavesdropper can be different in
terms of relative locations to the platoon team, as will be
numerically demonstrated in Section V-D.

V. NUMERICAL RESULTS AND DISCUSSION

In this section, we first demonstrate the value of n given
the key agreement probability achieved by the proposed

E IR
01 , T + 02 1, O-l,z + 0-2@')

PSKA algorithm. To obtain the performance under dif-
ferent quantization levels and fading channel conditions,
the PSKA algorithm is simulated with regards to three
quantization intervals, i.e., L = 10, 15, and 70, and two
SNRs of the inter-vehicle channel, i.e., 5 dB and -10 dB.

Second, to explore the key agreement probability under
various channel conditions, we show the performance of
the PSKA algorithm, given three predetermined CQI quan-
tization intervals and SNRs of the inter-vehicle channel.
Here, the channel gain increases from 0 dB to 32 dB, or
the number of CQI quantization intervals increases from
25 to 75. For comparison purpose, we also simulate the
probability that the eavesdropper generates the same secret
key as the platooning vehicles, when it overhears TB; and
TB». Particularly, the eavesdropper’s vehicle has the same
velocity as the platoon, and travels in parallel to the platoon
but 2 meters away from the center of the platoon.

Third, to further reveal the impact of the eavesdropper’s
relative locations to the platoon, we analyze the probability
that the eavesdropper, 2 m~7 m far from the platoon,
generates the same secret key as the platooning vehicles.

Last, it is revealed that a driver has to stay at least
two seconds behind the vehicle that is directly in front
of his or her vehicle [50]. Thus, the safe driving velocity
is derived by the safe driving distance between two adja-
cent/consecutive vehicles in the platoon over two seconds.
Note that the variation of the safe driving velocity can lead
to the varying the SNR of the channel between the vehicles.
This, in turn, affects the key agreement probability achieved
by the PSKA algorithm. Based on this, we study a tradeoff
between the safe driving velocity, CQI quantizations, and
the key agreement probability, where the driving velocity
increases from 0 km/h to 100 km/h, and L increases from
10 to 15 intervals.

Without loss of generality, the block fading is assumed on
the inter-vehicle channels. In other words, the channel gain
of a wireless link keeps constant during the key agreement
and the transmission within a TDMA frame, but varies
between frames. This assumption is reasonable, because the
duration of a frame is typically up to 10 ms during which
the distance that a vehicle has traveled is negligible.

A. Team size

We demonstrate the team size of the platoon, i.e., n,
given a specific key agreement probability. L is set to 10
or 15. The average SNR between the two vehicles denoted
by H;; (i # j, Vi,j € [1,n]), is set to 5 dB or -10 dB.
Figure 5 shows the supported team size of a platoon given
the key agreement probability. Specifically, when H; ; = 5
dB, the team size of the platoon can be extended to 11
vehicles while the key agreement probability achieved by
the PSKA algorithm is around 78%. Moreover, the team
size of the platoon has to be small under poor channel
quality so as to maintain the achieved key agreement
probability. For example, the team size has to be reduced to
6 vehicles so that the key agreement probability is achieved
beyond 76% when L = 10 and H; ; = —10 dB.
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Fig. 5: The team size of a platoon given a required key
agreement probability.

In Figure 5, it is observed that increasing the quantization
intervals, i.e., L, degrades the key agreement probability. In
particular, given a team of three vehicles, the key agreement
probability drops from 95% to 74% while L grows from 10
to 70 intervals. Moreover, we see that the PSKA algorithm
with (L =15, H; ; = 5) achieves a higher key agreement
probability than the one with (L =70, H; ; = 5) when n
is smaller than 7 vehicles. It confirms the fact that L has
the dominating effect on the key agreement probability in
a small platoon team. Conversely, when n > 7, the PSKA
algorithm with (L = 70, H, ; = 5) performs better than the
one with (L = 15, H;; = —10), which indicates that the
link quality between the vehicles becomes the dominating
factor.

In respect of Figure 5, we also see that the less number of
vehicles the team of the platoon has, the higher key agree-
ment probability the PSKA algorithm achieves. However, it
has to be noted that a small team size can result in a large
control overhead of platoon management, which degrades
the delivery ratio of data dissemination [51]. Furthermore,
Table II presents the runtime of PSKA algorithm, which is
equivalent to the secret key generation latency, in 7 platoons
with different team sizes. The platoon size is fixed at 21
vehicles. The platoon is partitioned to a number of teams,
where each team of the platoon has n vehicles (n € [2, 8]),
and (L = 10, H;; = —10). The runtime is calculated by
summing up the execution time of PSKA algorithm in each
team when the packet is disseminated from the lead vehicle
to the tail vehicle of the platoon.

The key generation delay decreases from 570.51 ms
to 57.26 ms with the growth of the team size. This is
because the lead vehicle of each team has to generate a new
secret key to encrypt the packet for its following vehicles.
Since the platoon with the small team size contains more
teams than the one with the large team size, more key
generations are carried out for data encryption/decryption.
Therefore, the platoon with a small team size costs a long
data dissemination latency.

B. Channel condition

In this case, we consider different channel dynamics
between the vehicles, i.e., o1; and o2 ;, where n is 3 or
10 vehicles, and L is set to 10, 15 or 20. Figure 6 shows

TABLE II: Total key generation delay.

n in each team Delay (ms)
2 570.51

3 285.53

4 171.31

5 142.78

6 114.64

7 85.75

8 57.26

the key agreement probability of the PSKA algorithm and
Pyy in terms of n and L, where H;; increases from 0
dB to 32 dB. In general, the key agreement probability
grows with H; ; given two team sizes, n = 3 or n = 10.
Particularly, the PSKA algorithm with (n = 3, L = 20)
performs 55% higher than the one with (n = 10, L = 20)
when H;; = 0 dB. Furthermore, both platoons achieve
100% key agreement when H ; is larger than 24 dB. This
is because the large channel gain leads to small channel

randomness. Thus, Pr {5”1,5”2, & oe g, §l+1]} in
n>3

Eq. (13) increases.

“SIM: n = 10, L = 20” presents the simulated key
agreement probability under time-varying random channels
using the achieved optimal CQI quantization intervals.
Figure 6 also confirms that the simulation results are close
to the numerical results achieved by PSKA algorithm. The
differences are less than 10%, and diminish as the SNR of
the inter-vehicle channel H; ; increases.

Additionally, increasing L from 10 to 20 intervals down-
grades the key agreement probability of the two platoon
teams by 5% and 40%, respectively, which is further
evaluated in the next case.

en=3, L=10 M
~n=3, L=15 I
~n=3, L=20
on=10, L=10
-=n=10, L=15 H
en=10, L=20
n =3, Py 1
: n=10, P H
g = SIM: 110, L=20) |
Sz o ]
201} &77‘_\9_’777 1
e ! i
o 5 10 15 20 25 30
SNR (dB)

Fig. 6: Key agreement probability achieved by the PSKA
algorithm with an increasing SNR.

As observed, P,g, of the eavesdropper also increases
when fj is raised. Fortunately, thanks to cooperative key
generation of the PSKA algorithm, P,4, does not exceed 5%
even with a high SNR of 32 dB. Therefore, the probability
that the encrypted platoon’s data being cracked by the
eavesdropper is less than 5%.

C. CQI quantization intervals

In this case, we assess the performance of the PSKA
algorithm when it operates on two platoon teams with
either n = 3 or n = 10, as L increases from 25 intervals
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Fig. 7: Key agreement probability achieved by the PSKA
algorithm with regards to the total quantization intervals,
ie., L.

to 75 intervals. Figure 7 depicts that the key agreement
probability generally decreases with the growth of L.
Specifically, the key agreement probability of the 3-vehicle
team is 29% higher than the 10-vehicle team when L = 75
and H, ; = 30 dB. This is because the increasing number
of vehicles brings down the key agreement probability, as
also observed in Figure 5. Moreover, given n = 3 and
H; ; = 20 dB, the key agreement probability drops from
100% to 89.5%. In contrast, the probability drops from 95%
to 19% when n = 10. It indicates that L has to be smaller
than 35 intervals for a team with a size of up to 10 vehicles
to maintain the key agreement probability above 85%.
Additionally, we also note that reducing L further results
in the rise of P4y, where the eavesdropper may generate
the same key to decode the data. Therefore, it is critical to
comprehensively configure L according to the required key
agreement probability, team size, and link quality.

D. P, and eavesdropper’s positions

Next, we demonstrate the P,g, value of the eavesdropper
in terms of its relative locations to the platoon team. In
particular, n is set to 7 vehicles and L is fixed at 15
intervals. We define dgp as the distance between the eaves-
dropper and the platoon, as shown in Figure 8. In particular,
we consider three specific locations of the eavesdropper
given each dgp. Specifically, Pos-1 is the location of v,
next to vy, Pos-2 is the one next to vy, and Pos-3 is
the one next to v;. The received signal power at v, is

Py* = PI*+9=10npL logio(y/dyp + d7 ;) + i, based
on (1), where j = {2,4,7} according to Pos-1, Pos-2, or
Pos-3. Thus, the channel gain is H;,, = (P/* — PJ*) =

10npL 10gyo(y/dEp + df ;) =0 —¢i ., - Figure 8 shows that
P,q4y of the eavesdropper in terms of its relative distance
position to the platoon, where dgp enlarges from 2 m to 7
m. We assume that the eavesdropper can be identified by
observation when dgp is less than 2 m.

As observed, the highest P,g, is around 0.49%, where
dgp is 2 m at Pos-1. Moreover, P,q, significantly drops
with the increase of dgp. The P,y falls to 0 when the
eavesdropper is 6 m away from the platoon at Pos-3. The
reason can be explained by Figures 6 and 7, where the

eavesdropper can only derive P4, based on independent
distribution of o7, and o3 ;.

2 3 4 5 6 7
dpp (m)

Fig. 8: P,y of the eavesdropper in terms of its relative
distance position to the platoon.

E. Safe driving velocity

Figure 9 shows the key agreement probability achieved
by applying the proposed PSKA algorithm, with respect
to the CQI quantizations and safe driving velocity. In
particular, the safe driving velocity is derived based on the
safe driving distance between two neighbor vehicles in the
platoon, and Two-second rule [50].

In Figure 9, it is observed that the key agreement
probability drops from 100% to 40% with the growth of
a safe driving velocity given 10 quantization intervals. The
reason is that increasing the velocity extends inter-vehicle
safe driving distance (due to the Two-second rule), which
attenuates SNR of the inter-vehicle channel. As a result,
the key agreement probability drops. Moreover, the key
agreement probability decreases from 40% to 18% with
the growth of CQI quantization intervals, when the platoon
maintains the velocity of 100 km/h.

Essentially, Figure 9 implies a tradeoff between the
velocity of the platoon and data dissemination security. For
example, the safe driving velocity has to be maintained
below 40 km/h to achieve the key agreement probability
above 90%, in other words, reducing the safe driving
velocity of the platoon downgrades the driving velocity,
however, the low driving velocity achieves a high key
agreement probability for the data encryption/decryption,
which improves the data dissemination security. In addition,
when the platoon drives at a high velocity, e.g., 80 km/h,
the key agreement probability can be enhanced by reducing
the CQI quantization intervals to less than 10. However, the
drop in CQI quantizations results in a fall of the communi-
cation security (as discussed in Section V-C). Therefore, the
safe driving velocity and the CQI quantizations need to be
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balanced, so as to achieve the agreement of the generated
secret key.
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Fig. 9: Safe driving velocity given the specific key agree-
ment probability and CQI quantizations.

VI. CONCLUSIONS AND DISCUSSION

In this paper, we study the data dissemination security
in vehicular platoons, where the vehicles cooperatively
generate an unanimous secret key based on the quantized
fading channel randomness. The 2-stage communication
protocol is presented for secret key agreement and data
transmission, where the vehicles share the link information
for key agreement in SKAP, and transmit the encrypted
data in EDTP. In terms of the secret key generation, the
problem of maximizing the key agreement probability is
formulated to optimize the CQI quantization intervals in
the three-vehicle platoon, which is further extended to
the n-vehicle platoon. In addition, the PSKA algorithm
is proposed to recursively optimize the CQI quantization
intervals, maximizing the secret key agreement probability,
and cooperatively generate the secret key for data encryp-
tion/decryption. Based on the numerical analysis, we have
demonstrated that the key agreement probability is effected
by the quantization intervals and channel quality. We have
also shown that the probability that eavesdroppers generate
the same secret key, which is far lower than the one using
the PSKA algorithm.

The proposed PSKA algorithm focuses on a secure data
dissemination for the platoon on a straight highway. Indeed,
the work presented in this article could be extended in
many interesting directions. For example, in our future
work, the PSKA algorithm will be developed for the key
agreement when the platooning vehicles make turns or
perform maneuvers, such as split, merge, or leave. In this
case, the channel gain between v; and v, can be estimated
at v; by formulating a statistical process, e.g., measuring
the variance of H; ; and H,; for a period of time, which
is unknown to the eavesdropper, since the platoon is non-
linear. The link-based secret key agreement with a time-
varying platooning control is a challenging topic for further
investigation.
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APPENDIX

The probability that the three vehicles use the same
quantization interval is given by (21).
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