
Abstract—Deniable authentication is a new protocol which not 
only enables a receiver to identify the source of a received message 
but also prevents a third party from identifying the source of the 
message. The proposed protocol in this paper makes use of bilinear 
pairings over elliptic curves, as well as the Diffie-Hellman key 
exchange protocol. Besides the security properties shared with 
previous authentication protocols, the proposed protocol provides the 
same level of security with smaller public key sizes.  

Keywords— Deniable Authentication, Man-in-the-middle 
Attack, Cryptography, Elliptic Curves.  

I. INTRODUCTION

et's consider a scenario in a communication system with 
Server Alice and Client Bob. They hope that: 1) Bob 

wants to identify that a received message is truly from Alice; 
2) A third party can not identify the source of the message. 
Deniable authentication protocol could achieve Alice and 
Bob's requirements. Besides the property (identify the source 
of a given message) of the traditional authentication protocols, 
the deniable authentication protocol can also guarantee that a 
third party is not able to identify the source of the message. 
Therefore, deniable authentication protocol could be used as a 
tool for preventing some malicious users (such as man-in-the-
middle attackers) from coercing honest users to uncover their 
identities in electronic voting and secure negotiation [2],[ 3]. 
Also, it could be used in the security of web services [1].  

Some deniable authentication protocols have been designed 
since 1998, such as [2], [6], [9]. Auman and Rabin proposed 
some deniable authentication protocols [2] based on the 
intractability of the integer number factorization. Dwork et al 
[7] proposed a deniable authentication protocol with the 
technique of concurrent zero-knowledge proof. However, no 
desirable deniable authentication protocol has been proposed 
based on elliptic curves so far, though the elliptic curve 
cryptography is now becoming a popular technique in 
information security, especially for mobile communications  

Recently, the pairings over elliptic curves has been used in 
various cryptographic systems due to its bilinearity and 
computational complexity. For instance, Joux proposed a 
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three-party key agreement protocol that requires only one 
round of communication [13]. Smart proposed an 
authenticated key agreement protocol [20]; Libert and 
Quisquater [16] proposed an undeniable signature scheme. 
Paterson [18] constructed an efficient signature scheme. In 
this paper, we will propose a new deniable authentication 
protocol based on pairings. Due to the widely known features 
of cryptosystems over elliptic curves, the proposed scheme 
will probably be used in some wireless communication 
applications. 

Another contribution of our paper is that the deniable 
authentication protocol can either have a trusted center (also 
called Certification Authority) or not, which issues some 
personal public keys for participants in the underlying 
protocol. Currently, all the existing deniable authentication 
protocols have one choice on the trusted centers: either they 
do not use any trusted center at all, [9]; or they fully depend 
on the trusted centers, [2,6]. Therefore, compared with these 
deniable authentication protocols, the proposed one can be a 
better choice in some applications, especially in ad hoc mobile 
networks [24]. 

The organization of the rest of this paper is as follows. In 
section 2, some preliminaries for the proposed protocol are 
provided. In section 3, it discusses the new construction of the 
deniable authentication protocol. The security discussions are 
addressed in section 4. The performance analysis and the 
conclusions appear in section 5 and section 6, respectively. 

II. PRELIMINARIES

In this section, some notations used are provided. In addition, 
some mathematical preliminaries are presented here, such as, 
elliptic curve discrete logarithm problems, pairing over elliptic 
curves, bilinear Diffie-Hellman problems. 

A.  Notations 

Please Let q be a large prime, and *
qZ  be 0\qZ , where 

}1,...,2,1,0{ qZ q
. Let n be a positive integer, H be a 

cryptographic hash function: H: *

2 10,1G Ga , where *1,0

is a set of {0,1}-string with arbitrary length, and 1G and 2G

are an additive q-order group and a multiplicative q-order 
group, respectively [4]. 

KE  represents a public-key digital 

signature algorithm, where K may be its private key or public 
key. We do not specialize what E here, since it can be selected 
upon a practical scenario.  
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B. Pairings over Elliptic Curves 

Let p be a sufficiently large prime that satisfies: (1) 
3mod2p ; (2) 16qp , where q is also a large prime. 

Consider respectively the elliptic curves 
pFE / and  

2/
p

FE   [6], 

[16] defined by the equation: 
                  pxy mod132                               (1) 

Let
1G  be an additive group of order q on an elliptic curve 

pFE / and let 2G  be a multiplicative group of same order q of 

finite field 2p
F  [14]. Generally speaking, an elliptic curve is a 

set of all points Q whose abscissa and vertical values satisfy 
Equation (1).  

The modified Weil pairing is a bilinear mapping from 

11 GG  to
2G ,

                      
211: GGGe

satisfying that the Elliptic Curve Discrete Logarithm (ECDL) 

problems [14] are difficult in 1G and the Bilinear Diffi-

Hellman (BDH) problems [3] are difficult in 1G and 2G . All 

these requirements are needed in the design of new protocol. 
The modified Weil Pairing is: 

        )(,ˆ, QPeQPe for any P, Q in 
1G

where )(,ˆ QPe  is defined in [4]. Importantly, the following 

properties are proved in [4]: 
(1) Bilinearity: ab

QPebQaPe ,, for every pair P, Q in 
1G

and for any a, b in
qZ .

(2) Non-degeneracy: there exists at least one point P in 1G

such that 1, PPe .

(3) Efficient Computability: there are efficient algorithms to 
compute the bilinear pairings e.

Further, some computation issues for e have been addressed 
there. The design of e is investigated in [22]. Next, we will 
describe the Elliptic Curve Discrete Logarithms. 

C. Elliptic Curve Discrete Logarithm Problem 

Definition 1 (Elliptic Curve Discrete Logarithm 
Problem) Given 

1G , one can choose P as a generator in 1G .

With a given xP , where x is an unknown random element of 
*
qZ, the Elliptic Curve Discrete Logarithm (ECDL) problem is 

to find x.

 (ECDLP Assumption) Given xP  and a generator P in 
1G

with unknown *
qZx . An algorithm A has advantage  in 

solving ECDLP in
1G  if 

                  ]),(Pr[ xxPPA

where the probability is taken over the random coin tosses of 

1GP , the random coin tosses of *
qZx , and the random 

coin tosses of A. This assumption implies that it is difficult to 

solve x in *
qZ  with given xP and P  in 

1G .

D. Bilinear Diffie-Hellman Problem 

Definition 1 (Bilinear Diffie-Hellman Problem) Given    

1G , 2G and ),(e  as above, choose P a generator in 
1G . Given 

P, aP, bP, cP with *, , qa b c Z  being three unknown random 

integers, the Bilinear Diffie-Hellman Problem is to compute 

2X G  such that  

                          ( , )abcX e P P .

(BDH Assumption) Given 
1G ,

2G and ),(e  as above, 

choose P a generator in 
1G . Given P, aP, bP, cP with 

*, , qa b c Z being three unknown random integers. An 

algorithm A has advantage  in solving the BDH problem in 

1G ,
2G  and  ),(e   if 

        Pr[ ( , , , ) ( , ) ]abcA P aP bP cP e P P

where the probability is taken over the random choice of 
*, , qa b c Z , the random bits of A, and the random choice of 

1P G . This assumption implies that it is difficult to compute 

2X G  without knowing a, b, c. Further, if we know any one 

of a, b, c, then we can compute X easily [4]. 

III. DENIABLE AUTHENTICATION PROTOCOL

With notations and definitions in previous section, we 
present detailed description of the new deniable authentication 
protocol in this section. We first present the setup for the 
proposed deniable authentication protocol. Afterwards, the 
main steps of the protocol are provided.  

A. Setup  

In the deniable authentication environment, there are 
usually three parties: sender S, receiver R and man-in-the-
middle attacker MIA. MIA between S and R can intercept the 
transmitted messages between them and insert a message of its 
own.  

In the following, we provide the setup for the proposed 
protocol: 

(1) Find a sufficient large prime p satisfying: (a) 
3mod2p ; (b) 16qp , where q is also a large prime. 

Then consider the two elliptic curves 
pFE /  and 

2/
p

FE

defined by Equation (1).  Let 1G  be an additive group of order 

q on an elliptic curve 
pFE /   and let 2G  be a multiplicative 

group of same order of 
2p

F .

(2) Choose a secure cryptographic hash function [17]: 
                       *

2 1( , ) : {0,1}H G Ga .

(3) Construct a bilinear function as defined in subsection     
3.2:  

                            
1 1 2:e G G Ga .

(4) Select a generator element 
1P G . Therefore ( , )e P P  is 

a generator element of. 2G

(5) The certificate authority CEA chooses 
1Q G  as one 
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public parameter of the protocol. Since
1P G  is a generator, 

there must exist an integer 
qf Z  satisfying 

1Q fP G .

(6) Find a public key digital signature scheme ()
prvKE . The 

private key 
prvK   is only known by the sender S. and 

pubK   is a 

public key. ()E  could be chosen from the family of some 

public-key digital signature algorithms over elliptic curves, 
especially based on pairings over elliptic curves. Hence, we 
choose a signature scheme ()E  reported in [23] (pp.309-310).  

(7) S has a certificate ( ; )pubcrt crt K  issued by the CEA. 

The certificate contains the public key 
pubK  for ()E , and the 

signature  of CEA for the signed certificate. The receiver 
can also obtain 

pubK  from the CEA and verify the validity of it.  

(8) Let *{0,1}M  be the message space.  

B. The New Protocol 

In this section, the description of the new deniable 
authentication protocol is provided.  

(1) S randomly chooses a number x from *
qZ  and 

computes
1X xP G  and ( )

prvKX E X ; and then sends X  to R 

(where
prv

K  is the private key of S). 

(2) R chooses a number *
qy Z  randomly; and then sends 

Y yP   to  S. 

(3) R decrypts X  and gets ( )
pubKX E X , and then 

computes  
2( , ) yk e Q X G .

(4) S computes 
2( , )xk e Y Q G .

(5) S sends a message m M  with a hash message 
authentication code ( , )hmac H k m G  to  R. 

(6) R computes 
1( , )hmac H k m G . If hmac hmac, then 

R accepts m. Otherwise, R can reject it. 

Prior to going further, we give the following remarks. 
Remark 1: If the authentication protocol is based on a 

trusted center, then the integer 
qf Z  and  Q  is chosen by the 

CEA. If the authentication protocol has no trusted center, then 

Q and 
pub

K can be decided by the sender and the receiver 

through an identification protocol [19], since only two public 
parameters are used.  

Remark 2: In the above, the sender and the receiver share a 
common key.  In fact,           fxyxx PPeQyPeQYek ),(),(),(

2),(),( GkXQxPfPe yy .

IV. SECURITY DISCUSSIONS

     We will prove that the proposed protocol is a deniable 
authentication one and it is secure against the man-in-the-
middle attacks (MIA) [17]. 

A. Deniable 

We first give a definition for the deniable property. 

Definition 3 (Deniable Property) An authentication 
protocol has the deniable property if a third party can not 
identify the sender, i.e. the source of a message. In detail, an 
authentication protocol has the deniable property, if there 
exists a simulator which can interact with receiver, i.e., 
simulates the transcripts between sender and receiver such 
that, the simulated transcripts (between simulator and R) and 
the real transcripts (between S and R) are indistinguishable 
from a third party's point of view (See [3] for the definition of  
'indistinguishable'). 

In the above definition, a simulator is a probabilistic 
polynomial time algorithm. In order to protect the identity of 
the sender, the deniable authentication protocol provides the 
deniable property. Next, we will prove this assertion. 

Lemma 1 The proposed authentication protocol has deniable 
property. 

Proof To prove that the proposed protocol has deniable 
property, we should prove that the message and  
corresponding hash message authentication code transmitted 
between the sender and receiver could be simulated by a 
probabilistic polynomial time algorithm. 

We first construct a simulator. Then we use this simulator to 
simulate the communication transcripts. Thus, the deniable 
property can be proved via the simulation process of the 
simulator. In fact, the simulator is as follows: 

Step 1. The simulator chooses a random number *
qZ  and 

calculates 
1X P G , and then sends  X  to  R. 

Step 2. R chooses a random number *
qZ  and calculates 

1Y P G , and then sends Y  to the simulator. 

Step 3. R calculates 
2( , ) yk e X Q G . The simulator 

calculates 
2( , )xk e Y Q G . Therefore, the simulator and R 

have a shared common key k k .
Step 4. The receiver could send messages to the simulator. 

That is, she sends a message m M  and the corresponding 
authentication message ( , )hmac H k m  to the simulator. 

By the results reported in [10], [21], [22], the 
communication transcripts could be simulated by a 
probabilistic polynomial time algorithm. 

Based on the construction of the simulator, the hash code is 
indistinguishable to the third party. Thus the protocol has the 
deniable property. 

B. Authenticable 

The authenticable property ensures that from the receiver's 
point of view, the sender can be uniquely identified. 

Lemma 2 In the proposed protocol, the receiver can 
identify the sender. 

Proof First, we investigate the shared common key 

2( , ) ( , )y fxyk e Q X e P P G . Due to the difficulty of Bilinear 

Diffie-Hellman problems in section 2.4, an adversary, who 
even obtains X and Y by interception via compromising the 
public keys, still can not compute 

2( , ) fxyk e P P G , since 

he/she does not know any element of f, x, y. Therefore, any 
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one, who can give {m, hmac} with 
1( , )hmac H k m G  and  

hmac hmac  to the receiver, must be the sender. Therefore, 
the protocol can authenticate the identity of the sender.  

C. Secure against MIA 

Man-in-the-middle attack (MIA) is one of the major attacks 
in peer-to-peer systems [24]. Therefore, it is desirable to let 
the proposed protocol secure against MIA. We first give a 
definition of the aimed attack: 

Definition 4 (Secure against MIA) An authentication 
protocol is secure against an MIA, if MIA can not establish 
any session key with either the sender or the receiver. 

Lemma 3 The proposed protocol is secure with respect to 
the man-in-the-middle (MIA) attack. 

Proof MIA pretends to be the sender to cheat the receiver, 
he needs to produce a key X  in the protocol. If he can 
produce X , he needs to know the number x satisfying 
X xP . This is a hard problem even though MIA knows X

and P. Similarly, MIA can't pretend to be R. Therefore, MIA 
and R (or S) can not share a common key k in any case. 

With the above three lemmas, we could identify that the 
proposed protocol is a secure deniable authentication protocol, 
since it simultaneously provides deniable property, 
authenticable property, as well as the property secure against 
MIA. 

V. EFFICIENCY ANALYSIS

The computation cost for the performance of this new 
protocol is as follows:  the sender needs to compute a point 
multiplication, a pairing evaluation, an encryption, as well as a 
hash evaluation. In addition, the most expensive work for the 
sender is the use of a public-key digital signature algorithm. 
Since the receiver and the sender stand in the symmetric 
position, so the receiver shares the same computation costs.  

The communication cost of the proposed protocol is that the 
sender and the receiver carry out two rounds for 
communications in order for the receiver to obtain a message 
from the sender.  

In practical implementation, we can use some existing tools 
for these computations including point multiplication, bilinear 
pairing evaluation, and hash function evaluation over elliptic 
curves [10], [11], [21], [22].  

The protocol is based on the elliptic curve cryptography 
(ECC) and thus it has high security complexity with short key 
size than those based on DH/DSA/RSA. For example, at the 
equivalent security level, the key sizes (in bits) for ECC and 
DH/DSA/RSA are respectively: 163 (ECC) v.s. 1024 

(DH/DSA/RSA); 283 (ECC) v.s. 3072 (DH/DSA/RSA); 409 (ECC) v.s. 

7680 (DH/DSA/RSA); 571 (ECC) v.s. 15360 (DH/DSA/RSA) [15]. 

VI. CONCLUSIONS

A new deniable authentication protocol has been proposed 
in this paper. It makes use of the bilinear pairings over elliptic 
curves and the principles of Diffie-Hellman key exchanges.  

The protocol is based on the elliptic curves and thus it has 
high computational complexity with short key size. In 
addition, this protocol can have either the trusted center or 
have not a trusted center. 
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