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Perfect Secrecy in Physical Layer Network Coding
Systems from Structured Interference

David A. Karpuk,Member, IEEE,Arsenia Chorti,Member, IEEE

Abstract—Physical layer network coding (PNC) has been
proposed for next generation networks. In this contribution,
we investigate PNC schemes with embedded perfect secrecy by
exploiting structured interference in relay networks with two
users and a single relay. In a practical scenario where both users
employ finite and uniform signal input distributions we propose
upper bounds (UBs) on the achievable perfect secrecy rates
and make these explicit when PAM modems are used. We then
describe two simple, explicit encoders that can achieve perfect
secrecy rates close to these UBs with respect to an untrustworthy
relay in the single antenna and single relay setting. Lastly, we
generalize our system to a MIMO relay channel where the relay
has more antennas than the users and optimal precoding matrices
which maintain a required secrecy constraint are studied. Our
results establish that the design of PNC transmission schemes
with enhanced throughput and guaranteed data confidentiality
is feasible in next generation systems.

Index Terms—Physical layer network coding, achievable se-
crecy rate, perfect secrecy, signal space alignment

I. I NTRODUCTION

Recently, the ideas of network coding [1] have been ex-
tended to the wireless physical medium; notably, in [2],
[3], among others, the concept of harnessing interference
through structured codes was explored in the framework of
physical layer network coding (PNC). These technologies can
be proven instrumental in enabling the envisaged multi-fold
increase in data throughput in fifth generation (5G) networks
[4]. The generic PNC system model with two independent
sources and one relay is depicted in Fig. 1 and assumes that
communication is executed in two cycles. In the first cycle,
the nodes A, referred to as Alice, and B, referred to as Bob,
transmit simultaneously respective codewords to the relaynode
R, referred to as Ray. In the second cycle, Ray, broadcasts to
Alice and Bob a function of the total received signal; Alice and
Bob then retrieve each’s other messages by canceling off their
corresponding transmissions. Depending on the transformation
executed by Ray, one of the following relaying strategies
can be employed: amplify and forward, decode and forward,
compress and forward [5], or the recently introduced compute
and forward [6] approach.

Nevertheless, despite the potential for substantial increase of
the transmission rates in wireless networks, a major obstacle in
the widespread deployment of PNC and generally of relay net-
works arises due to security concerns, i.e., the confidentiality
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Fig. 1. Physical layer network coding (PNC) with two transmitter and one
relay node.

of the exchanged data with respect to an untrustworthy relay.
A straightforward approach would be employing encryption
at upper layers of the communication network or encryption
at the physical layer [7]. However, the management of secret
keys used by the crypto algorithms depends on the structure
of the access network and already fourth generation systems
(4G) have a key hierarchy of height five (5) for each individual
end-user, while there exist multiple keys in each layer of
the hierarchy [8]. Extrapolating from the experience of4G
systems, it is expected that the management of secret keys
in 5G would become an even more complicated task [9]. The
generation, the management and the distribution of secret keys
in decentralized settings, such as device-to-device PNC net-
works, without an infrastructure that supports key management
and authentication will impose new security challenges.

An alternative theoretical framework for the study of data
confidentiality in the physical layer of wireless networks,
dubbed as physical layer security [10]–[12], has recently be-
come a focal point of research in the wireless community. The
metric of interest, referred to as the channel secrecy capacity
is the supremum of transmission rates at which data can be
exchanged reliably while satisfying a weak secrecy [13], [14],
a strong secrecy [15] or a perfect secrecy constraint [16]. As
an example, letXn be then-length encoded version of anR-
bit message transmitted by the source and letZn denote the
passive eavesdropper’s information. Weak and strong secrecy
assume that the code’s blocklengthn becomes arbitrarily long,
while Shannon’s definition of perfect secrecy in [16] on the
other hand explicitly assumes a finite blocklength, i.e.,

lim
n→∞

1

n
I(Xn;Zn) = 0, weak secrecy constraint, (1)

lim
n→∞

I(Xn;Zn) = 0, strong secrecy constraint, (2)

I(X ;Z) = 0, perfect secrecy constraint. (3)

The first study of weak secrecy in relay channels with
confidential messages has appeared in [17] while further

http://arxiv.org/abs/1507.01098v2


2

inner enc.θA outer enc.ϕA PNC channel PNC wrap.f

Ray-Bob channelouter dec.φBinner dec.ϑB

✲ ✲ ✲ ✲ ✲

✛✛✛

sqA unA xnA yn zn

ynBûnAŝqA

Fig. 2. Nested encoder for strong secrecy in PNC systems: Alice encodes the secret messages using an inner encoderθA for reliability and an outer encoder
ϕA for secrecy. On the other hand, Bob employs the corresponding decodersφB andϑB to obtain an estimate of the secret messages transmitted by Alice.

analyses followed [18], [19]; these contributions established
that the secrecy capacity of one-way relay channels is zero,
unless the source-destination channel is better than the source-
relay channel. In essence, relay topologies of practical interest
in which the link to the relay is better than the direct link
were shown to be inherently insecure. Due to this limiting
result, subsequent work focused entirely on cooperative relay
channels with trustworthy relays, [20]–[23] to cite but a few.

However, unlike one-way relay networks, systems employ-
ing network coding can on the other hand benefit from the
simultaneity of transmissions to an untrustworthy relay to
achieve data confidentiality as noted in [24]. In essence, the
structured interference observed by the relay can be exploited
to achieve strong secrecy in the wireless transmissions [25],
[26]. In [27]–[29] the role of interference in achieving strong
secrecy was demonstrated using lattice encoders; in these
works the superposition of the interference to the data was
viewed as a modulo addition operation, i.e., the superposition
was assumed to take place in the code space and not in the
signal space.

In the present study, PNC networks in which Ray can
observe superpositions in the signal space (real sums of signals
transmitted by Alice and Bob as opposed to modulo sums in
the code space) are investigated in the presence of synchro-
nization errors assuming all nodes employM -ary pulse ampli-
tude modulation (M -PAM) transceivers; thisrealistic scenario
is fundamentally more demanding than previously investigated
settings [23]. To separate the problem of secrecy from error
correction, we first restrict to a noiseless channel where we
evaluate upper bounds (UBs) on the achievable perfect secrecy
rates, make these explicit in the case of PAM modems, and
investigate the effect of synchronization errors on secrecy. The
proposed secret encoders in the single input single output
(SISO) setting are constructive examples of coset coding
that allow Ray to obtain estimates of linear combinations
of the transmitted PAM symbols but not to retrieve any of
the secret bits they carry, thus achieving perfect secrecy,
i.e., zero information leakage per PAM symbol. Finally, our
system model is extended to the multiple input multiple output
(MIMO) case in which we study optimal precoding matrices
which achieve the required signal alignment at the relay,
while preserving secrecy. Our study differs from earlier work
on interference alignment for secrecy [30], [31], [32] and
interference alignment for the MIMO channel [33] in that the

required secrecy conditions demand equality ofmatricesrather
than just of thesubspacesgenerated by their columns.

The paper is organized as follows. In Section II the SISO
system model is presented. In Section III we propose upper
bounds (UBs) on the achievable perfect secrecy rates of
the noiseless SISO system given finite constellations, pro-
vide explicit formulas for these bounds in the case of PAM
modems, and further discuss the impact of synchronization
errors on the upper bounds. In Section IV two explicit encoders
achieving perfect secrecy are constructed, the first assuming
no cooperation between the users, and the second assuming
that the user of the smaller constellation has some non-trivial
information about the signal transmitted by the other user.
Both approaches are shown to be close to the relevant upper
bounds. In Section V we generalize our setup to a noisy
MIMO channel in which the users and the relay have multiple
antennas, and study optimal precoding matrices. Finally in
Section VI the conclusions of this contribution are drawn and
future directions of the work are discussed.

II. SECURE PNC SYSTEM MODEL

Communication between Alice and Bob with the help of
Ray takes place into two cycles as depicted in Fig. 1. In
what follows, we use the subscriptA to denote quantities
and variables (source symbols, codewords, etc.) corresponding
to Alice and the subscriptB for those belonging to Bob.
All channel coefficients and encoding/decoding algorithmsare
public, i.e., known by Alice, Bob, and Ray. The notation
xn denotes the sequence[x(1), x(2), . . . , x(n)] while lower
case letters denote realizations of respective random variables
that are represented with the corresponding upper case letters,
e.g.,x denotes a realization of the random variableX with
probability mass function (pmf)pX(x).

We assume that Alice’s and Bob’s source symbols (se-
cret messages) are drawn from discrete alphabets. Under
an average power constraint, the use of Gaussian encoders
has been demonstrated to achieve the secrecy capacity of
the interference channel [34]. However when transmission is
constrained by a joint amplitude-variance constraint1 it has
been shown that the capacity is on the contrary achieved by
employing codebooks of finite size; a recent extension of these

1Under this realistic assumption the amplitude of the transmitted signals is
bounded, as in all actual communication systems.
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results in the wiretap channel has shown that this holds true
for the secrecy capacity as well [35]. Due to this reason, in the
following we exclusively operate under the assumption thatall
codebooks have finite size.

We start by examining the scenario in which all nodes have
single antennas while the multi-antenna case will be covered
in a later section. In the present work we treat separately the
design of secrecy encoders from error correction encoding;this
can be straightforwardly achieved with the nested structure
depicted in Fig. 2 including an inner encoder for reliability
and an outer encoder for secrecy. The reason we propose this
approach is that, contrary to error correction, in the noiseless
PNC setting it is possible to achieve perfect secrecy without
introducingany delay, i.e., secrecy is achieved on a per symbol
basis and does not rely on the existence of noise to increase
the equivocation at Ray but rather on structured interference.

In the presentation of the proposed nested encoder we
employ the following notation: Alice (respectively Bob) em-
ploys a rateq

n
, q, n ∈ N, q ≤ n inner encoderfor reliability

denoted byθA (respectivelyθB) and corresponding decoder
denoted byϑB (respectivelyϑA). Furthermore, to ensure
perfect secrecy Alice (Bob) uses a unit symbol rateouter
secrecy encoderdenoted byϕA (respectivelyϕB) with a
corresponding decoderφB (respectivelyφA). On the other
hand Ray employs a PNC wrapping function (e.g., “compress
and forward”) denoted byf . In subsections II-A to II-C we
explain the above setting in further detail and discuss the
necessary secrecy conditions.

A. First transmission cycle

Inner encoder for reliability: In the first cycle Alice maps
length-q sequences of secret messagessA ∈ SA, selected
uniformly at random from the setSA of secret messages
to length-n codewords. To this end, Alice first employs an
encoderθA : Sq

A → Un
A, θA(s

q
A) = unA. Similarly Bob maps

length-q sequences of secret messagessB ∈ SB using an
encoderθB : Sq

B → Un
B, θB(s

q
B) = unB.

Outer encoder for perfect secrecy: Alice and Bob encode
the sequencesunA andunB respectively to codewordsxnA and
xnB element by element using corresponding encodersϕA :
UA → XA and ϕB : UB → XB with ϕA(uA) = xA and
ϕB(uB) = xB . We defineMA andMB to be the sizes of the
codebooksXA andXB , denoted by|XA| = MA and |XB | =
MB. We setmA = log2MA andmB = log2MB.

Ray’s observation (assuming perfect synchronization at
Alice and Bob) can be expressed as

y = hAxA + hBxB + wR = xR + wR, (4)

wherehA (respectivelyhB) is the channel (fading) coefficient
in the link from Alice (Bob) to Ray,xR = hAxA+hBxB , and
wR is the noise at Ray, modeled as (a realization of) a zero-
mean circularly symmetric Gaussian complex random variable
with varianceσ2

R.

B. Second transmission cycle

PNC wrapping: In the second cycle of the communication,
Ray performs a wrapping of the received PNC observationy

to compressed PNC observations using a mappingf : Y →
Z, wheref(y) = z (e.g., possible options for this mapping
include “compress and forward” and “compute and forward”).
We assume thatf is invertible given eitherxA or xB , that
is, that Alice can recovery from z given that she knowsxA,
and similarly for Bob. An obvious choice is to selectZ = Y
and havef be the identity function, i.e., Ray forwards exactly
what he receives.

Finally, Ray transmitsz to Alice and Bob, who then observe

yA = h̃Az + wA, (5)

yB = h̃Bz + wB , (6)

whereh̃A (respectivelỹhB) is the channel (fading) coefficient
from Ray to Alice (Ray to Bob), andwA (wB) is the noise
at Alice (Bob), modeled as a circularly symmetric complex
Gaussian random variable with varianceσ2

A (σ2
B).

Alice uses a decoderφA : YA → UB, to produce esti-
matesφA(yA) = ûB of Bob’s transmitted secret codewords.
Respectively, Bob uses a functionφB : YB → UA, to
produce estimatesφB(yB) = ûA of Alice’s transmitted secret
codewords.

For the purposes of error correction Alice (Bob) employs a
decoding functionϑA : Un

B → Sq
B with ϑA(û

n
B) = ŝqB (ϑB :

Un
A → Sq

A with ϑB(û
n
A) = ŝqA). Focusing exclusively on the

secrecy of the PNC scheme, we assume thatlimn→∞ Pn
e,A =

0 (limn→∞ Pn
e,B = 0) where the probability of a decoding

error at Alice (respectively Bob) isPn
e,A = Pr[ϑA(û

n
B) 6= sqB]

(respectively (Pn
e,B = Pr[ϑB(û

n
A) 6= sqA]).

C. Perfect Secrecy and an Upper Bound on the Achievable
Secrecy Rates

Perfect secrecy can be achieved with respect to Ray if the
mutual information between Ray’s observation and the secret
source symbols is zero, i.e.,

I(Y ;SA) = 0, perfect secrecy condition for Alice (7)

I(Y ;SB) = 0, perfect secrecy condition for Bob. (8)

The input and output random variables in the PNC system
model form respective Markov chainsSq

A → Un
A → Xn

A →
Xn

R → Y n andSq
B → Un

B → Xn
B → Xn

R → Y n. As a result,
due to the data processing inequality, to satisfy conditions (7)
and (8) it suffices to show that

I(XR;SA) = 0, sufficient condition for (7), (9)

I(XR;SB) = 0, sufficient condition for (8). (10)

For fixed input distributions, encoders, and channels, we
will study the perfect secrecy rates2 Rs

A and Rs
B provided

(9) and (10) are satisfied. To measure the optimality of our
encoding schemes, we will compare them with the following
upper bounds (UBs) on the achievable perfect secrecy rates:

Rs
A ≤ R̂s

A = [I(YB ;XA|XB)− I(Y ;XA)]
+
, (11)

Rs
B ≤ R̂s

B = [I(YA;XB|XA)− I(Y ;XB)]
+
. (12)

2As the messages are delivered over two transmission cycles,one should
potentially multiply all upper bounds and rates by1

2
; however we omit this

factor for clarity and as it does not affect the nature of our results.



4

In the following section we investigatêRs
A and R̂s

B further
for noiseless channels. In [14] it was only shown that (11)
and (12) are achievable for weak secrecy as in (1). As we
consider only perfect secrecy, the above serve only as upper
bounds. However, their intuitive and easily-computable nature
yields them useful nonetheless.

III. U PPERBOUNDS IN THE NOISELESSSCENARIO

Throughout this section and the next we assume that

(i) the pmfs ofXA andXB are uniform, and
(ii) all channels are fixed and invertible.

When channel state information is globally available, we
assume that Alice and Bob employ channel precoders, denoted
respectively bygA andgB, such that

hAgA = hBgB (13)

so that Ray observes

y = hAgAxA+hBgBxB+wR = hAgA(xA+xB)+wR. (14)

Ray now attempts to recover the sumxA + xB . The secrecy
of our proposed encoders depends only on the structure of the
sumxA + xB, so we setwR = 0 in the next two sections. In
this noiseless environment, Ray can post-multiply the received
signal in (14) by (hAgA)−1 to recoverxA + xB exactly.
Similarly, the Ray-Alice and Ray-Bob channels are assumed
noiseless. We summarize by adding a third assumption:

(iii) All channel gains are equal to unity and all noise sources
are zero, that is,hA = hB = h̃A = h̃B = 1 andwA =
wB = wR = 0.

While this may seem unrealistic, we are rather interested inthe
achievable perfect secrecy rates based solely on the structure
of the sumxA + xB itself. Thus while the presence of noise
and channel gains can have a deteriorating effect on Alice
and Bob’s overall data rate, removing assumption (iii) will
not affect perfect secrecy relative to Ray, nor will it affect the
perfect secrecy rate relative to the overall data rate.

We note that although channel inversion is impractical in
Rayleigh environments, it can be employed whenever a line
of sight (LOS) exists between either transmitter and Ray,
i.e., whenever a Rician, a Nakagami-m or other large scale
fading channel model [36] is applicable. We will return to
the question of designing optimal precodersgA andgB in the
presence of noise in Section V.

A. An Upper Bound on the Achievable Perfect Secrecy Rate

In the noiseless setting with unit channel gains, the set of
all possible observations at Ray is

Y = XR = {xA + xB | xA ∈ XA, xB ∈ XB} (15)

which comes with an addition function

ψ : XA ×XB → Y, ψ(xA, xB) = xA + xB. (16)

Crucial to our analysis are the sets

ψ−1(y) = {(xA, xB) | y = xA + xB}. (17)

The pmf ofY is given by the convolution of the pmfs ofXA

andXB, which is clearly seen to be

pY (y) =
∑

xA,xB

xA+xB=y

pXA
(xA)pXB

(xB) =
|ψ−1(y)|
MAMB

. (18)

The following proposition gives a compact, intuitive upper
bound on the achievable secrecy ratesR̂s

A and R̂s
B.

Proposition 1: In the noiseless scenariôRs
A and R̂s

B are
equal. Furthermore, denotinĝRs = R̂s

A = R̂s
B, we have

R̂s =
∑

y∈Y

log2 |ψ−1(y)| |ψ
−1(y)|

MAMB

(19)

Proof: See Appendix A.
In the noiseless scenario we therefore simply defineR̂s to

be the perfect secrecy rate UB. Intuitively, for a giveny ∈ Y,
log2 |ψ−1(y)| measures equivocation at Ray in bits, and should
therefore upper bound the total number of secret bits that Alice
and Bob can transmit when Ray observesy while maintaining
perfect secrecy. The quantity|ψ−1(y)|/MAMB = pY (y)
measures the frequency at which Ray observesy, properly
weighting the sum as a rate calculation would. However, note
that to fully exploit the value of|ψ−1(y)|, Alice and Bob
would need to know this number, and hence need non-trivial
knowledge of each other’s symbols, in advance.

B. Guaranteed Entropy

In this subsection, we establish upper bounds on the achiev-
able secrecy rates in the scenario in which Alice and Bob have
no knowledge of the other’s symbols. For such a scenario,
these upper bounds are necessarily tighter than the aboveR̂s.
First, we define for any symbolsxA andxB a useful notion
of the amount of confusion Ray is guaranteed to experience
when transmitting one of these points.

Definition 1: For anyxA ∈ XA we define theguaranteed
entropyof xA to be

s(xA) = min
xB∈XB

log2 |ψ−1(xA + xB)|. (20)

and similarly for anyxB ∈ XB we define

s(xB) = min
xA∈XA

log2 |ψ−1(xA + xB)|. (21)

The following proposition is more or less immediate.
Proposition 2: In the noiseless scenario with unit channel

gains where Alice has no knowledge ofxB and Bob has
no knowledge ofxA, the achievable secrecy rates are upper
bounded byRs

A ≤ R̃s
A andRs

B ≤ R̃s
B where

R̃s
A =

∑

xA∈XA

s(xA)

MA

, R̃s
B =

∑

xB∈XB

s(xB)

MB

(22)

Proof: Suppose that a secret messagesA of lengthl(sA)
is encoded inxA, so thatlog2 l(sA) measures the amount of
information in sA in bits. For anyxB , Ray can determine
mA − log2 |ψ−1(xA + xB)| of the total numbermA of
bits transmitted by Alice. As Alice has no knowledge of
xB, the value ofl(xA) must be independent ofxB , and it
follows that maintaining perfect secrecy requireslog2 l(sA) ≤
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Fig. 3. The pmf of Ray’s observationy = xA+xB in the noiseless scenario
with channel gainshA = hB = 1. Here Alice employs a4-PAM modulator
and Bob a16-PAM modulator.

log2 |ψ−1(xA + xB)| for all xB . Hencelog2 l(xA) ≤ s(xA),
from which it follows that

Rs
A ≤

∑

xA∈XA

log2 l(sA) · pXA
(xA) ≤

∑

xA∈XA

s(xA)

MA

(23)

as claimed. Identical reasoning applies to Bob.
Note that the above upper bounds̃Rs

A and R̃s
B hold re-

gardless of the nature of the input distributionsSA andSB;
that is, they apply to non-binary and non-uniform secret input
distributions alike. Similarly, they hold regardless of whether
one chooses to code over several time instances.

C. Upper Bounds on the Achievable Perfect Secrecy Rates for
PAM Modems

Let us now study a familiar scenario in whichXA andXB

are, respectively,MA- andMB-PAM constellations, so that
XA is the uniform distribution on

XA = {−(MA−1),−(MA−3), . . . ,MA−3,MA−1} (24)

and similarly forXB. Throughout this section we assume that
MB ≥ 2MA. The theorems of this subsection evaluate the
upper bounds of the previous subsection for PAM modems.

Proposition 3: In the noiseless setting with unit channel
gains when Alice and Bob employMA-PAM andMB-PAM
modulators withMB ≥ 2MA, we have

|ψ−1(y)| =




0 y odd or |y| ≥MB +MA,
MB+MA−|y|

2 MB −MA + 2 ≤ |y| ≤MB +MA − 2,
MA |y| ≤MB −MA.

Proof: This is a straightforward calculation and is there-
fore omitted.

The above proposition in conjunction with (18) allows us
to explicitly describe the Ray’s pmfpY (y). In Fig. 3 we plot
the values of|ψ−1(y)| for MA = 4 andMB = 16. In the
following sections we will exploit the trapezoidal nature of
Ray’s pmf when constructing explicit encoding functions.

Theorem 1: In the noiseless setting with unit channel
gains when Alice and Bob employMA-PAM andMB-PAM

modulators withMB ≥ 2MA, we have

R̂s = mA

MB −MA + 1

MB

+

MA−1∑

a=1

log2(a)
2a

MAMB

. (25)

In particular, for fixedMA we havelimMB→∞ R̂s = mA.
Proof: See Appendix B.

The follow proposition explicitly computess(xA) and
s(xB), which immediately results in explicit expressions for
R̃s

A andR̃s
B of Section III-B which do not assume cooperation

between Alice and Bob.
Proposition 4: In the noiseless setting with unit channel

gains when Alice and Bob employMA-PAM andMB-PAM
modulators withMB ≥ 2MA, the guaranteed entropies ofxA
andxB are given by

s(xA) = log2

Å

MA + 1− |xA|
2

ã

(26)

s(xB) =

®

mA |xB| ≤MB − 2MA + 1

log2
Ä

MB+1−|xB|
2

ä

otherwise.

Proof: See Appendix C.

D. Effect of Time Synchronization Errors on the Upper Bounds

One of the main issues in PNC networks is that the assump-
tion of perfect time synchronization is too optimistic. In this
subsection we investigate the effect of time synchronization on
R̂s when Alice and Bob employM -PAM modulators. In this
case the analog signals transmitted by Alice and Bob, denoted
by tA(t), and tB(t) respectively, can be expressed as:

tA(t) =

∞∑

l=−∞

xA(l) cos(2πft)g(t− lT − δTA), (27)

tB(t) =

∞∑

l=−∞

xB(l) cos(2πft)g(t− lT − δTB), (28)

where T is the symbol period,δTA and δTB denote the
synchronization errors at Alice and Bob respectively and are
assumed to be uniformly distributed in the range[0, T ] and
g(t) denotes the transmitter filter (commonly implemented
as a raised cosine filter). Here for simplicity we assume
that the transmitter filter is a simple rectangular window of
length equal to the symbol periodT . Neglecting all other
noise sources and assuming that Ray employs a matched filter
receiver implemented as a standard correlator receiver, Ray’s
observationy(l) during thel-th symbol can be expressed as

y(l) =
2

T

∫ 0

−δTA

xA(l − 1) cos2(2πft)dt

+
2

T

∫ T−δTA

0

xA(l) cos
2(2πft)dt

+
2

T

∫ 0

−δTB

xB(l − 1) cos2(2πft)dt

+
2

T

∫ T−δTB

0

xB(l) cos
2(2πft)dt

= (1− α)xA + (1− β)xB + αxA(l − 1)

+ βxB(l − 1), (29)
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Fig. 4. Numerical evaluation of the UB̂Rs in the presence of time
synchronization errors denoted byδTA and δTB . The symbol period is
normalized to unityT = 1.

where

α =
sin

(
4π δTA

T

)

4π
+
δTA
T

, (30)

β =
sin

(
4π δTB

T

)

4π
+
δTB
T

. (31)

As a result of time synchronization errors, Alice’s and Bob’s
symbols are misaligned when reaching Ray. We investigate the
effect of this misalignment on the UBs by numerically evaluat-
ing (11) and (12). The results are depicted results in Fig. 4;for
relatively small synchronization errorsδTA, δTB < 0.25T , the
effect onR̂s is negligible. On the other hand, as the synchro-
nization errors increase their impact on the UBs becomes
increasingly important. Interestingly, due to the sinusoidal
parts ofα andβ, there are four regions of values of(δTA, δTB)
– around the points

(
1
4 ,

1
4

)
,
(
1
4 ,

3
4

)
,
(
3
4 ,

1
4

)
and

(
3
4 ,

3
4

)
– in

which the decrease in̂Rs is more acute.

IV. EXPLICIT ENCODER CONSTRUCTION WITHPAM
MODEMS IN THE NOISELESSSCENARIO

Throughout this section we assume that Alice and Bob use
PAM modems with sizesMA andMB, respectively, satisfying
MB ≥ 2MA. We retain the assumptions of the previous
section, namely that all channels are noiseless and all channel
gains are set to unity.

The central idea behind the proposed approach in designing
the secrecy encodersϕA and ϕB stems from the following
observation. The superposition of two PAM signals is equiv-
alent to the convolution of two uniform pmfs; the resulting
pmf contains a “flat” region in which Ray’s observations are
equiprobable and two “linear” regions in which combinations
of symbols occur with increasing/decreasing probabilities, as
demonstrated in Fig. 3 forMA = 4 andMB = 16.

In this section we construct explicit secret bit encoders
at both Bob and Alice, compute the corresponding perfect
secrecy rates, and compare the results to the relevant upper
bounds of the previous section. The first subsection is devoted

to the situation wherein neither Alice nor Bob has any infor-
mation about the other’s transmitted signal; thus comparison
of the obtained secrecy rates with the upper boundsR̃s

A and
R̃s

B is appropriate. The scheme is shown to perform close to
these upper bounds, but Alice’s rate is somewhat deficient in
an absolute sense, in that asMA → ∞, it leaves a constant
gap to the optimal asymptotic behavior ofmA bits/sec/Hz.

To increase Alice’s secrecy rate, in the second subsection
we study her achievable secrecy rate when she has knowledge
of ⌊s(xB)⌋ (where⌊·⌋ denotes the floor function) prior to the
transmission of this symbol by Bob. We construct a simple
scheme which rectifies the deficient asymptotic performance
of the scheme of the previous subsections.

A. Explicit Encoder Construction

This subsection presents an encoding scheme for both Alice
and Bob which does not depend on either user having any
knowledge of the other’s symbols, i.e. no cooperation is
necessary between Alice and Bob. For simplicity we only
describe Bob’s encoding function; obvious remarks apply to
Alice throughout. We construct our encoding function by
first describing a bit labeling procedure on each of Bob’s
constellation points. We then declare certain bits ofxB to
be secret and the rest to be public, depending essentially on
the value ofs(xB), which in turn effectively determines the
encoding procedure.

We begin by defining subsetsX (k)
A and X (k)

B of Alice
and Bob’s constellations, respectively, for each indexk =
0, . . . ,mA, whose usefulness is made clear by the subsequent
proposition. Recall thatMB ≥ 2MA.

For Alice’s constellation, we set

X (0)
A = {xA | MA − 5 < |xA| ≤MA − 1}

X (k)
A = {xA | MA − 1− 2k+2 < |xA| ≤MA − 1− 2k+1}

for k = 1, . . . ,mA − 2, and

X (k)
A = ∅ for k = mA − 1,mA

For Bob’s constellation, we define

X (0)
B = {xB | MB − 5 < |xB | ≤MB − 1}

X (k)
B = {xB | MB − 1− 2k+2 < |xB | ≤MB − 1− 2k+1}

for k = 1, . . . ,mA − 1, and

X (mA)
B = {xB | |xB | ≤MB − 2MA − 1}

Proposition 5:The subsetsX (k)
A andX (k)

B satisfy

s(xA) ≥ k for all xA ∈ X (k)
A (32)

s(xB) ≥ k for all xB ∈ X (k)
B (33)

and their cardinalities are given by

|X (k)
A | = 2k+1 if 1 ≤ k ≤ mA − 2 (34)

and

|X (k)
B | =

ß

2k+1 if 1 ≤ k ≤ mA − 1
MB − 2MA if k = mA

(35)

Proof: This is a straightforward but lengthy application
of the formulas fors(xA) ands(xB) given in Proposition 4.
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The setX (mA)
B is maximal in the sense that one can easily

shows(xB) < mA for all xB 6∈ XB ∪ {±(MB − 2MA +1)}.
Thus X (mA)

B is the largest subset ofXB on which Ray is
guaranteed to experience the maximum number of bits of
equivocation, namelymA, and whose cardinality is divisible
by MA. This latter condition is necessary to maintain the
assumed uniformity of the random variablesSB and XB.
Similar remarks apply for the otherX (k)

B .

Our bit labeling procedure can be described pictorially by a
perfect binary tree as in Fig. 5. Each point inXB is assigned
in increasing order to a leaf in the perfect binary tree with
MB leaves. The edges at each level of the tree are alternately
labeled with a0 or a 1. A point xB is then given a bit
labeling by tracing the tree downwards from the root node
to the corresponding leaf, so that the bit closest to the root
node is the left-most bit in the string. For the example in Fig.
5 with MB = 16, we have the bit labelings0101 → −5,
1011 → 7, etc. It is easy to prove by induction onmB that
each point is assigned a unique bit string of lengthmB.

We now declare the lastk bits of all xB ∈ X (k)
B to be

secret. To encode queues of public and secret bits, Bob begins
at the root node of the tree and travels downwards, encoding
public bits until he hits a node all of whose descending edges
correspond to secret bits. He then switches to his queue of
secret bits and begins encoding those, until the constellation
point to be sent is completely determined.

Example 1:Let us setMA = 4 andMB = 16, and suppose
that Bob wishes to transmit the public and secret (respectively)
bit strings

PB = 00110110, SB = 1001 (36)

He begins by encoding the left-most bits inPB, namely001,
at which point the first bit inSB (namely1) determines the
final decision in the tree. The first constellation point to besent
is thereforexB = −9, corresponding to the bit string0011.
He continues in this way, finally determining the symbols for
transmission to be

0011 → −9 = xB(1)

1000 → +1 = xB(2)

1101 → +11 = xB(3)

(37)

wherexB(i) is sent during theith time instance.

It is clear from the tree description that the secret bits
encoded inX (k)

B represent all bit strings of lengthk uniformly.
Thus the assumption of uniformity in the random variablesPB

andSB which model Bob’s public and secret input symbols
guarantee thatXB is uniform as well. Moreover, it is clear
from Proposition 5 that whenever Bob transmitsk secret bits
(that is, transmits a constellation pointxB ∈ X (k)

B ), Ray must
guess uniformly at random from all possible bit strings of
lengthk when attempting to decode the lastk bits of the string
corresponding toxB . Hence perfect secrecy is preserved, that
is, I(Y ;SB) = 0.

Theorem 2:The secrecy rates at Alice and Bob obtained
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Fig. 6. The gap∆A = |R̃s
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| at Alice given the encoding scheme

of Section IV, as a function ofmA ≥ 2 and evaluated using the explicit
formulas from Proposition 4 and Theorem 2.
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evaluated using the explicit formulas from Proposition 4 and Theorem 2.

using the present strategy are given by

Rs
A = mA − 3 +

4

MA

Rs
B = mA − 4

MB

(MA − 1)
(38)

In particular, for fixedMA we havelimMB→∞Rs
B = mA.

Proof: This is a simple calculation given the sizes of the
setsX (k)

A andX (k)
B in Proposition 5. In particular, since Alice

transmitsk secret bits onX (k)
A , we have

Rs
A =

mA−2∑

k=1

k
|X (k)

A |
|XA|

=
2

MA

mA−2∑

k=1

k2k. (39)

We now make use of the formula
n∑

k=1

k2k = n2n+2 − (n+ 1)2n+1 + 2 (40)

which can be easily proven by induction onn. Plugging into
the above completes the proof for the calculation of Alice’s
rate, and a similar computation is performed for Bob.
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Fig. 5. Secret bit encoder at Bob forMA = 4 andMB = 16, where secret bits are denoted in red and public bits in black. The subsetsX (k)
B

are given by

X
(2)
B

= {−7, . . . , 7} andX (1)
B

= {−11,−9, 9, 11}.

As the present scheme does not rely on any cooperation
between Alice and Bob, we compare the obtained secrecy rates
to the corresponding upper bounds̃Rs

A and R̃s
B. To measure

the failure of our schemes to obtain the relevant upper bound,
in Fig. 6 and Fig. 7 we plot the gaps

∆A = |R̃s
A −Rs

A|, ∆B = |R̃s
B −Rs

B|, (41)

respectively, as functions ofmA andmB (recall that neither
R̃s

A nor Rs
A depends onmB, and that both the rate and the

upper bound were zero whenmA = 1).
The gaps∆A and ∆B are seen to be less than0.7 bits

for all values ofMA and MB. Furthermore, the gap∆B

at Bob shrinks to less than0.35 bits for all MB ≥ 4MA.
Note also that the gap∆B remains approximately constant
for fixedMA/MB and increasingMB, while the rateRs

B and
upper boundR̃s

B increase without bound, thus showing that
Rs

B/R̃
s
B → 1 as the sizes of the constellations increase. These

statements are in fact provable using the explicit expressions
from Proposition 4 and Theorem 2, but as it involves a lengthy
unintuitive calculation it will be omitted.

B. Explicit Encoder Construction with Cooperation

The scheme of the previous subsection left a large gap
of approximately three bits between Alice’s secrecy rate and
the upper bound̂Rs, even asymptotically as the size of her
constellation increases. In this subsection we show that Alice’s
secrecy rate can greatly increase with knowledge of only
⌊s(xB)⌋ prior to transmission, where⌊·⌋ is the floor function.

Since we assume Alice has some knowledge ofxB, we
judge our scheme against the upper boundR̂s of Theorem
1. We remark thatR̂s implicitly assumes Alice has full
knowledge ofxB, while we assume much less and therefore
this upper bound can be expected to be somewhat loose.

The assumption that Alice knows some information about
Bob’s signal is applicable if, for example, Bob transmits this
information in a cryptographically secure manner to Alice
before the current transmission cycle. Equivalently, one could
assume that Alice and Bob both know the value of a given
jamming signal, of which Ray has no knowledge.

Knowing that ⌊s(xB)⌋ = k prior to transmission, Alice
can potentially transmitk secret bits in everyxA ∈ XA.
She exploits this knowledge by using the same tree-based bit
labeling as in the previous section, but declares the lastk bits
of everyxA to be secret whenever⌊s(xB)⌋ = k. The nature

of the bit labeling guarantees that for a givenxB satisfying
⌊s(xB)⌋ = k, all bit strings of lengthk are represented
uniformly among Alice’s symbolsxA. Encoding public and
secret bits proceeds as before.

Example 2:Let us setMA = 8 andMB = 32. For this
example, we have

⌊s(xB)⌋ = 3 ⇔ xB = ±1, . . . ,±17

⌊s(xB)⌋ = 2 ⇔ xB = ±19,±21,±23,±25

⌊s(xB)⌋ = 1 ⇔ xB = ±27,±29

⌊s(xB)⌋ = 0 ⇔ xB = ±31

(42)

Suppose that Alice wishes to transmit the public and secret
(respectively) bit strings

PA = 01, SA = 1111011 (43)

and knows for the next three time instances that⌊xB(1)⌋ = 3,
⌊xB(2)⌋ = 2, ⌊xB(3)⌋ = 2. She thus transmits3 secret bits
in the first time instance,2 in the second, and2 in the third.
The output of the tree encoder is therefore

111 → +7 = xA(1)

010 → −3 = xA(2)

111 → +7 = xA(3)

(44)

Notice that for these values ofMA andMB, Alice’s secrecy
rate according to the scheme of the previous section was only
0.5 bits/sec/Hz.

Theorem 3:Suppose that Alice and Bob employMA- and
MB-PAM modems withMB ≥ 2MA, and assume that Alice
has prior knowledge of the value of⌊s(xB)⌋ for all xB . Then
Alice can obtain the secrecy rate

Rs
A = mA − 4

MB

(MA − 1) +
2mA

MB

. (45)

using the above-outlined encoder. In particular, for fixedMA

we havelimMB→∞Rs
A = mA.

Proof: Using the explicit formula for|ψ−1(y)| given in
Proposition 3, one can compute that

|{xB | ⌊s(xB)⌋ = k}| =
ß

2k+1 k ≤ mA − 1
MB − 2MA + 2 k = mA

Whenever Bob transmitsxB such that⌊s(xB)⌋ = k, Alice
transmitsk secret bits uniformly at random. Her secrecy rate
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Fig. 8. The gap∆c
A

= |R̂s − Rs
A
| between Alice’s secrecy rate given the

encoding scheme of Section IV-B and the upper boundR̂s, as a function of
MB for various values ofMA ≤ 4MB .

is therefore given by

Rs
A = mA

MB − 2MA + 2

MB

+

mA−1∑

k=0

k
2k+1

MB

(46)

which straightforward simplification using (40) shows is equal
to the quantity stated in the theorem.

In Fig. 8 we plot the gap∆c
A = |R̂s−Rs

A| whereRs
A is the

secrecy rate at Alice obtained from Theorem 3, andR̂s is the
upper bound on the secrecy rates from Section 1. While the gap
∆c

A can be as much as1.7 bits forMB = 2MA, we note that
one can prove∆c

A < 0.9 bits whenMB = 4MA and∆c
A <

0.5 bits for MB = 8MA. Furthermore, whileR̂s is a useful
upper bound, it implicitly assumes Alice knowsxB exactly
rather than simply the value of⌊s(xB)⌋, hence some non-
trivial gap should be expected. Lastly, we note that for a fixed
ratio MA/MB, we see that∆c

A → constant, demonstrating
thatRs

A/R̂
s → 1 as the sizes of the constellations increase.

V. GENERALIZATION TO THE MIMO RELAY CHANNEL

The previous two sections have assumed that all noise
sources are zero. This section removes that assumption and
simultaneously generalizes to a MIMO channel in which Alice
and Bob each haveN antennas and Ray hasM ≥ N antennas.
We assume that Alice and Bob employ one of the encoders
discussed in Section IV. Having fixed a secrecy encoder, it
is crucial to the success of Alice and Bob’s transmission that
Ray decode the sumxA + xB of their symbols correctly, a
point we now address by studying optimal precoding matrices
at Alice and Bob.

Let us denote the channel matrices Alice to Ray and Bob
to Ray byHA, HB ∈ C

M×N , respectively, and the channel
matrices from Ray to Alice and Ray to Bob, respectively, by
H̃A and H̃B ∈ C

N×M . We assume all matrices are selected
from a continuous distribution and are therefore full-rankwith
probability1.

Let d ≤ N and suppose Alice and Bob wish to transmit
length d vectorsxA and xB of information symbols. They

employ linear precodersGA, GB ∈ C
N×d, so that Ray

observes
y = HAGAxA +HBGBxB + wR (47)

where wR is a lengthM vector of additive noise, with
entries i.i.d. zero-mean real Gaussian and varianceσ2

R per
real dimension. To guarantee that Ray only observes sums
of information symbols, Alice and Bob then must construct
GA andGB to satisfy

HAGA = HBGB (48)

so that Ray observes

y = HAGA(xA + xB) + wR (49)

from which he attempts to decode the sumxA + xB . Hence
condition (48) is crucial to employing the secrecy encodersof
the previous section.

We further impose power constraints on Alice and Bob by
first defining their average per-symbol power by

PA = E|xA,i|2, PB = E|xB,i|2 (50)

wherexA = (xA,1, . . . , xA,d)
T and xA,i is a PAM symbol,

and similarly forxB,i. To maintain this constraint after pre-
coding we impose the conditions

||GA||2F ≤ N, ||GB||2F ≤ N. (51)

Here we recall that||A||2F denotes the Frobenius norm of a
matrixA, defined by

∑
i σ

2
i , whereσi are the singular values

of A. Note that assuming (48) and (50), and after appropriate
scaling of the channel matricesHA andHB , we have that the
average power of the received signal at Ray isPR = PA+PB.

A. Degrees of Freedom

It is well-known and not hard to show (see [32], [37], [38])
that the degrees of freedomd of interference-free transmit
dimensions available to both Alice and Bob is bounded by
d ≤ (2N −M)+, and that everyd satisfying this inequality
admits an interference-free transmission scheme. Let us recall
briefly how such schemes are constructed. LetHA andHB

be the column spans ofHA and HB, respectively, so that
dimHA ∩ HB = (2N − M)+. If d ≤ (2N − M)+ then
Alice and Bob decide on ad-dimensional subspaceS of
this intersection, and then chooseN × d precoding matrices
GA, GB such thatspanHAGA = spanHBGB = S. In a
similar manner,d ≤ (2N − M)+ guarantees that Ray can
transmit his PNC codewords back to Alice and Bob without
the loss of any signal dimensions.

To ensure successful encoding and decoding which maxi-
mizes the degrees of freedom, we therefore restrict tod, M ,
andN satisfying1 ≤ d = 2N −M from now on.

B. The Dimension of the Space of Precoders

In this subsection we compute the dimension of the space
of all GA andGB satisfying the secrecy constraint (48) and
the power constraint (51). The dimension of this space mea-
sures the number of independent parameters when choosing
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precoding matrices, and determines the difficulty of optimiz-
ing the precoders numerically. To be mathematically precise,
‘dimension’ here means ‘dimension as a real manifold’, but
we omit the mathematical technicalities in favor of exposition.

If GA andGB are any precoders such that||GA||2F < N and
||GB ||2F < N , then we can always improve the performance
of the system by multiplying both precoders by a constant so
that either||GA||2F = N or ||GB ||2F = N . So from now on
we assume that one of the inequalities in (51) is an equality.
On the other hand, the probability that both inequalities are
actually equalities, e.g. that both precoders can be chosento
maximize both Alice and Bob’s transmit power, is zero.

Proposition 6:Fix N ≤M andd = 2N −M ≥ 1, and let
HA, HB ∈ C

M×N be generic full-rank matrices. Consider the
matrix equationHAGA = HBGB for some variable matrices
GA, GB ∈ C

N×d such that||GA||2F ≤ N or ||GB ||2F ≤ N ,
and that exactly one of these inequalities is an equality. Then

dimR P = 2(d2 − 1). (52)

wheredimR denotes dimension as a real manifold andP is
the space of all suchGA, GB satisfying the above conditions.

Proof: As a real Euclidean space, the dimension of the
space of all pairsGA, GB ∈ C

N×d is 4Nd. Accounting for
both real and imaginary parts, the equationHAGA−HBGB =
0 defines2Md linear equations in the entries ofGA, GB, all
of which are independent by the assumptions thatHA and
HB are generic and full-rank. Furthermore, suppose without
loss of generality that||GA||2F = N . This single additional
quadratic equation further reduces the dimension of the total
space by two. Putting this all together gives usdimR P =
4Nd− 2Md− 2 = 2(d2 − 1) as claimed.

Thus when the degrees of freedom of the system is
maximized, we havedimP = 2(d2 − 1) dimensions to
optimize over when constructing optimal precoders. When
(M,N) = (3, 2) or (5, 3), for example, the dimension ofP
is zero and thusP consists of only isolated points, meaning
that additional steepest descent optimization cannot improve
system performance.

C. Optimizing Precoders at Alice and Bob

While the previous section addressed the difficulty of opti-
mizing precoders, in this subsection we address exactly what
objective functions should be optimized. Successful transmis-
sion between Alice and Bob requires Ray to accurately detect
the sumxA + xB. That is, assuming the secrecy constraint
HAGA = HBGB is satisfied,GA andGB should then be
designed to maximize the mutual information at Ray. We see
that the task at hand is the following optimization problem:

maximize
GA,GB

I(Y ;XA +XB)

subject to
ß

max{||GA||2F , ||GB ||2F } ≤ N
HAGB = HBGB

(53)

whereY = HAGAXA + HBGBXB + WR as before. No-
tice that the constraints exactly describe the spaceP of all
precoders studied in Proposition 6.

It is important to note that the goal of the above optimization
problem is not to increase the secrecy rate for either Alice

or Bob, as the protocols of the previous section have already
fixed this quantity. Rather, we seek to increase the overall data
rate of the total received signal at Ray, subject to the secrecy
constraints.

1) Zero-forcing precoders:A straightforward zero-forcing
scheme which satisfies the power and secrecy constraints of

(53) is the following. Let
ï

EA

−EB

ò

be a2N × d matrix whose

columns form a basis of the right nullspace of theM × 2N
block matrix [HA HB ]. Now set

GA =
√
NEA/γ, GB =

√
NEB/γ

γ = max{||EA||F , ||EB ||F }
(54)

and it follows immediately thatHAGA = HBGB as desired.
When N = M = d, we can takeGA =

√
NH−1

A /γ and
GB =

√
NH−1

B /γ, whereγ = max{||H−1
A ||F , ||H−1

B ||F }.
Every pairGA, GB of precoding matrices satisfying the

secrecy and power constraint can be constructed via the above
process. However, for certain parameters ofM andN , one
can further optimize some initial zero-forcing scheme.

2) Relaxation using the gap approximation:As an attempt
at an improvement on the above scheme, let us suppose that
the power and secrecy constraints of (53) are satisfied and use
the gap approximation to approximateI(Y ;XA+XB) by the
channel capacity:

C(HA,HB) ≈ I(Y ;XA +XB) + Γ (55)

whereΓ is a constant. By a well-known formula [39], the
channel capacity (for fixedHA, HB) is then

C(HA,HB) = log2 det

Å

IM +
PA + PB

σ2
R

HAGAG
†
AH

†
A

ã

(56)
The relaxation of the optimization problem at hand is then
to maximizeC(HA,HB) over all pairs(GA, GB) subject to the
same constraints of (53). At first glanceHB andGB are absent
from this expression, but recall that we have already assumed
thatHAGA = HBGB.

To optimize (56) numerically, one performs steepest descent

as follows. LetG =

ï

GA

GB

ò

, so that the task is to optimize over

all possibleG satisfying the power and secrecy constraints.
The constraints of (53) restrict the set of all possibleG to
a bounded region ofN = null

[
HA −HB

]
. One performs

steepest descent on the coordinates ofG as normal, but after
every iteration replacesG with the projection ProjNG and
scales both blocks ofG to satisfy the power constraint of
(53). We omit further details.

In Fig. 9 we plot the channel capacity (56). Here the “zero-
forcing” precoders were found according to (54). The “gap
approximation” precoders were then numerically optimized
according to (56), and results were averaged over103 pairs
(HA, HB) of channel matrices. The entries ofHA andHB

were drawn from i.i.d. complex zero-mean circularly symmet-
ric Gaussian distributions with variance1/M .

The most notable feature of Fig. 9 is that further optimiza-
tion improves the precoding schemes for(M,N) = (3, 3)
and (4, 3) quite a bit, but offers no improvement for the
other two cases. This is explained by Proposition 6, since
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only for these parameters isdimRP = d2 − 1 > 0.
Secondly, the performance of the gap approximation precoder
for (M,N) = (4, 3) is better than that of the zero-forcing
precoder for(M,N) = (3, 3), even though the second scheme
offers an additional degree of freedom. Hence at the practical,
finite SNR regimes of interest, specific precoding matrices may
have more impact on capacity than the degrees of freedom.

VI. CONCLUSIONS ANDFUTURE WORK

We have studied the potential for perfect secrecy in a
single-relay network with two users. Given finite, uniform
input distributions, we have calculated upper bounds for the
perfect secrecy rates under the assumptions that one user does
or does not have information about the other user’s signal,
made these upper bounds explicit for PAM modems, and
discussed the impact of synchronization errors on secrecy.
Two schemes that achieve perfect secrecy were presented
using standardM -PAM modulators, one which assumes no
cooperation between the users, and one which assumes the
user with the smaller constellation knows some information
about the other user’s signal. Gaps to the relevant upper
bounds were shown to be small, especially asymptotically
as the size of the larger constellation increases. The system
was generalized to a MIMO setting, and precoding matrices
maintaining the required secrecy constraints were studied.
Finally, the potential for lattice encoders, alternative power
allocation schemes, and applications to larger relay networks
will be examined in the future.

APPENDIX

A. Proof of Proposition 1

Proof: We first show that the UBs in the noiseless
scenario are given by

R̂s
A = mA − I(Y ;XA), R̂s

B = mB − I(Y ;XB). (57)

where we recall thatmA = log2MA andmB = log2MB. To
see this note that in the noiseless scenario, the assumptions

of Section II guarantee thatI(YB ;XA|XB) = mA, as Alice’s
symbol is perfectly recoverable given Bob’s observation. The
above follows for Alice by substitution into (11), and the result
for Bob follows by symmetry.

By the above it suffices to compute the mutual information
I(Y ;XA). We first fix a singlexA ∈ XA and compute the
marginal mutual informationI(Y ;xA). An easy computation
reveals that the joint distribution(Y,XA) has pmf

pY,XA
(y, xA) =

|ψ−1(y) ∩ ({xA} × XB) |
MAMB

=

ß

0, ψ−1(y) ∩ ({xA} × XB) = ∅
1

MAMB
, otherwise

Computing the mutual informationI(Y ;xA) now gives

I(Y ;xA) =
∑

y∈Y

pY,XA
(y, xA) log2

Å

pY,XA
(y, xA)

pY (y)pXA
(xA)

ã

=
∑

y∈Y
y∈xA+XB

1

MAMB

log2
MA

|ψ−1(y)| (58)

Summing up over allxA, we arrive at

I(Y ;XA) =
∑

xA∈XA

I(Y ;xA)

= mA −
∑

xA∈XA

∑

y∈Y
y∈xA+XB

log2 |ψ−1(y)|
MAMB

= mA −
∑

y∈Y

log2 |ψ−1(y)| |ψ
−1(y)|

MAMB

(59)

where the last equality follows by grouping like summands
together. An analogous calculation holds for Bob, and the
proposition follows.

B. Proof of Theorem 1

Proof: Define S =
∑

y∈Y log2 |ψ−1(y)| · |ψ−1(y)|. We
can use the explicit formula for|ψ−1(y)| from Proposition 3
to write S asS = F + L where

F =

MB−MA∑

y=−(MB−MA)
y even

mAMA

L = 2

MB+MA−2∑

y=MB−MA+2
y even

log2

Å

MB +MA − y

2

ã

MB +MA − y

2

The number of even integers in the interval[−(MB −
MA),MB − MA] is exactly MB − MA + 1, and hence
F = mAMA(MB − MA + 1). Making the change of
variablesa = MB+MA−y

2 transforms the sumL into L =

2
∑MA−1

a=1 log2(a)a. We can conclude the proof by recalling
that R̂s = S/MAMB = (F + L)/MAMB, which is easily
shown to be equal to the quantity in the theorem given the
above calculations.
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C. Proof of Proposition 4

Proof: By the symmetry ofXA we haves(−xA) =
s(xA). WhenxA is positive it is clear that|ψ−1(xA + xB)|
is minimized whenxB =MB − 1 and thus

s(xA) = s(|xA|) = log2 |ψ−1(MB − 1 + |xA|)| (60)

Using the formula (3) for|ψ−1(y)| in the proof of Theorem
1 and performing simple algebraic manipulations yields the
following formula:

s(xA) = log2

Å

MA + 1− |xA|
2

ã

(61)

The first part of the proposition now follows easily from
simple algebraic manipulations. A similar calculation holds
when computings(xB). Computing the sizes of the setsX (k)

A

andX (k)
B follows straightforwardly from the definitions.
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