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Abstract. This paper presents a static signature verification system based on the
concept of local stability. Stable regions are detected in the signatures, during
the enrolling phase, and are considered to be those regions affected by low
variations of features among the training set. The stability evaluation is based
on the Hamming distance. Stable regions are successively used for verification,
in the running phase. A region-oriented verification strategy is considered,
based on a well-defined similarity measure which takes into account the
variability in signing of the writer. The experimental results, carried out on
signatures from the GPDS database, demonstrate the viability of proposed
approach.
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1 Introduction

Handwritten signature is a biometric trait with peculiar and interesting characteristics
for verification aims. In fact, even if handwritten signature is considered to be a
behavioral biometric trait, it depends from physical and psychological conditions of the
writer, as well as on the writing device. It follows that automatic signature verification
involves aspects from disciplines ranging from human anatomy to engineering, from
neuroscience to computer science. Notwithstanding, handwritten signature is well-
accepted by users and well-recognized by public and private institutions. Thus, the
field of automatic signature verification is actually attracting more and more
researchers, interested to both scientific and commercial aspects [1, 2, 3].

Two categories of signature verification systems can be considered, depending on
the data acquisition method [1]: static (off-line) systems and dynamic (on-line)
systems. Static systems perform data acquisition after the writing process has been
completed. In this case, the signature is represented by a grey level image
{I(u,v) }ocu<u, 0<vev, Where I(u,v) denotes the grey level at the position (u,v) of the
image. Static systems involve the treatment of the spatio-luminance representation of
a signature image. Dynamic systems perform data acquisition during the writing
process. In this case on-line acquisition devices are adopted and a signature is
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represented as a sequence {S(n)},—01..n, Where S(n) is the signal value sampled at
time n-At of the signing process (0 < n < N), At being the sampling period. Thus,
dynamic systems concern the treatment of a spatio-temporal representation of the
signature [3]. Therefore, no direct dynamic information is available on the signing
process when static signatures are considered [4, 5]. Notwithstanding, static signature
verification is very important for many application fields, like automatic bank-check
processing, insurance form processing, document validation and so on [6, 7, 8].

In order to improve signature verification performance, this paper presents an
attempt to extract useful information derived from the signing process, that can be
used for signature verification purposes. The main consideration is that diverse
regions of a signature convey different amounts of distinctive information. In
particular, stable regions can be considered to better represent the user and at the same
time, moreover since their discovering is hidden in the training phase of the system
which performs the evaluation among a set of training genuine samples, these regions
could be more difficult to imitate than others and imperfections of the forgers could
be much more easily detectable. Thus signature verification can be performed more
effectively if stable regions are considered [9, 10, 11, 12].

Starting from this consideration, in this paper a technique for the analysis of local
stability is used to detect stable regions in a static signature. A signature verification
system is then presented which performs signature verification using only stable
regions for verification. The organization of the paper is the following. Section 2
presents the stability analysis technique. Section 3 presents the static signature
verification system. Section 4 reports the experimental results, obtained on the GPDS
database. The conclusion is reported in Section 5.

2 Analysis of Stability in Static Signatures

It is common experience that not all parts of a signature are equally distinctive for
signature verification, as widely discussed in recent literature [13, 14, 15]. In order to
select distinctive parts of a static signature, in this paper regions on the upper and
lower contours of signature are considered (at a first stage), since it is well known that
upper and lower contours of a signature can convey relevant information for
verification aims. Therefore, after the preprocessing phase, in which each signature is
binarized and normalized to a fixed rectangular area, stable regions are detected.
More precisely, let I=I(u, v) be a signature image, 0 <u< U™, 0<v< V™ [ ==
I(x+r,y+s) a sub-image of size (2R +1, 25+1) (R,S integers) with - R <r <R, - S <s <
S. Furthermore, let I', I',... ,I.... I' be a set of K genuine signature images and If:p Y.
be the p-th region extracted from I'. The stability S (I K k) of the region I ke & is
XpYp XpYp

defined as the mean value of the distance between I)’:k Sk and the corresponding
pYp

regions on the other genuine signatures [16]:

S([kkyk) = mean {D* (Ikk o 1L y{)) t=12,.., K,k # t} (1)

XpYp XpYp~ Xp



Stability Analysis of Static Signatures for Automatic Signature Verification 243

where D*(Iqxqp,yqp,l’;p,yxp) = min {D(Iqxqp,yqp,l’;p,yxp) | Lt l<@ |,y |< 6} being 6 a
threshold and D(-) the Hamming Distance among the sub-images. Figure 1 shows the
matching procedure, in which the p-th sub-image of the k-th signature is matched
against the corresponding sub-image of the #-th signature, determined within a wide
region. Of course, this procedure allows to assign to each sub-region a degree of
stability. Regions that are perfectly replicated by the signer on different genuine
signatures will have a stability value (distance value) equal to zero. Conversely, as the
sub-region matches worse with the corresponding sub-regions, the distance augments.
This means that the signer is not stable in affixing that part of the signature. The
stability parameter S(-) ranges in the interval [0,1] and the boundary O and 1
represents, respectively, the highest and the lowest degree of similarity.

-th sub-image.
P g 4

(a) k-th signature
6

d »
<« »

(b) t-th signature

Fig. 1. Example of Matching Procedure

3 Stability-Based Signature Verification

The signature verification system consists of four main modules. The Data
Acquisition Module (DAM) allows data acquisition of static signatures. The
Preprocessing Module (PM) performs signature binarization, signature normalization
to a fixed rectangular area and noise reduction. The Feature Extraction Module (FEM)
performs the extraction of the discriminative features. More precisely, in the
enrollment phase the stable regions of the signature are extracted, according to the
approach described in Section 2. The Classification Module (CM) performs signature
verification according to a two-level strategy [15]: first it applies a matching rule on
stable regions, based on a simple similarity measure, to derive verification responses
at the region-level; successively, local decisions are combined to obtain the final
decision at the signature level. In the first stage the stable regions on the unknown
signature are individually verified. For this purpose, each region is matched against
the corresponding regions on the genuine samples. In the regional matching stage a
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set of N sub-images are extracted from the test signature image and compared against
N corresponding stable sub-images on the reference signature images. Let I' be the
image of a test signature and II, 12,... ,Ik,... IX be a set of K reference signature images.

Furthermore, let I8 oIt oo 15 + be N sub-images of I' selected for signature
X1,Y1 X2,Y2 XNYN

matching and corresponding to stable regions detected in the training phase. A sub-
image I{X’n,y’n of the test signature is considered as belonging to a genuine signature if

and only if
Ad!, ,)-u, <o, )
where:
A, ) =min min DA, 1% ) 3)
k (Xk & i

n’ yll )

with lxkp-x"p l<® and |ykp-,vvp|<l9, W, and o, are the mean and the standard deviation
computed for the set of stable sub-images I,/ szzz,_vzz’ Ikxknyykn, e MK

i Ky
of the genuine signatures.
In the second stage a majority voting strategy is used to combine local decisions

and produce the final verification decision, the signature is considered to be genuine if
and only if R, 24 -R

total number of sub-regions considered for signature verification and A is a personal
threshold value of the signer which estimates his/her personal variability in signing.

, where R, is the number of genuine sub-regions, Ry is the
tot g tot

4 Experimental Results

The GPDS database has been considered: 16200 signatures from 300 individuals have
been used. In particular, for each individual, there are 24 genuine signatures and 30
forgeries [17]. Each signature was normalized to a box of 113x43 pixels, the sub-
regions inspected in order to evaluate their stability have a size of 11x11 pixels. For
each signer the most stable regions are identified according to the procedure described
in Section 2, and at a first stage, the number of stable regions selected by the
described approach range from 3 to 6 for each signature.

Results are reported in table 1 in terms of Type I error rate (i.e. False Rejection
Rate - FRR) and of Type II error rate (i.e. False Acceptance Rate - FAR). Moreover
FAR is evaluated both considering skilled and random forgeries. The first, second and
third rows refer, respectively, to the use of regions selected on the lower, upper and
lower.and.upper contour of the signature.

Table 1. Error rate

FRR FAR-skilled FAR-random
Lower Contour 40% 31% 17%
Upper Contour 22% 25% 13%
Lower+Upper Contour  25% 26% 22%
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One of the biggest problem, due to the use of the upper and lower contours in order
to investigate stable regions, is related to the simplicity and linearity of the contour. In
fact if, for instance, the lower contour is an underlining trait, each region on that
contour will result in a very high stability (low distance), but at the same time it will
be not discriminative. To partially overcame this problem, the stability of each portion
of the signature could be evaluated. Figure 2 shows the stability of regions of two
static signatures: high stability refers to regions showing little distance values. It can
be observed that circular and straight traits have an high degree of stability.

o < High Stability
L,
P

< Low Stability

Fig. 2. The stability is evaluated by taking into account each portion of the signature

However, since it is well known that, in general, the upper and the lower contour
can provide useful features for signature matching and in order to reduce the
computational load due to the inspection of each portion of the signature, the
inspection of regions located in middle part of the signature is performed when the
upper (lower) part of the profile containing the stable regions is evaluated to be a
linear or a circular one. To this aim, the trajectory of the upper (lower) profile has
been evaluated by considering the derivatives of traits on consecutive windows.
According to this procedure, if the region is considered to convey not discriminative
features, the middle part of the signature is inspected (figure 3).

Fig. 3. Skipping not discriminative traits

Under these assumptions the Type I error rate is 20%, whereas the type II error
rates for random and skilled forgeries is respectively 19% and 22%. These results are
comparable with other results on the same database carried out in the recent literature
[18].

It must be underlined that a user-dependent threshold can be adopted to select
specific stable regions starting from S(-) (/). The evaluation of S(-) could be
improved by comparing the ability of forgery in replicating the specific region under
analysis. This should be taken into account in future works.
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5 Conclusion

This paper presents a new technique for the analysis of stability in static signatures,
based on Hamming Distance. In particular stable regions are detected by comparing
multiple genuine signatures. These regions are then considered for automatic
signature verification and a local verification decision is derived for each region. A
Majority Vote schema is finally used to combine decisions achieved at regional level.
The experimental results, carried out on signatures from the GPDS database,
demonstrate that the proposed approach can be considered as a first implementation
of a local stability technique. Of course the approach needs more research, in fact the
definition of stability must take into account also the discrimination capability of the
specific region, to this aim forgeries samples could be considered in the training
phase.
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