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Abstract.In this study, digital signature application was performed on FPGA with classical RSA
and Chinese Remainder Theorem (CRT). The power consumption of the system was observed
when the digital signature process was performed on the FPGA. In order to distinguish the
modular exponentiation methods as the classical RSA and the Chinese Remainder Theorem
(CRT), the anomaly detection method was applied to the digital signature application using the
power side channel analysis of the system. According to the obtained result, it is proved that
information about the structure of the algorithm executing in the system can be obtained by using
the power information consumed by a cryptographic device.

1 Introduction

RSA-based digital signature applications are one of the most used signature applicationsin today. In a
public key cryptosystem such as RSA [1] and ElGamal [2], the legitimate user can use the recipient's public key
to encrypt a document. A particular recipient uses the secret key to decrypt the encrypted document. On the other
hand, a user can sign a document with his private key and any recipient verify the signature using the public key
of signer.Therefore, the digital signature can be used to prove the identity of the sender, to protect the privacy of
the transmitted document, and to verify the integrity of the received document. The RSA algorithm is the most
popular algorithm to secure the public key cryptosystem. It was proposed by Riyest, Shamir and Adleman in
1977 [1]. RSA algorithm is used as a public key cryptosystem in implemented digital signature
application.In the classical RSA algorithm, modular exponentiation, left-to-right squared and multiplication
algorithm are used. Modular exponentiation is a costly step in creating digital signatures. Especially when very
large prime numbers are used in terms of security, modular exponentiation and modular multiplication
operations are very costly. There are many commonly used rapid exponentiation and fast multiplication methods
to increase efficiency. These methods are referred to in the literature as the Montgomery Multiplication Method
and the Chinese Remainder Theorem [3,4]. The method used for the fast modular exponentiation is the Chinese
Remainder Theorem. With this theorem, modular exponentiation process is performed as two separate modules.
Then, the modules which are divided into two in the signature creation phase are combined [4]. In this case, the
classical RSA-based digital signature application is performed in two separate modules instead of the one-step
exponentiation in the Chinese Remainder Theorem and faster results are obtained in terms of performance. In
this study, Digital Signature was implemented on FPGA using RSA open key cryptosystem with China
Remainder Theorem. The power consumption of the digital signature application using a device is measured.
The power consumption of the Chinese Remainder Theory and the classical RSA-based digital signature
applications are compared.

2 Rsa Digital Signature Algorithm

To sign an M message with the RSA, an N value is obtained, where p and q are two large prime
numbers, and the M message is transformed using a hash function representing the meZy and a padding
operation.Then the m® modN is calculated using the secret key of the signer. Thus, a digital signature is
obtained for the M message. Here d represents a secret key [5,6]. RSA is based on the modular exponentiation
process which can be performed by algorithms of base, square, multiplication and modular exponentiation of
digital signature generation calculations. The implemented classical RSA based digital signature algorithm is
given in Algorithm 1.In algorithm 1, two prime numbers are chosen as p and q for the calculation of the N
module to be used to generate the public (e) and private (d) keys. In step 4, if ged (e, (n)) = 1 is true, it is certain
that e is an inverse of the N module. Thus the secret key d is always present. In the given algorithm, public and
private keys are calculated in steps 4 and 5.
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The power differences in the Chinese Theorem-based and classical RSA-based digital signature
application arise in the 5th step, ie the modular exponential phase. As a result of detecting the obtained
abnormality, modular exponentiation method can be easily distinguished for both methods.

Algorithm 1:

Two prime numbers p and q close to each other are selected.
N=p*q and ¢ (N) =( p-1)(q-1) are calculated.

An integer e is selected between 1 <e <(N).

An integer d is selected such that e*d = 1 (mod (N)).

S = M9 modNis computed. (S: digital signature)
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3 Chinese Remainder Theorem (CRT)

RSA application with China Remainder Theorem (CRT) is a widely used algorithm that requires
high performance of the RSA digital signature algorithm [7].Firstly, the signer first computes each prime
factor p and q in the signing modiile, separately. Then, signature S modN is calculated using China Remainder
Theorem. Since the size of p and q is approximately half that of N, exponentiation with CRT is four times faster
than direct exponentiation. The implemented CRT based RSA digital signature algorithm is given in Algorithm
2.Important examples of side-channel attacks on CRT-based RSA digital signature implementation are given in
[8] and [9].

Algorithm 2:

1.  Two prime numbers p and q close to each other are selected.
2. N=p*qand ¢ (N)=(p-1)(g-1) are calculated.

3. Aninteger e is selected between 1 <e <(N).

4. Aninteger d is selected such that e*d = 1 (mod (N)).

5. m,-m (modp) and my= m (modq) are calculated.

6. dy=d(mod (p-1)) and d;=d(mod (g-1)) are calculated.

7. xp= mgp modpvexq = mgq modgq are calculated separately.

4 Power Side Channel Analysis and Anomaly Detection of
ModularExponentiation

Power analysis attacks use dependency between the power consumption on a cryptographic device and
the data being processed or performed [10]. With power analysis, the power consumption of the device is
monitored by taking advantage of the system's current differences. In this way, there is a relationship between
the power consumption of the device and the confidential information. Firstly, the power consumption of the
device must be measured. For this purpose, a small-valued resistor is placed on the line between the circuit and
the source, and current information is obtained by taking advantage of the voltage differences at both ends of the
resistor [11]. The measurement setup is shown in Fig 1.
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Fig 1Measurement system for monitoring power consumption

In order to determine the modular exponentiation method of the digital signatures, the power side
channel of the system is observed using the system in Fig 1.In [12], the necessary hardware information for
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power attacks is given in detail.One of the methods developed in recent years to prevent side channel attacks is
the detection of the attack process using anomaly detection [13,14]. Anomaly detection is a method of machine
learning techniques based on the problem of finding unexpected behaviors in data. These unsuitable templates
are generally expressed in terms of anomalies, outliers, anomalous observations, exceptions, deviations [15].

In the performed power analysis attack, the power consumption of the digital signatures using the
classical RSA algorithm and Chinese Remainder Theorem was used as an attribute. Information about the
modular exponentiation method of the system according to the power side channel analysis has been obtained.
The results obtained are given in the next section.

5 Experimental Results

In this study, Digital Signature was implemented on FPGA using RSA open key cryptosystem with China
Remainder Theory. The Chinese Remainder Theorem compares the power consumption of classical RSA based
digital signatures. As a result of the implemented digital signature application, it is observed that the Chinese
Remainder Theorem consumes less power. In the implemented application, the message to be signed is
processed as two separate sections as Mp and Mq. The digital signature is obtained by combining the separately
performed modular exponentiation operations. Altera EP4CE115F29C7 set was used in the application. The
ZXCT1021 low offset high-side current monitor integrated is used to detect the power consumed. A 0.1 ohm
resistor is used in the application circuit for precisely measurement. Fig 2 shows the application circuit.
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Fig 2 ZXCT1021 integrated circuit

Fig 3 shows the power consumption signal measured from the Vout pin of the ZXCT1021 integrated circuit
shown in fig 3 as a result of the implementation of digital signature application with the Chinese Remainder
Theory and the classical RSA on the experimental set. As a result of the obtained tension differences, it is
observed that the digital signing application of Chinese Remainder Theorem in the modular exponential phase
reduces the workload.
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Fig 3Chinese Remainder Theorem and RSA power traces

Especially when very large prime numbers are used, Chinese Remainder Theorem will be more
advantageous than the classical RSA-based digital signature implementation of the Theorem.In order to
distinguish the method used in a digital signature application from the values in this chart, an anomaly detection
method is applied by using power consumption as information leak of the system. In this method, the k-average
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clustering algorithm is applied to the power consumption values of the system. The values outside the cluster
were determined as anomaly values belonging to the Chinese Remainder Theorem, as shown in Fig 4.

Fig 4Anomaly detection results

The x and y axis in Fig 4 represent power consumption values. Blue marked values belong to the
classical RSA algorithm, red marked value and Chinese Remainder Theorem (CRT) values. As can be seen in
this figure, values greater than 0.75 have been found to be anomaly for the Chinese Remainder Theorem.
According to the obtained result, it has been proved that information about the structure of the algorithm
executing in the system can be obtained by using machine learning techniques by using the power information
consumed by a cryptographic device. As a result of this study, it is observed that if the side channel measures are
not taken for the systems, confidential information such as transactions, ciphers, keys can be obtained by using
side channel information leaking from a system. This study attention to side channel analysis attacks. With the
evolving technology, cryptographic devices need to be designed taking into account side channel attacks.

6 Conclusion

As a result of this study, it has been observed that if the side channel measures are not taken for the
systems, information such as the processes and methods performed by the system can be obtained by using side
channel information leaked from a system. With the evolving technology, cryptographic devices need to be
designed to resist side channel attacks. In recent years, however, the use of cryptography in combination with
artificial intelligence has become widespread as a support for information security. The study shows that
artificial intelligence can be used in security measures such as intrusion detection methods.As a result of the
information obtained, it has been proved that machine learning techniques can be used to detect attacks and
obtain information about applied methods.
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