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Abstract. Signcryption is an asymmetric cryptographic method that si-
multaneously provides confidentiality and authenticity at a lower compu-
tational and communication overhead. A number of signcryption schemes
have been proposed in the literature, but they are only proven to be se-
cure in the random oracle model. In this paper, under rational computa-
tional assumptions, we propose a signcryption scheme from pairings that
is proven secure without random oracles. The scheme is also efficient and
comparable to the state-of-the-art signcryption schemes from pairings
that is secure in the random oracle model.

1 Introduction

One of the most important applications of cryptography is to build a trusted
computing environment by providing confidentiality and authenticity. Usually,
these properties are achieved by independent cryptographic primitives such as
public key encryption and signature. However, in many applications, both secu-
rity services are required. A simple combination is usually an inefficient solution.
Moveover, such a simple combination may potentially be insecure.

To address such issues, a separate primitive, named signcryption, has been
introduced by Zheng in [19]. The original motivation is to achieve a tailored,
more efficient solution than a simple composition. Most of these initial work on
signcryption are lacking of formal definition and analysis. In [1[9], the formal
definitions of signcryption were independently presented. Subsequently, a num-
ber of signeryption schemes (e.g. [ZUIISTIIT6II7]) have been proven secure in the
random oracle models introduced in [g].

Although the random oracle methodology leads to the construction of efficient
and provably secure schemes, it has received a lot of criticism, that the proofs
in the random oracle model are not proofs. They are simply a design validation
methodology capable of spotting defective or erroneous designs when they fail
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[2IBIT0IT3]. Hence, due to the importance of signcryption, it is essential to have
signcryption schemes that are secure in the standard model.

We also note that it is possible to construct a signcryption scheme in the stan-
dard model by combining signature schemes with the Cramer-Shoup encryption
schemes [12] by using one of the suitable generic composition methods considered
by An, Dodis and Rabin in [I]. In fact, another generic construction suggested
by Malone-Lee [14] does not make use of random oracles. However, such generic
constructions mainly concentrate on a secure combination of encryptions and
signatures and hence, such generic constructions are usually not more efficient
than a simple combination of the underlying signature and encryption schemes.

Following the original work due to Zheng’s signeryption scheme [19], we in-
vestigate special effort into designing a more efficient solution than a mere com-
position of signature and encryption. The main contribution of this paper is
an efficient signcryption scheme from pairings. Our construction is based on
variants of the Boneh-Boyen signature [4] and the ElGamal encryption. Under
the ¢-Strong Diffie-Hellman (¢-SDH) assumption and a candidate Double Deci-
sion Diffie-Hellman (DDDH) assumption, the confidentiality and authenticity of
the signcryption scheme are proven without using random oracles. For perfor-
mance evaluation, compared to the underlying original ElGamal cryptosystem,
the scheme requires only 2 more modular exponentiations in the sender side and
3 more modular exponentiations plus a pairing computation in the receiver side.
The ciphertext is about 2 times of that of the original ElGamal cryptosystem.
The performance is comparable to the state-of-the-art signcryption scheme from
pairings in the random oracle model.

2 Security Definitions

We review the security definitions of signeryption in [I] with a slight extension.
In [I], the user’s key to produce signature can also be used to receive and decrypt
ciphertext. In the following, we distinguish the key to signcrypt messages from
the key to de-signcrypt ciphertext.

Definition 1. A signcryption scheme SC consists of four algorithms: SC =
(Gens(+), Geng(:), SigEnc(-), VerDec(:)):

(SKs, PKg) «— Geng(1*) is a polynomially probabilistic time (PPT) algo-
rithm which, on input a security parameter X\, outputs the sender’s pri-
vate/public key pair (SKg, PKs).

— (SKg, PKg) «— Geng(1*) is PPT algorithm which, on input a security para-
meter \, outputs the receiver’s private/public key pair (SKg, PKp).

— 0 «— SigEnc(m,SKgs, PKg) is a PPT algorithm which, on inpult a message
m from the associated message space M, the sender’s private key SKg and
the receiver’s public key PKg, outputs a signcryption ciphertext o.

— m/ L— VerDec(o, SKg, PK5) is a polynomial-time deterministic algorithm

which, on input a signcryption ciphertext o, the receiver’s private key SKg

and the sender’s public key PKg, outputs m € M or L, where L indicates
that the message was not encrypted or signed properly.



