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Abstract. We propose a new efficient certificateless aggregate signature
scheme which has the advantages of both aggregate signatures and cer-
tificateless cryptography. The scheme is proven existentially unforgeable
against adaptive chosen-message attacks under the standard computa-
tional Diffie-Hellman assumption. Our scheme is also efficient in both
communication and computation. The proposal is practical for message
authentication in many-to-one communications.

1 Introduction

The notion of newly introduced aggregate signatures [2] allows an efficient algo-
rithm to aggregate n signatures of n distinct messages from n different signers
into one single signature. The resulting aggregate signature can convince a veri-
fier that the n signers did indeed sign the n original messages. These properties
greatly reduce the resulting signature size and make aggregate signatures very
applicable to message authentication in many-to-one communications.

The inception of certificateless cryptography [1] efficiently addresses the key
escrow problem in ID-based Cryptography. In certificateless cryptosystems, a
trusted Key Generation Center (KGC) helps each user to generate his private
key. Unlike ID-based cryptosysems, the KGC in certificateless cryptosystems
merely determines a partial private key rather than a full private key for each
user. Then the user computes the resulting private key with the obtained partial
private key and a self-chosen secret value. As for the public key of each user,
it is computed from the KGC’s public parameters and the secret value chosen
by the user. With this mechanism, certificateless cryptosystems avoid the key
escrow problem in ID-based cryptosystems.

The advantages of certificateless cryptosystems motivate a number of further
studies. The first certificateless signature scheme was presented by Al-Riyami
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and Paterson [1]. A security definition of certificateless signature was formalized
in [7] and the Al-Riyami-Paterson scheme was analyzed in this model. The secu-
rity model of CLS schemes was further enhanced in [6,8,9]. Two Certificateless
Aggregate Signature (CLAS) schemes were recently presented [5] with security
proofs in a weak model similar to that in [7]. Subsequently, a new CLAS scheme
was proposed in [10] and proven secure in a stronger security model. As for
efficiency, the existing schemes require a relatively large number of paring com-
putations in the process of verification and suffer from long resulting signatures.
Our Contribution. In this paper, we propose a novel CLAS scheme which is
more efficient than existing schemes. By exploiting the random oracle model,
our CLAS scheme is proven existentially unforgeable against adaptive chosen-
message attacks under the standard CDH assumption. It allows multiple signers
to sign multiple documents in an efficient way and the total verification informa-
tion (the length of the signature), consists only 2 group elements. Our scheme
is also very efficient in computation and the verification procedure need only a
very small constant number of pairing computations, independent of the number
of aggregated signatures.

2 Our Certificateless Aggregate Signature Scheme

In this section, we propose a new certificateless aggregate signature scheme. Our
scheme is realized in groups which allowing efficient bilinear maps [3].

2.1 The Scheme

The specification of the scheme is as follows.

– Setup: Given a security parameter �, the KGC chooses a cyclic additive group
G1 which is generated by P with prime order q, chooses a cyclic multiplicative
group G2 of the same order and a bilinear map e : G1×G1 −→ G2. The KGC
also chooses a random λ ∈ Z∗

q as the master-key and sets PT = λP , chooses
cryptographic hash functions H1 ∼ H4 : {0, 1}∗ −→ G1, H5 : {0, 1}∗ −→ Z∗

q .
The system parameter list is params = (G1, G2, e, P, PT , H1 ∼ H5).

– Partial-Private-Key-Extract: This algorithm is performed by KGC that accepts
params, master-key λ and a user’s identity IDi ∈ {0, 1}∗, and generates the
partial private key for the user as follows.

1. Compute Qi,0 = H1(IDi, 0), Qi,1 = H1(IDi, 1).
2. Output the partial private key (Di,0, Di,1) = (λQi,0, λQi,1).

– UserKeyGen: This algorithm takes as input params, a user’s identity IDi,
selects a random xi ∈ Z∗

q and sets his secret/public key as xi/Pi = xiP .

– Sign: To sign a message Mi using the signing key (xi, Di,0, Di,1), the signer,
whose identity is IDi and the corresponding public key is Pi, first chooses a
one-time-use string Δ then performs the following steps.



Novel Efficient Certificateless Aggregate Signatures 237

1. Choose a random ri ∈ Z∗
q , compute Ri = riP .

2. Compute T = H2(Δ), V = H3(Δ), W = H4(Δ).
3. Compute hi = H5(Mi||Δ||IDi||Pi).
4. Compute Si = Di,0 + xiV + hi(Di,1 + xiW ) + riT .
5. Output σi = (Ri, Si) as the signature on Mi.

– Aggregation: Anyone can act as an aggregate signature generater who can
aggregate a collection of individual signatures that use the same string
Δ. For an aggregating set (which has the same string Δ) of n users with
identities {ID1, · · · , IDn} and the corresponding public keys {P1, · · · , Pn},
and message-signature pairs (M1, σ1 = (R1, S1)), · · · , (Mn, σn = (Rn, Sn))
from {U1, · · · , Un} respectively, the aggregate signature generater computes
R =

∑n
i=1 Ri, S =

∑n
i=1 Si and outputs the aggregate signature σ = (R, S).

– Aggregate Verify: To verify an aggregate signature σ = (R, S) signed by n
users with identities {ID1, ..., IDn} and corresponding public keys {P1, ...,
Pn} on messages {M1, ..., Mn} under the same string Δ, the verifier performs
the following steps.
1. Compute T = H2(Δ), V = H3(Δ), W = H4(Δ), and for all i, 1 ≤

i ≤ n compute hi = H5(Mi||Δ||IDi||Pi), Qi,0 = H1(IDi, 0), Qi,1 =
H1(IDi, 1).

2. Verify e(S, P ) ?= e(PT ,
∑n

i=1 Qi,0 +
∑n

i=1 hiQi,1)e(T, R)e(W,
∑n

i=1 hiPi)
e(V,

∑n
i=1 Pi). If the equation holds, output true. Otherwise, output

false.

In our scheme, each user in an aggregating set must use the same one-time-use
string Δ when signing. As mentioned in [4], it is straightforward to choose such
a Δ in certain settings. For example, if the signers have access to some loosely
synchronized clocks, Δ can be chosen based on the current time. Furthermore,
if Δ is sufficiently long, then it will be statistically unique. By exploiting a
approach similar to that presented in [4], the one-time-use restriction on common
reference string Δ in the above scheme can also be removed to achieve better
applicability.

2.2 Security Analysis

Two types of adversaries, who can access to services in addition to those provided
to the attacker against regular signatures, are considered in CL-PKC – Type I
adversary and Type II adversary. A Type I adversary is not allowed to access to
the master-key, but he can replace the public key of any user with a value of his
choice. A Type II adversary can access to the master-key but he cannot replace
the public key of any user. In a secure CLAS scheme, it is infeasible for Type I
adversary and Type II adversary to forge a valid signature.

Under the standard computational Diffie-Hellman assumption, the proposed
CLAS scheme is provably secure against both types of adversaries in the random
model. The formal security proof is in the full version of this paper.
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3 Conclusion

We presented an efficient certificateless aggregate signature scheme. To verify
an aggregate signature signed by n users on n messages under the same string,
a verifier only needs to compute four pairing operations. The proposal is prov-
ably secure in the random oracle model assuming that the computational Diffie-
Hellman problem is hard. Our CLAS scheme can be applied to authentication
in bandwidth limited scenarios such as many-to-one communications.
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