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We investigate the secrecy performance in large-scale cellular networks, where both Base Stations (BSs) and eavesdroppers
follow independent and different homogeneous Poisson point processes (PPPs). Based on the distances between the BS and
user, the intended user selects the nearest BS as serving BS to transmit the confidential information. We first derive closed-
formed expressions of secrecy outage probability and average secrecy rate of a single-antenna system for both noncooperative
and cooperative eavesdroppers scenarios. Then, to further improve the secrecy performance through additional spatial degrees
of freedom, the above analyses generalize to the multiantenna scenario, where BSs employ the transmit antenna selection (TAS)
scheme. Finally, the results show the small-scale fading has a considerable effect on the secrecy performance in certain density
of eavesdroppers and small path loss exponent environment, and when the interference caused by BS is considered, the secrecy
performance will be reduced. Moreover, the gap of secrecy performance between noncooperative and cooperative eavesdroppers
cases is nearly invariable as the number of antennas increases.

1. Introduction

Due to the broadcast nature of physical propagation channel,
wireless communication networks are particularly vulnerable
to be wiretapped and attacked by malicious users. Tradi-
tionally, protecting the secret information transmission relies
heavily on cryptographic encryption and decryption tech-
nologies. However, because of the high complexity caused by
key distribution and management, cryptographic technolo-
gies may not be suitable for large-scale wireless networks.
Against this background, physical layer security (PLS), which
takes advantage of the inherent randomness of wireless
channels, including noise, channel fading, and interference
to achieve secure transmission for wireless networks, has
arousedwide attention after Shannon andWyner’s pioneering
works [1, 2].

1.1. Background. A significant amount of PLS techniques
in wireless networks, such as artificial-noise-aided security
[3], security-oriented beamforming [4], cooperation based
secure transmission [5], and power control and resource

allocation [6], has been developed by researchers. An impor-
tant information conveyed by [7, 8] is that PLS techniques
have enormous potential in future 5th-generation (5G)
secure communications. However, most of these works are
based on point-to-point communications, where the node
locations and topology of networks are determined and
static.Moreover, theseworks only consider small-scale fading
in the process of information transmission. However, in
reality, the uncertain node locations has significant impact on
the secure communication, especially in future 5G wireless
networks where the node locations and topological structure
are becoming more and more randomized and dynamic.
The difficulty of researching the secrecy performance in
such wireless networks is how to model the random loca-
tions distribution of nodes accurately. Fortunately, stochastic
geometry has provided a powerful tool to address this
difficulty and achieved great success in ad hoc networks
[9, 10], random cognitive radio networks [11, 12], and large-
scale cellular networks [13–19].

Stochastic geometry has facilitated the investigation of
the influence of randomly located eavesdroppers on secrecy
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performance. Specially, for describing the locations distribu-
tion of unknown eavesdroppers, the Poisson point process
(PPP) is an efficient model. In [13], the authors derived the
secrecy outage probability in the scenario where a transmitter
transmits confidential information to an intended receiver
in the presence of PPP distributed eavesdroppers. In order
to further enhance physical layer security of networks, the
researchers exploited various signal processing technologies,
e.g., beamforming [14], transmit antenna selection (TAS)
[15], regularized channel inversion linear precoding [16], and
artificial noise (AN) [17], and designed different transmission
schemes, e.g., on-off transmission [18] and secrecy guard zone
[19]. It is worth noting that [14, 15] simultaneously considered
the noncooperative and cooperative eavesdroppers cases and
analyzed the secrecy performance under various network
factors. Comparing the two different eavesdropping cases, it
can be concluded that cooperative eavesdroppers had more
serious damage to the security of networks.The recently work
[20] investigated the secrecy outage probability in random
wireless networks, and the authors utilized TAS to enhance
secrecy performance and proposed two metrics to order the
users.

The aforementioned papers only take the single cell
into account. Considering the mobility of users, users may
communicate with different BSs in different locations. Hence,
in order to conform to more realistic scenes, it is necessary
to consider the impacts caused by the multiple cells in large-
scale cellular networks.Due to the uneven distribution of BSs,
particularly in remote areas, the cellular structure presents
the irregular features. It has proved that the BSs modeled
as PPP can track in real deployment as accurately as the
traditional grid model [21]. Based on [21], the placement of
BSs and eavesdropperswasmodeled asmutually independent
PPPs in [22, 23]. The authors in [23] specially evaluated the
secrecy rate in large-scale cellular networks where BSs can
exchange partial or complete information according to the
eavesdroppers’ location information.This workwas extended
to [24, 25] which proposed a regularized channel inversion
linear precoding approach to improve the average secrecy
rate. Furthermore, [26] considered the PLS in heterogeneous
cellular networks where the BSs in every tier are spatially
distributed according to a homogeneous PPP with different
density.

1.2. Motivation. In large-scale cellular networks where BSs
and eavesdroppers are random distribution [22, 23], only the
large-scale fading is considered. In fact, small-scale fading
caused by multipath components produces the harmful
or even fatal impact for wireless communications. Hence,
considering small-scale fading is more practical for analyzing
secrecy performance. On the other hand, when the density of
BSs is large enough, the distance between BSs and user will
become small. For this short distance transmission, small-
scale fading may be the main factor that affects the secrecy
performance.Therefore, it is significant to research the effects
on secrecy performance caused by the small-scale fading
in addition to the large-scale fading in large-scale cellular
networks. This work has been studied partly in our prior

work [27]. However, the system that it considered is a single-
antenna system, and the interference caused by BS has been
ignored. In this paper, the influence of interference has been
considered in single-antenna scenario. In addition, in future
cellular networks, the BS may equip multiple antennas to
enhance information transmission. Therefore, we extend the
research to multiantenna scenario.

TAS technology with low-cost and low-computational
can effectively enhance secrecy performance, and it achieves
full diversity while maintaining low feedback overhead and
requiringminimal transceiver circuitry. Although it has been
applied in [15], it is important to know that [15] considered
such a scenario where a transmitter communicated with
an intended user in the presence of randomly distributed
eavesdroppers. However, we focus on a more realistic and
complex cellular network where BSs and eavesdroppers
both are randomly distributed. It is significant to study
how the network parameters, i.e., node density, the number
of antennas, and path loss exponent, affect the secrecy
performance, especially the performance difference between
noncooperative and cooperative eavesdroppers cases, and
these are beneficial for understanding and designing such
wireless networks.

1.3. Contributions. In this paper, we investigate the secrecy
outage probability and average secrecy rate of large-scale
cellular networks subject to Rayleigh fading, coexisting with
PPP distributed BSs and eavesdroppers. Comparing the work
with [23], we consider both large-scale and small-scale fading
simultaneously in the process of transmitting confidential
information.Hence, our results in this paper aremore general
and realistic. In addition, through analyzing the secrecy
performance in the large-scale cellular networks, we find
that the results of [23] can be regarded as the bound of our
results, and it can be concluded that the small-scale fading
has a considerable effect on secrecy performance in certain
density of eavesdroppers and small path loss exponent. And
the impact on secrecy performance caused by the small-
scale fading will decrease with the increasing of path loss
exponent.

Especially, on the basis of considering the small-scale
fading, we consider the interference caused by BS in
the single-antenna scenario. In such case, the closed-form
expressions of the secrecy outage probability and average
secrecy rate are derived and the numerical results are
also given in simulation section. On the other hand, we
consider both noncooperative and cooperative eavesdrop-
pers cases and derive an accurate expression as well as a
closed-form bound on secrecy performance for the non-
cooperative eavesdroppers case and a closed-form solu-
tion for the cooperative eavesdroppers case, respectively.
In the simulations section, the effects on secrecy perfor-
mance in various network parameters have been given,
which can help us design and optimize the network per-
formance. An interesting finding is that increasing of
the number of antennas has a little effect on the differ-
ence between noncooperative and cooperative eavesdroppers
cases.
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Figure 1: Illustration of Poisson distributed BSs cell boundaries.
A typical user chooses the nearest BS to be the serving BS. BSs
and eavesdroppers (respectively, represented by red five-pointed
star and green squares) are distributed according to homogeneous
PPPs.

2. System and Channel Model

As shown in Figure 1, we consider a downlink secure
transmission in large-scale cellular networks, where one of
stochastic distributed BSs is chosen to serve an intended
mobile user in the presence of multiple malicious eaves-
droppers. Without loss of generality, the intended mobile
user is located at the origin in R2 as the typical user by
Slivnyak theorem [28]. In this paper, both the locations
of BSs and eavesdroppers are modeled as independent
homogeneous PPPs Φ𝑏 and Φ𝑒 of intensity 𝜆𝑏 and 𝜆𝑒,
respectively. First of all, we assume the BSs, the typical user,
and eavesdroppers are equipped with a single antenna each.
Furthermore, in Section 5, we extend to the multiantenna
scenario where BSs are equipped with multiple antennas
and use TAS technology to further enhance the secrecy
performance.

We consider both large-scale and small-scale fading for
the wireless channels. For the large-scale fading, we adopt
the standard path loss model 𝑙−𝛼𝑥𝑦 , where 𝑙𝑥𝑦 denotes the
distance between transmitter 𝑥 and receiver 𝑦, and 𝛼 >2 is path loss exponent. Small-scale fading is caused by
the coherent superposition of a great number of multi-
path components at the receiver. It heavily leads to the
fragility of wireless communication. For the small-scale
fading, a quasi-static Rayleigh fading is assumed, which is
ignored by prior research in this research field [23]. And
in the scenario of passive eavesdroppers, it is difficult to
obtain the instantaneous channel state information (CSI)
and locations of eavesdroppers. Nevertheless, we assume
that their small-scale channel distributions are available.
Let ℎ𝑖𝑗 represent the Rayleigh fading coefficient between

node 𝑖 and node 𝑗 in the cellular network. Meanwhile, we
assume that the Rayleigh fading coefficient follows a zero-
mean complex Gaussian distribution with unit variance, i.e.,
CN(0, 1).

Similar to [15, 23], in order to reduce feedback and
computational complexity, we select the serving BS for the
intended user only depending on the large-scale fading, i.e.,𝑙−𝛼𝐵𝑖𝑈. For a given𝛼 and channelmodel, servingBS is equivalent
as the nearest BS. Hence the serving BS can be selected
as 𝐵∗ = argmin𝐵𝑖∈Φ𝑏(𝑙𝐵𝑖𝑈). Based on [29], the probability
density function (PDF) of 𝑙𝐵∗𝑈 is 𝑓𝑙𝐵∗𝑈(𝑙) = 2𝜋𝜆𝑏𝑙𝑒−𝜋𝜆𝑏𝑙2 ,
where 𝑙𝐵∗𝑈 is the distance between the serving BS and the
typical user.

In this work, we adopt two assumptions; one is that
the downlink receiver has no in-band interference [23].
It is justifiable when the interfering BSs are far away
from the serving BS, so that a carefully planned frequency
reuse pattern can be adopted. Moreover, the constant noise
power can comprise interference of networks. Another
assumption is that the interference caused by BS is con-
sidered in the process of information transmission [24,
25].

3. Secrecy Performance of
Single-Antenna System

In this section, we investigate the secrecy outage probability
and average secrecy rate at the typical user under the
assumption that all nodes are equipped with a single antenna.
The received signal-noise-ratio (SNR) at the typical user can
be expressed as 𝛾𝐵∗𝑈 = 𝑃𝐵𝑆|ℎ𝐵∗𝑈|2𝑙−𝛼𝐵∗𝑈/𝜎2, and the SNR of an
arbitrary eavesdropper 𝑒 is 𝛾𝐵∗𝑒 = 𝑃𝐵𝑆|ℎ𝐵∗𝑒|2𝑙−𝛼𝐵∗𝑒/𝜎2, where 𝜎2
is the variance of zero-mean Additive White Gaussian Noise
(AWGN) at each receiver, and𝑃𝐵𝑆 is the transmit power of the
serving BS.

3.1. Noncooperative Eavesdroppers. In this subsection, con-
sidering that there is no cooperation among eavesdroppers
and each eavesdropper decodes information independently,
in such case, we evaluate the secrecy outage probability
and average secrecy rate of the intended user in cellular
networks.

3.1.1. Secrecy Outage Probability. The secrecy outage prob-
ability is defined as the probability that the achievable
secrecy rate is less than a given secrecy code rate which is
nonnegative.

Based on themodel described above, the channel capacity
of the serving BS to the typical user can be written as

𝐶𝐵∗𝑈 = log2 (1 + 𝛾𝐵∗𝑈)
= log2(1 + 𝑃𝐵𝑆 ℎ𝐵∗𝑈2 𝑙−𝛼𝐵∗𝑈𝜎2 ) . (1)
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In order to design the optimal network parameters to
achieve the maximum level of security in the presence
of multiple noncooperative eavesdroppers, we consider the
most detrimental eavesdropper which has the worst impact
on secrecy performance of networks. The channel capacity
at the most detrimental eavesdropper can be expressed
as

𝐶𝐵∗𝑒 = log2 (1 +max
𝑒∈Φ𝑒

(𝛾𝐵∗𝑒))
= log2(1 +max

𝑒∈Φ𝑒
(𝑃𝐵𝑆 ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒𝜎2 )) .

(2)

The achievable maximum secrecy rate at the typical user
is given by 𝑅𝑠 = [𝐶𝐵∗𝑈 − 𝐶𝐵∗𝑒]+, so the secrecy outage
probability can be given as

𝑃𝑁𝐶
𝑠𝑜 (𝑅0) = P (𝑅𝑠 < 𝑅0) = P (𝐶𝐵∗𝑈 − 𝐶𝐵∗𝑒 < 𝑅0)
= P(log2( 1 + 𝑃𝐵𝑆 ℎ𝐵∗𝑈2 𝑙−𝛼𝐵∗𝑈/𝜎21 +max𝑒∈Φ𝑒 (𝑃𝐵𝑆 ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒/𝜎2))

< 𝑅0) 𝑎≃ P( ℎ𝐵∗𝑈2 𝑙−𝛼𝐵∗𝑈
max𝑒∈Φ𝑒 (ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) < 2

𝑅0) ,
(3)

where [𝑋]+ = max(0, 𝑥) and 𝑅0 ≥ 0 denotes the secrecy
rate threshold. Step (a) is based on that the typical user
and eavesdroppers operate in moderate-to-high SNR regime
[18, 23].

Proposition 1. The secrecy outage probability for the scenario
of noncooperative eavesdroppers can be expressed as

𝑃𝑁𝐶
𝑠𝑜 (𝑅0)
≃ ∞∑

𝑘=1

( −𝜆𝑏𝛼2𝜆𝑒Γ (2/𝛼) (2𝑅0)2/𝛼)
𝑘−1 Γ ( 2𝛼 (𝑘 − 1) + 1) .

(4)

Proof. According to the definition of the secrecy outage
probability in (3), we can derive the secrecy outage probability
as

𝑃𝑁𝐶
𝑠𝑜 (𝑅0) ≃ P( ℎ𝐵∗𝑈2 𝑙−𝛼𝐵∗𝑈

max𝑒∈Φ𝑒 (ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) < 2
𝑅0)

= EΦ𝑏,Φ𝑒
(P(max

𝑒∈Φ𝑒
(ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) > ℎ𝐵∗𝑈2 𝑙−𝛼𝐵∗𝑈2𝑅0 | Φ𝑏,

Φ𝑒)) = 1 − EΦ𝑏,Φ𝑒
(∏
𝑒∈Φ𝑒

P(ℎ𝐵∗𝑒2

< ℎ𝐵∗𝑈2 𝑙−𝛼𝐵∗𝑈2𝑅0 𝑙𝛼𝐵∗𝑒 | Φ𝑏, Φ𝑒)) 𝑎= 1
− EΦ𝑏

(exp(−𝜆𝑒 ∫2𝜋
0
∫∞
0
𝑒(|ℎ𝐵∗𝑈|2𝑙−𝛼𝐵∗𝑈/2𝑅0 )𝑟𝛼𝑟𝑑𝑟𝑑𝜃) |

Φ𝑏) 𝑏= 1 − EΦ𝑏 (exp(− 2𝜋𝜆𝑒2𝑅0𝛼 ℎ𝐵∗𝑈2/𝛼 𝑙−2𝐵∗𝑈Γ (
2𝛼)) |

Φ𝑏) = 1

− E|ℎ𝐵∗𝑈|2 (∫∞
0

exp(− 2𝜋𝜆𝑒 (2𝑅0)2/𝛼𝛼 ℎ𝐵∗𝑈2/𝛼 𝑙−2𝐵∗𝑈 × Γ (
2𝛼))

⋅ 𝑓𝑙𝐵∗𝑈 (𝑙) 𝑑𝑙 | ℎ𝐵∗𝑈2)

c= ∫∞
0
( 2𝜆𝑒Γ (2/𝛼) (2𝑅0)2/𝛼 𝑒−𝑥𝜆𝑏𝛼𝑥2/𝛼 + 2𝜆𝑒Γ (2/𝛼) (2𝑅0)2/𝛼)𝑑𝑥

𝑑= ∞∑
𝑘=1

(− 𝜆𝑏𝛼2𝜆𝑒Γ (2/𝛼) (2𝑅0)2/𝛼)
𝑘−1 Γ ( 2𝛼 (𝑘 − 1) + 1) ,

(5)

where step (a) is based on the probability generating func-
tional (PGFL) of PPPs Φ𝑏 and Φ𝑒 [30], and step (b) holds
by using [31, eq. (3.326.2)]. In addition, step (c) is based
on the exponential distribution of channel gain |ℎ𝐵∗𝑈|2
and the PDF of 𝑙𝐵∗𝑈, and step (d) follows polynomial
expansion [31, eq. (1.112.1)] and integral formula [31, eq.
(3.326.2)].

From (4), we know that if the density of eavesdrop-
pers increases or the density of BSs decreases, the secrecy
outage probability will increase. Additionally, the secrecy
outage probability increases as the threshold value 𝑅0 or 𝛼
increases. In order to make the result easy to analyze, we
derive the lower bound of the secrecy outage probability
as

𝑃𝑁𝐶
𝑠𝑜 (𝑅0) ≥ 𝑃𝑁𝐶−𝑙𝑜𝑤𝑒𝑟

𝑠𝑜 (𝑅0) = 𝜆𝑒 (2𝑅0)2/𝛼𝜆𝑏 + 𝜆𝑒 (2𝑅0)2/𝛼 (6)

Proof. Beginning with the basic definition of the secrecy
outage probability, it can be derived as follows:
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𝑃𝑁𝐶
𝑠𝑜 (𝑅0) = EΦ𝑏,Φ𝑒

(P(𝑙𝐵∗𝑈 > ( ℎ𝐵∗𝑈2
max𝑒∈Φ𝑒 (ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) ×

12𝑅0)
1/𝛼 | Φ𝑏, Φ𝑒))

𝑎≥ E𝑙𝐵∗𝑈,𝑙𝐵∗e
(P(𝑙𝐵∗𝑈 > (E|ℎ𝐵∗𝑈|

2 ,|ℎ𝐵∗𝑒|
2 ( 12𝑅0 ×

ℎ𝐵∗𝑈2
max𝑒∈Φ𝑒 (ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) |

ℎ𝐵∗𝑈2 , ℎ𝐵∗𝑒2))
1/𝛼) | 𝑙𝐵∗𝑈,𝑙𝐵∗𝑒)

= E𝑙𝐵∗𝑈,𝑙𝐵∗𝑒
(P(𝑙𝐵∗𝑈 > 1

max𝑒∈Φ𝑒 (𝑙−𝛼𝐵∗𝑒) (2𝑅0)1/𝛼) | 𝑙𝐵∗𝑈,𝑙𝐵∗𝑒)
= E𝑙𝐵∗𝑈,𝑙𝐵∗𝑒

(P(min
𝑒∈Φ𝑒

(𝑙𝐵∗𝑒) < (2𝑅0)1/𝛼 𝑙𝐵∗𝑈) | 𝑙𝐵∗𝑈,𝑙𝐵∗𝑒) 𝑏= 1 − ∫∞
0

exp(−𝜋𝜆𝑒 (2𝑅0)2/𝛼 𝑦2)𝑓𝑙𝐵∗𝑈 (𝑙) 𝑑𝑙
= 𝜆𝑒 (2𝑅0)2/𝛼𝜆𝑏 + 𝜆𝑒 (2𝑅0)2/𝛼 ,

(7)

where step (a) is derived by employing the Jensen inequality𝐸(𝜑(𝑥)) ≥ 𝜑(𝐸(𝑥)), and step (b) follows the PPPs void
probability and the PDF of 𝑙𝐵∗U.
Remark 2. It should be noticed that the result in (6) can be
compared with scenario 1 in [23] where mobile users to be
served by the nearest BS and the full location information of
eavesdroppers can be obtained by BS. In that paper, it gave the
complementary cumulative distribution function (CCDF) of𝑅𝑠 as 𝐹𝑅𝑠(𝑅0) = P (𝑅𝑠 > 𝑅0) without considering the
impact of the small-scale fading. We can find that the result
in [23] is the same as the lower bound in essence. Therefore,
it provides a bound for our result. Because we take the small-
scale fading into account, the result presented in this paper is
more realistic and general.

3.1.2. Average Secrecy Rate. In the following, we study the
average secrecy rate𝑅𝑠 of the cellular network in the presence
of noncooperative eavesdroppers. By calculating the expecta-
tion of secrecy rate, we can derive the expression of average
secrecy rate as

𝑅𝑠 = ∫∞
0
𝑅𝑠𝑓 (𝑅𝑠) 𝑑𝑅𝑠 = ∫∞

0
(∫𝑅𝑠

0
𝑑𝑦)𝑓 (𝑅𝑠) 𝑑𝑅𝑠

= ∫∞
0
∫∞
𝑦
𝑓 (𝑅𝑠) 𝑑𝑅𝑠𝑑𝑦 = ∫∞

0
(1 − 𝐹 (𝑅𝑠)) 𝑑𝑦,

(8)

where 𝑓(𝑅𝑠) and 𝐹(𝑅𝑠) are the PDF and the cumulative
distribution function (CDF) of 𝑅𝑠, respectively. And, the
secrecy outage probability can be regarded as the distribution
function of the achievable maximum secrecy rate 𝑅𝑠. There-
fore, based on Proposition 1, we can derive the expression of
average secrecy rate as 𝑅𝑠 = ∫∞0 (1 − 𝑃𝑠o(𝑅0))𝑑𝑅0.
Corollary 3. The average secrecy rate is provided by

𝑅𝑁𝐶

𝑠 = ∞∑
𝑘=1

(−1)𝑘+1 𝛼2𝑘 ln 2 ( 𝛼𝜆𝑏2𝜆𝑒Γ (2/𝛼))
𝑘 Γ ( 2𝛼𝑘 + 1) (9)

Proof. From Proposition 1 and the definition of 𝑅𝑠, the
average secrecy rate can be expressed as

𝑅𝑁𝐶

𝑠 = ∫∞
0
∫∞
0
( 𝜆𝑏𝛼𝑥2/𝛼𝑒−𝑥𝜆𝑏𝛼𝑥2/𝛼 + 2𝜆𝑒Γ (2/𝛼) (2𝑅0)2/𝛼)𝑑𝑥𝑑𝑅0

𝑎= ∫∞
0

𝑒−𝑥
ln (22/𝛼) [ln( exp (ln (22/𝛼) 𝑅0)𝜆𝑏𝛼𝑥2/𝛼 + 2𝜆𝑒Γ (2/𝛼) × 𝜆𝑏𝛼𝑥2/𝛼

exp (ln (22/𝛼) 𝑅0))]
∞

0

𝑑𝑥
= ∫∞

0
( 𝛼𝑒−𝑥2 ln 2 ln(1 + 𝛼𝜆𝑏𝑥2/𝛼2𝜆𝑒Γ (2/𝛼)))𝑑𝑥 𝑏= 𝛼2𝜆𝑏4 ln 2𝜆𝑒Γ (2/𝛼) ∫

∞

0

𝑒−𝑡2/𝛼1 + (𝛼𝜆𝑏/2𝜆𝑒Γ (2/𝛼)) 𝑡𝑑𝑡
𝑐= ∞∑
𝑘=1

(−1)𝑘+1
ln 2 ( 𝛼𝜆𝑏2𝜆𝑒Γ (2/𝛼))

𝑘 Γ(2𝑘𝛼 + 1) ,

(10)
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where step (a) follows the integral result based on the
integrand herein [32, eq. (5.1.2.4.2)], and step (b) is based on
the integration by parts. In addition, step (c) uses the power
of binomials [31, eq. (1.112.1)].

From (9), the average secrecy rate 𝑅𝑠 at the typical
user decreases when the value 𝜆𝑒 increases. Also, with the
increasing of path loss exponent 𝛼, the average secrecy rate
increases. So the large path loss exponent has a positive
impact on the average secrecy rate.

Remark 4. Utilizing the lower bound of secrecy outage
probability in Proposition 1, the upper bound of the average
secrecy rate is written as

𝑅𝑁𝐶

𝑠 ≤ 𝑅𝑁𝐶−𝑢𝑝𝑝𝑒𝑟

𝑠 = ∫∞
0
(1 − 𝑃𝑁𝐶−𝑙𝑜𝑤𝑒𝑟

𝑠𝑜 (𝑅0)) 𝑑𝑅0
= 𝛼2 ln 2 ln(1 + 𝜆𝑏𝜆𝑒 ) .

(11)

We can find that the upper bound of the average secrecy
rate is the same with the result in [23] where it considered
a noncooperative eavesdroppers case and only taken lager-
scale fading into account but ignored the effect caused by the
small-scale fading. From (11), it is obvious that the large 𝛼 and𝜆𝑏/𝜆𝑒 are beneficial to improve the secrecy performance in
the large-scale cellular network.

3.1.3. Security Outage Probability When Considering Interfer-
ence. In this section, we consider the typical user will be
interfered by the other BSs except the serving BS. In addition,
the secrecy indeed becomes better when the eavesdropping
channel is degraded under the effect of interference. In this
paper, we focus on the worst-case scenario of eavesdropping,
where all the eavesdroppers can mitigate the interference. In
fact, eavesdroppers are usually assumed to have strong ability,
and they may cooperate to cancel the interference, as seen in
[33]. In this scenario, the security outage probability at the
typical user is written as

𝑃𝐼𝑠𝑜 (𝑅0) = P (𝐶𝑠 < 𝑅0) = P (𝐶𝐵∗𝑈 − 𝐶𝐵∗𝑒 < 𝑅0)
= P(log2 1 + 𝛾𝐵∗𝑈1 + 𝛾𝐵∗𝑒 < 𝑅0) ≃ P(𝛾𝐵∗𝑈𝛾𝐵∗𝑒 < 𝛽)
= ∫∞

0
∫𝛽𝛾𝐵∗𝑒
0

𝑓𝛾𝐵∗𝑈 (𝑥) 𝑓𝛾𝐵∗𝑒 (𝑦) 𝑑𝑥𝑑𝑦
= ∫∞

0
𝐹𝛾𝐵∗𝑈 (𝛽𝑦) 𝑓𝛾𝐵∗𝑒 (𝑦) 𝑑𝑦,

(12)

where 𝛽 = 2𝑅0 .
The CDF of 𝛾𝐵∗𝑈 is derived as

𝐹𝛾𝐵∗𝑈 (𝑥) = P (𝛾𝐵∗𝑈 < 𝑥)
= P( 𝑃𝐵𝑆ℎ𝐵∗𝑈𝑙−𝛼𝐵∗𝑈∑𝑖∈Φ𝑏/{𝑠}

𝑃𝐵𝑆ℎ𝐵𝑖𝑈𝑙−𝛼𝐵𝑖𝑈 + 𝜎2 < 𝑥)
= P(𝑃𝐵𝑆ℎ𝐵∗𝑈𝑙−𝛼𝐵∗𝑈𝐼 + 𝜎2 < 𝑥)
𝑎≈ P(𝑃𝐵𝑆ℎ𝐵∗𝑈𝑙−𝛼𝐵∗𝑈𝐼 < 𝑥) = 1 − EΦ𝑏 (𝑒−(𝑥𝐼/𝑃𝐵𝑆)𝑙−𝛼𝐵∗𝑈)
= 1 − 𝐿𝐼 (𝑙𝛼𝐵∗𝑈𝑥𝑃𝐵𝑆 )
𝑏= 1 − exp(−𝜋𝑙2𝐵∗𝑈𝜆𝑏Γ (1 + 2𝛼) Γ (1 − 2𝛼)𝑥2/𝛼) ,

(13)

where 𝐼 = ∑𝑖∈Φ𝑏/{𝑠}
𝑃𝐵𝑆ℎ𝐵𝑖𝑈𝑙−𝛼𝐵𝑖𝑈. Step (a) is based on the the

assumption that this is an interference limited system, and
step (b) follows the Laplace transform of 𝐼 [34].

Next, we can give the CDF of 𝛾𝐵∗𝑒 as
𝐹𝛾𝐵∗𝑒 (𝑥) = P (𝛾𝐵∗𝑒 < 𝑥) = P(max

𝑒∈Φ𝑒
𝑃ℎ𝐵∗𝑒𝑙−𝛼𝐵∗𝑒 < 𝑥)

= EΦ𝑒
(∏(𝑃(ℎ𝐵∗𝑒 < 𝑥𝑙𝛼𝐵∗𝑒𝑃 )))

= exp(−2𝜋𝜆𝑒 ∫∞
0
𝑒−𝑥𝑟𝛼/𝑃𝑟𝑑𝑟)

= exp(−2𝜋𝜆𝑒 Γ (2/𝛼) 𝑃2/𝛼𝛼𝑥2/𝛼 ) ,

(14)

where 𝑃 = 𝑃𝐵𝑆/𝜎2. Then, the PDF is

𝑓𝛾𝐵∗𝑒 (𝑥) = −4𝜋𝜆𝑒Γ (2/𝛼) 𝑃2/𝛼𝛼2 𝑥−2/𝛼−1
⋅ exp(−2𝜋𝜆𝑒 Γ (2/𝛼) 𝑃2/𝛼𝛼𝑥2/𝛼 ) , (15)

Submit (15) and (13) to (12), we can get the expression of
secrecy outage probability

𝑃𝐼𝑠𝑜 (𝑅0) ≃ ∫∞
0
1 − exp (−𝜋𝑙20𝜆𝑏Γ (1 + 2𝛼) Γ (1 − 2𝛼) (𝛽y)2/𝛼) × 𝑓𝛾𝐵∗𝑒 (𝑦) 𝑑𝑦

= ∫∞
0
∫∞
0
(1 − exp(−𝜋𝑙20𝜆𝑏Γ (1 + 2𝛼) Γ (1 − 2𝛼) (𝛽y)2/𝛼)) × 2𝜋𝜆𝑏𝑙0𝑒−𝜋𝜆𝑏𝑙20𝑑𝑙0𝑓𝛾𝑒 (𝑦)𝑑𝑦

= ∫∞
0
(1 − 2𝜋𝜆𝑏𝑙0𝑒−𝜋𝜆𝑏𝑙20−𝜋𝑙20𝜆𝑏Γ(1+2/𝛼)Γ(1−2/𝛼)(𝛽y)2/𝛼) 𝑑𝑙0𝑓𝛾𝑒 (𝑦) 𝑑𝑦
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= 1 − ∫∞
0
( 11 + (𝛽y)2/𝛼 Γ (1 + 2/𝛼) Γ (1 − 2/𝛼))𝑓𝛾𝑒 (𝑦) 𝑑𝑦

= 1 + 𝐶1 ∫∞
0

11 + 𝐶2𝑦2/𝛼 × 1𝑦2/𝛼+1 exp (−𝐶3𝑦−2/𝛼) 𝑑𝑦,
(16)

where 𝐶1 = 4𝜋𝜆𝑒Γ(2/𝛼)𝑃2/𝛼/𝛼2, 𝐶2 = 𝛽2/𝛼Γ(1 + 2/𝛼)Γ(1 −2/𝛼), and 𝐶3 = 2𝜋𝜆𝑒(Γ(2/𝛼)𝑃2/𝛼/𝛼).
Using the approach of equivalent substitution, the expres-

sion can be simplified as

𝑃𝐼𝑠𝑜 (𝑅0) = 1 + 𝐶1 ∫∞
0

11 + 𝐶2𝑡
× 1𝑡1+2/𝛼 exp (−𝐶3𝑡−1) 𝑑𝑡(2/𝛼) (𝑡)1−𝛼/2 = 1 + 𝛼2
⋅ 𝐶1 ∫∞

0

11 + 𝐶2𝑡 1𝑡2 exp (−𝐶3𝑡−1) 𝑑𝑡 = 1 − 𝛼2
⋅ 𝐶1 ∫∞

0

𝑥
x + 𝐶2 exp (−𝐶3𝑥) 𝑑𝑥 𝑎= 1 − 𝛼2

⋅ 𝐶1𝐶2𝑒𝐶2𝐶3Γ (2) Γ (−1, 𝐶2𝐶3) ,

(17)

where Γ(𝛼, 𝑥) is the incomplete gamma function and step (a)
is based on [31, eq. (3.381.10)].

3.1.4. Average Secrecy RateWhen Considering Interference. In
this section, the average secrecy rates are derived when the
interference caused by BSs is considered. According to the
expression of average secrecy rate 𝑅𝑠 = ∫∞0 (1 − 𝑃𝑠𝑜(𝑅0))𝑑𝑅0,
the average secrecy rate can be calculated as follows:

𝑅𝐼𝑠 = ∫∞
0
(𝛼2𝐶1𝐶2𝑒𝐶2𝐶3Γ (2) Γ (−1, 𝐶2𝐶3)) 𝑑𝑅0

= 𝛼Γ (2)2 𝐶4𝐶1 ∫∞
0
(𝛽2/𝛼𝑒𝛽2/𝛼𝐶0Γ (−1, 𝛽2/𝛼𝐶0)) 𝑑𝑅0

= 𝛼Γ (2)2 ln 2 𝐶4𝐶1 ∫
∞

0
(𝛽2/𝛼−1𝑒𝛽2/𝛼𝐶0Γ (−1, 𝛽2/𝛼𝐶0)) 𝑑𝛽

𝑎= 𝛼2Γ (2)4 ln 2 𝐶4𝐶1 ∫
∞

0
𝑒𝐶0𝑡Γ (−1, 𝐶0𝑡) 𝑑𝑡

= 𝛼2Γ (2)4 ln 2 𝐶4𝐶1𝐹 (𝐶0) ,

(18)

where 𝐶0 = (2𝜋𝜆𝑒Γ(2/𝛼)𝑃2/𝛼/𝛼)Γ(1 + 2/𝛼)Γ(1 − 2/𝛼), 𝐶4 =Γ(1 + 2/𝛼)Γ(1 − 2/𝛼), and 𝐹(𝑥) = ∫∞
0
𝑒𝑥𝑡Γ(−1, 𝑥𝑡)𝑑𝑡. Step (a)

is based on the variable substitution.

3.2. Cooperative Eavesdroppers. In this subsection, for a
strongly robust analysis, we consider the worst case that all
eavesdroppers can share the message with each other, and
eavesdroppers are capable of combining their signals in an
optimal manner to decode confidential information.

3.2.1. Secrecy Outage Probability. It is easy to know that the
main channel capacity 𝐶𝐵∗𝑈 is the same as the scenario of
noncooperative eavesdroppers. In cooperative eavesdroppers
case, multiple eavesdroppers can be regarded as a single
eavesdropper with multiple distributed antennas. Consid-
ering that the maximal ratio combining (MRC) scheme is
employed, the equivalent eavesdropping channel capacity can
be derived as

𝐶𝐵∗𝑒 = log2(1 + ∑
𝑒∈Φ𝑒

(𝛾𝐵∗𝑒))
= log2(1 + ∑

𝑒∈Φ𝑒

(𝑃𝐵𝑆 ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒𝜎2 )) .
(19)

The secrecy outage probability 𝑃𝐶𝑠𝑜(𝑅0) in the presence of
multiple cooperative eavesdroppers can be calculated by

𝑃𝐶𝑠𝑜 (𝑅0) = P (𝐶𝐵∗𝑈 − 𝐶𝐵∗𝑒 < 𝑅0)
= P(log2( 1 + 𝑃𝐵𝑆 ℎ𝐵∗𝑈2 𝑙−𝛼𝐵∗𝑈/𝜎21 + ∑𝑒∈Φ𝑒

(𝑃𝐵𝑆 ℎ𝐵∗e2 𝑙−𝛼𝐵∗𝑒/𝜎2))
< 𝑅0) ≃ P( ℎ𝐵∗𝑈2 𝑙−𝛼𝐵∗𝑈∑𝑒∈Φ𝑒

(ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) < 2
𝑅0)

(20)

Proposition 5. The secrecy outage probability for the scenario
of cooperative eavesdroppers can be given as

𝑃𝐶𝑠𝑜 (𝑅0) ≃ 2𝜆𝑒 (2𝑅0)2/𝛼 Γ (1 − 2/𝛼) Γ (2/𝛼)𝛼𝜆𝑏 + 2𝜆𝑒 (2𝑅0)2/𝛼 Γ (1 − 2/𝛼) Γ (2/𝛼) (21)

Proof. Based on the definition of the secrecy outage proba-
bility (10) of the cooperative eavesdroppers case, the secrecy
outage probability can be obtained as follows:
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𝑃𝐶𝑠𝑜 (𝑅0) ≃ P( ℎ𝐵∗𝑈2 𝑙−𝛼𝐵∗𝑈Σ𝑒∈Φ𝑒 (ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) < 2
𝑅0)

𝑎= ∫∞
0

EΦ𝑒
(P (ℎ𝐵∗𝑈2 < 2𝑅0 𝑙𝛼𝐵∗𝑈𝑍Φ𝑒

| Φ𝑒))
⋅ 𝑓𝑙𝐵∗𝑈 (𝑙) 𝑑𝑙 = ∫∞

0
EΦ𝑒

(1
− exp (−2𝑅0 𝑙𝛼𝐵∗𝑈𝑍Φ𝑒

)) 𝑓𝑙𝐵∗𝑈 (𝑙) 𝑑𝑙 𝑏= 1
− ∫∞

0
exp(−2𝜋𝜆𝑒 (2𝑅0)2/𝛼 Γ (1 − 2/𝛼) Γ (2/𝛼)𝛼

⋅ 𝑙2𝐵∗𝑈)𝑓𝑙𝐵∗𝑈 (𝑙) 𝑑𝑙
𝑐= 2𝜆𝑒 (2𝑅0)2/𝛼 Γ (1 − 2/𝛼) Γ (2/𝛼)𝛼𝜆𝑏 + 2𝜆𝑒 (2𝑅0)2/𝛼 Γ (1 − 2/𝛼) Γ (2/𝛼)

(22)

where 𝑍Φ𝑒
= Σ𝑒∈Φ𝑒 |ℎ𝐵∗𝑒|2𝑙−𝛼𝐵∗𝑒. Step (a) is derived based

on the independence between Φ𝑏 and Φ𝑒, and step (b)
is the Laplace transform of 𝑍Φ𝑒

given by EΦ𝑒
(𝑒−𝑠𝑍Φ𝑒 ) =

exp(−2𝜋𝜆𝑒𝑠2/𝛼Γ(1 − 2/𝛼)Γ(2/𝛼)/𝛼) [34]. Step (c) utilizes the
integral of exponential functions [31, eq. (3.326.2)].

From (21), it is easy to know that, with the increasing of
the density of eavesdroppers, the secrecy outage probability
increases, and the secrecy outage probability increases as the
threshold 𝑅0 increases.
3.2.2. Average Secrecy Rate. In the scenario of cooperative
eavesdroppers, the average secrecy rate at the typical user𝑅𝐶𝑠 can also be calculated by the integral over all possible
values of 𝑅𝑠 as stated in Proposition 5. Thus, we obtain 𝑅𝐶𝑠 =∫∞
0
(1 − 𝑃𝐶𝑠𝑜(R0))𝑑𝑅0.

Corollary 6. The average secrecy rate at the typical user is
provided by

𝑅𝐶𝑠 = ∫∞
0

𝛼𝜆𝑏𝛼𝜆𝑏 + 2𝜆𝑒 (2𝑅0)2/𝛼 Γ (1 − 2/𝛼) Γ (2/𝛼)𝑑𝑅0
= ∫∞

0

𝛼𝜆𝛼𝜆𝑏 + 2𝜆𝑒Γ (1 − 2/𝛼) Γ (2/𝛼) 𝑒(2 ln 2/𝛼)𝑅0 𝑑𝑅0
𝑎= 𝛼2 ln 2 ⋅ ln(1 + 𝛼𝜆𝑏2𝜆𝑒Γ (1 − 2/𝛼) Γ (2/𝛼)) ,

(23)

where step (a) follows the integral result for the form of
integrand herein, which can be found in [32, eq. (5.1.2.4.2)].

When 𝛼 increases, the typical user will achieve a larger
average secrecy rate from formula (23). It is the same as
the scenario of noncooperative eavesdropping. And the large
density of eavesdroppers can reduce the average secrecy rate.

4. Secrecy Performance of
Multiantenna System

In this section, comparing with the single-antenna system,
we assume that the BS are equipped with multiple antennas
and the typical user and each eavesdropper are equippedwith
a single antenna. Furthermore, we assume that the serving
BS employs the TAS scheme to enhance secrecy performance
in the cellular network. In this case, the typical user first
gives feedback to the index of the antenna that maximizes
its SNR. Then, the serving BS uses the selected antenna to
broadcast the signal. Therefore, the selected 𝑠𝑡ℎ antenna can
be expressed as

𝑠 = arg max
𝑘∈[1,𝐿]

(ℎ𝐵∗𝑘𝑈2) , (24)

where ℎ𝐵∗
𝑘
𝑈 is the channel between the 𝑘𝑡ℎ antenna at the

serving BS and the typical user [35].
We consider that all the channels undergo independent

Rayleigh fading channels. Thus, the PDF of |ℎ𝐵∗
𝑘
𝑈|2 follows

the form of exponential distribution, i.e.,

𝑓|ℎ𝐵∗
𝑘
𝑈|
2 (𝑥) = 1𝛾 exp(−𝑥𝛾) , (25)

where 𝛾 = E[|ℎ𝐵∗
𝑘
𝑈|2]. Furthermore, we can derive the CDF

of |ℎ𝐵∗
𝑘
𝑈|2 as

𝐹|ℎ𝐵∗
𝑘
𝑈|
2 (𝑥) = 1 − exp(−𝑥𝛾) . (26)

According to the relationship given in (24), the CDF of|ℎ𝐵∗𝑠 𝑈|2 can be found using order statistics, i.e., 𝐹|ℎ𝐵∗𝑠 𝑈|2(𝑥) =[𝐹|ℎ𝐵∗
𝑘
𝑈|
2(𝑥)]𝐿, which can be derived by (26) Relying on the

binomial theorem, followed by some algebraic manipula-
tions; the CDF of |ℎ𝐵∗𝑠 𝑈|2 can be reexpressed as

𝐹|ℎ𝐵∗𝑠 𝑈|2 (𝑥) =
𝐿∑
𝑛=0

(−1)𝑛 (𝐿𝑛) exp(−𝑛𝑥𝛾 ) . (27)

Hence, the PDF of |ℎ𝐵∗𝑠 𝑈|2 can be calculated as

𝑓|ℎ𝐵∗𝑠 𝑈|2 (𝑥) =
𝐿∑
𝑛=0

(−1)𝑛+1 𝑛𝛾 (𝐿𝑛) exp(−𝑛𝑥𝛾 ) . (28)

In the following analysis, we assume 𝛾 = 1 to simplify
calculation.

4.1. Noncooperative Eavesdroppers. In this section, we still
use two secrecy performance metrics, i.e., the secrecy outage
probability and average secrecy rate, to evaluate the security
of cellular network.

4.1.1. Secrecy Outage Probability. The secrecy outage proba-
bility under the TAS scheme can be calculated by
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𝑃𝑁𝐶
𝑠𝑜 (𝑅0) = P( ℎ𝐵∗𝑠 𝑈2 𝑙−𝛼𝐵∗𝑈

max𝑒∈Φ𝑒 (ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) < 2
𝑅0) (29)

Proposition 7. The secrecy outage probability for the scenario
of noncooperative eavesdroppers can be expressed as

𝑃𝑁𝐶
𝑠𝑜 (𝑅0)
≃ 𝐿∑

𝑛=0

∞∑
𝑘=1

(−1)𝑛+1 ( 𝐿𝑛 ) Γ ((2/𝛼) (𝑘 − 1) + 1)𝑛(2/𝛼)(𝑘−1)
× ( −𝜆𝑏𝛼2𝜆𝑒Γ (2/𝛼) (2𝑅0)2/𝛼)

𝑘−1

(30)

Proof. Based on the definition of the secrecy outage probabil-
ity, the secrecy outage probability can be obtained as follows:

𝑃𝑁𝐶
𝑠𝑜 (𝑅0) ≃ P( ℎ𝐵∗𝑠 𝑈2 𝑙−𝛼𝐵∗𝑈

max𝑒∈Φ𝑒 (ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) < 2
𝑅0) = 1

− EΦ𝑏,Φ𝑒
(∏

𝑒∈Φ𝑒

(ℎ𝐵∗𝑒2

< ℎ𝐵∗𝑠 𝑈2 𝑙−𝛼𝐵∗𝑈2𝑅0 𝑙𝛼𝐵∗𝑒 | Φ𝑏, Φ𝑒)) 𝑎= 1
− EΦ𝑏 (exp(− 2𝜋𝜆𝑒2𝑅0𝛼 ℎ𝐵∗𝑈2/𝛼 𝑙−2𝐵∗𝑈Γ (

2𝛼)) | Φ𝑏)
= 1
− E|ℎ𝐵∗𝑈|2 (∫∞

0
exp(− 2𝜋𝜆𝑒 (2𝑅0)2/𝛼𝛼 ℎ𝐵∗𝑈2/𝛼 𝑙−2𝐵∗𝑈 × Γ (

2𝛼))

⋅ 𝑓𝑙𝐵∗𝑈 (𝑙) 𝑑𝑙 | ℎ𝐵∗𝑈2) 𝑏= 𝐿∑
𝑛=0

(−1)𝑛+1

⋅ 𝑛 ( 𝐿𝑛 )
⋅ ∫∞

0
( 2𝜆𝑒Γ (2/𝛼) (2𝑅0)2/𝛼 𝑒−𝑛𝑥𝜆𝑏𝛼𝑥2/𝛼 + 2𝜆𝑒Γ (2/𝛼) (2𝑅0)2/𝛼)𝑑𝑥

𝑐= 𝐿∑
𝑛=0

∞∑
𝑘=1

( 𝐿𝑛)(−1)−𝑛+1
⋅ Γ ((2/𝛼) (𝑘 − 1) + 1)𝑛(2/𝛼)(𝑘−1) ( −𝜆𝑏𝛼2𝜆𝑒Γ (2/𝛼) (2𝑅0)2/𝛼)

𝑘−1 ,

(31)

where step (a) is based on the PGFL of PPPsΦ𝑒, and step (b)
follows the PDF of 𝑙𝐵∗𝑈 and |ℎ𝐵∗𝑠 𝑈|2. Step (c) is derived by the
exponential function [31, eq. (1.211.1)].

4.1.2. Average Secrecy Rate. Based on the 𝑃𝑁𝐶
𝑠𝑜 (𝑅0) in Propo-

sition 7, the average secrecy rate at the typical user can be
derived by 𝑅𝑁𝐶

𝑠 = ∫∞
0
(1 − 𝑃𝑁𝐶

𝑠𝑜 (𝑅0))𝑑𝑅0.
Corollary 8. The average secrecy rate is provided by

𝑅𝑁𝐶

𝑠

= 𝐿∑
𝑛=0

∞∑
𝑘=1

( 𝐿𝑛 ) (−1)𝑛+𝑘𝑛2𝑘/𝛼−1 ln 2 ( 𝛼𝜆𝑏2𝜆𝑒Γ (2/𝛼))
𝑘 Γ(2𝑘𝛼 )

(32)

Proof. With the help of (25), the desired results can be easily
derived by following the similar procedures as the single-
antenna scenario.

4.2. Cooperative Eavesdroppers. In this subsection, the effect
of cooperative eavesdroppers on secrecy performance under
different network parameters is given for the multiantenna
scenario.

4.2.1. Secrecy Outage Probability. Similar to (20), the secrecy
outage probability 𝑃𝐶𝑠𝑜(𝑅0) under the TAS scheme can be
calculated by

𝑃𝐶𝑠𝑜 (𝑅0) = P( ℎ𝐵∗𝑠 𝑈2 𝑙−𝛼𝐵∗𝑈∑𝑒∈Φ𝑒
(ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) < 2

𝑅0) (33)

Proposition 9. The secrecy outage probability for the scenario
of cooperative eavesdroppers can be given as

𝑃𝐶𝑠𝑜 (𝑅0) ≃ 𝐿∑
𝑛=0

(( 𝐿𝑛 ) (−1)𝑛

× 𝛼𝜆𝑏𝛼𝜆𝑏 + 2𝜆𝑒Γ (1 − 2/𝛼) Γ (2/𝛼) 𝑛2/𝛼 (2𝑅0)2/𝛼)
(34)

Proof. Inmultiantenna system, the secrecy outage probability
can be expressed as (21). From the definition, we can derive
the secrecy outage probability as follows:

𝑃𝐶𝑠𝑜 (𝑅0) ≃ P( ℎ𝐵∗𝑠 𝑈2 𝑙−𝛼𝐵∗𝑈Σ𝑒∈Φ𝑒 (ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) < 2
𝑅0)

= ∫∞
0

EΦ𝑒
(P (ℎ𝐵∗𝑠 𝑈2 < 2𝑅0 𝑙𝛼𝐵∗𝑈𝑍Φ𝑒

| Φ𝑒))
⋅ 𝑓𝑙𝐵∗𝑈 (𝑙) 𝑑𝑙 𝑎= EΦ𝑒

(1 − 𝑒−2𝑅0 𝑙𝛼𝐵∗𝑈𝑍Φ𝑒)𝐿
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𝑏= 𝐿∑
𝑛=0

(𝐿𝑛) (−1)𝑛 EΦ𝑒
(𝑒−2𝑅0 𝑙𝛼𝐵∗𝑈𝑍Φ𝑒𝑛)

𝑐= 𝐿∑
𝑛=0

(𝐿𝑛) (−1)𝑛
⋅ 𝛼𝜆𝑏𝛼𝜆𝑏 + 2𝜆𝑒Γ (1 − 2/𝛼) Γ (2/𝛼) 𝑛2/𝛼 (2𝑅0)2/𝛼

(35)

where𝑍Φ𝑒
= Σ𝑒∈Φ𝑒 |ℎ𝐵∗𝑒|2𝑙−𝛼𝐵∗𝑒. Step (a) is derived based on the

CDF of |ℎ𝐵∗𝑠 𝑈|2, and according to the polynomial expansion
[32, eq. (1.1.10)], step (b) can be obtained. In addition, step (c)
is the Laplace transform of 𝑍Φ𝑒

[34].

4.2.2. Average Secrecy Rate. Combining Proposition 9 and
the integral formula in [32, eq. (5.1.2.4.2)], we can obtain the
average secrecy rate at the typical user as follows.

Corollary 10. The average secrecy rate is provided by

𝑅𝐶𝑠 = 𝐿∑
𝑛=1

(𝐿𝑛)
⋅ (−1)𝑛+1 𝛼2 ln 2 ln(1 + 𝛼𝜆𝑏2𝜆𝑒Γ (1 − 2/𝛼) Γ (2/𝛼) 𝑛2/𝛼)

(36)

Proof. Using the definition of the average secrecy rate, we can
obtain the expression as follows:

𝑅𝐶𝑠 = ∫∞
0

𝐿∑
𝑛=0

(−1)𝑛 ( 𝐿𝑛) 𝛼𝜆𝑏𝛼𝜆𝑏 + 2𝜆𝑒Γ (1 − 2/𝛼) Γ (2/𝛼) 𝑛2/𝛼 (2𝑅0)2/𝛼 𝑑𝑅0
= 𝐿∑

𝑛=0

( 𝐿𝑛)(−1)−𝑛
⋅ ∫∞

0

𝛼𝜆𝑏𝑑𝑅0𝛼𝜆𝑏 + 2𝜆𝑒Γ (1 − 2/𝛼) Γ (2/𝛼) 𝑛2/𝛼 (2𝑅0)2/𝛼 𝑒(2 ln 2/𝛼)𝑅0
𝑎= 𝐿∑
𝑛=0

( 𝐿𝑛 ) (−1)
𝑛+1 𝛼2 ln 2

⋅ ln(1 + 𝛼𝜆𝑏2𝜆𝑒Γ (1 − 2/𝛼) Γ (2/𝛼) 𝑛2/𝛼)

(37)

where step (a) is based on the integral formula in [32, eq.
(5.1.2.4.2)].

For the secrecy outage probability, we find that 𝑃𝑁𝐶
𝑠𝑜 and𝑃𝐶𝑠𝑜 are a function of various factors, e.g., 𝐿, 𝜆𝑒, 𝜆𝑏, 𝑅0, 𝛼. For

any given 𝐿, 𝜆𝑏, 𝑅0, 𝛼, the secrecy outage probability solely
depends on eavesdroppers’ density. And a large 𝛼 and 𝐿 can
decrease the secrecy outage probability in both cooperative
and noncooperative eavesdroppers. As to the average secrecy
rates 𝑅𝑁𝐶

𝑆 and 𝑅𝐶𝑆 , the more number of antennas 𝐿 and large
path loss exponent 𝛼 is also beneficial for improving the aver-
age secure transmission rate. Detailed analysis on the impacts
of these factors to the security can be seen in Section 5.
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Figure 2: The secrecy outage probability as a function of 𝜆𝑒/𝜆𝑏.

5. Numerical Results and Discussion

In this section, we provide simulation results to verify our
analyses for different scenarios as mentioned above.We show
the secrecy outage probability and the average secrecy rate as
functions of 𝜆𝑒/𝜆𝑏, 𝛼, 𝑅0, and 𝐿. In the simulation analysis,
we assume the transmit SNR 𝑃𝐵𝑆/𝜎2 = 20𝑑𝐵. In the following
figures, NC and C denote the noncooperative eavesdroppers
and cooperative eavesdroppers, respectively. In addition, the
NC-lower and NC-upper corresponded, respectively, to the
lower bound of the secrecy outage probability and the upper
bound of the average secrecy rate under the noncooperative
eavesdroppers scenarios, and NC-Interference is the secrecy
performance in the noncooperative eavesdropping case with
considering interference.

Figure 2 verifies the secrecy outage probability for two
different scenarios as a function of 𝜆𝑒/𝜆𝑏. We observe
that the secrecy outage probability increases as the density
of eavesdroppers increases. This is because large 𝜆𝑒 can
reduce the distance between eavesdropper and BS. When the
interference is considered, the secrecy outage probability has
a large increase comparing to the noninterference case in
noncooperative eavesdropping scenario. This indicates that
the interference has an important effect for the secrecy perfor-
mance in such a scenario.Moreover, with the increasing of𝜆𝑒,
the lower bound of the secrecy outage probability is different
from the performance of the exact analytical expression
in (4). This difference shows that the impact of small-
scale fading is considerable in certain 𝜆𝑒 regime. And the
secrecy outage probability of the scenario of noncooperative
eavesdroppers is always lower than that of cooperative eaves-
droppers, because sharing information among eavesdroppers
makes it easier to decode the confidential message.
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Figure 3: The secrecy outage probability as a function of 𝛼.
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Figure 4: The secrecy outage probability as a function of 𝑅0.
Figures 3 and 4 demonstrate the secrecy outage proba-

bility as a function of path loss exponent 𝛼 and threshold𝑅0, respectively. It is easy to find that the secrecy outage
probability decreases with the increasing of 𝛼 and increases
with the increasing of 𝑅0. This is because larger path loss
exponent indicates worse signal condition for both eaves-
droppers and the typical user, whereas the impact on the
former is turned out to be more influential on the secrecy
outage probability. And the large threshold 𝑅0 requires larger
channel difference between legal and illegal links, so it is
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Figure 5: The average secrecy rate as a function of 𝜆𝑒/𝜆𝑏 for two
different scenarios.

more likely to be easily interrupted for the transmission.
Another fact is that the large value of 𝛼makes the difference
on secrecy performance between the lower bound and the
exact analytical expression become small. This explains that
the effect of secrecy performance caused by small-scale fading
cannot be ignored in small 𝛼 environment. In addition, when
the interference caused by BSs is considered, the secrecy
performance is the worst in these scenarios.

Figure 5 shows the average secrecy rate as a function
of 𝜆𝑒/𝜆𝑏 under various path loss exponents 𝛼. The result
shows that the average secrecy rate decreases as the density
of eavesdroppers 𝜆𝑒/𝜆𝑏 increases. For a given 𝜆𝑒/𝜆𝑏, the large
path loss exponent 𝛼 can improve the average secrecy rate.
And the average secrecy rate is the lowest when interference
is considered. This is because the interference reduces the
channel capacity of legal link. At the same time, we can
observe that the gap of the average secrecy rate between the
scenarios of noncooperative eavesdroppers and cooperative
eavesdroppers is becoming narrower with the increasing of𝜆𝑒/𝜆𝑏, especially the gap between the upper bound of the
average secrecy rate with the exact analytical expression in
(9). The reason is that the large-scale fading is gradually
becoming themain cause on secrecy performance.Moreover,
because eavesdroppers can exchange information with each
other in the scenario of cooperative eavesdroppers, the
secrecy performance is always worse than the scenario of
noncooperative eavesdroppers.

Figure 6 illustrates the secrecy outage probability as a
function of the number of antennas 𝐿. We can know that a
slight increase of 𝐿 effectively decreases the secrecy outage
probability. This is because more antennas make BS transmit
message in a better channel quality with a large probability.
When 𝜆𝑒 becomes very small or large, the gap of secrecy
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Figure 6:The secrecy outage probability as a function of 𝐿with 𝜆𝑒 =0.01, 𝜆𝑒 = 0.1.

outage probability between the scenarios of noncooperative
and cooperative eavesdroppers will become narrower. This
can be explained as follows: a smaller 𝜆𝑒 decreases the
average number of eavesdroppers in a certain area, which
naturally makes fewer eavesdroppers share information. In
addition, a larger 𝜆𝑒 means eavesdroppers are closer to
BSs, which leads to the worst eavesdropper being capable
enough of intercepting the information transmission. In
this case, whether or not eavesdroppers can cooperate has
no significant effect on secrecy performance. Moreover, an
interesting finding is that the gap between cooperative and
noncooperative eavesdroppers does not change obviously
as 𝐿 increases. When the density of eavesdroppers is large,
increasing the number of antennas has litter improvement on
the secrecy outage probability. This is because the number
of eavesdroppers has become the main influence factor to
damage the secrecy performance.

In Figure 7, the average secrecy rate 𝑅𝑁𝐶

𝑆 in (32) and𝑅𝐶𝑆 in (36) versus the number of antennas 𝐿 with different
path loss exponent 𝛼 is presented. Both average secrecy rate
in noncooperative and cooperative eavesdroppers scenarios
monotonically increase with the increasing of 𝐿, with the
benefit being brought by multiple antennas. But there is no
obvious change in the gap between 𝑅𝑁𝐶

𝑆 and 𝑅𝐶𝑆 for 𝛼 = 4
and 𝛼 = 2.5 with an increasing of 𝐿, which indicates that
multiple antenna has equal effects on the improvement of the
secrecy rate in noncooperative and cooperative eavesdrop-
pers scenarios. We also find that the average secrecy rate is
smaller than that with 𝛼 = 4, which is the same as shown
in Figure 4. Comparing to a small 𝛼 = 2.5, the average
secrecy rate 𝑅𝑁𝐶

𝑆 is closer to 𝑅𝐶𝑆 when 𝛼 = 4. In other
words, the cooperative eavesdroppers provides less additional
degradation on the secrecy performance compared with the
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Figure 7: The average secrecy rate as a function of 𝐿 with 𝛼 = 2.5,𝛼 = 4.

noncooperative eavesdroppers when 𝛼 becomes larger. The
reason is that more severe path loss makes the influence
of the worst eavesdroppers more significant compared with
other eavesdroppers, which has weakened the impact of
eavesdroppers’ cooperation.

6. Conclusion

In this paper, the exact expressions for the secrecy outage
probability and average secrecy rate at the typical user are pre-
sented by using the tool of stochastic geometry in large-scale
cellular networks. These results are represented by numerical
simulations. Our results show that, with the increasing of
density ratio of eavesdroppers to BSs, the secrecy perfor-
mance decreases in both scenarios of noncooperative and
cooperative eavesdroppers, and the typical user can achieve
better secrecy performance in the environment with large
path loss exponent. Furthermore, the secrecy performance in
the scenario of noncooperative eavesdroppers is always better
than that of cooperative eavesdroppers, and the interference
caused byBSwill damage the secrecy performance.Moreover,
we give more accurate results than predecessors, because of
considering both of the large-scale and small-scale fading. At
the same time, we know that the small-scale fading cannot
be ignored in eavesdroppers with certain density regime and
small loss path exponent environment. Finally, using the TAS
technology can effectively enhance the secrecy performance
compared to single-antenna system, but it cannot obviously
improve the difference on secrecy performance between the
scenarios of noncooperative and cooperative eavesdroppers.
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