Hindawi

Security and Communication Networks
Volume 2018, Article ID 5160237, 11 pages
https://doi.org/10.1155/2018/5160237

Research Article

WILEY

Hindawi

Improved Integral Attacks on SIMON32 and SIMON48 with
Dynamic Key-Guessing Techniques

Zhihui Chu ®,"? Huaifeng Chen ®," Xiaoyun Wang ®,">*

Xiaoyang Dong ®,’ and Lu Li®"?

'Key Laboratory of Cryptologic Technology and Information Security, Ministry of Education, Shandong University,

Jinan 250100, China

2School of Mathematics, Shandong University, Jinan 250100, China
*Institute for Advanced Study, Tsinghua University, Beijing 100084, China

Correspondence should be addressed to Xiaoyun Wang; xiaoyunwang@mail.tsinghua.edu.cn

Received 17 July 2017; Accepted 3 January 2018; Published 19 February 2018

Academic Editor: Barbara Masucci

Copyright © 2018 Zhihui Chu et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

Dynamic key-guessing techniques, which exploit the property of AND operation, could improve the differential and linear
cryptanalytic results by reducing the number of guessed subkey bits and lead to good cryptanalytic results for SIMON. They have
only been applied in differential and linear attacks as far as we know. In this paper, dynamic key-guessing techniques are first
introduced in integral cryptanalysis. According to the features of integral cryptanalysis, we extend dynamic key-guessing techniques
and get better integral cryptanalysis results than before. As a result, we present integral attacks on 24-round SIMON32, 24-round
SIMON48/72, and 25-round SIMON48/96. In terms of the number of attacked rounds, our attack on SIMON32 is better than any
previously known attacks, and our attacks on SIMON48 are the same as the best attacks.

1. Introduction

The integral attack, proposed by Daemen et al. [1], is an
important cryptanalytic technique for symmetric-key primi-
tives. The integral distinguisher is based on the property that
when some parts of the input (constant bits) of distinguishers
are held constant whereas the other parts (active bits) vary
through all possibilities, the sum of all the output values
equals zero at some particular locations (balanced bits). In
the key recovery, the sum is random if the guessed key
is incorrect, while the sum is zero if the guessed key is
correct. As a powerful class of cryptanalytic techniques,
integral cryptanalysis has been applied to many block ciphers,
especially the ones with low-degree round functions.

SIMON is a family of ten lightweight block ciphers
designed by the US National Security Agency [2]. The
SIMON2#n/mn family of lightweight block ciphers have clas-
sical Feistel structures with 2n-bit block size and mn-bit key,
where # is the word size.

SIMON has been extensively scrutinized [3-25]. As an
ultralightweight primitive, SIMON is a very good target for
integral cryptanalysis. In integral cryptanalysis, Wang et al.
[21] experimentally found an integral distinguisher for 14
rounds of SIMON32 and mounted a key-recovery attack on
2l-round SIMON32. At EUROCRYPT 2015, Todo proposed
the division property [17], which is a generalized integral
property. This new technique enables the cryptographers to
propagate the integral property in a more precise manner.
As a result, an 11-round integral distinguisher of SIMON48
was found. Subsequently, using the bit-based division prop-
erty, Todo and Morii proved the 14-round distinguisher of
SIMON32 theoretically in [18]. However, searching integral
characteristics by the bit-based division property requires
much time and memory complexity. In order to overcome the
problem, Xiang et al. [23] proposed a state partition to achieve
a trade-off between the accuracy of the integral distinguisher
and the time-memory complexity. Accordingly, Todo’s result
was improved by one round for SIMON48. Afterwards, MILP
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method was applied by Xiang et al. [22] to find integral
characteristics of some lightweight block ciphers, including
a 15-round integral distinguisher for SIMON48. At ACNS
2016, some integral distinguishers of SIMON-like ciphers
were constructed by Kondo et al. [10]. However, the block size
considered is only 32 bits. Later in [7], with the equivalent-
subkey technique, Fu et al. presented integral attacks on
22-round SIMON32, 22-round SIMON48/72, and 23-round
SIMON48/96. Good results [6, 13, 20] were achieved in
differential and linear cryptanalysis, as well. The cryptan-
alytic results that attack the most rounds of SIMON were
obtained in [6], and these results were achieved by linear hull
cryptanalysis. The most efficient differential and linear attacks
on SIMON were presented with the help of dynamic key-
guessing techniques.

With regard to dynamic key-guessing techniques, they
were initially proposed to improve the differential attacks on
SIMON [20]. The techniques, which exploit the property of
AND operation, help reduce the average number of guessed
key bits significantly in differential cryptanalysis. Then they
were applied to linear hull attacks on SIMON [6]. In both
[6, 20], with the techniques above, the adversaries are able
to extend previous differential (resp., linear hull) results on
SIMON by 2 to 4 more rounds, using existing differential
(resp., linear hull) distinguishers. Subsequently, Qiao et al.
[13] released a tool, which provides the differential security
evaluation of SIMON given differential distinguishers of high
probability. Moreover, with newly proposed differentials [9],
Qiao et al. improved differential attacks against SIMON,
using the techniques. Also in the differential cryptanalysis
and linear cryptanalysis of Simeck [26], good results [13, 27]
have been obtained by using dynamic key-guessing tech-
niques. Up to now, the dynamic key-guessing techniques have
only been combined with linear and differential cryptanalysis
methods. There is no attempt to combine the dynamic key-
guessing techniques with integral attack so far.

Besides the above results under the single-key model,
the security of SIMON has also been evaluated under the
related-key [11] and known-key [8] models. In the related-key
setting, Kondo et al. [11] constructed a 15-round related-key
impossible differential distinguisher of SIMON32.

Our Contributions. In this paper, we first apply dynamic
key-guessing techniques to integral attacks. In our improved
integral cryptanalysis, we extend dynamic key-guessing
techniques to compute the sum, which is in the form of
Y, f(x,k) - V[x], where f is a nonlinear Boolean function
and V[x] are counters for x. The dynamic key-guessing
techniques improve the time complexity of the computation
significantly. Please see the following example. Suppose
flx, k) = 1@ fi(x,k)&fr(x,,k,), where x = x; || x5,
k =k, ||l k,, and f, and f, are two Boolean functions. We
guess k, at first; then we split x = x; || x, into two sets:
S; =1{x | filx;, k) =0yand S, = {x | f;(x;,k;) = 1}. We
continue to compute the sum for each set. For set S;, there is
no need to guess k, since f(x,k) = 1 when x € §;. Finally,
we sum them up.

Using the dynamic key-guessing techniques, we present
improved integral attacks on SIMON32 and SIMON48 in
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the single-key model. We present integral attacks on 24-
round SIMON32, 24-round SIMONA48/72, and 25-round
SIMON48/96. In terms of the number of attacked rounds,
our attack on SIMONB32 is better than any previously known
attacks, and our attacks on SIMON48 are the same as the best
attacks. In order to verify the correctness of our approach, we
implement the summation procedure of the integral attack
on 22-round SIMON32. A summary of our results is given in
Table 1.

Outline. This paper is structured as follows. Section 2 briefly
describes the specification of SIMON and some integral
distinguishers. In Section 3, we discuss the time reduction
in integral cryptanalysis of bit-oriented block ciphers. In
Section 4, we present improved integral attacks on SIMON32
and SIMONA48. In Section 4.1, we give the experimental result.
Finally, Section 5 draws conclusions.

2. Preliminaries

2.1. Notations

n: the word size

x;: the ith bit of bit string x

x(;_j (or x; — x;): the ith to the jth bits of bit string x

Xi oo
i€{iy i } X

x || y: concatenation of two bit strings x and y

; : the XOR sum of x;, where i = i},...,i,, i.e.,
.

X": the input of round r or output of round (r — 1)
X7, X%: the left and right halves of X", that is, X" =
Xy I X

X7 ; (resp. Xp,): the ith bit of bit string X7 (resp. X7)
Xz’[i_j] (or X7 ; — XL].): the ith to the jth bits of bit
string X7

Xpjioj) (or Xp; =
string X7,

K': the subkey used in rth round

k\{k; ,....k; }: a new bit string, of which bits are
derived from bit string k, excluding {k; ,....k; }

®: bitwise XOR
&: bitwise AND
X <« t:aleft circular shift of bit string x by ¢ bits

XR): the ith to the jth bits of bit

V[x], W[x], Y[x]: counters for bit string x

B*(f): B*(f) = ¥, f(x,k)-V[x], where f isaBoolean
function of x and k (actually, BX( f) are counters for k)
F(x): F(x) = [(x < DN&(x «< 8)] & (x <« 2)

F(x);: the ith bit of bit string F(x)

2.2. Description of SIMON2n/mn. SIMON2n/mn is a two-
branch balanced Feistel network with 2#n-bit block size and
mn-bit key, where n is the word size. There are 10 variants
for SIMON. The parameters of SIMON32/64, SIMON48/72,
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TABLE 1: Summary of some related results for SIMON32 and SIMON48.

Target Rounds Data Time I\ﬁfyr?:sr)y prsoli)c:lfislity Att;gzk Source

21 23! 25°E 2% 1 Integ. [21]

21 2% 2555E - 51% Diff. [20]
SIMON32/64 22 23! 2%°E 2°>8 1 Integ. [7]

22 2% 25876F - 31.5% Diff. [13]

23 2319 27 TWO+201 % A+2°°F - 28% Lin. hull (6]

24 2% 25E 236 1 Integ, Section 4.3

18 - - - 1 Integ. [23]

22 2% 2'E 2% 1 Integ. [7]
SIMON48/72 23 2Y 20325E - 48% Diff. [20]

24 24792 292ONE+27% A+2°°F - - Lin. hull (6]

24 2% 2'E 2% 1 Integ. Appendix B.2

19 - - - 1 Integ. [23]

23 2% 2”E 24 1 Integ. [7]
SIMON48/96 24 2% 257-5E - 48% Diff. [20]

24 2% 2789E - 47.5% Diff. [13]

25 24792 212 TWO+25¥ A+2%F - - Lin. hull (6]

25 2% 2”E 2% 1 Integ. Appendix B.3

Note. This table summaries our results along with some previous major results of SIMON32 and SIMON48 in the single-key setting; E: encryption; A: addition;
TWO: two rounds of encryption or decryption; ONE: one round of encryption or decryption.

TABLE 2: Parameters of SIMON32 and SIMON48.

Block size (2n) Key size (mn) Rounds

32 (n=16) 64 (m = 4) 32

48 (n=24) 72 (m = 3) 36
96 (m = 4) 36

and SIMON48/96 are listed in Table 2, since only these three
variants are considered in this paper. Let X' = X! | X%
denote the input of round i and X"*! = Xi“ I X?l be the
output of round i. The subkey used in round i is denoted by
K'. The ith round is as follows (also see Figure 1):

o
Xy =Xp "
X' =F(X))eXzoK

L L R >

where the internal nonlinear function F is defined as
F(Xy)=[(X] «1)&(X; < 8)]e (X, «2). ()

The key schedules are different depending on the key size.
Please refer to [2] for more details.

2.3. Integral Distinguishers of SIMON32 and SIMON4S.
Attackers prepare a set of texts where some bits (constant bits)
are fixed to same values and the other bits (active bits) range
over all possible values. If some bits (balanced bits) in the

i+1 i+1
XL XR

FI1GURE 1: Round function of SIMON.

encrypted texts sum to zero after R rounds encryption, the
cipher has an R-round integral distinguisher.

Wang et al. [21] found a 14-round integral distinguisher of
SIMONS32 experimentally. Later, Todo and Morii [18] proved
the correctness of this distinguisher using division property.
Also, Fu et al. [7] revealed this distinguisher from the view
of degree of the Boolean function. Integral characteristics of
SIMON32 and SIMON48 were found in [7, 18, 21, 22]. And
we apply them to our attacks. The constant bit, active bit,
balanced bit, and unknown bit are labeled as c, a, b, and ?,
respectively. The integral characteristics used in this literature
are as follows.

(i) SIMON32’s 14-round distinguisher:

Input: (caaaaaaaaaaaaaaa, aaaaaaaaaaaaaaaa)



PPPP?0RRTTYY??OY,

Output

(if) SIMON48’s 15-round distinguisher:

Input: (caaaaaaaaaaaaaaaaaaaaaaa,
aaaaaaaaaaaaaaaaaaaaaaaa)

??77??777?777???777??77?

Output:
bbbbbbbbbbbbbbbbbbbbbbbb)

3. Time Reduction in Integral Attacks on Bit-
Oriented Block Ciphers

Suppose the input of the integral distinguisher is from the set

S; = {X1 = (Xi’ X;a) | XiL,o =6 XiL,[l—lS] € [an_l’X;z

(3)

4 }
After R-round encryption, some bits of the output X*R are
balanced. For simplicity, let the first bit of the right part,

that is, X};’ff, be balanced. We add « rounds before the
distinguisher and append f3 rounds after it. Let the Boolean

expressions of XL0 and X'+R be functions represented as
S5, (xp,kp) and fD (xc» kC) where Xp, Xo» kp, and kg are
effective bit strings derlved from the plaintext, the ciphertext,
and involved subkeys.

We briefly outline the idea of our integral attacks on « +
R+ B rounds of ciphers. Given the entire codebook, we guess
some subkey bits and carry out the first « rounds’ encryption.
Then choose a set of states that form the input space S;. For
the corresponding ciphertexts, we guess the related subkey
bits and decrypt the last 8 rounds to check if the target bit

X;O is balanced.
In general, the time complexity of the integral attack is

roughly 6(2'-N), where [ is the number of guessed subkey bits
and N denotes the number of plaintext-ciphertext pairs. But
we can optimize it with dynamic key-guessing techniques.

3.1. Find Collections of Ciphertexts. Let V[xp, xc] denote the
counters into which we store the frequency of (xp, x). For
each guessed kp, we traverse the whole plaintext space and
make partial encryptions. If fp (xp,kp) = c, we store the
corresponding ciphertext. Thus, we generate new counters
W kp, xc], which are defined as pr>fs,x (epdep)=c V [Xp> X
Furthermore, if fp is linear with some bit of kp, say
kpo, we let fp (xp,kp) = kpy ® f}; (xp» k;), where kp =
kpo || kp. We now assign ¢ the value kp & 1. Accordingly,
Wlkp, xc] pr,fga(xp,k;):l Vxp, xc], which means that

the condition fy (xp,kp) = 1 can be transformed to a
coeflicient. Therefore, it is sufficient to calculate W[k;,, xcl =

pr fé(xP’ k;) - Vlxp, xc].

3.2. Compute Y . f(x,k) - V[x] with Dynamic Key-Guessing
Techniques. As described above, the modeling to find the

Security and Communication Networks

collections of ciphertexts can be converted into the task of
computing another counter W[k] which is defined as

Wkl =) f (k) VIx], (4)

where f is a Boolean function of x and k, and V[x] denotes
the number of x. Let x be a /;-bit value and k be a [, -bit value.
In a naive way, it needs 6(2"*%) calculations of f to get the
counters W[k]. Using dynamic key-guessing techniques, the
calculation can be done with improved time complexity. The
basic idea is as follows.

Let k = k% || k* || k® | k©, where k%, k*, k®, and
k© are IS, 12, 12, and IS bits. After guessing k°, the set of
x can be split into two sets $* and S® with N* and N*®
elements, respectively. For values in S, f is independent of
k®. Similarly, for values in S®, f is independent of k*. Thus,
Yo fOuk) - VIx] = Yoeon f kS KA LK) - VIx] +
Y ess f(x, kS || KB || K°) - V[x]. We compute the sum for
each set, then we sum them up. Therefore, using dynamic key-
guessing techniques, the improved time complexity becomes
O(NA . S | B 2z§+1§+1§).

Again, we provide a toy example that illustrates the idea
behind the improvement. Let x € F;, k € F, and f(x,k) =
Xy @ ko @ ((x; @ k) )&(x, @ k,)). Firstly, we guess k. Then,

Y f (k) -V [x]
= )

x1=ky,x0€F,,x,€F,

(xo®ky) -V [x] 5)

+ Z (%02 ®kop) -V [x].

x,=k,®1,x,€F,,x,€F,

Next, we create four counters T, Ty, Ty, and T}, and
assign some values to them: Ty, = V[0 || k; || 0] + V[0 ||
ke I W Toy = VIL |k | 0]+ VIL |k |1,
Tip=VIO| (ko) || 0]+ V[1 | (ky®1) | 1], and
T, =V | (kyel) || 1]+ V[l || (k; ®1) || 0]. Finally,
WIk] = Ty e1 + Tikek,e- Thus, the calculation of Wk]
essentially requires 2 x (2 + 2 + 2%) = 2* additions, while
it takes 2° operations in a straightforward method.

See Appendix A for more information on the time
complexity of the calculation of ), f(x,k) - V[x].

3.3. Compute the XOR Sum of the Recovered Bit. Assume now
that we obtain the new counters W[k;, xc]. For a fixed k;,,
we guess ki and partially decrypt each effective bit string
Xc to get the value of the target bit, that is, fDﬁ(xC, ke).
Then, check whether the XOR sum of the recovered bit
is zero. Note that the XOR sum amounts to the parity of
Dxe fDﬂ (xc ke) - Wk, xc]. For simplicity, let fDﬁ (xcr ko)
be kg @ lepﬁ (xc» k), where k¢ is the first bit of k¢, ke =

keo |l kg. We can omit k., since it does not affect the XOR
sum. Hence, the XOR sum essentially equals the parity of
new counters Y[k, k-] which is defined as Zxc fl')ﬁ (xc k) -

Wlkp, xc]. Also, dynamic key-guessing techniques can be
applied in the last  rounds to improve the time complexity.
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TaBLE 3: Each effective bit of the Boolean expression of XiL,15-

X; Representation of x; k; Representation of k;
X X7 ® (X 3&X] 1) @ Xy @ X, @ X[ 15 ko K'e Ky o K’ @ Kj)' @ K
x, Xy @ (X[ 5&X]5) & Xy, ky Kj,'

X, Xp1 @ (X ;8X] 1)) @ Xp; ky Ky*

X5 Xiifz ® (XZfa&XZ:) ® X;;,‘llél ks Ky

x4 Xps ® (X g&X115) ® Xy, ky Ky

x5 X5 @ (X 58X ) ® Xp 10 © X1}, ks K @ K’

X6 XZ: ® (XiLifo&XiLt;) ® Xi;,‘lll ke Ki_14

x; X1y ® (X 3&X1 1) ® Xp; k; K"

Xy Xt @ (X, &X( ) @ Xi3 @ X 5 kg Ky* e K~

X9 Xﬁll ® (XiLtfz&ng) ® Xﬁs kq Ki?l

X0 X5 ® X ko ky®kso® Kif
X1 XiLig @ (XZfo&ng) @ X;,‘lll & Xiiiia kyy Ki_14 & KES

X12 Xﬁo ® (XZﬁ&XiLj) ® X;}z ki Ki?

Xi3 X3 @ (X[ 1&X( 1) @ X3 kis K

X14 Xi, @ (X[3&X) 1) @ Xy © X; ¢ ki, KoK’

X5 X, ® Xg ks k,®kg® K;_z
X16 X;:fl ® (thz&XiLtg) @ X;,‘lla i X;:?s kg Ki? ® KES

4. Integral Attacks on SIMON32 and SIMON48

4.1. Integral Attack on 22-Round SIMON32. We start with a
key-recovery attack over four rounds of partial encryption
and four rounds of partial decryption, exploiting the 14-
round integral characteristic. Any of balanced bits can be
taken as the target bit. Here, we pick Xi{é‘l. In the attack, we
compress each plaintext-ciphertext pair into counters. Then
we apply the approach given above to the reduced SIMON32.
The Boolean expression of the constant bit X“L’15 has the
same general form as that of the balanced bit Xi{é‘*. The
general form is shown in (6). The specific information on each
bit is listed in Tables 3 and 4. In the tables, X' * and X**'%,
respectively, denote the plaintext and the ciphertext.

fxk)=xo0kyo((x;®k) &(x,®k,)) @ ((x5
Oky) &(xs@k,)) @ [(x5 @ ks & ((x¢® k)
&(x,@k;))) & (x5 ® kg & ((xg @ ko)
&(x,@k;)))] @ {(x10 ®kyo ® ((x5 ®kg)
&(x;, @k,))
@ [(xy; @ kyy @ ((x1, ®kpy) & (x5 @ky3))) ©
&(x1, @k ® (33 ®k3) & (x15Dk15)))]) & (x5
ok ((x;,0k,)&(xg@ksy))
@ [(x1, ks ® ((x3Dkp3) & (x5 8k3)))

& (x16 @ k16 @ (x5 @ k3) & (xg @ky)))])} -

During the computation of Y[k}, k], we first guess kp;
then we guess k(.. Since there is no difference between the first
and the second halves of the computation, in the following,
we mainly discuss the first half, that is, the computation of

w [k;’ xc] = Zf}ls (xP’ k;) -V [xp, xc] - (7)

To describe our procedure in a convenient way, we simplify
our modeling. We give a brief description of the modeling. We

aim to compute another counter B (f "), which is defined as
o f'(x, k') - V[x], where k = ko |l k' and flo,k) = ky @
f'(x, k). Our approach is as follows.

(a) Guess k;,k;,k; and then split the texts into 8 sets
according to the value (x, @k, x; ®k;, x, ®k;). Table 5 shows
corresponding variants of the Boolean function f'(x,k').
Accordingly, we have

fooo = Xo @ [(x5 @ ks) & (x5 @ kg)| @ {(x1 @ Ky
® [(x); @ kyy @ ((x1, ® kyp) & (x15 @ Ky3)))
& (x14 ®kyy)]) & (15 @ ks @ [(x14 @ kyy)

& (x5 @ ki) ])}

il = Xop4@kyy @ [(xs,s ® k5,6) & (x8,9 & k8,9)]
® {(x6,10 ® ke 10

& [(x), ®ky @ ((x1, ®ky,) & (x5 ©ky3)))
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TaBLE 4: Each effective bit of the Boolean expression of X7 }*.
X; Representation of x; k; Representation of k;
i+18 i+18 i+18 i+18 i+18 i+18 i+17 i+16 i+16 i+15 i+14
Xy Xy & (Xgg &X3y ) @ X1 & Xy, @ X k, Ky @K, e K" @K~ @K,
i+18 i+18 i+18 i+18 i+17
X Xy & (Xp10&Xy5 ) ® X)) k, Ky
i+18 i+18 i+18 i+18 i+17
X, Xy @ (XR,3 &XR,IZ) & X7, k, K,
i+18 i+18 o yrit18 i+18 i+17
X3 Xz ® (XR,14&XR,7 )& X5 ks Kis
Xi+18 ® (Xi+18&Xi+18) ® Xi+18 k Ki+17
Xy R6 R7 RO L8 4 8
i+18 i+18 i+18 i+18 i+18 i+17 i+16
Xs5 Xy © (Xp1o&Xps )@ X & Xy 5 ks K" eKj;
i+18 i+18 o yrit18 i+18 i+17
X6 Xi0 ® (XR,II&XRA )& Xi12 ke Ky
i+18 i+18 i+18 i+18 i+17
X7 X3 @ (XR,4 &XR,B) ® X5 k; K
i+18 i+18 i+18 i+18 i+18 i+17 i+16
Xg Xpa & (X5 &Xp )@ X, @ Xy kg K, @K
i+18 i+18 i+18 i+18 i+17
X9 X1 @ (XR,IS&XR,G )@ Xi1a ky Ky
X10 X3 @ X5 ko ki@ ks ® K"
i+18 i+18 o yrit18 i+18 i+18 i+17 i+16
X11 X0 ® X &Xp, ) @ X1, & Xy, ky Ky eKj,
i+18 i+18 o yrit18 i+18 i+17
X12 Xp11 @ (XR,IZ&XR,S )& X1 ky, Ki;
i+18 i+18 i+18 i+18 i+17
X13 Xps © (XR,S &XR,M) ®©Xis ki Ky
i+18 i+18 o yri+18 i+18 i+18 i+17 i+16
X14 Xps @ (XRA &XR,la) & X5 & Xy, kyy K7 eK;
X5 X, ® Xg ks ky®ky ® Kit°
i+18 i+18 o yri+18 i+18 i+18 i+17 i+16
X16 Xp12 ® Xp13&Xee ) & X714 © Xpo kg Ky e Ky
TABLE 5: Variants of the Boolean function f'(x, k). TABLE 6: Variants of the Boolean function f;.
Guess x, @k, x;®k;, x, ®k, f Guess X6 ® Ks 6o %1314 D Kyz 4 Sfin
00
0> 0> O fooo 0’ 0 111
01
0,0,1 Joor ko k 0,1 1
5,6> V13,14 10
0>1)O fom 1’0 111
11
ki, ks, k; 01,1 foun 1,1 W
1,0,0 fio0
1’ O’ 1 fl()l .
1o 7 (b) For each set of texts and corresponding Boolean
> b 110 . ! !
11 f function, we compute BF \tksks( f). We take f,;; as an
) 111

& (213,14 ® ky314)]) & (3915 ® kg 15

® [(x13,14 ®ky304) & (X416 DKy 6)])} -
(8)

Then we create new counters for the next step. For
example, if (x; ® k;, x; ® k3, x, ® k;) = (1, 1,1), f is equal
to f,;- Thus, we compress corresponding counters into new
counters V;;;, where

Vin [x0,2,4’x5,6’x8,9’x6,10>xll’x12>x13>x13,14’x9,15>x4,16] 9)
is initialized to

Vix].

[x] (10)
x1=k,®1,x3=k;®1,x,=k,®1,x, €F,,x5€F,,x5€F,

Due to x, X3 ® X5, Xg)0 is uniquely determined by

Xs56- Besides, 3-bit information is independent of the value

[%0,2,45 X565 X5,9> X6,100 X11> X125 X135 13,145 X155 X4,16]. Conse-

quently, the creation in this example costs 2° x 7 additions.

example when (x; ® k|, x; ® ks, x;, @ k;) = (1,1, 1).

(1) The next guesses, ks s and k3 14, are constrained by
the simplified Boolean function f;,. The corresponding texts
are split into four sets. The Boolean functions simplified even
further are shown in Table 6.

(i) (x56 @ ks g, X1314 ® ky314) = (0,0).

The new counters V| are created. They are given by

Vin [x0,2,4’
X5, 6=Ks 6:%13,14=K13,14 (11)

00
Vin [x0,2,4’x6,10’x9,15] =

X5,6>X8,9> X6,100 X11> X12> X13> X13,14> X9,15> x4,16] .

The creation of new counters takes 2% x (2° — 1) addition
operations. Accordingly, we have

flolol = X024 @ kg ® (610 ® ke 10) & (%915 DKy 15)) . (12)

In Appendix A, the time complexity of computing

Bkzv"’kﬁ'lo’k”f’( flolol) (Case 2 in Appendix A) is estimated.

The calculation of BF#%s10ks15(£00 ) requires 2* additions.
(ii) (56 @ ks, X134 ® k1314) = (0, 1).
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Similarly,

VI (X040 % X195 X13> X ]
111 1X0,2,4> X6,10,11> X125 X135 X4,9,15,16

= Z Vin [x0,2,4’x5,6>x8,9>x6,10>x11>
X5,6=ks,6:%13,14=K13,14®1
X125 X13> X13,14> x9,15’x4,16] > (13)

01
111 = X024 ® kg ® [(%61011 ® K 10,11

® ((x, k) & (x)3@k;3))) & (x4,9,15,16
€Bk4,9,15,16)] .

The creation of new counters takes 2° x (22 — 1) =
27 — 2° addition operations. And the calculation of
BRovkoraknkiskisisis flolll) costs 2%7° additions.

(iii) (x5 ® ks 6> %1314 D Ky314) = (1,0).

10
Vin [x0,2,4,8,9’ X6,100 x9,15]

)

Xs5,6=ks s®1x1314=K1314

Vin [x0,2,4’x5,6>x8,9>x6,10’xll’

(14)
X12> X13> X13,14> X9,15> x4,16] >

10
fiin = X02489 ®kaago ® (X610 ® K 10) & (X915

®kys).

The creation of new counters takes 2% x (2° - 1) =
27— 2® addition operations. And the calculation of
BRaasoksiokons flolll) costs 2* additions.

(iv) (X56 ® ks 6 X13,14 @ k1314) = (1, 1).

Vi [ X X135 X135 X ]
111 [%¥0,2,4,8.9° X6,10,11> X120 13> X4,9,15,16

- 2

X5,6=ks 6®1,%1314=K13401

Vin [x0,2,4> X5,6>X8,9> X6,100 X115

X12, X13 %13, 14> Xo,15) X416 » (15)
fit = %2489 ® ko450 @ [(X610,11 @ K101

& ((x12 @ kpp) & (13 ® ky3))) & (x40,1516

®kyg1516)] -

The creation of new counters takes 2° x (2> — 1) =
27 — 2° addition operations. And the calculation of
Bk2,4,8,9’k6,10,ll’k12’kl3’k4,9,15,16 (flllll) costs 26-75 additions.

(2) After this, we sum the four temporary variables up;
namely,

Ky 45Ks5.65k8.05k6,10-K11 —K145Ko 155k
Bf2475,6K8,9:06,10:611 7K145K0,15:K4,16 (flll)

_ ks,40k6,10:K0,15 ( 00 ) k>,4,8,9K6,10-Ko,15 ( 10 ))
= (B 1)+ B 111

K, 4ok Keypokyok 01 (16)
2,4>16,10,11>"12>™13>74,9,15,16
+(B (fm)

k2,4,8,9’k6,10,11’k12’k13’k4,9,15,16 ( 11 ))
+B fin))-

Thus, the time complexity of the summation requires no more
than 2° x 3 = 2% additions, for each ks g, k3 4.

In this example, it takes 2% x (27 =22 +2* +27 = 2° +257%) x
2 + 2898y = 2129 44ditions to compute Bk’\{kl’k3’k7}(f').

(c) For each k;,k;,k;,, we sum the eight temporary
variables up. The summation yields a time complexity of
2% x 7 addition operations.

Thus, for each x., the time complexity of computing
Wk}, xc] is approximately 2'*%” additions. The details are
given in Table 7. T| denotes the time complexity of creating
new counters according to guessed key bits. T, denotes the
time complexity of computing the sum for each set. T;
denotes the time complexity of summing them up.

Let us review the procedure proc_simon_32_bit_cond
used to compute Y[k;,, k'c] and the key-recovery attack on 22-
round SIMON32. The procedure is as follows.

(1) For each of 2'°x, we compute W [k}, x].
(2) For each of 216k;, we compute Y[k;, k'c].

The time complexity of proc_simon_32_bit_cond proce-
dure is 212 x 21987 4 216 % 21987 = 23645 3 qditions.
The attack works as follows.

(1) Compress the whole plaintext-ciphertext pairs into
2% counters V[xp, x].

(2) Call proc_simon_32_bit_cond.

(3) Check the parity of Y[k;,k’c]. If the parity is odd,
discard the 32-bit subkey guess. Otherwise, use the
key schedule to recover 32 bits of the master key

and then exhaustively search for the remaining 32-bit
keys.

It is noted that there is one AND operation and three
XOR operations in one round of SIMON. In our analysis,
we approximate them as four XOR operations. The time
complexity of step 1is 2°* compressions, which is equivalent
to about 2** x (104/(4 x 16 x 22)) = 2*%** encryptions.
Since we care about the parity of Y[k;,,k'c], all counters
can be taken modulo 2. The addition is actually the bitwise
XOR operation in the calculation of Y[k;, k'c]. Thus, the time
complexity of step 2 is equivalent to about 2°**° x (1/(4 x
16 x 22)) = 2% encryptions. The time complexity of step 3
is 2% encryptions. Hence, the proposed attack on 22-round
SIMON32 requires 2°* known plaintexts and has a total time
complexity equivalent to about 2% encryptions.

We have implemented the calculation of Y [k}, k’c]. The
experiment was performed on Intel Core i7-4790 with 8
GBytes of DDR3 memory. The experimental result confirmed
the correctness of our technique.

4.2. Integral Attack on 23-Round SIMON32. In this section,
we extend the 22-round attack by one round. The improved
attack is as follows. Guess 13 bits’ subkey k, and partially
encrypt plaintexts, where k, = Ki’S - Ké’s I Ké’s - K;S I
K[2’. Then carry out the 22-round attack.

We briefly explain why there is no need to guess K . Let
the first bit of xp (resp., kp) be xp (resp., kpy). In our attack,
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TABLE 7: Time complexity of calculating W[k}, xc] with a fixed x.
, Time
Guess x, @k, x; 80k, x, 0k, f
Tl TZ T3
0,0,0 fooo 2’ x7 21206
0,0,1 foor 2’ x7 2129
0,1,0 foro 2’ x7 21206
9 12.06
ky ks, k; 0,1,1 Jou 27 x7 2 28 x7
1,0,0 froo 2’ x7 21206
1,0, 1 fion 2°x7 21206
1,1,0 fio 2°x7 21206
L1,1 fin 2°x 7 21208
Total time (2° x7+22%) x 8 +28 x7) x2* = 219¥

we make the redefinitions, xp, = K} ° GBX"L_);l ® (XZ;&XE?) ®
Xio ® X711, ® X[ (s and kpy = KS P @ Ky '@ Ki” @ K5 @
Kiy @K' Itis evident that K *@ X} j@(X] ¢ &X| )@ X ,®
Xzfl oX Zﬁ can be obtained after guessing 13 bits’ subkey k.
Consequently, we still have f;(xp, kp) = 1.

The 23-round attack has a data complexity of 2** known
plaintexts and a time complexity of about 2% encryptions.

4.3. Integral Attack on 24-Round SIMON32. The 22-round
attack can be extended by one round in forward and one
round in backward direction in a straightforward way. The
improved attack proceeds as follows. Guess 26 bits subkey
ka " kﬁ’ where kﬁ — K(i)+18 ” K;‘FIS _ K;+18 ” K;HS _ Kﬁls.
Partially encrypt plaintexts and partially decrypt correspond-
ing ciphertexts. Then carry out the 22-round attack presented
above. It should be noted that we do not guess Kj™®. The
reason is essentially the same as the case mentioned above.

In this attack, the dominant part of the time complexity
is still exhaustively searching half of the key space. The total
time complexity of our attack is about 2%° encryptions. The
number of the required known plaintexts is 2°*. The success
probability of our attack is 100%.

The total memory complexity of our attack is determined
by the size of the entire SIMON32 codebook, V[xp, x-] and
Wk}, xc]. This corresponds to a memory requirement of

about 2°*%* bytes. Note that we can only store F(X5'?), @

X[ I (F(XRP) @ X7™), - (F(XR™) @ X))y | Xpy” -
Xi{? I Xg’ég I Xé{}g - X?jg for each ciphertext. In addition,
there is no need to store Y[k;, kg]. The elements of it can
be computed on-the-fly. As soon as a value of Y[k;,, k'c] is

computed, the bit condition is checked. If the condition is
satisfied, then exhaustively search for the remaining 6-bit key.

4.4. Improved Integral Attacks on SIMON48. We can improve
the integral attacks on SIMON48/72 and SIMON48/96,
using dynamic key-guessing techniques. Since the attack
procedures for them are similar, we present these integral
attacks in Appendix B. The results are summarized in Table 1.

5. Conclusion

In this paper, dynamic key-guessing techniques are first
introduced in integral cryptanalysis, and we extend dynamic
key-guessing techniques to fit our needs. Dynamic key-
guessing techniques significantly improve the complexity of
calculating . f(x,k) - V[x]. Using dynamic key-guessing
techniques, we can attack two more rounds than previously
known integral attacks on SIMON32 and SIMON48.

Appendix

A. Time Complexities under Some Variations
of Boolean Functions

In this section, we estimate the time complexity of calculating
Bk(f), which is defined as ), f(x,k) - V[x], under some
variations of Boolean functions. Let Guess denote the bit
guessed at first. Let x; @ k; denote the set of texts, where
the value of x; is the same. Let f; be the simplified Boolean
function after guessing. In addition, the form of f; is the same
as that of f;*. And the new counters are created with a time
complexity of T} additions. Computing the sum for each set
costs T, addition operations. It takes T; additions to sum all
of them up. Moreover, total time denotes the overall time
complexity.

All the cases are similar, so we focus on Case 3 in the
following. f; is a Boolean function of 5-bit x and 4-bit k,

where x = x5 || -~ || x,and k = k; || --- || k,. First, we
guess k; and the texts are split into two sets. One set contains
the texts where x; = k;, and the other contains the texts

where x; = k; ® 1. Obviously, we obtain the corresponding
simplified Boolean functions, x, and x , ®k, ® (x;®k;)&(x,®
k,). The new counters can be created according to simplified
Boolean functions. Note that when x; = k;, we only need
to compute V,[x, = 1] = Zxozl,xl:kl V[x]. Next, we try
to compute the corresponding temporary variables. When
x; = k; @1, we obtain B**i (x , @k,  (x; @ k;)&(x, k,)),
referring to Case 2. And when x, = ky, B(x,) = V;[x, = 1].
Finally, we sum them up and get B*(f).



Security and Communication Networks

TABLE 8: Time complexity of the calculation f;.

Guess x, @k, f T, T, T,
k, 0 0 1 0 )
1 0 2 0
Total time 2x(1+2+2)=10
TABLE 9: Time complexity of the calculation f;.
Guess x, @k, fs T, T, T,
3 p—
K, 0 0 2 -1 0 5
1 fo 2> x1 24
Total time 2x (22 -1+2°+2+2%) =2%%
TaBLE 10: Time complexity of the calculation f,.
Guess x, @k, f T, T, T,
K, 0 0 2x1 0 52
1 0 2x1 0
Total time 2x(2+2+2) =24
TaBLE 11: Time complexity of the calculation f,.
Guess x, ®k, s T, T, T,
3 p—
K, 0 0 2x 52 1) (l 5
1 fox 2 x1 2
Total time 2x(2x (22 -1)+2° +2* +2%) =207

Casel. f; = x,® ((x; ® k,)&(x, ® k,)) (see Table 8).
Case 2. f, =x,®ky® ((x; ® k)&(x, ® k,)) (see Table 10).

Case3. f3=x,8(x, ®k)&((x,®k,) & (x; ®k3)&(x, 0 k,))
(see Table 9).

Cased. f, = x,®ky®(x, &k, )&((x,0k,)®(x;0k;)&(x,®k,))
(see Table 11).

B. Improved Integral Attacks on SIMON48

B.1. Integral Attack on 23-Round SIMON48. Using the 15-
round integral characteristic, we provide a key-recovery
attack (procedure proc_attack_simon_48) over four rounds of
partial encryption and four rounds of partial decryption. The
constant bit is XiL,23 and we take the balanced bit ng as
the bit condition. It is obvious that the Boolean expressions

of X"L)23 and Xi{%g have the same general form, as follows.
Flak) =xg@k @ ((x; k) &(x, 8k;)) @ ((x3
®k;) & (x5 0k,)) & [(x5 ® ks © (x5 ® k)
& (x; ®k;))) & (x5 @ kg @ ((xxo @ ko)
& (x; @ k;)))] @ {(x10 @ k1 @ ((x6 © k)

& (x, @k;))

@ [(x); @kyy @ ((x1, @ kpp) & (x13®ky3)))
&(xyy @k @ ((x; @ k7)) &(x39ky3)))])
& (x5 ks @ ((x; @k;) &(xg @ ky))

@ [(x4 ®kyy ® ((x15®k13) & (x1; @ky7)))

& (x16 @ ks @ ((x17 @ ky7) & (x15 @ ky5)))])} -
(B.1)

In the above function, x; @ x5 = x5 and x, ® xg = x;5.

Procedure proc_simon_48_comp_w/proc_simon_48_comp_y

(1) Guess k;, k5 and create corresponding counters.

(2) When x; @ k; = 1 and x; ® k; = 1, guess k;, k;; and
create corresponding counters. The other situations
can be treated in a similar way.

(3)When x, @ ky = L, x50k, = 1, x, @k, =
1, and x;; ® k;; = 1, guess kgq,k3,, and create
corresponding counters. The other situations can be
treated in a similar way.

(4) Compute temporary variables and sum them up.

Time complexity evaluation: Steps (3)-(4) cost 22x[(27 -
2° +257°) x4+ 28 x 3] = 2'*% bitwise XOR operations; Steps
(2)-(4) cost 22 x [(2° x 7 +2126%) x 4 + 21% x 3] = 2177 bitwise
XOR operations; Steps (1)-(4) cost 22 x [2M + 279y x 4 +
2! x 3] = 222% bitwise XOR operations.

Procedure proc_simon_48_bit_cond

(1) For each of 2" x, call proc_simon_48_comp_w.

(2) For each of 2'%k}, call proc_simon_48_comp._y.

Time complexity evaluation: 27 x 2222 4 218 x 22229 =
2*0%7 bitwise XOR operations.

Procedure proc_attack_simon_48

(1) Compress the whole plaintext-ciphertext pairs into
2** counters.

(2) Call proc_simon_48_bit_cond.

(3) Check the bit condition. If the condition is satisfied,
use the key schedule to recover 36 bits of the master
key; then exhaustively search for the remaining key
bits. Otherwise, discard the 36-bit subkey guess.

Complexity evaluation includes 2** known plaintexts,
271/2% encryptions, and 2*° bytes.

In the key-recovery attack (procedure proc_attack-
simon_48), the whole plaintext-ciphertext pairs are com-
pressed into counters. Thus, the memory complexity of our
attack is only determined by the size of counters used in the
attack. This corresponds to a memory requirement of about
2% bytes. Note that there is no need to store Y[k}, k-], since
we can compute the elements of Y[k;, k'c] on-the-fly, similar
to the integral attack on 24-round SIMON32.
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B.2. Integral Attack on 24-Round SIMON48/72
Procedure proc_attack_simon_48_72_24

(1) Guess 18 bits’ subkey k, and partially encrypt plain-
texts, where k, = K§ ° — Ki° || Ki° || K5 ° - K5°.

(2) Call proc_attack_simon_48.

Complexity evaluation includes 2** known plaintexts, 27!
encryptions, and 2°° bytes.

In this attack, the dominant part of the memory com-
plexity is the size of the entire SIMON48 codebook. This
corresponds to a memory requirement of about 2°° bytes. It is
noted that we can only store (F(X’R+20) GBX’L”O)3 - (F(X;{ZO) ®

420 420 420 420 +20 +20
XE20), | FXE™),0 X2 | (FXE2)@ X020y~ (F(X52)a
i+20 i+20 i+20 i+20 i+20 i+20 i+20
X; )23 ”. XRs " Xk [ X1~ X3 I Xr1s [ X7 ~

X;:%g I X;{;g I X’gg for each ciphertext.

B.3. Integral Attack on 25-Round SIMON48/96

Procedure proc_attack_simon_48_96_25

(1) Guess 36 bits’ subkey k,, || kﬁ,where k, = K§75—K;75 [
K,?S ” K;75 _ K;;S and k’B _ K:i;rl9 _ Ké+19 " K;+19 "
K" K", Partially encrypt plaintexts and partially
decrypt corresponding ciphertexts.

(2) Call proc_attack_simon_48.

Complexity evaluation includes 2** known plaintexts, 2%
encryptions, and 2°° bytes.

Similar to the integral attack on 24-round SIMON48/72,
the dominant part of the memory complexity is the size of the
entire SIMON48 codebook.
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