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Abstract—Due to the applicability of a wide range of cryptosystemsin recently proposed applications, large variety of cryptographic
schemes have been developed. It can be claimed that proposing a cryptographic protocol to satisfy security and efficiency requirementsis
one of the significant challenging issues. Nevertheless, cryptographic research community suffers from non-existence of an integrated
pattern to categorize and standar dize possible challenges of mentioned concer ns. These drawbacks could in turn lead to much confusion
for the researcherswho are not expert in thisresearch area. Therefore, we paid particular attention to assemble a power ful document to
fill thisgap between the beginnersand the experts. Our final goal isto make other resear chersableto classify the challenges over Provably
Secure cryptosystems or lightweight ones, analyze the proposed scheme based on the deter mined components and help them to find better
solutionsfor the futureresearches.
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I.  INTRODUCTION

The widely usage of collaborative and distribusggblications in the resource constrained devices, recentty beveloping a
large variety of lightweight securitmechanisms in such environments. Moreover, the natuhaérability of such communicating
links made the securitijeld one of the most interesting challenges especiallgsource constraints platforma.this way, many
researcherBave been triedo propose appropriate solutiots makesuch environments more reliable than ever before. From the
security viewpoint, a subset of mentioned solutions een tried to prevent the considered environment from sategories of
external attacks [1-3], while some others ttiedetect possible threats and proposed some soltiogsist against [4]. If roughly
speaking, it is possibléo claim that the level of proposed secure protocolsbeeemphasizing on cryptographic protocols or as a
higher levelhey can use other cryptographic functions as a buillimgkto make the considered protocol.

From the security perspective, the objective of thisearchis to focus on those categorie®f cryptosystemsywhich are
provably secure. Being provably seceraphasizes on this fact that breaking the considered scheunhe lead to solve one of the
mathematical hard problemBeside of what mentioned above, it is necessary to point out that the limitaftimsources such as
memory usagesomputation capacity, energy consuming, etc., madenéjerityof the proposed schemes inappropriate for resource-
constrained devices. The importance of efficiemtynentioned cryptographic schemes motivated us toppajcular attention to
the efficiency of cryptosystems besinfeghe security scientific area.

The final goal of this research is based on thkigeensionsAs the first dimensionye have triedo trace thevay that a subset
of researchers made their proposegpbtosystems lightweight. The outline of this partdslarify what investigate¢h [7]. As the
second dimensionye have tried to introduce the boundary of well-known standdtacks against the main cryptographic
primitives, Encryption, Digital Signature and key Agreement. Findlg last dimension introduces possible challenges for the
future researches over cryptosystems especially lightwaigtibr provably secure ones by expanding what investigafétito
cover more varietgf cryptographic protocols.

The rest of this paper is organized as follows: the sesention is related to tracing a sequence of researches to make
cryptosystems lightweight for resource-constraipkedforms. The third section provides an extengiesentation of the standard
attacks for three maicryptographic primitives, Encryption, Digital Signature #&el Agreement. Then, in the fourth sectiome
outlined thepossible challenges of lightweight and/or provably secuyptosystems to cover a wide range of possible open
problems in these scientific areas. Finally, the last sectianludes the contera$this document.

Il A PROGRESSIVEHISTORY OFMAKING CRYPTOGRAPHICSCHEMESLIGHTWEIGHT

As it is pointed out before, the limitations of resourissne of the most significant challenging issues in the vaoigpyoposed
cryptographic schemes. To solve this problaamy proposed schemes have tried to use symmneegptosystems suasRC5 [8]
and Skip-Jack [9o make theproposed scheme lightweight. Although symmetrigtographic schemes were more efficient than
public-keyones, they suffer from a subset of significant problespecially from key management perspective. In conirétst
symmetric cryptosystems, the use of public-&egptographic schemes could make key management security seastesand
reduces the overhead of transmittprgcesses[10,11].

Mentioned reasons above were sufficient to persuatbega group of developers to find a solution to make puldig
cryptosystems feasibie resource-constrained platforiir§. To make the use of public key cryptosystems feasibfich resource
constrained environments, it is possiliterefer to what Gaubatz et al. proposed in [10]. In daisument, the authors could reduce
the traffic overheadby simplifying the implementation of a public-keyyptographic scheme, therefore reducing the amofunt
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transmission power. Besidéthis, Baeletal. could proposa lightweight public-key encryption scheme froomputation time and
communication overhead viewpoifi®].

Motivated by what pointed above, cryptography reseencmunity have concluded that the use of Elliptic C@wgptography
(ECC) is the golden key to make public leryptosystems lightweiglih orderto make them appropriafer resource constrained
platforms [7]. As an exampleye can refer to the result of what studied by Tan et al. [13] edmpared the energy cost of two
popular Public-Keyryptosystems, RSA and ECC. The last result of this shdigated that the use of ECC instead of RSA based
cryptosystems leads obtaining smaller key size, decreasitite expense of computation power and communicatipacity and
reduces the amourdf transmittedor storeddata. The TABLE | and TABLE Il demonstrate the used s$iegs for ECC based
cryptosystems and RSA based ones famation of considered security levels based on two stardtzzdments, NIST [14] and
ECRYPT [15], respectively.

TABLE |. KEY SIZES OF NIST STANDARD DOCUMENT [14]

Security level (bits)
80 128 256
Category of cryptosystems
ECC-based 160 256 512
Finite field 1024 3072 15360

TABLE Il. KEY SIZES OF ECRYPT STANDARD DOCUMENT [15]

Security level (bits)
80 128 256
Category of cryptosystems
ECC-based 160 256 512
Finite field 1248 3248 15424

It is worth noting that the “Security Level” parameteiin the TABLE | and TABLE Il refers to the size of requireyptographic
field to attain a given level of security agaitist Discrete Logarithm mathematical hard problem. dttieome of mentioned results
above, emphasizes on the fdhat the use of ECC based cryptosystems l|gadsnplementing more efficient public-key
cryptographicschemes. Accordingly, a large variety of lightweight ECC based sgpgitoms have been proposed to fulfill the
requirement®f asubset of resource constraineshvironments. The use of bilinear pairings over algelaliftic curves is the basis
of a large category of mention&LCC based cryptosystems [7]. Therefore, pairing besgrography has had a significant role in
the most proposdidyhtweight cryptosystems especiaityresource-constrainezhes [16]. Generally, bilinear pairings are one of the
significant categories of algebraic maps, which most of #yerrconstructed baseth Miller algorithm [17]. Since, thase of these
maps is the basis of many recently propdiggdweight cryptosystems, various researches havedm®@to make bilinear pairings
more efficientin order to make them perfect for lightweightiring baseccryptographic schemésresource-constrained platforms

[7].

It is necessary to point out to deploy public keyptosystems by the use of bilinear pairings, existintifies must be able to
validate the public-key of the oth&ide authorized ones. Although this conaanbesettledoy the usef Public Key Infrastructures
(PKI), the high expensef PKI seems to make this method impractical in resowsestrained environments. To eliminate this
drawback,dentity based cryptosystems came into the mentisoashtific area. The idea of identity based cryptosystentise
contextof public key oneswvas first suggestedy Adi Shamir [18],in orderto use theuser’s identifier insteadof their public
key, therefore eliminating the need to digitattificates. Then, implementing this idea remained an ppaslem for seventeen
years, until Bonektal. could proposthe first applicable Provably-Secure identity basggbtosystem under the Bilinear Diffie
Hellman (BDH)assumption [19]. The next section provides an overviewhBboundary of standard attacks against the provably
securemain cryptographic primitives, which most of them deéinedin the contexof identity-based cryptosystems.

1. BOUNDARY OF ATTACKS IN MAIN PRIMITIVES

This section assignso a review over the boundargf attacks in Provably Secure schemes for three mamitives,
Encryption, Digital Signature, arifley Agreement. The considered model for the determittiedtker is an essential component in
Provable Securitgvaluation method. To prove the security of an evalusdeeime, this model, named Attack Model, aimed to
identify the boundaries of possible attacks that the evaluated sahestebe secure against. Hence, based on the considered
primitive (e.g. Encryption, Digital Signature, Ké\greement, etc.) this model should be defined. Mwezisely, the model of
gueries that an imaginary adversaan issue within a polynomial time complexity befate&mpting to break the scheme, shapes
the modelof mentioned boundarmyf possible attacks. Clearly, considerithg ability of issuing wide and various queries for the
imaginary adversary brings a much more powerful mtidei a limited one.

Another essential component of Provable Secesigluation method is the Attacker Goal. In fact, the AttaGaal determines
the form d the challenge between the security evaluator and the determined imagivaryarylt is necessary to
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point out that this goal is a probabilidystribution and could be “computational” or “decisional”. It is noteworthy that easier goal
from the adversargntity’s viewpoint can make the Attacker Goal stronger.

The Attack Models for fundamental cryptograpbiémitives “Encryption,” “Digital signature,” and “Key Agreement” are
discussedh the next subsections.

A, Attack Model of Encryption schemes

There are two main classes of Attack Models Eoicryption schemes named Chosen Plaintext Attack(GW) Chosen
Ciphertext Attack(CCA) that have bemrroducedby Bellare et al. in [19]. In the first class, thadversary might be challenged
through one of thencryptions of the plaintexts of her choice while in sbeond one the decryption oraiglalso accessible. Beside
of these two classed, is possibleto define adaptive ChoseZiphertext Attack whiclis more powerful than normal CC#a this
kind of attack model, the decryption oraé$eaccessible for the adversary even after obtaininghibenge ciphertext[19].

Moreover, two Attacker Goals have been considereEfaryption schemes by the same authors namgidtinguishability
(IND) and Non-Malleability (NM). In the first one, the considered adversary cannot obtairkramyledge about plaintext relevant
to the challengingiphertext. In Non-Malleability, the adversary who obtaited plaintexts P1 and P2 (meaningfully related) and
theciphertext C1 (the ciphertext of P1) is incapable to pro@&é&he ciphertext of P2).

Similar to this subsection, following subsection focuseshe boundary of adversary in another important secpriityitive
whichis Digital Signature.

B. Attack Model of Digital Signature schemes

Attack Model for Digital Signature can be categorizetvo main groups called “key-only attacks” and “message attacks” based
on the discussions in [20]. The first ot@vers those attacks that adversary assumed to have juinthés public-key whereas in
the other one, theorresponding signature for a group of known or chosessages can be taken from an oracle which is accessible
by the adversary. Hence, the message attael®are powerfuthan the key-only attacks.

In general, message attacks can be categorized intationges [20]:

a. Known-Message Attack (KMA). Valid signaturesof a setof messages are given the adversarpy the oracle. The
adversary has knowledge about thessages but they are not selected based crlwtgary’s interest.
b.Chosen-Message Attack (CMA). The adversargan obtain valid signatures of a set of messagkestively but before the
challenge phase.

c. Adaptive Chosen-M essage Attack (ACMA). Theadversary is able to communicate with the oraclesignar and request
signatures for desired messages adaptively even after the challenge phase.

Attacker Goal for an attacker against Digital Signatafgemes can be defined in three main classes [20]:
d. Total Break. The adversary aimed to computesifiger’s private-key or to find an efficien&lgorithm to forge all valid
signatures.
e. Selective Forgery. The adversary must be shtenerate valid signatures for a set of chasessages.
f.  Existential Forgery. The adversary must be ablforge a signature for at least one of the messages.

It is noteworthy that, although the last goal is the eag@dtfor the adversary, it brings stronger model for deféhasetwo others.

C. Attack Model of Key Agreement schemes

In continue to what pointed out before, the Atthtddel of a Key Agreement protocol can be considered fremdimensions.
Based on this, the only well-defined modi@ the notion of security in Key Agreement protocolss based on Bellare and
Rogaway Model (BRM) [21]. In thigttack Model, the adversary can access the oracle froffirth@arty’s viewpoint to issue
three followed queries:

Send (Il x): This query lets the consideradversaryto send her chosen messa@®ea “material exchange” sub-phase
message to thil; entityin the
session “s” of the protocol.
Rmt'{“ﬁ J: This guery lets the adversary to obttdia shared key that can be established betdE#en  and
1D, in the session “s” of the protocol.
Corrupt(t): In this query the adversary can issue fitst party’s long-term private key.
It is worth mentioning thaan oracleat any time carbe in one of the following possible states:
Accepted: in this case, the adversary issues allogeeries.
Rejected: in this condition, the adversary issues radibwed queries.
Opened: an oracle is opened if the adversary &raswered it in one of the reveal queries.

Like the notion of security in other primitives, thdversary at some time decides to be challenged. Airttes the adversary
asks a Test query on a Fresh oracle.
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An accepted oracle such&§  named Fresh dduersary did not issue the ReveBf| query, the querypdgiythave not
been askedy the adversary, and thmaclel'lhis not opened. However if the adversary ask&est f;) query in the challenge
phase, the oracle randomly chooséss,. {01} . iffe=0racle gives the adversdng corresponding session key, but otherwise
it gives her aandom sample instead. Finally, the adversary outputguess  fob.

Based on what pointed out before, the mooleddversary’s guess is decisional. So, the function of guesgrobability distribution
for an adversary such as “A” againsthe key agreement scheme “KA” can be obtained from following equation:

AduSt = 2 |PriCorrect DistinguisEl—2] (1)
In continueto what mentioned before, the TABLH, introduces six provably secure cryptographic scheofatree main
primitives.

TABLE Ill. CONSIDERED ATTACK MODEL FOR A SUBSET OF PROPOSHEHTHEMES

Category of Author (s) Attack M odel
protocol M odel Goal
Encryption Boneh, Franklin [23] CPA IND
Encryption Boneh, Boyen [24] CCA IND
Digital Signature Boneh et al. [25] CMA SF
Digital Signature Boldyreva [26] CMA EF
Key Agreement Wang [27] BRM BRM
Key Agreement Chen, Kudla [28] BRM BRM

It is worth to note that although it is possible to compareprovably secure schemes from the redunathematical hard problem
[22], this paper excludes thsgientific topic. The next section issues possible challeofjghtweight and/or provably secure
cryptographigrotocols.

IV. FUTURE CHALLENGES AROUNDLIGHTWEIGHT AND/OR PROVABLY SECURECRYPTOSYSTEMS

In continue to what investigated in the previous sectitis section assigns to a subset of possible issueshalidnges, which
can be considered as future researdndte area of lightweight and provably secure schemes theenseof bilinear pairingsin
the contextof identity basedaryptosystems. Some findings of this researchaafellows:

1) Proving the security of a novel proposed cryptotniapcheme

The main significancef a novel researdh this categorys to prove that the proposed scheme is more reliableothanexisting
ones. This group of developers would be ableeach this goal by doing a combination of followeethods:
a) To reduce the security of the proposed scheme to amahematical hard problem. It is necessary to poirithatin this case,
the developer must claim and prove tiegt determined mathematical hard problem is rporeerful than other reduced ones in
the consideredomparable provably secure scheme

b) To consider stronger notion of security by assumistganger Attack Model or stronger Attacker Goal basedhat mentioned
in the third section.

2) Improving an existing cryptographic scheme frefficiency or performance viewpoint

The main focus of this group of researches is to fasusconsidered cryptosystem or a subset of them, ingiéptoposing a
novel one. This group of developers are ablenprove a determined scheme by doing a combinatichollowed ways:

a) To decrease the expense of the determined schieyneonsidering some criterions such as computational cost,
communicational capacity, memory or energy usate,

b) To improve the functionality of a considered seqnaocol by eliminating the number of involving entitesch as Trusted
Third Party

c) To transform one of the provably secure cryptograghliemeto the another onéo obtain the advantages the first
primitive

3) Comparing various cryptographic schemes to anahgi functionality

One of the possible challenges the areaof provablysecure cryptosystems is to compare the efficiemg@erformance of
a group of schemes from security or expevisgpoints, based on what mentioned in the last item. ddmgparison would be
beneficial due to make futuresearchers able to categorize the existing schemes basexiv benchmarksln addition, this
comparison woulde auseful way to find out the advantages of the propsshdme the mentioned scientific area.

4) Attacking on a known cryptographic scheme auaclass of them

The other possible challenge in the area of provabbure cryptosystenisto find a subsetf vulnerabilitiesof a subset of
schemes to prove that they are not resistant enaga@jhst the claimed attacks.
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5) Finding appropriate applications for a determicegptographic scheme

In addition to the mentioned challenges aboves [itossible to use a considered cryptographic scheméasdang block of
another protocol orapplication.

V. CONCLUSION

Due to the importance of reliability and efficiency of #adsting cryptographic schemes, many researchers havedried
propose provably secure and/or lightweight cryptograptiemeslin orderto contribute further researchés thesefields,
this paper issues possible challenges beasfidequired backgrounds these two scientific areas.
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