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ABSTRACT 

This paper presents the various developments and emerging 

trends in the symmetric key cryptography technique. It 

provides an overview of latest inventions and approaches that 

are implemented in the recent scenario for the betterment of 

private key cryptography technique with respect to its 

efficiency, effectiveness, etc. 
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1. INTRODUCTION 
Today we send many confidential information across the 

internet, like, account information, credit, debit card details. 

The list is endless. These information are important to us, 

hence they demand protection or security from being 

compromised. Here arises the need of some technique that 

protects our information. Cryptography is the study of 

techniques that are implemented to establish a secure 

communication in which no information is compromised. One 

type of cryptography is using symmetric key technique. 

Symmetric key cryptography is a cryptography technique that 

uses same key or public key for encrypting the information as 

well as decrypting it back to the original form. The key, here, 

can also be understood as the shared secret between the two 

parties among which the transfer of information is taking 

place.  

2. SYMMETRIC KEY CRYPOGRAPHY 

2.1 Overview  
Symmetric key cryptography or private key cryptography, in 

layman language can be understood as the technique which 

uses a single key for the encryption as well as the decryption 

of data. Technically, it is a technique which converts plaintext 

into cipher text and vice verse using the same key. The 

symmetric key cryptography system involves the following 

[1]: 

 Plaintext: original information that is fed as input 

to the algorithm. 

 Encryption algorithm: algorithm which 

performs various permutations and substitutions 

on the plaintext 

 Secret key: also an input to the encryption 

algorithm, changing the key results in the 

generation of different output. 

 Cipher text: statement in which the actual 

information is hidden. 

 Decryption algorithm: reverse of the encryption 

algorithm; produces the original information. 

There are two requisites for the symmetric key cryptography: 

 We need not keep the algorithm secret; but 

instead the key should be kept secret. 

 Sender and receiver must have obtained copies of 

the secret key in a secured way and must keep the 

key safe. 

2.2 Types  
 Stream cipher: encrypt the bytes of the information 

one at an occasion. 

 Block cipher: take number of bits and carry out 

encryption on them as a solitary unit.  

2.3 Implementation  
Some popular symmetric key cryptographic algorithms are 

3DES, CAST5, AES, RC4, Serpent, Twofish, Blowfish, and 

IDEA. 

3. LITERATURE SURVEY 
There has been a lot of research in the field of symmetric key 

cryptography. Some are related to the advancement in the 

field whereas some are a part of increasing its effectiveness on 

the present scenario. 

Fiskiran et al (2005) [2] discusses the workload 

characterization of five widely-used symmetric key ciphers 

that rely heavily on table lookups in their round structure. 

Paper also describes the new ptlu instruction to accelerate and 

parallelize the table lookup. 

Elbirt et al (2005) [3] discusses the mapping of block cipher 

algorithms to the COBRA architecture and implementing 

them. This paper also verified that COBRA architecture 

attains resourceful realization of a wide range of block ciphers 

while considerably out-performing the software 

implementation. 

Erguler et al (2008) [4] presented two protocols based on the 

symmetric key cryptography which solved the problem of 

offline dictionary attack from which LDH protocol suffers. 

O’Melia et al (2008) [5] proposed the instruction set 

extensions for improving the software implementations of 

symmetric key algorithms. The instructions had a significant 

positive effect on the execution time, logic utilization, clock 

frequency. 

Kholidy et al (2008) [6] discussed about the “HIMAN” 

middleware which demonstrated that every time the file size 

is large then by7 selecting the right size of block and suitable 

thread number can result in accelerating the schema 

performance. 
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Chen et al (2010) [7] presented a comparison between 

symmetric key cryptography and other approaches. It showed 

that symmetric key, hash function and MAC algorithms are 

comparatively far more efficient than the asymmetric key 

equivalents. 

Fan Wu et al (2010) [8] presented a technology in proficiently 

performing symmetric key cryptography using GPU instead 

of CPU for faster implementation and a significant 

performance improvement.    

Chatterjee et al (2011) [9] presented a new symmetric key 

algorithm using extended MSA method: DJSA symmetric key 

algorithm. Its advantage is that it is almost impossible to 

break without its key matrix being compromised. 

Gaspar et al (2011) [10] proposed a principle which allows 

general purpose processors to operate with secret keys in a 

highly secure way. It is abase on the formation of split 

processor, cipher and key zones. This was implemented on 

FPGAs and testing was done using NIOS II, MicroBlaze, 

Cortex M1 processors. 

Debajan Das et al (2011) [11] presented an integrated 

Symmetric key algorithm using Generalized modified Vernam 

cipher method which the called DJMNS symmetric key 

algorithm. Complexity of the method ensured that decryption 

of data becomes impossible by any brute force. 

Roy et al (2011) [12] proposed an improvisation in symmetric 

key cryptography using the DNA based strong cipher. Under 

this method the cipher text was again passed through DNA 

mechanism to obtain the final cipher text. 

Niraj Kumar (2011) [13] presented a new technique for 

generation of symmetric key of an image based data. 

Cryptographic concepts like key generation, encryption, 

decryption of images through MATLAB and analysis were 

presented in it. 

Roy Nandi et al (2011) [14] presented the PCA based 

symmetric key block cipher algorithm. Complexity of PCA 

algorithm is O(n x m) where n is the half of the group order of 

CA and m is total number of blocks. 

3.1 Summary of literature review 
Table 1. Author wise addressed issues in their papers 

Author name  Issue addressed 

A.Murat Fiskiran et al [2] Parallel table look up 

Adam J. Elbirt et al [3] Instruction –level 

distributed processor 

Imran Erguler et al [4] Password based key 

establishment protocol 

Sean O’Melia et al [5] Instruction set extensions 

Hisham A. Kholidy et al [6] Enhanced “ULTRA 

GRIDSEC” 

Lanxiang Chen et al [7] Comparison between 

public key and symmetric 

key cryptography 

Fan Wu et al [8] Accelerating symmetric 

key cryptography using 

GPU 

Dripto Chatterjee et al [9] DJSA symmetric key 

cryptography 

Lubos Gaspar et al [10] Secure extensions of 

FPGA soft core processor 

Debanjan Das et al [11] DJMNA symmetric key 

algorithm 

Bibhash Roy et al [12] DNA based strong cipher 

Niraj Kumar et al [13] Symmetric key 

cryptography for an Image 

Satybrata Roy et al [14] Application of Cellular 

Automata 
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Fig 1: Symmetric key cryptography mechanism 

4. ADVANTAGES & DISADVANTAGES 
Like all the rest the symmetric key cryptography technique 

also has its share of advantages and disadvantages. 

4.1 Advantages 
Following are the advantages of symmetric key cryptography 

4.1.1 Extremely Secure: One of the most widely-used 

symmetric key encryption systems is Advanced Encryption 

Standard. It would take about a billion years for a 10 petaflop 

computer to guess the key through a brute-force attack. 256-

bit AES is essentially unbreakable.  

4.1.2 Relatively Fast: One of the short comings of public key 

encryption is that they require relatively complex mathematics 

to work, making them very computationally intensive. On the 

other hand, symmetric key data is relatively easy to do. Many 

SSDs, which are typically extremely fast, use symmetric key 

encryption internally to store data and they are still faster than 

unencrypted conventional HDDs. 

4.1.3 In Symmetric key Cryptography systems, encrypted 

data can be transferred even if there is a chance that the data 

will be intercepted. As there is no key transmitted along with 

the data, the possibility of data being decrypted is null. 

4.1.4 The symmetric key cryptography system uses 

password authentication to check the receiver’s identity. 

4.1.5 The system having the secret key can only decrypt the 

message. 

4.2 Disadvantages 
Following are the disadvantages of symmetric key 

cryptography: 

Sharing the key: one of the main difficulties with symmetric 

key encryption is that we have to find a way to get the key to 

the party with whom we are sharing data. With this in mind, 

symmetric key encryption is particularly useful when 

encrypting your own information as opposed to when sharing 

encrypted information. 

4.2.1 More damage if compromised: If someone gets on a 

symmetric key, they can decrypt everything encrypted with 

that. When we're using symmetric encryption for two-way 

communications, this means that both sides of the data get 

compromised.  

4.2.2 It cannot endow with digital signatures that cannot be 

repudiated 

5. CONCLUSION 
This paper attempts to review major researches and 

developments occurred in Symmetric key cryptography in the 

past decade and also recognizes various advantages and 

disadvantages of Symmetric key cryptography over other 

cryptographic techniques. Symmetric key cryptography or 

private key cryptography, in layman language, can be 

understood as the technique which uses a single key for the 

encryption as well as the decryption of data. This paper 

provides an overview of latest inventions and approaches that 

are implemented in the recent scenario for the betterment of 

private key cryptography technique with respect to its 

efficiency, effectiveness, etc. 
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