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amplify-and-forward (AF) two-way relay networ eI estimation (CE)
errors under Rayleigh fading channels. pro ystem two sources
simultaneously broadcast their respective in tion to all therelays firstly. Then, the
optimal relay performs AF protocol on the ed S|gn %nt from the two sources and
forward them to both sources. In both s An ea per receives the signals from
sources and relay nodes illegally. for he proposed system is quantified
by deriving the upper bound ew( @ﬁ%rall % probability. Impact of CEs on the

system is illustrated by simul
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Abstract %
In this paper, we investigate the secrecy outage Er (S the cooperative

channel estimation ef

1. Introdm
Due to th eren castmg nature, wireless communication systems are prone

to security threats. On ssible way against eavesdropper is utilizing cryptographic
encryption, eavesdr ﬁbrs hardly recover the source information without the secret key.
However, the e@uon method requires considerable computational resources and
communicati rheads, which adds another layer of complexity in the design of
networks &nother new approach against eavesdropper is physical layer (PHY)
security ploiting the physical characteristics of wireless channels. This work was
pi e@ y Wyner, who introduced the wiretap channel in 1975 and established the

ity to transmit confidential messages without using secret keys [2]. In order to
incredse the secrecy rate of networks, cooperative relaying communication is introduced
[3], the main objective is to boost the capacity of the primary links by decreasing
simultaneously the capacity of the eavesdropper links. Meanwhile, there has been a
growing of interest in two-way communications due to its bandwidth efficiency and
potential applications to cellular and peer-to-peer networks [4].

One important feature for PHY security is that the channel state information (CSI),
including which from the source to the destination as well as from the source to the
eavesdropper, should be known by the source and/or the destination to enable signal
processing such as beamforming and jamming. Most of the previous research about PHY
secure wireless communication have assumed perfect CSI. However, in practical
communication systems, CSI is observed by estimation algorithms and CE error is
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inevitable. The reference [5] gives the optimal channel estimation and training design for
TWRN and the corresponding problem with the assumption of time-selective channel is
considered in [6]. In general, the CE error exists at all communication. Recently, physical
layer security in the presence of imperfect CE attracts increasingly attention.

Current developments in PHY security are often based on the assumption of perfect
CSI. In [7], authors investigate joint relay and jammer selection in two-way cooperative
networks, consisting of two sources, one eavesdropper, and a number of intermediate
nodes, with secrecy constraints. Specifically, the proposed schemes select two or three
intermediate nodes to enhance security against the malicious eavesdropper. Some works
are based on two-way relay networks with imperfect CSI. In [8], authors study the
performance of bidirectional multi-relay cooperative networks in the presence of
imperfect channel state information by means of the correlation coefficient{of the
estimated channel gains and their actual values, and present a power allocati M
that minimizes the outage probability. In [9], authors investigate, the secrec pb%hance
of a single-input single-output single antenna eavesdropper two-wa wiretap
channel, in which only statistical channel state infor al‘&bfrom dropper is
available at the sources. They propose a secure ada ransmissi heme for this
two-way relay wiretap channel in which the sum secrec ghput is utilized

as the performance metric
A number of analysis in the literature have ¢gnsidered pe'h? ce in Two-Way Relay
c

Networks With Channel Estimation Errors 0], Th t of channel estimation
errors is investigated in two-way relay' rks (TW with two different channel
state information (CSI) estimation separate and cascaded, and the
source nodes in the TWRN are as to h ent estimation errors. In [11], the
outage behavior of decode- an - (DR r xrg in the context of selective two-way

cooperative systems is mves In[.12 uthors investigate the impact of outdated
channel estimates on the eraII p e of a two-way multi-relay system that
employs a three-phase analog%ork coding (ANC)-based opportunistic relay
selection (ORS) nder fading. In references [13]-[15], effects of
imperfect CSI are ied in othazsllreless communications. In [13], authors analyze the
impact of ou | on tur performance in multi-input multi-output (MIMO)
system, whe tran uses maximal-ratio transmission (MRT) and the receiver
uses receive antenna se (RAS). In their analysis, new closed-form expressions for
the probability of th tence of a nonzero secrecy capacity and the secrecy outage
probability are . In [14], authors analyze the effects of outdated CSI on the
secrecy outage mance of MISO wiretap channels with transmit antenna selection.
In [15] Ya%/. et. al., investigate the secrecy outage probability for the cooperative
decode-a ard underlay cognitive radio networks (CRNSs).
In [ thors investigate jammer selection in a two-way decode-and-forward relay
ith imperfect channel state information, under the assumption that the relay can
dec received signals perfectly and when the jamming power is higher than that of
source nodes. In [17], authors study the channel estimation and data detection problem
for secure Amplify-and-Forward two-way relay networks, in which channel estimation
errors of both the legal user and the eavesdropper are studied, and they derive the closed-
form expression of channel capacity with imperfect channel state information. In [18],
joint relay/jammer selection and power control with friendly jammers for physical layer
security in two-way relay networks are studied, in which the impact of channel estimation
error on the wiretap channel is also considered. To our best knowledge, seldom works
study the secrecy outage probability of AF TWRN when channel estimation errors exists.
Motivated by all of the above, we firstly build up a secure amplify-and-forward (AF)
TWRN model with channel estimation between the sources and relay nodes. And then,
the upper bound of the overall outage probability for the proposed system is investigated.
Finally, simulation results indicates that estimation errors decrease the outage
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performance of the system both in the same CEs and different CEs for different source-
relay channels.

2. System Model

Consider a two-way amplify-and-forward (AF) relaying system, where two sources S;
and S, exchange information with the help of K cooperating AF relay nodes k, k €{1, ...,
K} in the presence of an eavesdropper E, as shown in Figure 1. All channels are assumed
quasi-static, reciprocal, and subject to independent and non-identically distributed (i.ni.d.)
flat Rayleigh fading. Furthermore, assume that data transmissions are performed using a
time division duplex. As such, the channel coefficients are assumed to remain constant
over a block and correlated across blocks, where the block duration depends on th.e
channel coherence time, and every channel gain between the source and k

modeled as a complex Gaussian random variable, that is, h,, [1 CV(0 here
a,be{S,,S,,k,E}, and h,, =h, .. We assume that all terminals are\single- antenna
devices and operate in a half- duplex mode, and there is ‘%}ct pat@'een S; and S,.
We also assume here the additive white Gaus e (A at all nodes is
independent and identically distributed (i.i.d.) CN‘

Figure 1. m Model of TWRN with an Eavesdropper

In the first t@lot, S; and S, transmit their signals x; and x, to all the relays
simultaneously. So-the received signal at relay k and the received signal at eavesdropping
node can essed as

5, kXt I:)s2 hsz,kxz + Ny, 1)

Ye, \’ P, hsl,Exi +y P, hSZ,EXZ +n, (2)

where Pg; and Ps, are the transmitting power of S; and S,. hs;and hsy stand for the
channel gains of S; — k and S, — Kk, respectively. nk and nel are the AWGN at relay
node k and the eavesdropper node E in the first time slot, respectively. We model the

relation between the channel coefficient hg , and its estimation ﬁs_ykas:

hsi,k=hsi,k+esi,k'i=],2 .
2 A
where € i is distributed as CN (O’O-Si'k) . thus, hSi,k is distributed as

CN(0.Q, ~ 02 ,)
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In the second time slot, the received signal at relay k is amplified with the gain

N 2 A 2
G= \/Pk (P ‘hsl,k‘ +P ‘hsz’k‘ +N,) , and retransmitted to S; and S.
Since the sources know their own signal, i.e., S1 knows x1 and S2 knows x2, after the

self-interference parts are subtracted [1], the received signals at the source Si and the
eavesdropper are expressed as:

Ys = GhSi,k Yie +Ng _\jp_siG ‘ﬁsi,k ‘2 X;

=G /st hSi,kth,ka+G [st hsi,kes,.,kXﬁG /stesi'khsj'kxj +G /Psves,’k%kx. .

desired signal imperfect-CSI noise (1)

+2G\j£hS 85 1% +GFe WX +GhS Ny +\GQn% +ng@ 2} ]

imperfect-CSI noise(2)
Q x\) @
Yo, =GR ey, +n, . QQ \Cg

©)

+G\/zh@ X +®,{ N, i, je{L2}i# ]
The received S @ st*S. I, je{L,2},i=j(i,j)is given by

G P’ Y\
& ﬁsi’k‘ Gszj]k +GZPSJ_ ‘ﬁsj,kr O-Szi,k +GZPS]_GSZi]kO'SZJ_’k

,&MGZPSi b [ 02, +G?P 0t +G2 Ay | No+GP02 Ny + Ny)

d, el Nz ] (6)

Ass@e statistic knowledge of the eavesdroppers link could be available from
lopgyt eavesdropper supervision in practice, then we can use the expectation

E k,Eﬂ and EUhSi,Eﬂ instead of ‘hk’E‘zand ‘hsi’E‘z, respectively.

For simplicity, consider the eavesdropper adopts the selection combing (SC) to
combine the received signals within two time slots. Thus, the received SNRs of the

eavesdropper for xi, I, j €{L,2},i # ] (i, ) is given by:

e[ of | R [ ]

y. =max
E O_2 0_2

NSi Ll

where
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2

+N

O-Ns,el =P |hs e o (8)

of, =GP [ 02, +G%R |h o[ |f | +G?R e[ 0f , + G2 e[ Ny +N,
(©)

The instantaneous capacity of the wiretap channel for xi and the instantaneous capacity
between Si and the eavesdropper E can be expressed as:

1
C =_|ng(1+7j)
2 , (10)

CEi =E|Og2(1+}/Ei) x)
e G
respectively. Thus, the secrecy rate for source Si is \4% @
R, —{ log, (1+;/J)——Iogz(1+;/E } A, = 9 )xx)
(12)
where X0 max{0,x} Q’Q . \C‘,

Since the overall performance C rﬁ@éd system is governed by the
performance of the weakest sourc ing m{ the wiretap channel, the optimal
relay selection criterion can bg&r sed as:

ke{l,2...., K} ]_+
(13)

3. Perfor@: Ana

In this section, outaé‘probablllty of the above-mentioned relay selection schemes
under Rayleigh fa ﬁ@uc annel is analyzed, and expression for the overall outage
probability is de@

With thg\?-, lection scheduling, the overall outage probability is given by:

QQ P,=Pr{ max {min I Trre g gl
kefL,2,...K} l+}/EZ 1+7E1

_HPr{mlnL Ltn 17, J<22R —1}

1+ Ve, 1+ Ve

K
=H 1—Pr<{min 1+—7/11+—7/2 >R _1
i I+ye, 1+yg

K
“[Tje-r I5n e g lp e ey (14)
Kk 1+ 7, 1+7g

Copyright © 2016 SERSC 411



International Journal of Security and Its Applications
Vol. 10, No. 8 (2016)

The two probability expression are parameter symmetrical, so we analysis the first one.

Pr{11:71 Zyth}sPr 21+71 >y,
e, I:)s2 ‘hSZ,E‘ GZPS2 ‘hsz,k‘ ‘hk,E‘
max ; , 5
NSZvel NSZvez
=Pr 1+—71227m Pr 13L71% > Y’
P |h e c2PNR[ | 'ER)

=P OP,(2) Q'Q e (15)
Substituting (6) and (7) into (15) &%Qn Si % (1) as:

P.@= Pr{ r 4% hs, « +a4a5>0}

where a, = PP&%SE&%\?
(PP, @4P (@ oPs *RN,) . 8, =RP o} + NP,
"314:Fipsza_sl,ko's2 §O-§,k+ PP2§ kl\'()""\ﬁ:as:Pszzo_;,k"'Nopgn
a,=PRP, L&PP% + PO N+ NG,
2
as = P, Sl,E‘ j|+NO_7/thPSZE|:‘hSZ,E‘ }

~ 2 A
ths | =%, |hs _y Axy+Bx+Cy+D=z, .
distributed variable with parameter A, =1/[2(Qshk —O'Siyk):| , 1=1,2. With the help of
Eq. 3.324(1) and 3.471(9) in [19], we can obtain:
(1) =Pr{z, >0}

(16)

~ 2
hs | is an exponential

out

reone | 2ANALF K (2V22:F ) - 2AF K, (22:2:F |

=e A 17)

+£+2EJ2112F K, (2V2:2:F )-E
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where E:T_D , F=——— . K,(z) is Bessel function of imaginary

argument.
Similarly, After substitution, the form of Po(2) is given by:

(2)=Pr(z, 20)

OU'[

=Pr{Ax*y + B,y*x+C,x* + D,y* + E,xy + F,x+ G,y +H >0}. (18)

interferences between relay nodes, when the eavesdropper acts as an untrusted r

Uhk*E‘ } 0. Thus, Pow(2) = 1. Then the upper bound of (15) can be dertve%

4. Numerical Results

In this section, we present Monte-Carlo si to on mpact of channel
estimation errors on the overall outage probabilit assu%%/?‘ the average SNR in
P, =

The closed-form solve of (18) is hard to obtain. Specially, without rezard to

links from two sources to relay is equal, i.e., Psz = mber of relay K is 4,
The distance between two sources S; and SH mallzed ithout loss of generality,

we set dy = 0.5 for all the relays, q%\ﬂ —\6DKE } Uhs E‘ } = 2. The

targeted transmission rate R = t@ g
Figure 2 shows the actual lation res the overall outage probability when K

= 4. The curve with O'S P S «=0re s the case of perfect channel estimation in
the proposed system, cted, %See that either of the channel estimation errors
05 «and O'S | aff overal tage probability, that is, as the CEs increase, whether

they are diffe Qot the ﬁ@n utage performance degrades.

[ @4
Y
S===
\LV -1 T~—a 1
10 O—
2
O’}
o ] .
o 2 _062 =0 T
g.;, —*k— Os. k=% % k7
5 2 _ o2
S 147 —6— 08 = 00L 0% =001
2 _ 2 _
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Figure 2. Outage Probability Against SNR for K = 4
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5. Conclusion

In this paper, we analysis the impact of the imperfect CSI (or CEs) in amplify-and-
forward two-way relay networks with an eavesdropper over independent flat Rayleigh
fading channels. To research the performance of two way networks under security threat,
relay selection is performed in accordance with the max-min rule and the expression of
SOP is studied, and then Numerical results show that performance of the system degrades
as either of the two CEs increases, no matter whether CEs are different or not.

Acknowledgements

The work was supported by the National Natural Science Foundation of China under
Grant (61072067, 61372076), and funded by the State Key Laboratory of In(ﬂ?ed
Services Networks under the Grant ISN 1001004, and by the National Sgiencéyand
Technology Major Project of China under Grant 20092X03007-003. : @

References 4% ‘ %

[1] Y. Liang, H. V. Poor and S. Shamai (Shitz), “Information_tl i securi Trends Commun.
Inf. Theory, vol. 5, nos. 4-5, (2008), pp. 355-580.

[2] A. D.Wyner, “The wire-tap channel”, Bell Syst. Tech. 54, no pp. 1355-1387.

[3] L. Dong, Z. Han, A. P. Petropulu and H. V. Poor, ASecure wweless%, nlcatlons via cooperation”,
46th Annual Allerton Conference on Communic ontroLan omputing, Urbana-Champaign, IL,
USA, (2008) Sep. 23-26, pp. 1132-1138. *

[4] B. Rankov and A. Wittneben, “Spectral effici
Select. Areas Commun., vol. 25, no. 2, (

[5] F. Gao, R. Zhang and Y. C. Liang, m
networks”, IEEE Trans. Commun. \v!

[6] G. Wang, F. Gao, W. Chen Tellamb.ura%“Cha nel estimation and training design for two-way

relay networks in time-selective fading envir s”, IEEE Trans. Wireless Commun., vol. 10, no. 8,
(2011), pp. 2681-2691.

[7]1 Chen J., Zhang R, So an Z. an , “Joint Relay and Jammer Selection for Secure Two-
Way Relay Netw Transa ion Informatlon Forensics & Security, vol. 7, no. 1, (2011), pp.
1-5.

[8] M. JafarTaghiya®,S3 1Muha@®k iang and MehrdadDianati, “Relay Selection with Imperfect CSI
in Bidirec ooperative Net ”, IEEE COMMUNICATIONS LETTERS vol. 16, no. 1, (2012),
pp. 57-59.

[9] Liu C., Yang N., Yan an J. and Malaney R., “Secure Adaptive Transmission in Two-way Relay
Wiretap Channels”, EEE/CIC International Conference on Communications in China (ICCC),

Shanghai, China Oct 13-15, pp. 664 - 669.
[10] Pu J. W., Wang{T-N¢.; Li S. H., Li C. P. and Li H. J., “Performance Analysis of Relay Selection in Two-

Way Relay Netwbrks With Channel Estimation Errors”, IEEE Transactions on Broadcasting, vol. 61,
. 482-493.

[11] A. Hy 7 Benjillali and M.-S. Alouini, “Outage Performance of Decode-and-Forward in Two-Way
Rel ith Outdated CSI1”, IEEE Transactions on Vehicular Technology, vol. 64, no. 12, (2015), pp.

9 47,
[1 ‘@ av S. and Upadhyay P., “Impact of Outdated Channel Estimates on Opportunistic Two-Way ANC-

Based Relaying with Three-Phase Transmissions”, IEEE Transactions on Vehicular Technology, vol. 6,
no. 12, (2015), pp. 1-17.

[13] Hu J.,, Cai Y., Yang W. and Xu S., “Secrecy performance of MRT/RAS system with outdated CSI in
MIMO wiretap channels”, International Conference on Cyberspace Technology, (2013) Nov 23-23, pp.
422-427.

[14] N. S. Ferdinand, D. B. da Costa and M. Latva-aho, “Effects of Outdated CSI on the Secrecy
Performance of MISO Wiretap Channels with Transmit Antenna Selection”, IEEE Communications
Letters, vol. 17, no. 5, (2013), pp. 864-867.

[15] Yang W., Xu X., Cai Y. and Zheng B., “Secrecy outage analysis for cooperative DF underlay CRNs
with outdated CSI”, IEEE Wireless Communications and Networking Conference (WCNC), Istanbul,
Istanbul, (2014) April 6-9, pp. 416 - 421.

[16] Wang J., Chen J., Duan H., Ba B. and Wu J., “Jammer selection for secure two-way DF relay
communications with imperfect CSI”, 16th International Conference on Advanced Communication
Technology, Pyeongchang, Korea, (2014) Feb 16-19, pp. 300-303.

414 Copyright © 2016 SERSC


http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Chenxi%20Liu.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Nan%20Yang.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Shihao%20Yan.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Jinhong%20Yuan.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Robert%20Malaney.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Amal%20Hyadi.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Mustapha%20Benjillali.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Mohamed-Slim%20Alouini.QT.&newsearch=true
http://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=25
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Nuwan%20S.%20Ferdinand.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Daniel%20Benevides%20da%20Costa.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Matti%20Latva-aho.QT.&newsearch=true
http://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=4234
http://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=4234
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Weiwei%20Yang.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Xiaoming%20Xu.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Yueming%20Cai.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Baoyu%20Zheng.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Jiajia%20Wang.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Jingchao%20Chen.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Hexiang%20Duan.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Hongbo%20Ba.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Jianjun%20Wu.QT.&newsearch=true

International Journal of Security and Its Applications
Vol. 10, No. 8 (2016)

[17] Liu Y., Zhong Z., Wang G. and Xu R., “Capacity Analysis for Secure Amplify-and-Forward Two-Way
Relay Networks with Channel Estimation Errors”, 5th IET International Conference on Wireless,
Mobile and Multimedia Networks, Beijing, China, (2013) Nov 22-25, pp. 136-140.

[18] Jiang F., Zhu C., Peng J., W. Liu, Z. Zhu and Y. He, “Joint Relay and Jammer Selection and Power
Control for physical Layer Security in Two-Way Relay Networks with Imperfect CSI”, Wireless
Personal Communications, vol. 85, no. 3, (2015), pp. 841-862.

[19] I. S. Gradshteyn and I. M. Ryzhik, “Table of Integrals”, Series and Products, 6th edition. Academic
Press, New York, (2000).

Author

Yao Chenhong, She is currently working toward the Ph.D. degree
in communication and signal processing with the Sta
Laboratory of Integrated Services Networks, Xidian Universjty,
Xi’an, China. Her research interests include network me
wireless networks, relay networks, and parameter estimati

Email: xiaoyaoff@163.com. \% @

Pei Changxing, Professonsor oral students, senior
member of the China In of C unication, senior member of
China Institute ofe Efect ni irector of the Electronics
Institute of Shaanxi~Pirg mce an |rector of Working committee
for Academic E nge. Iy engaged in the fields of Radio
communicatio Anti- communication, Network
Measureh% elevisi s m, ngh-frequency electronic circuits
and Maodern filter ne He holds two patents and applied for two.
He has be ded the prize of scientific and technical

ishment e times. He has authored eleven technical
Over, ndred papers were published in key journals and

ademlb@fe nces.

% ing, Received the Ph.D. degree in communication
e ring from Xidian University, Xi‘an, China. She is currently a
é&rer of the institute of Electrical & Information Engineering,
aanxi University of Science & Technology, Xian, Shaanxi, China.
Her current research interests include MIMO systems, relay-assisted
and cooperative communications, and wireless communication
theory.

Copyright © 2016 SERSC 415


http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Yang%20Liu.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Zhangdui%20Zhong.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Gongpu%20Wang.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Rongtao%20Xu.QT.&newsearch=true

International Journal of Security and Its Applications
Vol. 10, No. 8 (2016)

416 Copyright © 2016 SERSC





