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Abstract .

The Octonary PVD algorithm is the method that simultaneously achle?,‘\é
contradicting objectives, high payload, commendable perceptual qual igh
statistical un-detectability. However, the Octonary PVD algotithm has a ect that
it does not embed the secret data in the optimum Iocatl ause | t con3|der
the use of different pixel groups will have differep e atistical un-
detectability and payload of the stego image in thg - 0BES of . In view of the

above problem, an improved steganography is pr posed. An i ObjeCtIVE function
which is used by the PSO module is defined at first in this Xosed method. Then, an
improved data hiding scheme is propo Q prope Igorithm is an improved
method based on the Octonary PVD algo |@ d the impreved objective function which

be used by the PSO module is set t both perceptual quality and
statistical un-detectability are cons Thls% d algorithm has high statistical
un-detectability and high p |th comm ble visual quality. An extensive
experimental evaluation ha% trated excellent performance of the proposed
algorithm compared with other |st|n i atial domain steganography algorithms.

Keywords: image e%grap sEﬁtlve data hiding; high capacity; statistical un-
detectability \\ :

1. Intro@
With th d devent of digital media technology, more and more attention has
been paid to the ste aphy scheme based on digital media. Digital image is one of the

most widely us igital media. The development of the steganography algorithm based
on digital ima very fast. The image steganography algorithm is divided into two
categories%hiﬁch are spatial domain steganography and transform domain steganography.
Compar@1 ith many steganography algorithms in the transform domain, most of the
spati ain steganography algorithms have the following advantages, i.e., the
P g method is more simple and the embedding capacity is much larger. Therefore,
ches on the spatial domain steganography algorithms are very extensive.
east Significant Bit (LSB) substitution [1] is one categories of the image spatial
domain steganography algorithm. The LSB substitution is the most common algorithm.
The secret data is embedded in the fixed length LSB of each pixel. However, this method
can be easily detected by many reported steganalytic techniques such as the
regular/singular groups (RS) analysis [2], sample pair analysis (SPA) analysis [3] and the
weighted stego (WS) analysis [4]. The Least Significant Bit Matching (LSBM) method is
an improved one of LSB. The cover pixel value is incremented or decremented by +1, at
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random. Thus, the LSBM algorithm is also called embedding scheme. The common
methods that used to detect LSB substitution are ineffective detecting the LSBM. Many
steganalytic techniques (e.g., [5-7]) have been proposed to detect the LSBM.

Pixel Value Differencing (PVD) scheme [8] is another categories of the image spatial
domain steganography algorithm. The number of secret bits that should be embedded is
determined based on the difference value between two neighbor pixels in PVVD scheme.
Larger the difference, more secret information should be embedded. In order to further
improve the perceptual quality of the stego image, Hong [9] proposed a method based on
the Human Vision System (HVS). Chang [10] proposed an inspired method which uses
tri-way pixel-value differencing (TPVD). This algorithm can effectively improve the
payload of secret information in the premise of keeping the visual quality of the image
containing no obvious change.

Most of the existing image spatial domain steganography algorithms have a common
point, that is, a pseudo random sequence is employed, which decides the order inagvhiche
the pixels are selected to embed the secret data. The selection of the pseud
sequence is independent of the content of the cover image. According to t
most steganography algorithms which employ a pseudo &dom sequelc

smooth regions to hide the secret data in the condition t sharp e
fully utilized. Thus, this defect can reduce the perc ual atistical un-
detectability of the stego image. Aiming at thissdefect,*the ch?y PVD (OPVD)
method [11] was proposed. Firstly, each pixel aI of ?Vg bors in all eight
directions is used as a group in the OPVD algorithf. Then egions are identified
according to the pixel difference of each pix@wup. Fi %the maximum payload is
determined according to the range table. fect of th t& VD algorithm is that the
standard for the edge region |dent|f|ca 00 I 0 e use of different pixel groups
will have different effects on the al u |I|ty and payload of the stego
image in the process of embed |ﬁxwever t VD method does not consider this.
A spatial domain based i steg hy algorithm using Particle Swarm
Optimization (PSO) was prop ] In this algorithm, the cover image is
divided into equal sized ge bloc %st Secondly, according to the length of the
secret data that need &bed 3 ecret information of equal length is determined

to be embedded i ock. T SO is used to find the optimal embedding position
in each image b cret data are embedded in the optimal embedding
position usj peratl of optimal pixel intensity quantization. The defect of the
Iock may be smooth region. The equal embedded operation
reduce the visual quality and the statistical un-detectability

of the original algori
of the stego image.

This paper ocuses on the defect that the paper [11] fails to embed the secret
data in the optirhal Tocation. Combined with the PSO method, an improved steganography
scheme b n OPVD is proposed in this paper. Compared with other existing image
spatial steganography algorithms, the proposed scheme has higher statistical un-
dete , commendable perceptual quality and high payload through an extensive
nts evaluation.

2. Proposed Steganography Scheme

The purpose of this paper is to find optimum locations adaptively in the cover image to
hide the secret data. Under the condition of maintaining the visual quality of stego image,
higher statistical un-detectability and payload are the advantages of the proposed
algorithm. The following subsections discuss the improved objective function and the
scheme for secret data hiding.
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2.1. Improved Objective Function

The objective function which be used by the PSO module is set in such a way that both
perceptual quality and statistical un-detectability are acceptable. The perceptual quality of
the stego image is calculated using Structural Similarity Index (SSIM) [12] which is
defined as follows:

(2>‘<§/+c1)(2cf +c,)
22+ 92 +1) (05 + 0, +C,)

SSIM(x, y) = (1)

where X and y are corresponding original and stego images. X and Y are the
corresponding averages of X and Yy respectively. 0-2 and 02 are the corresponding
variances of X and Y, Oy is the covariance of X and y. c and c, are approprlate
constants and are set refer to I|terature [12].

The statistical un-detectability of the stego image is calculated based on t
strategy [13]. The second-order residuals along the horizontal is computed rmula
r(2> =Py — 2Ry, + Bxiy) - In the same way, the *order &Iong the
vertlcal diagonal and minor diagonal direction are as fo@;
I‘ = Poyn = 2Py + By
by = Pacays — 2R

Ay +P 2
, ) T Fixaty+) Q
(M=P, . —2P  +P \6

xy — ' (x-1,y+1) (x,y) (x+1,y-1) 0

The truncated function is repre{@ by @% And the symbol T is the

threshold. A
T ,if x> \
trunc, (x) =4 -T :CQ@T 5\\0 ®3)

The hori @P ccurrenceypatrix of order 3 is defined as follows:

d1 dy, ds( r(r X,y+1 d A rx y2 3) 4)

The co-occurr atrixes of the other three directions are defined analogically.
d.d,,d, e[- &(

Thus, tlstlcal un-detectability of the stego image is calculated as follows:

[@Q [ (d,,d,,d,)|CK (R) -~ CY(R)]

Q dy, dz dy=—T (5)
he k e{h,v,d, m}. The form of the following weight function @(d,,d,,d,) comes
from the literature [14]:

o(d,,d,,d,) = L (6)

(erdr@eo]

where o,y >0 are parameters that should be determined in order to minimize the
detectability. These parameters are setto o =1,y =1 [14].
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The D(X,Y) represents the embedding distortion function. The bigger the D(X,Y)

value is, the lower the statistical un-detectability is. The aim of the proposed algorithm is
to minimize D(X,Y) and to maximize the SSIM index between the cover and the stego

images. Thus, the objective function F minimized by PSO is defined as follows:
F=y@-SSIM(f, f))+(1-»)D(x,y) (7)

where y is a weighting constant which has been calculated experimentally. f and f’
are corresponding blocks in original and stego images.

2.2. Data Hiding Algorithm

The detailed principle of PSO can refer to the paper [15, 16]. The pseudo code of the
proposed steganography algorithm is defined as follows:

Step 1. Read cover image | and secret image data array W, len «— Iength(vvy

Step 2. Dividing cover image into sub-blocks:

e Cover image | is divided into a number of Sw’overlw ceil-blocks,
namely, CB,,I=1,...,r. The maximum payload of eache'k lack i% ted according
to Table 1, namely, C,. C, €{24,25,...,55,56}. \/
e Dividing these ceil-blocks that have sa ayload into a%e sub-block according
to the order of the small to Iarge namely, & 2,.. 3& total payload of the sub-

block SB, is a;, 1=1,2,.

Step 3. j<« 33 Q&Q
While (len>a;) AQ \%

{

Embedding the secr?: mation v?/&ave the length of @ into the sub-block SB

using the embedding\nethod of mpx
Ien<—|en—Q. <‘ )
i) @
) O
Step 4. Using P, @
m «|ler/ 3)|, n<len mod (j+23)

Initiali?#/onstants: ns (number of particles), iters (maximum no. of iterations),
iw (in eight factor), c, and c, (cognitive and social acceleration factors),

n@random numbers in the range (0,1))
@If (n=0) then

{

Set the dimensionality of each particle equal to the value of m . Then, find the optimal
particle by using the PSO method in sub-block SB; . Thus, the optimum locations could

be obtained. }
e If (n#0) then

{

Find one part of the optimum locations |, by performing the operation that is same as
the above operation which n=0.
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Find the other part of the optimum locations |, from the residual elements of sub-
block SB; by performing the operation that is almost same as the above operation which

n =0 except the dimensionality of each particle is 1. }

Step 5. Embedding secret data: These secret data are embedded in the optimal
embedding position using the method that proposed in paper [11]. In addition, the secret
data is embedded in each pixel pair of each ceil-block according to the sequence of the
payload from large to small.

Step 6. Return stego image 1'.

Table 1. Range Table

Range [lower upper] Hiding Capacity in Bits
[07]

3
[8 15] 3 ?\/
[16 31] 4
[32 63] 5 0
[64 127] ¢

[128 255] ;@ N\ @
O\‘ v

3. Experiments \\/

All images that have been used in this e@dment«ar m BOSSbase 1.01. This
image library contains 10000 pieces of gr@ e originallydcquired by different digital

cameras in the RAW format. All images proces 0 the same size of pixels. The
superior performance of the pro@algor' demonstrated by two aspects:
commendable image perceptu (@1 and go tistical un-detectability. In the first
category, eight standard im{g% as,L Baboon, Airplane, et al. were used as
covers. There were 20 differefitsrando ams were used as secrets. In the second

category, there are 4000 ghages Whiaj\‘e ndomly selected from the image library as
the experimental im =1 hen, tEese 00 experimental images are divided into a
ely ¢ 1

training set of 20 s and aesting set of 2000 images. Finally, the training set and

the testing set r R@ 00 images as the cover image. The secret data is
respectivel ed in @ cover image with the relative payload sequence [0.1, 0.2,
0.3,0.4,0.

3.1. The Perceptua@ality Analysis

The objecti\®\titative measures used for comparison of stego image quality are
Peak Signal¢Noise Ratio (PSNR) and Structural Similarity Index (SSIM). Tables 2 shows
the experingmtal results on these eight standard images comparing PSNR and SSIM by
vario @- tent based adaptive steganography algorithms. PSNRs and SSIMs are the

r results. It can be clearly seen that the proposed method can maintained the

%endable image perceptual quality. This conclusion is further illustrated by graphs in
Frgdre 1.

Table 2. Values of the PSNR and SSIM Obtained by Various Edge-based
Steganography Algorithms

Cover-images TPVD OPVD Proposed method
(512 x 512) PSNR SSIM PSNR SSIM PSNR SSIM
Lena 36.4217 0.89 40.2103 0.91 423571 0.91
Baboon 33.3547 0.75 355124 0.81 36.4120 0.83
Airplane 35.8177 0.86 40.9111 0.90 415684 0.91
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Clown 357301 0.85 38.0213 0.92 40.4212 0.93
Peppers 36.5146 0.89 40.0730 0.92 421251 0.93
Barb 34.4628 0.83 37.1023 0.88 38.5207 0.90
Zelda 352327 091 416924 094 43.0183 0.94
House 355074 0.84 40.2418 0.90 41.8455 0.92
of ul '
(@)

Figure 1. Comparative (a) PSNR and (b)SSIM

OPVD and the Propo@
3.2. The Statistical un-detectability Analysis

m%he mos\@mcal accuracy measure in

en accuracy measure in this

The minimal average decision error is
the statistical un-detectability analysis [1

paper is the minimal average deC|3|on

P. = minE(PFp +R)

where P stands for th

missed detectlon.

® PVD Stegan?
There | fic feat

compare th dlistical
The experlmental re

Q)O

Testing error

ethod

n
®W

Thus

eflz\a\ ows:

e shown in Figure 2.
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robablllt)@ alarm and P stands for the probability of

3

et come from Vajiheh Sabeti et al. [17] has been used to
ctability of the proposed algorithm with TPVD and OPVD.

Figure 2. Results of Steganalysis by Vajiheh Sabeti et al. 21-D Feature Set
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It can be clearly seen from Figure 2 that the proposed method have a better statistical
un-detectability to the PVD steganalysis method that based on the Vajiheh Sabeti et al. 21-
D Feature Set compared with the OPVD method and the TPVD method. The lower the
relative load is, the more obvious the superiority is. This PVD steganalysis method is
ineffective in detecting the proposed method when the relative payload is less than 18%.
It can also be observed that OPVD had higher values than TPVD. This phenomenon is
consistent with the view in literature [11], i.e., OPVD is the method that simultaneously
achieving the three contradicting objectives such as high payload, commendable
perceptual quality and high statistical un-detectability.

® Universal Steganalysis

There are two feature sets such as Geetha-48D [18] and HOLMES [13] have been
employed to compare the statistical un-detectability of the proposed algorithm with TPVD
and OPVD. The experimental results are shown in Figure 3. In HOLMES strate%e»

guantized MINMAX feature has been used in this paper. v
0.6 r r 0.6 ; A.
. el \ ¢+,
—4—TPVD \ ‘( TPVD
0.5 0.5 A\\‘ )4
. ( Q
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_ 0.4 T~ = _ 04 ‘\ /
g - 2 \
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Figure 3. (x ults,o analysis by Geetha-48D; (b) Results of
anaIyS| the quantized MINMAX Feature

It can beQed tha

better than the OP

proposed algorithm withstand many steganalytic systems
thod and the TPVD method. The lower the relative load is,

It can be clearly seen from Figure 3 (b) that these three steganography
an not effectively resist the detection of the steganalysis method based
uantitative MINMAX features. The reason of this phenomenon is that these
@ steganography algorithms are belong to the edge based schemes.

4. Conclusion

Based on the OPVD algorithm, an improved steganography algorithm using PSO is
proposed in this paper. This proposed algorithm can find the optimum locations
adaptively in the cover image to hide the secret data using the PSO method. Since the
improved objective function which be used by the PSO module is set in such a way that
both perceptual quality and statistical un-detectability are considered. In addition, since
the proposed algorithm is an improved method based on the OPVD, this proposed
algorithm is a high payload image steganography scheme. This proposed algorithm has
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high statistical un-detectability and high payload with commendable visual quality. But in
the process of establishing the objective function of PSO, only considering the
characteristics of the statistical un-detectability is not enough. In addition, because the
pixel point search in the image space is a discrete problem, the PSO method may not have
a good better performance than the ant colony algorithm, which provides a new way of
image steganography.
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