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Abstract

Due to the fast evolution of wireless access networks and high-performance mobile devices together with the spreading of
wearable medical sensors, electronic healthcare (eHealth) services have recently started to receive more and more attention,
especially in the mobile Health (mHealth) domain. The vast majority of mHealth services require strict medical level Quality of
Service (QoS) and Quality of Experience (QoE) provision. Emergency use-cases, remote patient monitoring, tele-consultation
and guided surgical intervention require real-time communication and appropriate connection quality. The increasing
significance of different overlapping wireless accesses makes possible to provide the required network resources for ubiquitous
and pervasive mHealth applications. Aiming to support such use-cases in a heterogeneous network environment, we propose a
network-assisted intelligent access point selection scheme for ubiquitous applications of Future Internet architectures focusing on
real-time mobile telemedicine services. Our solution is able to discover nearby base stations that cover the current location of the
mobile device efficiently and to trigger heterogeneous handovers based on the state and quality of the current access network.
The solution is empirically evaluated in Wi-Fi networks used by real-life Android mobile devices and we observed that the
scheme can improve the quality of mHealth applications and enhance traffic load balancing capabilities of wireless architectures.
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1. Introduction

Nowadays, electronic Health! services have been receiving more and more attention thanks to the substantially
increasing number of high-performance computing devices interconnected with medical sensors/diagnostic systems
via heterogeneous network technologies.

Mobile Health? is a sub-segment of the eHealth field, aiming to use mobile devices, wearable or built-in sensors
with Body Area Networks and the widest scale of wireless communication technologies to enhance traditional
medical services. Advanced mobile technologies play an increasingly important role in health systems especially in
scenarios of tele-consultation/telediagnosis and mobile patient monitoring. Naturally, mHealth services require strict,
medical level QoS and QoE provision®. The real-time use-cases of mHealth services such as remote mobile patient
monitoring, telecare and remotely guided surgical intervention require even higher guarantees (e.g., small delay and
jitter, fast response time, and low packet loss). Many mHealth scenarios rely on wearable body vital (e.g., ECG,
heart rate monitor, ultrasound) or built-in sensors of smartphones (e.g., high-resolution camera and gyroscope). The
highly varying characteristics of different mHealth applications in means of the required network resources,
QoS/QoE requirements invoke elaboration of advanced network management architectures. These facts motivated us
to design and implement a network-assisted wireless access network selection framework for mHealth services,
which is able to select the appropriate available access network using a multi-criteria decision engine. The proposed
engine relies on the Distributed Decision Engine* (DDE) and the Network Information Service’ (NIS) providing
both static and dynamic parameters of the available networks. Our current solution is implemented for Wi-Fi
networks, which is presented and evaluated in this paper. The proposed architecture provides an efficient
environment for medical quality data transmission in various mHealth scenarios.

The rest of paper is organized as follows. In Section II we present the related work on the existing solutions of
efficient mobility management schemes for real-time mHealth services/applications. Section III introduces our
network-assisted smart access network selection scheme for real-time multi-sensor based patient monitoring and
tele-consultation implemented on Android devices and Wi-Fi access. Also the overall management solution and the
proposed multi-criteria decision engine for mHealth services are depicted in details. Section IV presents the
validation of the proposed framework performed on a real-life, Android-based testbed environment. In Section V we
conclude the paper and describe our future work.

2. Background and Related Work

The substantially increasing deployment of small cell access techniques, such as WLANS, pico- and femtocells in
3G/4G architectures result in a highly heterogeneous network environment with many overlapping wireless
coverages. This provides also mobile healthcare applications with more alternatives to find sufficient network
resources and also enables ubiquitous health monitoring and control functions. The mHealth field covers fitness
trackers, weight loss and exercises applications tele-consultation, patient monitoring, guided diagnosis and
surveillance (e.g., guided ultrasound), remote surgery etc.’. Mobile patient monitoring is a special type of mHealth
aiming to measure, collect and transfer data of biovital signals (e.g., ECG, EMG, blood pressure, blood glucose,
body temperature, heart rate and respiration rhythm) provided by wearable medical sensors from the patients toward
the hospital or other healthcare/emergency centre’. Authors® categorize the remote patient monitoring systems, try to
identify the most important mHealth stakeholders and their requirements to design a generic system architecture. In
°, a comprehensive report is presented about the evolution of mobile healthcare. The summary includes extensive
desk research and 20 in-depth interviews from healthcare providers and payers, technology and telecommunications
companies and industry organizations.

Ubiquitous tele-consultation is used to create an environment for preliminary consultation between patients and
nurses/doctors associated with a possibility of sending medical data of patients, such as ECG and other medical
examinations results, CT scans, MRI images and ultrasound using heterogeneous wireless networks'?. J. Williams et
al.'! designed and implemented a videoconference-based tele-consultation system, which aims at surveying
efficiency and patient satisfaction of these applications. The benefits of tele-consultation services reduce the
overhead costs of consultation, while also make appointments quicker and allow doctors to be able to conveniently
access patients who may be at far distance from the hospital. However, such services require pervasive networking
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with the highest possible QoS/QoE. Essential techniques for such requirements are mobility triggering, cross-layer
signalling, location-based mobility, and efficient support of heterogeneous networks. The literature on access
network selection schemes and vertical handover (VHO) solutions is extensive, many papers introduce Wi-Fi access
point selection mechanisms (e.g. '> '3 14). However, these approaches do not use network-assisted network discovery
and selection entities and do not include real-life smartphone-based implementation for evaluation purposes. The
basic idea of the event based signalling framework used in this paper is based on Triggering Frame-work proposed
by Mikel et al.!°. 1t also allows flexible event delivery between any network entities in the networks in a register-
subscription manner. Triggering Framework has been used for network quality based mobility management by
Luoto and Sutinen'¢. The authors monitor the Wi-Fi access point load for triggering handovers in the mobile device
acting as a video client. However, they do not exploit information service for discovering the available target
networks. Location-based mobility management with intelligent network selection has been studied, for example, by
Pawar et al.'’, Bokor et al.'® and Dutta et al.'. However, none of these solutions can provide coverage area based
network information for mobile devices reliably through a service, which is available in the network for all users.
The information service solution used in this paper is studied in 22! for optimizing the cell selection based on the
coverage areas. In 22, the same information service solution is extended to the QoS/QoE scope where the coverages
are represented as quality areas, instead of signal strength. Indeed, the literature of vertical handover mechanism is
really extensive, however vast majority of papers cover theoretical approaches or analysis in simulated environment,
the real-life implementation of multi criteria-based decision schemes integrated with smart and network-assisted
mobility management architectures is less prevalent, especially in smartphone devices.

In our previous works we designed and implemented Mobile IPv6-based flow mobility management architecture
and used it to optimize mHealth application provision. In ** we proposed an Android-based testbed and
demonstration environment for cross-layer optimized flow mobility mechanisms. In our previous work?* we
presented a client-based flow aware solution for heterogeneous Femtocell/Wi-Fi environments, which was placed
later into the mHealth context to support real-time mHealth services?>. However, our aforementioned solutions do
not cover neither event based signalling system, nor location-aided and network-assisted mobility enhancements.

3. The Proposed Network-assisted Smart Access Point Selection Scheme
3.1. Overall architecture

Fig. 1 presents our Android Smartphone-driven architecture designed for pervasive real-time mHealth
applications.
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Fig. 1. The proposed network-assisted smart Wi-Fi selection architecture
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3.1.1. Android Smartphone

Our customized Android device comprises four main functional blocks. The Sensor Data Aggregator module
collects data from wearable biovital sensors and Smartphone-integrated general sensors, and sends the measured data
towards a correspondent node, which is typically a hospital or an emergency centre. The sensor aggregator has been
designed with a modular structure, thus we can add new sensors easily. Our experiments in this paper apply the data
of three different sensors, namely a Samsung Gear Fit Smartwatch, a Zephyr HXM heart rate monitor and the built-in
HD camera of a Samsung Note 3 Smartphone. The Network Context Discovery Service provides both static and
dynamic information of the available Wi-Fi networks for the proposed decision engine. This module relies on the
DDE and the NIS, as the main information sources for supporting the decision making. The Decision and Triggering
Module selects the most appropriate Wi-Fi network for the mHealth application from the available WLANS, then
configures and connects the smartphone to the selected network. The proposed decision algorithm is presented in the
next section in details.

3.1.2. Distributed Decision Engine

DDE is a distributed event delivery framework based on event producers, event delivery and caching, and event
consumers. The central DDE entity is the EventCache, whose basic operations comprise the caching of received
events for the duration of their validity and the delivery of the events to the consumers based on subscriptions and
delivery policies defined. Before event producers are allowed to feed the EventCache with events, they first need to
register the events. The event messages use event ID and type fields for the identification of the event content. For
integrity and authentication, the messages use signatures created based on public key cryptography. The reader is
advised to refer to # for a more detailed introduction on the DDE architecture. The DDE is able to deliver frequently
changing information between different types of entities. The event delivery is carried out over TCP transmission. In
our scenario, performance monitoring entities provide mobile devices information about the current load in the
network and individual access points. In order to carry this out, a DDE EventCache is located in every access
network. The performance monitoring entity feeds the EventCache with parameters events carrying information such
as the number of users connected, uplink and downlink throughput and packet error rate. The mobile devices capable
of doing QoS-driven mobility can use this information to trigger network and base station changes.

3.1.3. Network Information Service

Network information services are specified in the IEEE 802.21 Media Independent Handover (MIH) Services?®
and 3GPP Access Network Discovery and Selection Function’” (ANDSF) standards. The main purpose of
information services is to provide relatively static information about net-works and base stations nearby the mobile
device in order to facilitate handover target selection. The information often comprises, e.g., base station location,
access technology, frequency band, and overall capabilities. The current standardized information service solutions
cannot determine reliably the networks and base stations that cover the current location of the mobile device. Thus,
the information service with base station coverage areas introduced in 3 is used in our study to find the optimal
handover target network and wireless connection point. The coverage areas are stored as polygons in a geospatial
database of the NIS. The mobile device just needs to send its current geographical location coordinates to the NIS
and the NIS searches for the networks and base stations that are measured earlier to cover its current location and
returns information about them for the decision making of the target. In order to keep the coverage area polygons
valid, the database must be dynamic and updated frequently to reflect all changes in the environment and equipment.

3.2. The proposed multi-criteria decision engine
To formalize the operation of our decision engine we use the well-known methodology of Analytical Hierarchy

Process (AHP). AHP is a widely used method of multiple-criteria decision making (MCDM) (also referred as
multiple-criteria decision analysis, MCDA), which aims at solving compound decisions and planning problems
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involving multiple criteria. AHP is a structured technique for analysing complex decisions by taking into account
many criteria parameters for different alternatives and giving the best matching alternative.

The first step of AHP is the de-composition of the decision problem into a hierarchical structure. The first level
presents the goal of the analysis, in this case the selection of the appropriate Wi-Fi access point. Multi criteria
parameters (number of discarded packets, delay, and current AP throughput measured on the AP side) are introduced
by the second level. The third level contains the alternative choices (available Wi-Fi networks). The result of the
AHP process can be calculated in three consecutive steps: computing the pairwise matrices for each criteria and the
vector of criteria weights; computing the matrix of option scores, and finally ranking the alternatives. First, AHP
creates a pairwise comparison matrix (matrix A), which is an m x m real matrix with the criteria. Each entry of
matrix A presents the importance of criteria relative to each other (goes from 1 to 7). In our mHealth scenario, we
defined the comparison matrices for two different mHealth service types: one for the HD camera streamer service
and another for the application transferring the medically relevant vital signs from patient’s smartphone to a
hospital/emergency centre. Fig. 2 shows the applied comparison matrices of these two mHealth services. The
normalized pairwise comparison Matrix A is derived from Matrix A. The second step is the calculation of the matrix
of alternative option scores. The option scores matrix (matrix S) indicates the score of the alternatives with respect to
the different criteria. The criteria weight vector is built by averaging the entries on each row of normalized matrix A.
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Fig. 2. Matrix A of high resolution video streaming [left], Matrix A of wearable sensor’s data [right]

To obtain the score vectors we calculated averages of entries on each row. Finally, the global score vector is
calculated as v =S x w. Thus, the bigger global score indicates the better alternative of the decision problem.

3.3. Signaling framework of the proposed architecture

Fig. 3 presents the operation of our network-assisted Wi-Fi access point selection scheme. The first step
according to the proposed signaling framework is the registration of the mHealth application.
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Fig. 3. The proposed network-assisted Wi-Fi discovery and selection scheme

With this step the application notifies our framework to manage the network connections using the smart access
point selection scheme. After the registration the algorithm starts the network context discovery session. The Context
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Discovery Module (CDM) queries information about the available Wi-Fi networks using NIS, which provides static
information of wireless accesses. Based on these parameters the CDM collects dynamic information of the selected
network(s) through the DDE events. The most important DDE parameters are throughput in the uplink/downlink,
rate of erroneously received and discarded packets, number of discarded packets and number of users, all measured
at the Wi-Fi access points. The AHP Decision Engine makes decision about the optimal Wi-Fi AP based on the
collected measurement data and directs the Network Management System (NMS) to connect the mobile to the
selected network. Fig. 3 presents that in the first phase our Android device is connected to the AP1. The smartphone
then notices through the DDE events that the current access point gets congested. The packet loss values of AP1
exceed the predefined threshold. The NMS directs the Android OS to connect to AP2, which provides suitable QoS
parameters.

4. Testbed Environment and Measurement Results
4.1. Testbed environment

The measurement story-line focuses on a ubiquitous and real-time patient monitoring situation where two
different data sources are used for continuous transmission of patient’s vital information from the Body Area
Network to the Emergency Centre located in the hospital.
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Fig. 4. The proposed testbed environment

The two sources are heart rate information from the Zehpyr HxM and HD live stream from the Smartphone’s
camera. A Samsung Gear Fit is used to show notifications sent by the hospital/emergency centre. Our Android-based
real-time testbed is depicted in Fig. 4. Based on the location information of the mobile device, NIS determines the
available Wi-Fi networks in range (access points AP1 and AP2 cover mobile device’s current location). The Wi-Fi
network provides also services for monitoring the quality of the access points through DDE. There is a network
monitoring entity deployed, which collects and provides this information from each AP. Thus, the mobile device
subscribes to parameters report event by sending a message to the DDE EventCache in the Wi-Fi network. After
that, the mobile device receives parameters events, which cover dynamic information of available Wi-Fi accesses.
The smartphone connects to the AP1 based on the decision of the AHP algorithm and starts the HD video stream and
the heart rate sensor information transmission.

Based on the DDE events, the mobile device notices that the AP1 is getting congested, measured values exceed
the predefined threshold (set to 8% in our measurements), and thus the mobile device queries the NIS and DDE
again. The result of AHP shows that AP2 is suitable for our application, so our framework initiates handover
execution and the mobile device switches to the AP2. Network-assisted optimized Wi-Fi communication helps to
dynamically monitor patient’s vital data and also the continuously changing wireless networking parameters, and to
perform a highly adaptive mobile communication for better medical QoS/QoE.
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4.2. Measurement results

In order to present the efficiency of our framework and to evaluate the proposed multi-criteria decision engine,
we designed and implemented two different measurement scenarios. In the first scenario we simultaneously transfer
medical sensor data (heart rate values provided by Zephyr HxM), high resolution real-time video stream (using the
built-in camera of our Android device) and numerous VolIP flows as background traffic. We measured the delay and
packet loss of the currently used AP on the correspondent node which runs and controls the background traffic.
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Fig. 5. Delay on AP1 without mobility [red] and with the proposed smart Access Point selection framework [green] (left part), Packet loss in
AP1 without mobility [red] and with smart Access Point selection framework [green] (right part)

The left part of Fig. 5 shows that without the proposed smart Access Point selection mechanism the delay is high
during the overall measurement session. Using our mHealth framework the Android device is able to detect the
inconvenient QoS parameters of AP1 and executes a handover from AP1 to AP2.
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Fig. 6. Delay [orange] and packet loss [blue] (left part), Delay [orange] and heart rate traffic [green] (right part)
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In the first period the average delay is high, approximately 1000 ms. However, after the handover from AP1 to
AP2 only the background traffic is on AP1, which induces 5-10 ms delay. We limited the capacity of AP1 to 5.5
Mb/s in order to reach the saturation level with less background traffic. The AP2’s capacity was 54 Mb/s. We
stressed only AP1 with the background traffic. Packet loss values of APl in the aforementioned scenario is
presented on the right part of Fig. 5. In the second scenario we monitored the delay and packet loss values of AP1
and AP2 on our Android device using the cross-layer feedback information from the DDE events. Based on the
measured data the proposed network-assisted smart Access Point selection framework executes handover from AP1
to AP2. The left part of Fig. 6 shows that there is quite high delay and packet loss in AP1, which are not acceptable
for the mHealth services. After the packet loss crossed the threshold, our NMS executes a handover from API1 to
AP2. The QoS parameter values of AP2 are suitable for our application, because there are no packet losses and also
the delay is normal. The right part of Fig. 6 depicts the communication delay on the currently used AP and also
highlights the heart rate data of our biovital sensor. In this scenario we transfer a camera stream and medical sensor
data towards to the hospital. Due to the background traffic in AP1, the delay starts to grow continuously. Our
framework detects the decreased quality of service and initiates an appropriate handover execution (AP1 to AP2).

Conclusion

In this paper we presented an efficient network-assisted smart Wi-Fi Access Point selection mobility architecture
for the ubiquitous applications of Future Internet architectures focusing on real-time, pervasive mHealth services
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such as multi-sensor based mobile patient monitoring and tele-consultation. The proposed framework is used to
select the appropriate available Wi-Fi network using a multi-criteria decision engine, which relies on the Distributed
Decision Engine and the Network Information Service. The validation of the proposed integrated mHealth solution
was performed on a real-life testbed environment. Results show that our framework and algorithms help to provide
medical level QoS/QoE for the quality-sensitive real-time mHealth services.

As a part of our future work we are planning to refine the proposed mobility decision and execution engine to
efficiently manage flow level handovers for fine-grained support of diverse mHealth applications in heterogeneous
(Wi-Fi, 3G, 4G, etc.) network environments. Also an important task of our future work is the comparison of existing
network selection algorithms with our proposed solution.
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