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A Seamless Handoff With Multiple Radios
in IEEE 802.11 WLANs
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Abstract—It is obvious that a seamless handoff should be pur-
sued for better service. For this reason, we design a novel and
feasible 802.11 handoff scheme for 802.11 wireless local area
networks (WLANs). In the proposed handoff scheme, the 802.11
access points (APs) have multiple radios. One of the multiple
radios is exclusively reserved for scanning purposes. It certainly
helps the 802.11 mobile stations (STAs) to easily search neigh-
boring APs. Moreover, the reserved exclusive channel is available
for data frame exchanges. Consequently, STAs can be serviced
with minimized data frame losses while they are performing
the proposed handoff. For practical observations, we implement
the proposed handoff scheme. Then, we evaluate handoff per-
formances by comparing the packet losses between the proposed
handoff scheme and the existing handoff schemes. Based on the
evaluation, we have built analytical models to estimate overall
packet losses while an STA moves from an AP to another AP in an
indoor environment. The analytical results show that the proposed
handoff significantly reduces packet losses compared with existing
802.11 handoff schemes.

Index Terms—Handover, mobile radio mobility management,
wireless local area network (WLAN).

I. INTRODUCTION

DUE TO THE commercial success of 802.11 wireless local
area networks (WLANs), we are witnessing explosive

expansions of the regions covered by 802.11 WLANs. Accord-
ingly, we are encouraged to walk around across the 802.11
WLANs’ coverage with real-time services demanding stringent
quality-of-service requirements. For this purpose, many studies
have been carried out on the topic of the 802.11 handoff since it
is the technology that helps the station (STA) cross cell bound-
aries without service disruptions. Additionally, recent studies
have shown that well-designed handoff operation is helpful
to reduce STAs’ energy consumption in mobile environments
[2]–[4].

The 802.11 standard specifies the 802.11 handoff operation
consisting of three procedures: 1) scanning; 2) authentication;
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and 3) reassociation. The 802.11 scanning is a procedure for
an 802.11 STA to search neighboring access points (APs).
The scanning STA may choose the best appropriate AP among
scanned APs for its handoff. The authentication and reassocia-
tion procedures are used for the validation and the connection
establishment for the scanning STA, respectively. In [5] and
[6], it is empirically shown that the scanning is the most time-
consuming job out of three procedures composing the 802.11
handoff. For this reason, the studies on the 802.11 handoff have
been focused on reducing the scanning time, as discussed later
in detail [7]–[15].

Brik et al. [8] and Ramachandran et al. [9] tried to eliminate
scanning latency to keep communicating between a scanning
STA and a serving AP. For this purpose, they proposed 802.11
handoff schemes by utilizing multiple radios. In their schemes,
STAs are designed to try scanning procedures with one radio for
exclusive scanning purposes. The other radios are used for nor-
mal 802.11 operations, including the 802.11 frame exchanges.
Their schemes contribute to significant reduction in potential
802.11 frame losses and frame transmission delays during the
scanning procedure. However, their benefits are limited in that
the proposed schemes require STAs to have at least two radios
despite that typical commercial STAs have only one radio.

In contrast, we propose APs to be equipped with multiple
radios, whereas an STA has a single radio. All the radios of an
AP are set to share the same basic service set identity1 (BSSID).
One of them is configured to operate in an exclusively reserved
channel for the scanning. That is, all the APs have one radio
operating in the reserved channel. Then, an STA scans only
the reserved channel without needing to scan other channels.
Therefore, we do not need to worry about scanning time no
matter how long the scanning time is. It is because a typical
scanning STA with a single radio can continue to conduct nor-
mal 802.11 operation with the serving AP. We empirically show
that the proposed handoff incurs fewer packet losses compared
with the other handoff schemes. In addition, we analytically
estimate the overall packet losses, which each handoff scheme
may result in, while a user is assumed to move from one AP
to another AP.

This paper is organized as follows. In Section II, we discuss
previous work with an overview of the 802.11 scanning. In
Section III, we propose a novel 802.11 handoff operation with a
scanning procedure utilizing multiple radios. In Section IV, we
explain how to build the proposed 802.11 handoff operation and
provide the experimental results. In Section V, we numerically

1BSSID is identical to the AP’s MAC address.
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analyze the packet losses due to the handoff operations by
referring to the experimental results. Section VI concludes this
paper.

II. PREVIOUS WORK

In the 802.11 standard, a handoff procedure consists of
scanning, authentication, and reassociation. For the scanning,
passive scanning and active scanning are defined. An STA
adopting the passive scanning should receive APs’ beacon
frames, which are transmitted every beacon interval. Typically,
a beacon interval is 100 ms. On the contrary, an STA with the
active scanning should broadcast probe request frame(s) in a
channel and then wait for probe response frames, with which
nearby APs receiving the probe request(s) reply. The scanning
STA may conduct the scanning procedure in all available chan-
nels. It implies that the scanning time increases in proportion
to the number of the available channels. After selecting the
most appropriate AP via the scanning procedure, the scanning
STA proceeds with the subsequent handoff procedure including
authentication and reassociation. Usually, it is known that active
scanning is more beneficial than passive scanning in operational
time. Therefore, we deal with only active scanning in this paper.

For active scanning, the 802.11 standard specifies two con-
figurable parameters determining how long an STA should wait
for probe responses after sending a probe request, namely,
MaxChannelTime and MinChannelTime. MinChannelTime is
the minimum time that a scanning STA stays in a scanned
channel, whereas MaxChannelTime is the maximum. For ex-
ample, if a scanning STA detects busy channel during Min-
ChannelTime after broadcasting probe requests, the STA stays
more in the channel until MaxChannelTime. However, the
802.11 standard does not specify what values are sufficient for
Min/MaxChannelTimes. Typical commercial 802.11 devices
apply 20 and 40 ms to MinChannelTime and MaxChannelTime,
respectively [16].

Large values of Min/MaxChannelTimes improve the possi-
bility that a scanning STA finds nearby APs successfully even
in a channel with heavy contention. However, it leads to a
long scanning delay. Therefore, it is important to determine
appropriate Min/MaxChannelTimes. In [15], aggressive 1 and
10 ms for Min/MaxChannelTimes, respectively, in the 802.11b
WLANs are recommended.

Along with the Min/MaxChannelTimes, the number of em-
ployed channels is another major factor influencing the overall
scanning delay. Shin et al. [14] proposed a scanning scheme
employing the neighbor graph containing the list of channels
occupied by neighboring APs. Due to the neighbor graph, a
scanning STA can scan in a reduced number of channels. The
neighbor graph is also beneficial to reducing processing time
overhead required for authentication and security operations as
a serving AP propagates STAs’ contexts to its neighboring APs
in advance to cache the context related to the scanning STA
[16]. Additionally, Pack et al. [17] improved the caching strat-
egy considering the handoff statistics gathered by monitoring
handoff patterns. The obtained weight factors from the statistics
are applied to STAs’ context propagation, resulting in reducing
message overhead on the links between neighboring APs.

In many cases, it is assumed that scanning as a part of
802.11 handoff is initiated when the 802.11 handoff is triggered
with a particular condition such as signal quality dropping
below a threshold. As explained earlier, the scanning in all
employed channels may incur a series of data frame losses. For
this reason, Wu et al. [10] and Chen et al. [11] proposed to
conduct scanning in each channel in advance, even if a handoff
triggering condition is not satisfied.

The authors target at minimizing data frame losses by sep-
arating scanning from the actual handoff. Brik et al. [8] and
Ramachandran et al. [9] tried to remove scanning time itself
with multiple radios. In their approaches, an STA needs to
have at least two radios, one of which is reserved for scanning,
and the others are used for normal operation. Accordingly, the
scanning STA can exchange data frames with a serving AP
while it performs scanning. However, since typical commercial
STAs are not equipped with multiple radios, such schemes are
limited in use.

III. PROPOSED 802.11 HANDOFF PROCEDURES

Fig. 1(a) shows the case when an STA in a nonreserved
channel performs a handoff via the reserved channel. All three
APs are equipped with two radios. Recall that two radios of an
AP share the same medium access control (MAC) address. We
summarize the detailed procedure as follows. Prior to scanning,
an STA transmits a null frame, i.e., a data frame without a
payload, with a power-saving mode (PM) bit set to 1 to inform
its serving AP that it enters the power-saving mode (PSM), and
then, the serving AP begins to buffer data frames destined for
the STA [see (1) in Fig. 1(a)]. The STA switches its operat-
ing channel to the reserved channel for scanning [see (2) in
Fig. 1(a)]. Thereafter, it transmits a null frame with a PM bit set
to 0 to make the serving AP forward buffered data frames. This
enables the STA to receive data frames while scanning. The
STA broadcasts probe request frames in the reserved channel.
Since at least one of each AP’s multiple radios operates in
the reserved channel, it is not necessary to broadcast a probe
request in the other channels [see (3) in Fig. 1(a)]. In the case
when the STA fails to find other APs, except the serving AP,
in the reserved channel, it determines that there is no AP in
its neighborhood. After the STA receives the probe response
frames, it selects the most appropriate AP to proceed with an
authentication [see (4) in Fig. 1(a)].

In the 802.11 standard [18], probe response and beacon
frames are allowed to convey the AP information. We extend
this information by adding the channel information regarding
AP’s multiple radios. For example, the channel information
includes the reserved channel number and the operating channel
number. The STA with the channel information can recognize
what channels are used for normal operation and scanning.
After performing authentication and reassociation for a new
connection establishment with the chosen AP [see (5)–(8) in
Fig. 1(a)], finally, consecutive null frames with a PM bit set to 1
and 0 are transmitted in the reserved channel and a nonreserved
channel, respectively, to prevent the losses of data frames dur-
ing channel switching [see (9) and (10) in Fig. 1(a)]. After the
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Fig. 1. Proposed handoff procedure. (a) Example for the proposed handoff procedure when an STA moves to another AP. (b) Example for the proposed handoff
procedure when an STA stays at the serving AP.

channel switching, the STA can exchange data frames with the
new AP.

Fig. 1(b) shows the case when an STA in a nonreserved
channel determines to stay at the nonreserved channel after
scanning. In this case, the STA should transmits null frames
for the beginning of the PSM and channel switching [see (1)
and (2) in Fig. 1(b)]. However, after scanning, the STA fails to
find better APs than the serving AP; hence, it determines to stay
at the serving AP [see (3) and (4) in Fig. 1(b)]. Therefore, the
STA returns to the nonreserved channel where it was served by
transmitting two null frames [see (5) and (6) in Fig. 1(b)].

IV. IMPLEMENTATION

A. Architecture

Fig. 2 shows the test bed. The test bed is a typical desktop
computer equipped with two wireless adapters, i.e., CISCO’s
aironet 802.11a/b/g wireless adapters2 in which Atheros
AR5520 chipset is embedded. Each test bed has two PCI-to-
PCMCIA interface cards converting the electrical signals of
a wireless adapter supporting the PCMCIA interface into the
electrical signals for the PCI interface. For an STA, we utilize
Lenovo’s X60T laptop computer.

We combine two wireless adapters into a single AP MAC
entity having multiple radios by modifying a madwifi device
driver. Prior to further explanation, we present an overview
of madwifi v0.9.4, which we adopt for our implementation.

2Their model number is AIR-CB21AG-W-K9.

Fig. 2. Test bed equipped with two wireless adapters.

Madwifi is an open-source project that supports Atheros chipsets
in Linux Operating System [19]. It provides well-organized
software architecture for the logical 802.11 MAC entity work-
ing as an STA or an AP. In the architecture, the logical ra-
dio object is designed to control radio-frequency operations
as well as physical-layer operations. The logical MAC entity
processes most MAC layer operations defined in the 802.11
standard, including connection establishment, queue manage-
ment for data frame transmissions, handoff, etc. However,
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it does not directly control time-critical operations, e.g.,
short interframe space, point-coordination-function interframe
space, distributed-coordination-function interframe space, etc.
Madwifi names MAC entities and radio objects after ath and
wifi, respectively. Index numbers are assigned to the names
on the order of MAC entity and radio object creations. The
AP MAC entity manages all associated STAs with a data
structure defined by ieee80211_node. In addition, it includes
the functionalities designed for the STA MAC entity. On the
contrary, the STA MAC entity manages the operations related
with an associated AP by using ieee80211vap. Therefore,
ieee80211_node and ieee80211vap data structures are used to
instantiate the objects for STAs and APs, respectively.

Madwifi provides its own scanning scheme called back-
ground scanning. In the background scanning, an STA splits
the available channels into several groups; then, it conducts the
scanning in each group of the available channels in turn peri-
odically. For example, madwifi has 35 channels for scanning
in the 802.11a WLANs; hence, it divides the 35 channels into
five groups. Then, the STA scans only about seven channels for
each scanning try. This scanning operation aims to reduce the
number of packet losses for a single scanning try. However, it
ultimately needs to perform scanning in all available channels
to find a proper AP. For convenience, we refer to the handoff
employing background scanning as a legacy handoff.

We elaborate on how to build a single AP MAC entity with
two radios. The adopted Aironet adapters are developed to sup-
port the PCMCIA interface. Once these adapters are installed
in a test bed, the Linux kernel begins a procedure to initiate
the adapters. During the initiation procedure, the alloc_netdev
function is called to instantiate a radio object as a network
driver object of the Linux kernel. Thereafter, ath_attach func-
tion makes queues and threads for frame transmissions and
reception. Then, the initiation procedure prepares links3 for the
newly instantiated radio object referring to the queues and the
threads. Consequently, the AP MAC entity is enabled to trans-
mit and receive 802.11 frames via the radio object, providing
encapsulated functions for frame transmissions and reception.

Fig. 3(a) shows an internal structure consisting of the AP
MAC entity and a radio object when a single wireless adapter is
installed in a test bed. A received 802.11 frame passes through
the radio object, the AP MAC entity, and the IP layer in turn.
In the reverse direction, the IP layer tosses data frames to the
AP MAC entity. Then, the AP MAC entity prepares the 802.11
header, and the radio object appends it to the IP data frames.
Finally, it triggers the hardware logic of the wireless adapter to
send the data frame in the air.

When two wireless adapters are installed in a test bed,
original madwifi creates two independent pairs of an AP MAC
entity and a radio object to support both wireless adapters
simultaneously. Fig. 3(b) shows the internal structure for the
pairs. Practically, one of the pairs is chosen as a default path
to convey IP frames. Accordingly, the other is used as an
alternative path only when an application specifies it as an
interface for its IP layer communication.

3The links are the connections between objects referenced by pointers in C
language.

Fig. 3. Internal structures for the madwifi. (a) Internal structure indicating the
relationship between the AP MAC entity and a radio object in madwifi when
a single wireless adapter is installed. (b) Internal structure between AP MAC
entities and radio objects in madwifi when two wireless adapters are installed
in a test bed.

However, we need to make a single AP MAC entity to have
multiple radios. We first set the MAC addresses of multiple
adapters to a single one by using the script as follows:

1) ip link set dev wifi1 down;
2) macchanger −−mac 00 : 40 : 96 : B5 : 52 : 30 wifi1;
3) ip link set dev wifi1 up.
From this script, we change the MAC address of the wireless

adapter controlled by radio object wifi1. We make a logical
software switch connecting a single AP MAC entity and one
of two radio objects for each associated STA. When a radio
object receives an 802.11 frame from an associated STA, the
logical software switch is switched to the radio object that
has received the 802.11 frame. According to the proposed
scanning procedure, prior to switching to a different channel
for scanning, an STA should transmit a null frame to enter PSM.
Immediately after switching, the STA should transmit another
null frame to leave PSM. It implies that the null frame is used as
an indication that a scanning STA switches its current operating
channel to another one. Therefore, it is guaranteed that the AP
successfully sends 802.11 frames to the associated STA via the
connected radio object when the AP has 802.11 frames destined
for the STA. Whenever the AP MAC entity makes an associ-
ation with a new STA, it generates a new logical switch for
the newly associated STA. Therefore, this architecture is valid
in general cases when the AP MAC entity manages multiple
STAs iterating over two channels for scanning. Fig. 4 shows
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Fig. 4. Internal structure supporting the proposed handoff procedure with two
radio interfaces.

an example for the structure in which two STAs are associated
with an AP MAC entity. The implemented AP MAC entity can
successfully support typical 802.11 handoff operations since
a probe response frame is replied by the radio object having
received a probe request frame. Additionally, we modify the
scanning procedure of the madwifi device driver to support the
proposed scanning scheme as an STA MAC entity.

B. Experimental Environments

We conduct our experiments at our office during workdays.
We build two couples of test beds equipped with two wireless
adapters. One of each couple supports the proposed handoff
operation as an AP participating in the 802.11a WLAN. The
other is used to monitor the 802.11 frames in the air. For this
reason, we can observe how each AP works according to the
proposed handoff operation. For experiments in the 802.11a
WLAN, we modify the original device driver to perform a
legacy handoff in only 5-GHz 802.11a channels. Fig. 5 shows
how four test beds are situated at our office. The office is full of
workstations in a 12 m × 15 m region, and two 802.11 APs are
separated from each other at the straight-line distance of about
10 m. However, we have to walk by workstations following the
movement path between these two APs.

During the experiments, we utilize iperf [20] and wireshark
[21] for UDP packet generation and monitoring tools, respec-
tively. We configure iperf to generate periodic User Datagram
Protocol (UDP) packets. The UDP payload size is set to 1 KB.
The wiresharks in the APs and the laptop computer capture
UDP packets, whereas the wiresharks in monitoring test beds
monitor the 802.11 frames in the air. The watches in the laptop
computer and all test beds, including APs, are synchronized by
using the network time protocol [22] so that we can easily com-
pare the log files generated by the wiresharks with synchronized
reference times.

First, we observe the 802.11 frame transmissions in the air
until completion of the proposed handoff procedure in two
cases: 1) The STA stays at a serving AP; and 2) it determines
the handoff to the AP, providing better signal quality. Next,
we observe UDP packet losses due to scanning in either case

when the legacy handoff or the proposed handoff is employed.
Note that, as explained earlier, the STA adopting a legacy
handoff periodically conducts scanning in a part of the full
channels so that the experimental results show the packet losses
incurred by the scanning in a part of the full channels. We
have two experimental scenarios for this purpose as follows.
First, the iperf running in the laptop computer periodically
sends UDP packets to the iperf running in the computer at the
network side. These UDP packets are called uplink packets.
Second, on the contrary, the iperf running in the computer at the
network side transmits UDP packets to the iperf in the laptop
computer. In this case, the packets are called downlink packets.
Therefore, we observe uplink and downlink packets in turn.
For convenience, we call the scanning for the proposed handoff
multiple wireless network interface card (MWNIC) scanning.

C. Observations on the Proposed Handoff

For the experiments, UDP packets are generated regularly in
uplink and downlink directions, respectively. Fig. 6(a) shows
the monitored frames when the STA determines to stay at serv-
ing AP after scanning. First, the UDP packets are successfully
forwarded until 24.525 ms in channel 157. However, the STA
makes a decision to scan neighboring APs since the current sig-
nal is not satisfactory. The STA then first transmits a null frame
with a PM bit set to 1 to the serving AP [see (1) in Fig. 6(a)].
The serving AP is not allowed to forward 802.11 frames to the
STA until receiving a frame with PM bit set to 0. It takes about
6 ms for the STA to change the channel [see (2) in Fig. 6(a)].
After that, the STA sends a null frame with PM bit set to 1 by
changing its channel number to 165. Thereafter, the serving AP
can forward 802.11 frames to the STA. For 167.5 ms, the STA
performs scanning by transmitting probe request messages and
waiting for probe response messages. However, it fails to find
a better AP so that it determines to stay at the serving AP. The
STA transmits a null frame with PM bit set to 1 to go back to the
serving 157 [see (3) in Fig. 6(a)]. In channel 157, the STA conti-
nues to communicate with the current AP [see (4) in Fig. 6(a)].

Fig. 6(b) shows the captured 802.11 frames when the STA
successfully hands off to its neighboring AP. The operations at
the points of (1) and (2) are similar to the points in Fig. 6(a).
However, the STA succeeds in finding a better AP, i.e., AP2, so
that it tries to handoff to the newly found AP2. The STA already
obtained the channel number occupied by AP2, i.e., channel
153 through AP2’s probe response messages. It sends two null
frames to AP2 having a PM bit to change its channel. After that,
UDP packets are forwarded in channel 153.

D. Observations on Packet Losses

Iperf is configured to generate UDP packets every 10 ms
in an uplink or downlink direction, respectively. We observe
uplink and downlink packets separately. In all the figures here,
the y-axis represents the time intervals between two consecutive
packets. The x-axis indicates the packet sequence number that
we insert in the payload of UDP packets.

Fig. 7 shows downlink UDP packets when the MWNIC scan-
ning is employed. The host continuously sends UDP packets
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Fig. 5. Experiment venue.

Fig. 6. Captured 802.11 frames depending on the handoff operation. (a) Captured 802.11 frames in the case when the STA stays at the serving AP after scanning.
(b). Captured 802.11 frames in the case when a handoff is conducted after scanning. The STA hands off to its neighboring AP.

to the laptop computer. We can observe the latency marked
with (1). There are two reasons for this. First, a single packet
is lost during channel switching operation. Second, the new
AP accepting the scanning STA defers packet transmission
until successful STA’s channel switching. Immediately after the
packet transmission with the delay marked with (1), the packets
buffered at the new AP rush toward the laptop computer with
very short intervals. We can find another latency mark with (2).
However, it has nothing to do with the handoff itself since the
delay is caused by retransmission trials due to channel error.
Consequently, we find only a single packet loss during MWNIC
scanning. Fig. 8 shows downlink UDP packets when back-
ground scanning is performed. In contrast to the results shown
in Fig. 7, we can observe a big hole due to consecutive 16 UDP
packet losses. The packet losses begin from the 100th UDP
packet. The delay marked with (1) is incurred by a channel error.

Figs. 9 and 10 shows the results with uplink UDP packets.
In Fig. 9, the delays marked with (1) and (2) is caused by UDP
packet losses at the laptop computer and an AP, respectively,
during the MWNIC scanning. Consequently, UDP packets are
forwarded to the host with two packet losses while the scanning
STA performs the proposed handoff operation. In contrast,
Fig. 10 shows that 22 UDP packets are lost during a background
scanning. From the figures so far, we can find out that the
MWNIC scanning significantly reduces packet losses compared
with the background scanning.

In summary, from the observations in Section IV-C and D,
we find out that the proposed handoff scheme has a long
scanning time similar to the legacy handoff scheme. Even
in this case, the proposed handoff scheme significantly re-
duces the packet losses since the STA can be serviced with
data frames during the scanning. Herein, we have more
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Fig. 7. Captured downlink UDP packets when MWNIC scanning is conducted.

Fig. 8. Captured downlink UDP packets when background scanning is conducted.

Fig. 9. Captured uplink UDP packets when the MWNIC scanning is conducted.
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Fig. 10. Captured uplink UDP packets when the background scanning is conducted.

Fig. 11. Comparisons of packet losses while legacy and proposed handoff schemes are applied. (a) Background scanning. (b) MWNIC scanning.

observations on the packet losses depending on the offered
traffic load.

Fig. 11 shows the number of packet losses depending on the
traffic load. Although the STA enters PSM by buffering arriving
packets, packets may be lost for the following reasons: 1) The
Atheros chipset and the madwifi may lose a few packets when
switching channels; and 2) the buffer is not infinite, and there-
fore, madwifi may discard overflowing packets. We obtain the
average number of lost packets after conducting experiments
ten times for each point. For these experiments, we need to
eliminate the effect of the packet losses by channel errors as
much as possible. Therefore, we do not walk with the STA be-
tween two APs separated by a long distance. Instead, we set the
scanning threshold to a value high enough to incur more scan-
ning between two adjacent APs. The x- and y-axes represent the
offered traffic load and the number of lost packets, respectively.
Multiple-WNIC and Background indicate the packet losses
when MWNIC scanning and background scanning are used
for the proposed handoff and the legacy handoff, respectively.

The error bars are used to represent the standard deviation.
Fig. 11 shows that the number of packet losses basically in-
creases as the offered load increases. However, MWNIC scan-
ning outperforms background scanning with a small number
of packet losses all the time.

V. NUMERICAL ANALYSIS

We analytically estimate the packet losses, in which a hand-
off scheme may result, while a user moves from one AP to
another AP. From the analytical estimation, we can compare
the handoff performances in terms of packet losses. The com-
parison is valid for the following two reasons: 1) In our mea-
surement, not the channel model but the handoff schemes are
major factors for the packet losses; and 2) the employed channel
model is used to estimate how many handoffs are triggered
during the user’s movement. Typically, an STA conducts a
handoff when the received signal strength of the currently asso-
ciated AP drops below a threshold compared with the measured
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Fig. 12. Handoff decision depending on a threshold.

signal strength of a neighboring AP. We denote the handoff
threshold by Ch. We consider a simple scenario shown in
Fig. 12 for our analysis. Two APs are situated at positions A
and B, respectively and they are separated by distance D. An
STA travels from AP A to AP B at a velocity of CV . When
the STA is located at the distance of d from AP A, the received
signal strengths from both APs, namely, ra(d) and rb(d), are
given by [23]

ra(d) =K1 −K2 log(d) + u (1)

rb(d) =K1 −K2 log(D − d) + v (2)

where 0 ≤ d ≤ D. Constants K1 and K2 are the parameters for
path loss in an 802.11a WLAN environment. We consider that
the STA measures the signal strength periodically with a given
time interval (= CT ). It is practical since typical APs broadcast
their beacon frames in a period of 100 ms. The measured signal
strengths are expressed by ra(iCTCV ) and rb(iCTCV ) at the
ith measurement instant, where i ≥ 0. For simplicity, we adopt
new notations, namely, r

(i)
a and r

(i)
b , corresponding to both

the measured signal strengths. u and v are independent and
identically distributed zero-mean stationary Gaussian random
processes [24]. In other words, (1) and (2) imply that the re-
ceived signal strength ra(d) (or rb(d)) may be different at even
the same location since u (or v) varies with time. Considering
that u has a distribution identical to that of v, we can obtain the
random variables for the received signaling strength from (1)
and (2) by

r(i)a = r̄(i)a + u (3)

r
(i)
b = r̄

(i)
b + u (4)

where r̄
(i)
a = K1 −K2 log(iCTCV ), and r̄

(i)
b = K1 −

K2 log(D−iCTCV ). From (3) and (4), we can obtain the pro-

bability density functions for random variables r(i)a and r
(i)
b by

P (i)
ra

(ra) =
1

σ
√

2π
exp

⎛
⎜⎝−

(
ra − r̄

(i)
a

)2

2σ2

⎞
⎟⎠ (5)

P (i)
rb

(rb) =
1

σ
√

2π
exp

⎛
⎜⎝−

(
rb − r̄

(i)
b

)2

2σ2

⎞
⎟⎠ . (6)

In our analysis, the 802.11 scanning begins when the re-
ceived signal strength drops below threshold Ch. Then, the
STA conducts a handoff when the received signal strength of
a neighboring AP is higher than that of the currently associated
AP. Let P (i)

A (or P
(i)
B ) represent the probability that the STA

is associated with the AP A (or AP B) immediately after
the ith measurement. Therefore, we can derive the scanning
probability P

(i)
s for the ith interval by

P (i)
s =P

(i)
s|A + P

(i)
s|B

=P
(
Ch > r(i)a

)
P

(i−1)
A + P

(
Ch > r

(i)
b

)
P

(i−1)
B (7)

where P
(0)
A = 1, and P

(0)
B = 0. We continue to derive P (Ch >

r
(i)
a ) by

P
(
Ch > r(i)a

)
=

Ch∫
−∞

P (i)
ra

(ra) dra

=

Ch∫
−∞

1

σ
√

2π
exp

⎛
⎜⎝−

(
ra − r̄

(i)
a

)2

2σ2

⎞
⎟⎠ dra

=
1
2

(
1 + erf

(
Ch − r̄

(i)
a√

2σ

))
(8)

where the error function erf(r) = (2/
√
π)

∫ r

0 exp(−x2)dx.

Similarly, we have P (Ch > r
(i)
b ) by

P
(
Ch > r

(i)
b

)
=

1
2

(
1 + erf

(
Ch − r̄

(i)
b√

2σ

))
. (9)

There are two cases for the STA associated to an AP after
the ith measurement instant: 1) The STA hands off to the AP
when it recognizes that the AP provides better signal quality by
scanning, or 2) it stays with the AP since the received signal is
stronger than Ch. For this reason, we can derive P

(i)
A and P

(i)
B

from (7)–(9) by

P
(i)
A =P (i)

s P
(
r(i)a > r

(i)
b

)
+
(

1 − P
(
Ch > r(i)a

))
P

(i−1)
A , i > 0 (10)

P
(i)
B =P (i)

s P
(
r
(i)
b > r(i)a

)
+
(

1 − P
(
Ch > r

(i)
b

))
P

(i−1)
B , i > 0. (11)
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Fig. 13. Scanning probability when an STA travels from AP A to AP B.

Since r
(i)
a and r

(i)
b follow Gaussian distributions, we can

derive P (r
(i)
a > r

(i)
b ) by

P
(
r(i)a > r

(i)
b

)

=
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rb
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⎟⎠ draP
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1
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(
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(rb) drb (12)

where the complementary error function erfc(r) = 1 − erf(r).
In the same way to the derivations for this equation, we have
P (r

(i)
b > r

(i)
a ) by

P
(
r
(i)
b > r(i)a

)
=

∞∫
−∞
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ra

P (i)
rb

(rb)P
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(ra) drb dra
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1
2
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(
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2σ

)
P (i)
ra

(ra) dra. (13)

Now, we validate the analytical modeling by comparing
it with the simulation results. For this purpose, we build a
simulator in the Matlab environment. For this validation, we
use K1 = −23.42, K2 = 47.5, and σ = 5.97, as indicated in
[24]. We run the simulation more than a million times with
the maximum transmission power (= 23 dBm) allowed for
the 802.11a WLANs. The handoff threshold Ch is set to
−70.92 dBm. Fig. 13 shows the scanning probabilities while
an STA travels from AP A to AP B. As shown in Fig. 13, the
analytical results match well with simulation results. It implies
that the scanning probability equation (7) is correctly derived.
With this equation and the experimental results, we continue the
equation derivations to estimate the packet losses during each
handoff operation.

Let Np denote the number of packet losses when an STA
conducts the MWNIC scanning once. Then, we can have the

Fig. 14. Expected number of packet losses while an STA moves from AP A
to AP B.

expected number of packet losses for the proposed handoff
from (7) by

�D/(CTCV )�∑
i=0

NpP
(i)
s . (14)

Note that we need to consider the full scanning scheme since
it is a typical scanning scheme for the 802.11 WLANs. As
explained in Section IV-A, an STA with a legacy handoff con-
ducts a background scanning in each group of available 802.11a
channels in turn. Let Nf be the number of lost packets for a full
scanning at a time. Since there are five groups for the 802.11a
channels in the madwifi, we estimate Nf = Nb × 5, where Nb

is the number of packet losses for background scanning. We can
derive the expected number of lost packets for the handoff with
full scanning by

�D/(CTCV )�∑
i=0

NfP
(i)
s . (15)

However, an STA employing the legacy handoff should
perform scanning in a predefined period; hence, the number of
packet losses is derived by

�D/(CPCV )�∑
i=0

Nb (16)

where CP is the predefined period for the background scanning.
For our evaluations, we set D, CV , CT , and CP to 20 m, 1 m/s,
1 s, and 2 s. Additionally, Np and Nb are configured with the
obtained results, depending on the offered traffic load in Fig. 11.

Fig. 14 shows the estimated number of packet losses while
an STA travels from AP A to AP B. In this figure, proposed,
legacy, and full represent the proposed handoff, the legacy
handoff, and the handoff with full scanning. We can find the
proposed handoff requires fewer packet losses than any other
handoff schemes. Fig. 14 also shows that the handoff with full
scanning incurs more packet losses compared with the legacy
handoff.

VI. CONCLUSION

We have proposed a novel scanning scheme for the 802.11
handoff and then implemented the proposed scanning scheme
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with madwifi. The experimental results show that the proposed
scanning scheme greatly reduces data frame losses, whereas
the scanning time remains unchanged. We have estimated the
number of packet losses depending on the handoff schemes by
numerically analyzing the performance of the handoff schemes.
In summary, the proposed scanning scheme is useful for the
application such as voice over IP and multimedia streaming
services since those applications are quite sensitive to data
frame losses. In addition, we demonstrate that the proposed
scanning scheme is feasible to be used in practical life with
implementation.
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