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Abstract—In order to transmit image data in open network,
a novel image encryption algorithm based on fractional Fourier
transform and block-based transformation is proposed in this
paper. The image encryption process includes two steps: the
original image was divided into blocks, which were rearranged
into a transformed image using a transformation algorithm, and
then the transformed image was encrypted using the fraction-
al Fourier transform (FRFT) algorithm. The security of the
proposed algorithm depends on the transformation algorithm,
sensitivity to the randomness of phase mask and the orders of
FRFT. Theoretical analysis and experimental results demonstrate
that the algorithm is favorable.

Index Terms—Image encryption, fractional Fourier transfor-
m(FRFT), block-based transform, entropy

I. INTRODUCTION

In the digital world today, how to protect the security
of images is a serious problem, since special storage and
transmission of digital images is needed in many applications,
such as internet communication, multimedia systems, medical
imaging, telemedicine, military communication, large-scale
petrochemical industries, etc. Data encryption is widely used
to ensure security. however, most of the available encryption
algorithms are used for text data. Due to large data size and
real time constrains, algorithms that are good for textual data
may not be suitable for multimedia streaming data [1-3]. The
simplest way to encrypt an image is to consider the 2-D image
stream as a 1-D data stream, and then encrypt this 1-D stream
with any available cipher [4]. Although such a simple way is
sufficient to protect digital images in some civil applications,
encryption schemes considering special features of digital
images, such as the bulky size and the large redundancy in
uncompressed images, are still needed to provide better overall
performance and make the adoption of the encryption scheme
easier in the whole image processing system. A classification
of the proposed schemes from the open literature is given in
Table 1 [5-9].

The fractional Fourier transform (FRFT) is a generalization
of the ordinary Fourier transform and has been applied in
optics, quantum mechanics, signal processing areas, and image
encryption. In the past decade, a number of new encryp-
tion approaches are proposed and demonstrated with optical
implementations. Refregier [10] proposed a double random

phase encoding method to encrypt images in Fourier domain.
Unnikrishnan [11] placed the Fourier transform with the FRFT
for the double random phase encoding method. Recently, Tao
propose a method to encrypt an image by multiorders of FRFT
[12]. In the image encryption, the encrypted image is obtained
by the summation of different orders inverse discrete FRFT of
the interpolated subimages. And the original image can be
perfectly recovered using the linear system constructed by
the fractional Fourier domain analysis of the interpolation.
Applying the transform orders of the utilized FRFT as secret
keys, the proposed method is with a larger key space than the
existing security systems based on the FRFT. Additionally,
the encryption scheme can be realized by the fast-Fourier-
transform-based algorithm and the computation burden shows
a linear increase with the extension of the key space. It is
verified by the experimental results that the image decryption
is highly sensitive to the deviations in the transform orders.
Many encryption systems are based on Fourier transform (FT)
or FRFT, these systems usually use pure random phase masks,
such as double random phase encoding [13,14], to add noise
information into the image. One of the main drawbacks of
such image encryption schemes is that the encrypted images
are complex and hence inconvenient in real applications.

It is well knows that most of the natural images, the values
of the neighboring pixels are strongly correlated (i.e. the value
of any given pixel can be reasonably predicted from the values
of its neighbors). In order to dissipate the high correlation
among pixels and increase the entropy value, a transformation
algorithm that divides the image into blocks and then shuffles
their positions before it passes them to the fractional Fourier
transform base algorithm is proposed.

The security of the proposed algorithm depends on the
transformation algorithm, sensitivity to the randomness of
phase mask and the orders of FRFT. Theoretical analysis
and experimental results demonstrate that the algorithm is
favorable.

The remaining of this paper is organized as follows: The
concept of FRFT is briefly introduced in section 2. The chaotic
key-based image encryption algorithm is also illustrated in
section 3. The details of the proposed scheme and security
analysis are described in section 4. A conclusion is drawn in
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TABLE I
VARIOUS KERNELS AVAILABLE WITH FRFT

section 5.

II. FRACTIONAL FOURIER TRANSFORM (FRFT):
BACKGROUND AND THEORY

The Fourier transform (FT) is undoubtedly one of the most
valuable and frequently used tools in signal processing and
analysis [15]. The fractional Fourier transform (FRFT) is the
generalization of the classical Fourier transform. It depends on
a parameter α( = aπ/2) and can be interpreted as a rotation
by an angle in the time-frequency plane or decomposition of
the signal in terms of chirps.

The idea of fractional powers of the Fourier transform
operator appears in the mathematical literature as early as
1929 [16]. The FRFT was first introduced by Victor Namias
in 1980 [17]. Mendlovic and Ozaktas[18,19] first introduced
fractional Fourier transform (FRFT) for image analysis in
optics. Furthermore, a general definition of FRFT for all
classes of signals (one- and multidimensional, continuous
and discrete, and periodic and nonperiodic) was given by
Cariolario et al. Nowadays, FRFT has established itself as a
powerful tool for the analysis of time-varying signals in a very
short span of time. Therefore, applications of the transform
include in solution of differential equations, optical beam
propagation and spherical mirror resonators, optical diffraction
theory, quantum mechanics, statistical optics, optical system
design and optical signal processing, signal detectors, corre-
lation and pattern recognition, space or time-variant filtering,
multiplexing, signal and image recovery, restoration and en-
hancement[20], study of space or time-frequency distributions
(TFDs), etc. However, in every area where FT and related
concepts are used, there exists the potential for generalization
and implementation by using FRFT.

The Definition of FRFT is

F a[s(x1)] = S(x) =
exp i(π4 − π
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TABLE II
VARIOUS KERNELS AVAILABLE WITH FRFT

and the inverse FRFT can be given as
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where α = aπ/2
Some different cases are discussed in the following:

1) When α = π/2

F a[s(x1)] = F 1[S(x)] =
1√
2π

∞∫
−∞

s(x1) exp(−ixx1)dx1

(3)
is the ordinary Fourier transform.
2) When α = 0, the transform kernel reduces to identity
operation. When α approaches 0, sinα approaches α, cotα
approaches 1

α and using the fact in the sense of generalized
functions

lim
ε→0

1√
iπε

(−x2

iε
) = δ(x) (4)

so that we have

F 0[s(x1)] =

∞∫
−∞

δ(x− x1)s(x1)dx1 = s(x1) (5)
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TABLE III
IMPORTANT PROPERTIES OF FRFT

3)When α = π, the result turns out to be

F 2[s(x1)] =

∞∫
−∞

δ(x+ x1)s(x1)dx1 = s(−x1) (6)

So, it can be drown that the transform kernel is periodic with
α period 4 form the above several cases. Table II gives the
various kernels of FRFT for various α from 0 to 4.

The FRFT kernel can be written as ϕα(f, t)

Fα[s(t)] =

∞∫
−∞

ϕα(f, t)s(t)dt = Sα(f) (7)

The properties of FRFT are useful not only in deriving the di-
rect and inverse transform of many time-varying functions but
also in obtaining several valuable results in signal processing.
Recalling some of the well-established properties of Fourier
transform, the operational calculus for FRFT is described
in Table III. When two functions multiply (or convolve) in
time domain (a = 0) they get convolved (or multiplied) in
frequency domain (a = 1). More generally, multiplication (or
convolution) in the ath domain is convolution (or multiplica-
tion) in (a+ 1)

th domain. In (a+ 2)
th domain convolution

(or multiplication) operation in the ath domain remains the
same. The concept of fractional convolution and correlation
has been developed differently by various authors [21-24].

III. PROPOSED ENCRYPTION ALGORITHMS

The image encryption process includes two steps: The
original image was divided into blocks, which were rearranged
into a transformed image using a transformation algorithm, and
then the transformed image was encrypted using the fractional
Fourier transform base algorithm. The detail of original image
was divided into blocks and rearranged into a transformed
image using a transformation algorithm was introduced by
[24].

The secret key of this approach is used to determine the
seed. The seed plays a main role in building the transformation
table, which is then used to generate the transformed image
with different random number of block sizes. The transforma-
tion process refers to the operation of dividing and replacing
an arrangement of the original image.

The image can be decomposed into blocks; each one con-
tains a specific number of pixels. The blocks are transformed
into new locations. For better transformation the block size
should be small, because fewer pixels keep their neighbors. In
this case, the correlation will be decreased and thus it becomes
difficult to predict the value of any given pixel from the values
of its neighbors. At the receiver side, the original image can
be obtained by the inverse transformation of the blocks.

The post-processed algorithm is encryption by FRFT. Every
components of block image is encrypted by employing Frac-
tional Fourier domain random phase and the cipher image is
obtained. The fractional orders applied in the transforms are
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Fig. 1. General block diagram of the proposed method of image encryption

Fig. 2. Results of encryption by using proposed algorithm(The images in the first row are the original Lena, the second are the transformed images, the
third are the encrypted images using FRFT random mask and the fourth are the encrypted image using optimal factional orders.)

decimal numbers between zero and four, generated from a
key alphanumeric of six to ten characters. The framework of
proposed image encryption algorithm is shown in Figure 1.

IV. EXPERIMENTS

Several benchmark images (such as Lena, Baboon, Peppers,
F16, Cameraman, etc) are used to test the performance of
the proposed scheme. In order to evaluate the impact of
the number of blocks on the correlation and entropy, three
different cases were tested. The number of blocks and the
block sizes for each case are shown in Table 3, the block-based
image encryption and finally encryption image are shown in
Fig.2.

For comparison, an existing image encryption schemes by
Kamlesh Gupta et al. [25] and several commercially available

algorithms are chosen. The comparison of different algorithm
based on correlation and entropy are shown in Table 4.

TABLE IV
DIFFERENT CASES TO TEST THE IMPACT OF THE NUMBER OF

BLOCKS ON THE CORRELATION AND ENTROPY
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TABLE V
THE COMPARISON OF DIFFERENT ALGORITHM BASED ON

CORRELATION AND ENTROPY

V. CONCLUSION

In this paper a novel method has been proposed for image
security using a combination of block based image transforma-
tion and FRFT based image encryption techniques. Compare
with tradition image encryption algorithm, using fractional
Fourier transform greatly increases safety parameters in the
encrypted fingerprint, due to the sensitivity of the fractional
orders used and random phase masks. Meanwhile, the rela-
tionship of block size and correlation, block size and entropy
are also being proved. When compared to many commonly
used algorithms, the proposed algorithm resulted in the best
performance; the lowest correlation and the highest entropy.
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