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ABSTRACT

Steganography refers to the technique of hiding secret messages
into media such as text, audio, image and video without any
suspicion, while steganalysis is the art and science of detection
of the presence of steganography. It can be used for the benefit
of the mankind to serve us as well as by terrorists and criminals
for malicious purposes. Both steganography and steganalysis
have received a lot of attention from law enforcement and
media. In the past, different steganographic techniques with
properties of imperceptibility, undetectability, robustness and
capacity have been proposed. Newer and more sophisticated
steganographic techniques for embedding secret message will
require more powerful steganalysis methods for detection. The
battle between steganography and steganalysis is never ending.
In this paper, an extensive review report is presented for
steganography and steganalysis.

General Terms
Information Hiding, Steganography, Steganalysis

Keywords
Steganography, Steganalysis, LSB embedding,
staganalysis, Transform domain, RS algorithm.

Universal

1. INTRODUCTION

The important constituents of today’s information hiding are
cryptography, watermarking and steganography, though each of
them has different objectives when serving their purpose.
Cryptography is the study of processing digital data by
scrambling or encrypting in data bits with a key in such a way
that the data is unintelligent to the unauthorized person who does
not possess the key to recover or decrypt it. It is very clear in
cryptography that the encrypted data stored in the memory or
being transmitted takes unreasonable amount of computer
processing resources and time during its useful life time to
decrypt it. However, message data after decryption may always
be distributed in plain form without any restriction, even by the
authorized customer. Also encryption clearly marks a message
as containing interesting information, and the encrypted message
becomes subject to attackers. Watermarking of digital data, on
the other hand is the process that enables data called a
watermark, digital signature, tag, or label into a multimedia
object such as text, audio, image or video in perceptually
invisible or inaudible manner without degrading the quality of
the object, such that watermark can be detected or extracted later
to make an assertion about the object [1-4]. The embedded
information can be a serial number or random number sequence,
ownership identifiers, copyright messages, control signals,
transaction dates, information about the creators of the work, bi-
level or gray level images, text or other digital data formats [5].
An important goal of watermarking is to make removal of the
inserted watermark bits from the watermarked object impossible
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without degrading the quality of the object and without
additional information such as a key. Second important goal of
watermarking is to sense that the object has been tempered by
checking that the watermark is being removed or destroyed.
Third goal of watermarking is prevention against copying and
transmitting music, image, video on CDs and DVDs. Violation
of copyrighted materials such as music and video happens
frequently [6]. There has been no technique so far developed
that meets the expectations of watermarking as desired. Also, it
has become a legal to develop, sell or distribute code-cracking
commercial software and hardware devices for anti-piracy
measures with the advent of Digital Millennium Copyright Act
(DMCA) of 1998 [7]. Thus music and video industries no longer
depend on watermarking to prove violation of DMCA for
copyrighted materials, but they are now rely on other approaches
such that, their Internet providers to locate the possible violators.

Almost infinite memory size is available for storing digital data
in digital devices, more bandwidth is available for sending
digital data efficiently in the Internet, and more freeware is
available for embedding secret messages inside other media.
Steganography refers to the technique of embedding secret
messages inside different cover media such as text, audio, image
and video without any suspicion. It can be used in many areas. It
can be used for the benefit of the mankind to serve us as well as
by terrorists and criminals for malicious purposes. The main
purpose of steganography is to transmit hidden message
embedded in a cover medium in a stealth way that an
unauthorized person cannot extract the very presence of the
embedded message. Digital image and video contain high degree
of redundancy in representation, thus appealing for data hiding.
Steganography finds applications in copyright control of
materials, enhancing robustness of image search engines and
smart 1Ds, where individuals’ details are embedded in their
photographs, video-audio synchronization, companies’ safe
circulation of secret data, TV broadcasting, TCP/IP packets and
checksum embedding [8-10]. It also finds application in medical
imaging systems where a separation is considered between
patients’ image data or DNA sequences and their captions, e.g.,
physician, patient’s name, address and other particulars. Cyber-
crime is believed to benefit from steganography [8] as reported
in USA TODAY. Examples are found for hiding data in music
files [11], and even in a simpler form such as in HyperText
Markup Language (HTML), executable files and Extensible
Markup Language (XML) [12].

New techniques have been devised in the embedding process to
make the detection difficult, however it is still possible to detect
the existence of the hidden message.The art and science of
detection of the existence of embedded message is called
steganalysis. In addition to detection of embedded message, the
main goal of steganalysis are to estimate the length of embedded
message, to estimate the locations of hidden data in the stego
data, to estimate the stego key used by embedding algorithm, to



extract the hidden message etc. Steganalysis finds its uses in
cyber forensics, cyber warfare, tracking of criminal activities
over the Internet and gathering evidence for investigations in
case of anti-social elements [8,13-18]. Steganalysis also finds
uses in law enforcement and anti-social significance steganalysis
for peaceful applications and consequently improving the
security of steganographic tools by evaluating and identifying
their weakness. The battle between steganography and
steganalysis is never ending. Newer and more sophisticated
steganographic techniques for embedding secret message will
require more powerful steganalysis methods for detection.

Past decade has been growing interest in researches on image
steganography and steganalysis. Existing techniques form a very
small part of a very big system that calls for exciting and
challenging research for the years to come [19-21].

The paper is organized as follows. In Section 2, the classification
of steganographic techniques is given. Section 3 deals with the

classification of steganalytic techniques, followed by
conclusions in Section 4.

2. CLASSIFICATION OF
STEGANOGRAPHIC TECHNIQUES

There are three basic types of steganography: spatial
steganography, transform  steganography and adaptive
steganography.

2.1 Spatial Steganography

There are many versions of spatial steganography, but all
directly change some bits in the image pixel values in hiding
data. Least significance bit (LSB)-based steganography is one of
the simplest techniques that hides a secret message in the LSBs
of pixel values without introducing many perceptible distortions
[8]. To our human eye, changes in the value of the LSB are
imperceptible, thus making it an ideal place for hiding
information without any perceptual change in the cover object.
Embedding of message bits can be done either sequentially or
randomly. Embedding operation of LSB steganography may be
described by the following equation [22].

yi=2 l%J +m; @)

where m;, x; and y; are the i-th message bit, the i-th selected
pixel value before embedding and that after embedding
respectively.

Although LSB embedding methods hide data in such a way that
human does not perceive it, these embeddings often can be
easily destroyed by compression, filtering or a less than perfect
format or size conversion. Hence, it is often necessary to employ
sophisticated techniques to improve embedding reliability.
Steghide, S-tools, Steganos etc. are based on LSB
steganographic technique.

LSB based steganography can be easily extended to hide data in
multiple bit-planes, with the precaution that embedding should
be done in low bit-planes and in case if high bit-planes are
involved, then local property should be checked so as to improve
the perceptual quality of the stego image [23]. The image is
decomposed to a set of binary images according to the bit-plane
complexity segmentation (BPCS), which divides bit-plane into
consecutive and non-overlapping blocks. Each block is further
checked whether it is noise-like or not, and noise-like blocks are
suitable for embedding data. Embedding rate of such technique
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is as high as 4 bit per pixel (bpp) without causing much severe
visual artifacts.

Many steganalysis techniques use “pairs of value” (PoV) that
exist in LSB based steganography for detection and extraction of
hidden message [24]. To defeat PoV, LSB matching (LSBM)
steganographic technique adds or subtract by 1 if LSB does not
match with message bit [25,26,27]. LSB matching is a special
case of +k steganography with k=1 [27]. Embedding
operation of LSB matching steganography may be described by
the following equation.

pc(i, ) + 1,ifb # LSB(p.(i,j) )andr > 0
pe(i,j),  ifb = LSB(p.(i,))) 2
pc(i,j) — 1,ifb # LSB(p.(i,j))andr < 0

ps(l:]) =

where p.(i,), ps(i,j), LSB(p.(i,j)),b and r are the original
pixel value before embedding, pixel value after embedding at the
location (i, j), LSB value of the pixel p.(i,j), message bit and
independent and identically distributed(i.i.d.) random variable
with uniform distribution on {—1, +1} respectively.

In pixel-value differencing (PVD), a cover image is first
segmented into many non-overlapping blocks of two
neighboring pixels [28,29]. A difference d is calculated between
two pixels in each block, d = p;;1 — p1, With |d| € [0,255].
Classify |d| into a number of contiguous ranges, R;(k =
0,1,2,...,K — 1), where the width of R; is a power of 2. The
lower bound, upper bound and width of R; are denoted by I, u;
and wyrespectively. If |d]| is in Ry, a total of log,(w,) secret
bits are embedded into the corresponding 2-pixel block. Convert
the log, (wy,) secret bits into a decimal value band calculate

. (Le+b, ifd=0
d _{—(lk+b), d<0 ©)

The embedding procedure is described as

@1 pis1) = Lo Pir1), d]
(@i = 7o Pis1 +15), ifdis odd

T\ (p; — T, Dis1 T 1), ifdis even 4)

where r, = [wT_d]and Ty [#J

For any block, if there is any possibility of overflow due to
embedding, the block is labeled as unusable and is excluded in
embedding.

A message can be embedded in the cover image through the
choice of a scalar quantizer. Input signal x is quantized to output
y with a set of quantizers Q,,(.) [30]. Quantization index
modulation (QIM) with quantization step A for embedding
binary data can be described as

B B AR+, ifm =0
yi = Qi(x) = Al%J :2‘ ifm, = 1 5)

A variant of QIM is dither modulation (DM), which can produce
output covering all of the values of input signal, unlike QIM,
which gives output only at the reconstruction points of
quantizers. The equation for DM is described as

Vi = Qumx; +d;) —d; (6)



where d; is the dither signal, determined by a key and uniformly
distributed over [— %,%).

Spread-spectrum image steganography hides data in a Gaussian
stego noise that is added to the cover image [31]. It is more
robust and has a low probability of detection.

2.2 Transform Steganography

New algorithms have been emerging in transform domains due
to weak resistance in spatial domain, fast development in
computing devices and need for better security system. There are
many versions of transform steganography. Some popular
transform domains are discrete cosine transform (DCT), discrete
wavelet transform (DWT) and singular value decomposition
(SVD) respectively.

2.2.1 Discrete
Steganography
JPEG is based on DCT in lossy compression and it is the most

common format of images produced by digital cameras,
scanners and other photographic capture devices.

Cosine  Transform-based

In JPEG compression, successive sub-image blocks of size of
8 x 8 on applying DCT produces 64 DCT coefficients, and data
can be inserted in these coefficients’ insignificant bits. However
altering any single coefficient would affect the entire 64 block
pixels [32]. No visible change can be seen in the stego-image as
the changes due to insertion data are in frequency domain. JSteg
embeds secret message into a cover image by successively
replacing the LSBs of non-zero DCT coefficients with message
bits. Existence of hidden message can be found visually, and
JSteg can be easily detected by Chi-Square (X?) - test [32].

In JPHide, the quantized DCT coefficients that are used to hide
secret message bit are selected randomly by a key, generated by
a pseudo random number generator, and JPHide can also use the
two LSBs of the selected coefficients [33].

F5 algorithm developed by Andreas Westfeld embeds message
bit into randomly chosen non-zero AC DCT coefficients by
decreasing the absolute value of the coefficient if necessary by
1, and employs matrix embedding that minimizes the necessary
number of changes to hide a message of certain length [34].
Neither X 2- test nor extended version could break this algorithm,
Fridrich et al [35] detect F5 contents.

OutGuess provided as UNIX source code by Provos uses a
pseudo random number generator to select DCT coefficients
skipping 0 and 1 to insert message bit [21]. X2- test could not
break OutGuess.

Li and Wang develop a steganographic technique that modifies
the quantization table (QT) of JPEG compression and their
method inserts the hidden bits in middle frequency coefficients
[36].

Model-based steganography (MB) developed by Sallee for JPEG
images achieves a high message capacity while remains secure
against several first order statistical attacks [37].

Yet Another Steganographic Scheme (YASS) does not embed
data in JPEG DCT directly [38]. An image in spatial
representation is divided into fixed large size blocks, called B-
blocks. Within each B-block, an 8 x 8 sub-block, referred to as
embedding host block (H-block), is randomly selected with a
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secret key for performing DCT. Secret message, encoded by
error correction code are embedded in DCT coefficients of H-
blocks by QIM, followed by inverse DCT to H-blocks. The
whole image is then compressed as a JPEG image. YASS
survives many active suspicious scenario.

2.2.2 Discrete
Steganography
Fast Fourier transform is not suitable for hidden communication

due to round-off errors [39]. Johnson and Jajodia [8], and
McKeon [40] used DFT in Fourier-based steganography.

Fourier Transform-based

2.2.3 Discrete Wavelet Transform-based
Steganography

DWT-based steganography is still in infancy. Bhattacharya et al
develop a dual steganographic technique based on DWT and
spread spectrum [41]. Two different secret images after
converting into 1-D vectors are inserted into two high frequency
components HL; and HH; of 1-level DWT of the cover images
using pseudo random number generator and session key.

Nag et al propose a steganographic technique based on DWT
and Huffman coding [42]. Secret message after applying
Huffman coding is embedded in high frequency components of
2-D DWT of the cover image and low frequency component is
kept untouched, not to disturb visual quality of image.

Bhattacharya et al developed a steganographic technique based
on DWT and DCT for color images [43]. Binary secret image is
inserted into HH; of different color planes after applying 2-
DWT and 2-D DCT using 2-D pseudo random key [43].

2.2.4 Singular Value Decomposition-based
Steganography
Use of singular value decomposition in steganography is new.

Chung et al develop an image hiding scheme based on SVD and
vector quantization (VQ) [44].

Bergman and Davidson develop an image steganographic
technique based on SVD [45]. The cover image [ is factorized
into three matrices U, V and D such that I = UDV', where U and
V are two orthogonal matrices, and D represents a diagonal
matrix, whose diagonal elements are the singular values of I
arranged in descending order of magnitudes. The secret message
bits are inserted into column elements of the matrix U by
adjusting the controllable attributes such that it is still orthogonal
after insertion.

Hadhoud and Shallan proprose an image steganographic
technique based on SVD that embeds the secret message in the
orthogonal matrix U, leaving untouched the diagonal matrix S,
for less embedding error and better image fidelity [46].

Raja et al propose robust and high capacity image steganography
using SVD (RHISSVD), which embeds message bits in singular
values of the cover image [47].

Gorodetski et al propose a robust SVD-based steganography
technique, which inserts message bits into singular values of
small blocks of segmented cover image by slight modification
[48]. The method is robust because it embeds data in low bands
of cover in a distributed way.



2.3 ADAPTIVE STEGANOGRAPHY

Some important requirements of a good steganographic scheme
are undetectable, robustness against attacks, embedding capacity
and imperceptibility. Adaptive steganography is a special case of
the two former techniques and it tries to fulfill at least some or
all requirements of a good steganographic scheme.

Manglem et al propose a steganographic technique which
embeds message bits in edges of the image, which is found by
using Laplacian detector on every 3 x 3 non-overlapping block
within the cover images [49]. Some steganalysis tools such as
energy gradient steganalysis fail to detect the embedded message
in the stego-image, however the embedding capacity is low.

PVD-based steganographic scheme is another edge adaptive
scheme, in which the number of embedded bits is determined by
the difference between a pixel and its neighbors [28,50,51].
Larger the difference, the larger the number of message bits that
can be embedded.

LSB matching revisited (LSBMR) is another edge adaptive
steganography technique, which can release more edge regions
for embedding message bits [52]. It can resist some of the
steganalytic tools also.

The model-based method (MB1) generates a stego-image based
on a given distribution model, using a generalized Cauchy
distribution, which results in minimum distortion [37]. This
algorithm can be broken by the first-order difference [53]

Chang et al propose an adaptive technique applied to LSB
steganographic technique [54]. Their technique exploits the
correlation between neighboring pixels to estimate the degree of
smoothness.

Raja et al choose to use wavelet transforms that map integers to
integers instead of using the conventional wavelet transforms, so
as to overcome the difficulty of floating point conversion that
occurs after embedding [55]. Their method embeds the message
bits in non-overlapping 4x4 blocks of low frequency, where two
pixels at a time are chosen, one on either side of the principal
axis.

Wu and Shih propose a genetic algorithm (GA) based technique
that generates a stego-image to break the detection system by
artificially counterfeiting statistical features [56].

Kong et al propose a content based steganography scheme based
on segmenting homogeneous image areas using a watershed
method and fuzzy C-means (FCM) [57]. Four LSBs of each
cover image is used to embed secret message bits in the region
where entropy is high and two LSBs in low entropy region.

Rakesh et al propose a keyless random steganographic technique
that induces enhanced security by incorporating counting out
embedding [58]. Their method uses message bits embedded in
the current pixel, which acts as a key for the next pixel to which
data is to be embedded.

Raju et al propose an adaptive steganography technique based
on LSBMR for embedding the message bits after godelizing for
improved security [59].
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3. CLASSIFICATION OF
STEGANALYTIC TECHNIQUES

Steganalysis is the science of attacking steganography in a battle
that never ends. Passive steganalysis attempts to destroy the
trace of secret communication without bothering to detect the
secret message by changing image format, flipping all LSBs,
JPEG compression etc.,, while active steganalysis uses
specialized algorithms that detect the existence of stego-image.
Steganalysis can be classified into two categories: signature
steganalysis and statistical steganalysis. Both categories can be
either specific or universal. Specific steganalysis is designed for
a particular steganographic embedding algorithm, while
universal steganalysis is a general class steganalytic technique,
which can be implemented with any steganographic embedding
algorithm, even an unknown algorithm.

3.1 Signature Steganalysis

Steganography alters the media properties due to the insertion of
message bits in the form of degradation or repeated patterns,
which act as signatures that convey the existence of embedded
message. Steganographic algorithm such as Hide & Seek
produces stego-image that contain pixel values that are divisible
by 4, which acts as a specific signature taking the insecure
aspect for detection by steganalytic tools [60]. Similarly,
steganographic tool Jpegx inserts secret message at the end of
JPEG file marker, preceeding with hex code 5B 3B 31 53 00,
which acts as a specific signature for detection of secret message
in the stego-image [61].

3.2 Statistical Steganalysis
Statistical steganalysis is more powerful than signature
steganalysis, because mathematical techniques are more
sensitive than visual perception [60].

3.2.1 Specific Statistical Steganalysis

Specific statistical steganalytic tools can be used for detection of
secret message from stego-images embedded by LSB
embedding, LSB matching, spread spectrum, BPCS, JPEG
compression and other transform domain. The powerful and
popular LSB detection algorithms are Chi-square [61], RS [61],
Gradient Energy-Flipping Rate Detection [63] and Histogram
difference [64], which are explained in short below.

The first specific statistical steganalytic tool Chi-Square Attack
developed for detection of message bits from stego-images
embedded by LSB steganographic tool is based on PoV [61]. L-
bit color channel can have P = 2% possible values. Splitting into
2L=1pairs, which differ only in LSBs gives all possible patterns
of neighboring bits of LSBs. Each of these pair is called PoV.
The distribution of odd and even values of PoV is same as 0/1
distribution of secret bit if all available LSB fields are to be
used. The idea of X2 ~ analysis is to compare theoretically
expected frequency distribution of PoVs with the real observed
one, though no expected frequency is available in absence of
original image. Let us assume that the pixel values
o, C1, -, Cp_q are already sorted. For P < 256, there are at the
most 128 PoVs. For the i-th pair (cy;, c2i41), @ = 1,2, ..., k, we
define n; = 1/2(number of indices in the set {c,;,cpi41}) and
n;= number of indices equal to c,.The value n; is the
theoretically expected frequency if a random message has been
embedded, and n; is the actual number of occurrences of pixel
value c,;. Chi-square statistics is calculated as



Xi_1 =2k 1(nln1 ok @)

with k — 1 degree of freedom.

The probability of embedding p can be calculated by

1 2 x k-1

pel-mmemhy eEr A @

2 2 2

expressing the probability that the distributions n, and n; are
equal and [is Euler Gamma function.

Chi- square test works well for sequential embedding, and it is
less effective for random embedding unless the embedded bits
are hidden in majority of the pixels.

Fridrich et al introduce a powerful steganalytic method known
as RS analysis that utilizes the spatial correlation in the stego-
images [62]. The basic idea is to discover and quantify the weak
relationship between the LSB plane and the image itself. The
image I to be analyzed is divided into G(xy, ..., x,) disjoint
groups of n adjacent pixels. By defining a discrimination
function f, which captures the smoothness of G as follow.

f(xl' ""xn) = ?:_11 |xi+1 - xil (9)
With invertible flipping function F;:0 & 1,2 < 3, ..., 254 &
255, shifting function F_;: —1 < 0, 1 & 2, ...,255 < 256 and
identity function Fy = Fy(x),Vx € P, and with n- tuple mask
M with values in {—1,0, 1} is classified into three types:
Ry, SyandUy,.

e Regular.G € Ry & f(Fy(G) > f(6) (10)
e Singular.G € Sy, © f(Fy(G) < f(G)(11)
e Unusable. G € Uy © f(Fy(G) = f(G) (12)

Similarly, we can classify the groups R_,;, S_yand U_,, for the
mask - M, where - M is the complement of M. As a matter of
fact, it holds that

RutSu _ ang RomtSam ¢
-5 = — =1,

where T is the total number of G groups.
For typical images, the following hold true.
RM =~ R—M and SM ~ S—M'

The greater the message size, the lower the difference between
R_pand S_y,, and the greater the difference between R, and
Sy This behavior is used in detection of hidden message from
the stego-image [62].

Zhi et al propose GEFR based on the relation between the length
of the embedded message and the gradient energy [63]. Let I(n)
be a unidimensional signal. The gradient r(n) before embedding
message is

rm)=In) —I(n—1) (13)
The gradient energy (GE) of the cover I(n) is
GE=YX|I(m) —I(n—1)]> =X |r(m)|? (14

After hiding of a signal S(n) in the original signal, I(n)
becomes I'(n) and the gradient is re-written as
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rm)=I'h) —I'n—-1)
=Im+SM) - (In—1) +Snh-1)) (15
=r(n)+SMm)-Sn-1)

The probability distribution function of S(n) is

1
Psn)=0 = 5
| (16)
Psn)=+1 = Py
After embedding, the new gradient energy GE' is
GE'= Y Ir(ml? = Y Ir(m) +S(m) = S(n = DI?
=X |r(m) + Am)|? (17)
where A(n) = S(n) —S(n —1).

In order to perform detection we need to know a function known
as flipping function. Let us consider a cover image I with
W x H pixels and p < W x H be the size of the hidden message
.So after applying the flipping function the following are the
results.

e For=W xH,thereis @ pixels with inverted LSB.
That means that the embedding rate is 50% and the
gradient energy is given by GE = (WXH)

e The original image’s gradient energy is given by
GE(0). After inverting all available LSBs using F, the
gradient energy becomes GE' = W x H.

e Forp <W X H, there is g pixels with inverted LSB.

Let 1(3) be the modified image. The resulting gradient

energy is GE —p—/z— GE(0) +p. If F is applied
over I(z), the resultlng gradient energy is GE =
WXH-p/2

WXH

Using these above mentioned properties, Zhi et al. proposed the
detection procedure [63]:

1. Find the test image’s gradient energy GE = wlji ZH;
2. Apply F over the test image and calculate GE =
WXH-p/2,
WxH '
3. Find GE = () = [6E =22 1 ¢E =
WXH-p/2 Y
P
WXH ]/

WXH

GE(0) is based on GE = ( > ) =GE(0) + W x H;
5. Finally, the estimated size of the hidden message is
given by
p'=GE =22 _GE(0) (18)

Zhang et al introduce the difference image histogram method
[64]which deploy the measure of weak correlation between
successive bit planes to construct a classifier for which will help
to distinguish stego-images and cover images. Here the
difference image histogram is used as statistical analysis tool.
The difference image is defined as

DG, j) =10, j) —1(,j +1) (19)

where I(i, j)denotes the value of the image I at the position

@1)-

There exists a difference between the difference image
histograms for normal image and the image obtained after



flipping operation on the LSB plane. To know this difference
image histogram concept in details we need to know some
notions first. Let I be the test image with M x N pixels. The
embedding ratio pis defined as the percentage of the embedded
message length to the maximum capacity.If the difference image
histogram of an image is represented by h;, that of the image
after flipping all bits in the LSB plane by f; and that of the
image after setting all bits in the LSB plane to zero by g;. The
following relations exist between three planes as follows:

hyi = foi = A2i2i92i
haiv1 = G2i2i4192i + Q214224392142 (20)
f2i+1 = Q2i2i-192i t A2i42,2i+392i+2

az;i+jis defined as the translation coefficient from the
histogram g;to h;, when j = 0,1, —1 we have

0<aggi+j <1

Otherwise (21)
Azizirj =0
and they Satisfy azi'zi_l + azi'zi + azi'2i+1 =1 (22)

Combining equation (20) and (21), the following iterative
formulae are found.

_ _ Yo—ho
Qo1 = Ao,-1 = 290
_ ha
Azi2i-1 = s (23)

hai1—02i—22i-192i-2 i1
92i
Agiiv1 = 1 — Q42 — Apipi-1,1 21

Azi2i-1 =

For p = 100% the LSB plane is independent of the remained bit
planes. For such stego images we havea,; ,;—1 = 0.25, a;z; =
0.5, Azi2i+1 = (0.25.

For a natural image there exists weak correlation between the
LSB plane and the remained bit planes. As more and more secret
messages are embedded, such that correlation becomes weaker
and weaker and finally the LSB plane becomes independent of
the remained bit planes.

From Equation (20) we know that h,;,, consists of two parts:
Azi2i+192i AN Az;422i+372i+2 Statistical test shows that these
two parts contribute equally for natural images i.e.

A2i2i+192i = A2i+2,2i+392i+2 (24)

Let us denote a; = ayi122i+1/Aziziv1, Bi = Q2ir22i+3/ A2izi-1
and y; = g»i/9.i+2» then the statistical hypothesis of the
steganalytic method is that for a natural image the following
equation should be satisfied.

a; =Yi

while for stego-images with the LSB plane fully embedded

a; =1

The quantity a; can be viewed as the measure of the weak
correlation between the LSB plane and its neighboring bit

planes. The relationship between «; and the embedding ratio p
will be modeled using a quadratic equation y = ax? + bx + c.
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By considering four critical  points(P; = (0,y;), P, =
(p,a),P;=(1,1),P, =(2—p,B)) the following equations
have been developed

C=Yi
ap?+bp +c = a;;
a+b+c=1; (25)

a@-p)?+bQ2—-p)+c=p;

Assuming d, =1 —vy;; dy = a; —v;; d3 = B; — y; then the
above equation (8) can be simplified as follows

Zdlpz + (d3 - 4d1 - dz)p + Zdz =0 (26)

The embedding ratio p can be obtained from the root of the
above whose absolute value is smaller if the discriminantis
smaller than zero, then p = 1.

Fridrich et al develop the Raw Quick Pair (RQP) [65] for
detecting LSB embedding in 24-bit color images, based on
analyzing close pairs of colors and the total number of unique
colors. Their method cannot be used for gray-scale images and
it works reliably for number of unique pairs in the image less
than 30%.

Avcibas et al propose a specific steganalytic method for LSB
embedding for detection in 7" and 8" bit planes of an image
based on correlation between contiguous bit planes as well as the
binary texture characteristics within the bit planes which are
affected by embedding [66].

Dumitrescu et al [67], inspired by the work of Fridrich et al [62]
propose a steganalytic method for an LSB embedding-based on
a finite state machine whose states are selected multisets of
sample pairs called trace multisets. Their method measures the
length of embedded message precisely, even for very short
message size.

Ker et al propose a specific steganalytic method for LSB
matching for images [68]. Histogram Characteristic Function
(HCF), introduced by Harmsen et al for color images is used for
gray-scale images [69]. Calibrating center of mass (COM) using
a downsampled image and computing adjacency histogram
instead of usual histogram were used for applying HCF. It was
found that HCF-COM performed quite good for color images,
but it turned out to have poor performance for gray-scale
images.

The presence of embedded message in BPCS steganography can
be revealed by observing the complexity histogram of high
significant bit-planes [70]. Yu proposed a specific BPCS
steganalytic method that detects hidden message in spatial as
well as transform domain [71], based on isotropy, a statistical
feature of the image, which is changed due to message
embedding. Detection utilizes Chi-square method.

Zhang et al propose a specific steganalytic method for attacking
PVD steganography based on observing the histogram of the
prediction errors [28,29].

Sullivan et al formulate two steganalytic methods [72] for
defeating QIM/DM steganographic method. The first method
distinguishes the standard QIM stego-images from the plain-
quantized cover images. The second method differentiates the
DM stego-image from the unquantized cover images.

The most popular image format is JPEG and it is an ideal target
for steganography. Zhang and Ping propose JSteg for attacking



on sequentially and random embeddedmessage in JPEG images,
based on the statistical model of DCT coefficients [73]. It is
found that the quantized DCT coefficients of JPEG images
usually distributed uniformly around zero in cover images are
changed due to message embedding.

An attack on F5 steganography based on modification of the
shape of the histogram of DCT coefficients in JPEG images after
embedding message was proposed [34,74]. The steganalytic
method is as follow. The stego-image is decompressed to the
spatial domain, then cropped by 4 columns, and recompressed
using the same quantization parameters as that of the original
stego-image. A blurring operation is applied as a preprocessing
step to remove possible JPEG blocking artifacts from the
cropped image before recompressing. The resulting DCT
coefficient provides the estimate of the cover image histogram.
Hong and Again present a steganalytic algorithm for breaking
steganographic techniques such as F5 based on features
extracted from spatial and DCT domains [75]. Support vector
machine (SVM) is used to classify the cover images and stego-
images.

Fridrich et al propose an attack on OutGuess steganography
based on measuring the discontinuity along the boundaries of
8 x 8 JPEG grid [76]. Measure of the discontinuity gives an
spatial feature called blockiness, which is proportional to the
number of altered DCT coefficients due to embedding. The
change rate of the blockiness is used to estimate the embedding
rate.

Stego-image in MB steganography can be differentiated from a
cover image by the method proposed by Bohme and Westfeld
[77]. Their method is based on more outlier high precision bin in
the histogram of the cover image than in a stego-image.

Li et al propose a steganalytic method for an attack on YASS
steganography based on the fact that the locations of H-blocks
are not randomized enough in YASS [78].

Liu et al propose a neural network based steganalytic method for
DFT, DCT and DWT steganography [79]. Neural network is
trained using the statistics of cover images and stego-images.
Their method gives promising results. Liu et al propose another
steganalytic method for detection of wavelet domain
steganography [80]. Neural network is able to discriminate
between stego-images and cover images based on two
parameters namely shape and scale, which are found from
wavelet coefficients in each subband of wavelet transform.

3.3 Universal Statistical Steganalysis

Universal statistical steganalysis requires less or even no priori
information of the targeted steganographic methods for detection
of hidden message. It takes a learning based strategy that
involves training based on cover and stego-images regardless of
the embedding domains and algorithms. Neural network,
clustering algorithms and other soft computing tools are used to
construct the detection model from the experimental data.

Avcibas et al propose a steganalytic technique that exploits for
detection of hidden message using image quality metrics and
multivariate regression analysis [81]. Their method use analysis
of variance technique to identify appropriate image quality
metrics, which is fed to multivariate regression along with a
training set of cover and stego-images.

Farid propose a universal steganalytic technique for gray-scale
images based on feature extraction [82]. A Fisher Linear
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Discriminant analysis is used to discriminate between cover and
stego-images based on mean, variance, Kkurtosis, skew of
subband coefficients and error statistics from an optimal linear
predictor of coefficient magnitudes, which are calculated using
separable quadrature mirror filters (QMF). A better classifier
based non-linear support vector machine is proposed [83].

The steganalytic method proposed by Harmsen and Pearlman
uses HCF-COM as feature in the detection scheme, and
Mahalanobis-distance is used to measure the dissimilarity
between the cover and stego-images [69].

Lie and Lin propose a steganalytic method that uses the gradient
energy and statistical variance as two features for detection of
hidden messages in spatial or DCT domain [84].

Zou et al propose a steganalytic method based on Markov model
of threshold prediction error image [85]. The prediction error is
obtained by subtracting the prediction values from the pixel
values and then threshold with a predefined threshold. SVM
with linear and non-linear kernals are used as classifier.

A universal steganalytic method proposed by Shi et al uses
statistical moments of characteristic functions of the prediction-
error image, the test image, and their wavelet subbands as
selected as features [86]. Artificial neural network is utilized as
the classifier.

Chen et al propose a steganalytic method based on statistical
analysis of empirical matrix (EM), which produces the moments
of projection histogram (PH) and moments of characteristic
function of projection histogram as features [87]. SVM is used
as classifier.

Zhan and Zhang propose a universal steganalytic method based
on higher-order wavelet decomposition to capture statistical
difference between the cover images and stego-images [88].
Analysis of variances (ANOVA) is applied to wavelet statistics
and SVM is used as classifier.

Liu et al propose a universal steganalytic method based on
wavelet packet transform (WPT), which gives subband
coefficients, which in turn gives multi-order absolute
characteristic function moments of histogram as features [89]. A
back-propagation (BP) neural network is used as classifier using
these features.

Don and Tan propose a steganalytic method based on higher-
order statistics of characteristic functions of three types of image
run-length histograms as features [90]. SVM s used as
classifier.

Mankun et al models LSB matching as a kind of image
degradation with certain additive noise proportional to
embedding rate and obtain the cover image’s estimation by
wavelet denoising [91]. Features of 1-D statistical gray-scale
histogram of test image and estimated images are used to train
and SVM is used as classifier.

Chen et al propose an image estimation technique utilizing the
alpha-trimmed mean for distinguishing cover images and stego-
images and the method can estimate hidden messages from
images in spatial and JPEG compression domains [92].

Gul and Kurugollu propose “LogSv”, a steganalytic method
based on integrating singular values calculated over image sub-
blocks resulting a steganalyzer [93].



Cho et al propose a steganalytic method that classify image
blocks into multiple classes of steganalytic results of
decomposed image blocks [94]. A classifier finds whether a
block is a cover image block or a stego-image block.

He et al propose a Radial Basis Function Neural Network
(RBFNN) optimized by the Localized Generalization Error
Model (L-GEM) for steganography detection, and DCT features
and Markov features are used as inputs of neural networks for
detection [95].

Ramezani et al compare Fisher linear discriminant, Gaussian
naive Bayes, multilayer perceptron and k nearest neighbor for
staganalysis of suspicious images [96]. Statistics of histogram,
wavelet statistics, amplitudes of local extrema from 1-D and 2-D
adjacency histograms, center of mass of histogram characteristic
function and co-occurrence matrices for feature extraction are
used in this method.

4, CONCLUSIONS

This paper presents a background discussion on major
algorithms of steganography and steganalysis for digital images.
Some important algorithms of steganography in spatial domain
are discussed in details with special emphasis so that researchers
and steganalysts will have knowledge of how to develop such
techniques. Steganalytic techniques such as Chi-square, RS,
Gradient Energy, Histogram Difference attacks etc for the
detection of embedded message bits from stego-images are also
explained with equations. Different types of both specific and
universal steganalytic techniques in spatial domain as well in
transform are described in short in this paper.
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