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Abstract:
Image steganography conceals secret information in a cover image .It is used for secure
data transfer. Various LSB (least significant bits) approaches have been used over the years
in steganography. This paper proposes a novel technique to improve the conventional LSB
technique for image steganography by using pseudo random number generation using Hénon
chaotic map. The random numbers are used to encrypt the hide image which is embedded in
the cover picture. This encryption using pseudo random generator provides sufficient security
to the payload as the same set of random numbers cannot be regenerated without knowing
the exact random generator function and thus the secret data cannot be retrieved easily. The
proposed technique has been tested successfully on various .jpg files and corresponding PSNR
values have been calculated.
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1. INTRODUCTION

Communication is an important aspect in today’s world. Information is transmitted through different
data channels for communication and it suffers from serious security problem. Protection of important
information during transmission becomes an important issue and is therefore concealed by encryption.
Encryption [1] is the art of writing in cipher which is not intelligible to the person who does not have the
key to decipher it. The two kinds of encryption are cryptography and steganography. Steganography is
a Greek word which means covered writing. It is a technique of hiding secret information in the cover
image and the extraction of it at its destination. Steganography [2] takes cryptography a step further by
hiding an encrypted message so that no one suspects it exists. In cryptography, the text is random streams
of data which makes it vulnerable to the intruder whereas in steganography, the secret information is
hidden thus the intruder is unaware of the fact that some information is concealed in it, thus making it
more secure.

Steganography has three parts-the hidden information, the cover image and the key. The hidden
information is embedded in the cover image in such a way that no outsider can decode it and only the
party having the valid key for deciphering it can retrieve the hidden information from it. Various forms of
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(a) (b) (c)

Figure 1. (a) Hide Image (b) Original cover image (c) stego image

data like audio, video file, image, and text can be encoded using steganography
An example shown in Figure 1 illustrates the concept of steganography. The secret image shown in

Figure 1(a) is hidden in the cover image shown in Figure 1(b) to produce a stegnographic image as
shown in Figure 1(c).

In this paper, a new efficient algorithm has been proposed for LSB based image steganography in
which the last four bits of the cover image are replaced by the hide image which is encrypted using Hénon
chaotic map [3] encryption technique. This algorithm uses pseudo random numbers [4] generated using
Hénon map for one time padding [5] of the hide image. Two dimensional nonlinear dynamical Hénon map
generates a pseudo-random binary sequence. It is used as a symmetric key stream cipher cryptographic
system. The encryption was done using Hénon map, results in one time padding. One time padding (OTP)
is used, as it makes the decryption of the image impossible without knowing the key as image is encrypted
by the modular addition with a secret random key.

The LSB technique [6] proposed in this paper has a better space efficiency as compared to the stegano-
graphic algorithms proposed earlier as the minimum size of the cover image required for transmission of
the hide image of size (n⇥m) is only (n⇥2m).

2. RELATED WORK

Many different techniques for data hiding have been proposed till date. One of the widespread
techniques is based on manipulating the least-significant-bit (LSB) by replacing the LSBs of the cover-
image with the secret message bits. In paper [7] , Ali Daneshkhah proposed that the two bits of the
message is inserted in a pixel of an image in a way that second bit plane and fourth bit plane are allowed
to be manipulated. The results shows this method is an effective and secure steganography technique.

Wang et al. [8] proposed a method for data hiding scheme through optimal LSB substitution and
genetic algorithm. The worst mean-square-error (WMSE) between the cover image and stego image is
shown to be half of that obtained by simple LSB substitution method in proposed algorithm.

In paper [9], an optimal pixel adjustment is proposed for data hiding by simple LSB substitution. Its
result for four bit manipulation technique gives a PSNR value of 24.56, while the method proposed in this
paper gives a PSNR value of 34.87 for four bit replacement.

In paper [10], a survey has been done on various image encryption methodology. In this paper a new
method is proposed to increase the space efficiency and security of steganography.
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Figure 2. Hide Image

Figure 3. Pseudo Random numbers

3. PROPOSED IMAGE STEGANOGRAPHY ALGORITHM

Our proposed algorithm is based on encrypting the hide image using pseudo random numbers by LSB
technique.

3.1 Image Encoding

Consider hide image of order (n⇥m) represented by the Figure 2 which is given below:

3.1.1 Generation of Pseudo Random Numbers

Number Pseudo random numbers are used for the encryption of the hide image. Hénon map is used
for generating the pseudo-random sequence. Two dimensional discrete-time nonlinear dynamical Hénon
chaoticmap generates a pseudo-randombinary sequence which has been described as below

Xn+1 = 1+Yn �aXn; Yn+1 = bXn; n = 0,1,2, . . . (1)

Here, the parameters, a and b are prime importance as the dynamic behaviour of system depends on
these values [11].

For a hide image of n⇥m, a pseudo random matrix of size n⇥m is generated as shown in Figure 3.
The hide image matrix is XORed with the pseudo random matrix.
For an example, the cell of hide image having pixel value 255 is XORed with the cell value of the

pseudo random matrix having value 58

(11111111) XOR (00111010) = 110000101

(11000101)2 = (197)10
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3.1.2 Bit Representation and Bit-Division

Each value in the encrypted image matrix thus obtained, is represented by an 8-bit number.
Now, we need to divide this 8-bit value into 2 parts containing 4 bits each having value between 0 and

15.
(197)10 = (11000101)2

The resultant matrix G, of order (n⇥2m) is obtained.
If the size of cover image is greater than n⇥2m, then padding is required for the hide image to make its

size same as that of the cover image.

3.1.3 Bit Insertion into the Cover Image

After getting the resultant encrypted hide image of order (n*2m), we insert it into the cover image. The
last four bits of the cover image matrix are reset and replaced by the values of the resultant encrypted hide
image. The cover image is represented by Figure 4.

For e.g., 222 is converted to value 220 after replacing last four least significant bits with hide image
The final steganographic image is represented by Figure 5.

3.1.4 Encoding Algorithm

1. For a hidden image of dimensions n⇥m and a cover image of dimensions greater than at least
n⇥2m, a matrix of pseudo random numbers are generated of the order n⇥m.

2. These random numbers are XORed with the value of the hidden image to form the encrypted image.

3. Each value of the encrypted image matrix is broken into two halves of 4 bits each to give a value
between 0-15.

4. The least significant last 4 bits of the cover image is reset and substituted by the corresponding
values of the encrypted hide image.

5. Thus the final image after the manipulation of the LSBs are sent with the image hidden in it.

Figure 4. Cover Image
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Figure 5. The final stego image

Figure 6. Stego image

3.2 Image Decoding

To decode the stego image, we perform the following operations:

3.2.1 Extraction of 4 LSBs from stego image

The last four bits of every pixel value are taken and the values in each row are combined in pairs to
form 8-bit numbers, giving a (n⇥m) matrix.

For eg: taking the first two cell values in the stego image:

10 = (11011100)2

(229)10 = (111000101)2

Taking the last four bits from each value
1 1 0 0
0 1 0 1

3.2.2 Retrieval of the encrypted hide image

Combine these two extracted values to form an 8 bit number values between 0 and 255:

1 1 0 0 0 1 0 1

(11000101)2 = (197)10

These values correspond to the values of the encrypted hide image.
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Figure 7. Retrieval of the encrypted hide image

Figure 8. Original hide image

3.2.3 Retrieval of hide image

The encrypted hide image is XORed with the pseudo random matrix to obtain the original hide image
as shown in Figure 7.

Similarly other values are obtained to form the original hide image as shown in Figure 8.

3.2.4 Decoding Algorithm

The received image is read and the same set of random numbers are generated as on the sender’s side
using the same random function generator

1. The last 4 LSB’s of every 8 bit value of the stego image are retrieved.

2. Values of each row are clubbed together in pairs to give an 8 bit value of the encrypted image.

3. This encrypted image matrix is XORed with the random number matrix to retrieve the original hide
image.

4. EXPERIMENTAL RESULTS AND ANLYSIS

The proposed framework has been applied on a number of images with different hide images and
excellent results are obtained.
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(a) (b) (c)

Figure 9. Encoding by system: (a) original image (b) secret image (c) steganographic image.

(a) (b) (c) (d)

Figure 10. Cover Images; (a) fish (b) Desert (c) Lena (d) Baboon

4.1 Mean Squared Error

The MSE [12] represents the cumulative squared error between the cover image g and the stego image
ĝ of size (n⇥m).

eMSE=
1

MN

Z M

n=1

Z N

m=1
[bg(n,m)�g(n,m) ]2 (2)

The lower the value of MSE, the lower is the error.

4.2 PSNR (Peak Signal to Noise Ratio)

The quality difference between the cover image and the stego-image is measured through PSNR
[11].PSNR represents a measure of the peak error. It is defined as:

PSNR=�log10

⇣eMSE

S2

⌘
(3)

Where S is the maximum pixel value. Larger the PSNR, higher is the image quality, i.e. smaller the
difference between cover image and stego image.

Experimental Result of Figure 9 gives a result with efficient PSNR value 33.6773.
The experimental analysis of the images which were used as a cover images as shown in Figure 10.

are given in Table 1.
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Table 1. PSNR Value Analysis

Image Name Size(in pixel) Capacity (%) MSE PSNR
Lena.jpg 200*200 50% 31.916 34.8739
fish.jpg 768*1024 50% 19.573 35.6252

Baboon.jpg 512*513 50% 28.102 33.6773
Desert.jpg 455*500 50% 30.745 33.6728

4.3 Space Efficiency

The space efficiency of the algorithm described above is 50% which is much more than the algorithms
proposed earlier. For a hide image of order (n⇥m), a cover image of size at least (n⇥2m) is required.

5. CONCLUSION

In this paper, a new LSB technique for steganography is proposed, in which pseudo random numbers
are generated by Hénon chaotic maps. Further they are used to encrypt to hide the image and the four
LSB’s of the cover image are replaced by the hide image.

This method was applied to various test images in MATLAB and results thus obtained proved a higher
level of security of images.This method is space efficient and more secure than algorithms proposed
earlier.
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